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Abst ract

Proxying IP in HTTP allows building a VPN through HTTP | oad

bal ancers. However, at the tine of witing, that mechani smlacks a
way to communi cate network configuration details such as DNS
information or | Pv6 NAT64 prefixes (PREF64). In contrast, nost

exi sting VPN protocols provide nechani sns to exchange such
configuration information.

Thi s docunent defines extensions that convey DNS and PREF64
configuration using HITP capsules. This mechani sm supports encrypted
DNS transports and can be used to inform peers about network

transl ation prefixes for | Pv6/1Pv4 synthesis.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wg-
masque. gi thub.i o/ draft-ietf-nasque-connect-ip-dns/draft-ietf-msque-
connect-ip-dns.htm . Status information for this docunent may be
found at https://datatracker.ietf.org/doc/draft-ietf-nasque-connect-
i p-dns/.

Di scussion of this docunent takes place on the Multipl exed
Application Substrate over QU C Encryption Working Group mailing |ist
(mailto: masque@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/ masque/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/msque/.

Source for this draft and an issue tracker can be found at
https://github. comietf-wy-masque/draft-ietf-masque-connect-ip-dns.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1. Introduction

Proxying IP in HTTP ([ CONNECT-1P]) allows building a VPN through HTTP
| oad bal ancers. However, at the tine of witing, that nmechani sm

| acks a way to communi cate network configuration details such as DNS
informati on or |1 Pv6 NAT64 prefixes (PREF64). In contrast, nost

exi sting VPN protocols provide nechani sns to exchange such
configuration information (for exanple [IKEv2] supports discovery of
DNS servers).

Thi s docunent defines extensions that all ow CONNECT-1P peers to
convey DNS and PREF64 configuration information to its peer using
HTTP capsul es ([HTTP-DGRAM ). These extensions do not define any new
way to transport DNS queries or responses, but instead enable the
exchange of DNS resol ver configuration and NAT64 prefix infornmation
inline with CONNECT-1P sessions.

Note that these extensions are neant for cases where CONNECT-1P
operates as a Renpte Access VPN (see Section 8.1 of [CONNECT-I1P]) or
a Site-to-Site VPN (see Section 8.2 of [CONNECT-1P]), but not for
cases like I P Fl ow Forwarding (see Section 8.3 of [CONNECT-1P]).

For DNS configuration, this specification uses Service Bindings

([ SVCB]) to exchange informati on about naneservers, such as which
encrypted DNS transport is supported. This allows support for DNS
over HTTPS ([DoH]), DNS over QU C ([ DoQ@ ), DNS over TLS ([DoT]),
unencrypted DNS over UDP port 53 and TCP port 53 ([DNS]), as well as
potential future DNS transports. PREF64 configuration is represented
in a way simlar to Router Advertisenent option defined in Section 4
of [ PREF64- RA] .

Simlar to how Proxying IP in HTTP exchanges | P address configuration
information (Section 4.7 of [CONNECT-1P]), the nechanismdefined in
this docunment | everages capsules. Sinilarly, these nechanisns are
bidirectional: either endpoint can send configuration informtion

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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Thi s docunent uses termnology from[QU C]. Where this docunent
defines protocol types, the definition format uses the notation from
Section 1.3 of [QUIC]. This specification uses the variable-length

i nteger encoding fromSection 16 of [QU C]. Variable-length integer
val ues do not need to be encoded in the mni mum nunber of bytes
necessary.

In this docunent, we use the term "naneserver" to refer to a DNS
recursive resolver as defined in Section 6 of [DNS-TERMS], and the
term "domain nane" is used as defined in Section 2 of [DNS-TERMS].

3. DNS Configuration Mechani sm

Ei t her endpoint can send DNS configuration information in a
DNS_ASSI GN capsul e. The capsule format is defined bel ow

3.1. Donmin Structure

Domai n {
Domai n Length (i),
Domain Name (..),
}

Fi gure 1: Donmai n For mat
Each Domain contains the follow ng fields:

Domain Length: Length of the following Domain field, encoded as a
vari abl e-1 ength integer

Domain Nanme: Fully Qualified Domain Nane in DNS presentation fornat
and using an Internationalized Domain Nanes for Applications
(1 DNA) A-1abel ([1DNA]).

3. 2. Naneserver Structure

Naneserver ({
Service Priority (16),
| Pv4 Address Count (i),
| Pv4 Address (32) ...,
| Pv6 Address Count (i),
| Pv6 Address (128) ...,
Aut henti cation Domain Name (..),
Servi ce Paraneters Length (i),
Servi ce Paraneters (..),

Fi gure 2: Naneserver Format
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Each Naneserver structure contains the follow ng fields

Service Priority: The priority of this attribute conpared to other
naneservers, as specified in Section 2.4.1 of [SVCB]. Since this
specification relies on using Service Bindings in ServiceMde
(Section 2.4.3 of [SVCB]), this field MJUST NOT be set to O

| Pv4 Address Count: The nunber of |Pv4 Address fields following this
field. Encoded as a variable-length integer

| Pv4 Address: Sequence of |Pv4 Addresses that can be used to reach
this nanmeserver. Encoded in network byte order

| Pv6 Address Count: The nunber of |IPv6 Address fields following this
field. Encoded as a variable-length integer

| Pv6 Address: Sequence of |Pv6 Addresses that can be used to reach
this nanmeserver. Encoded in network byte order

Aut henti cati on Domai n Nane: A Domain structure (see Section 3.2)
representing the domain name of the naneserver. This MAY be enpty
if the naneserver only supports unencrypted DNS (as traditionally
sent over UDP port 53 and TCP port 53).

Service Paraneters Length: Length of the follow ng Service
Paraneters field, encoded as a variable-length integer.

Service Paraneters: Set of service paraneters that apply to this
naneserver. Encoded using the wire format specified in
Section 2.2 of [SVCH].

Servi ce paraneters all ow exchangi ng additional information about the
nameserver:

* The "port" service paraneter is used to indicate which port the
naneserver is reachable on. |If no "port" service paraneter is
i ncluded, this indicates that default port nunmbers should be used.

* The "al pn" service paraneter is used to indicate which encrypted
DNS transports are supported by this naneserver. |f the "no-
defaul t-al pn" service paraneter is omtted, that indicates that
t he naneserver supports unencrypted DNS, as is traditionally sent
over UDP port 53 and TCP port 53. In that case, the sumof |Pv4
Address Count and | Pv6 Address Count MJST be nonzero. |If
Aut hentication Domain Nane is enpty, the "al pn" and "no-default-
al pn" service paraneter MJST be onitted
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* The "dohpath" service paraneter is used to convey a relative DNS
over HTTPS URI Tenpl ate, see Section 5 of [SVCB-DNS].

* The service paraneters MJST NOT include "ipv4hint" or "ipv6hint"
SvcParans, as they are superseded by the included | P addresses.

3.3. DNS Configuration Structure

DNS Confi guration {
Naneserver Count (i),
Naneserver (..) ...,
Internal Donmin Count (i),
Internal Domain (..) ...,
Search Domain Count (i),
Search Domain (..) ...,

Fi gure 3: DNS Configuration Fornat
Each DNS Configuration contains the follow ng fields:
Nameser ver Count:
The nunber of Nanmeserver structures following this field. Encoded
as a variabl e-length integer.

Nameser ver :
A series of Nameserver structures representing nameservers.

Internal Donmai n Count:
The nunber of Domain structures following this field. Encoded as
a variabl e-1ength integer.

I nternal Domai n:
A series of Domain structures representing internal donai n nanes.

Search Domai n Count :
The nunber of Domain structures following this field. Encoded as
a variable-length integer.

Sear ch Dori n:
A series of Domain structures representing search domains.

3.4. DNS_ASSI GN Capsul e

The DNS_ASSI GN capsul e (see Section 6 for the value of the capsule
type) allows an endpoint to send DNS configuration to its peer.
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DNS_ASSI GN Capsul e {
Type (i) = DNS_ASSI GN
Length (i),
DNS Configuration (..) ...,
}

Figure 4: DNS_ASSI GN Capsul e Format

DNS_ASSI GN capsul e MAY include nultiple DNS configurations if
different DNS servers are responsible for separate internal donmins

If multiple DNS_ASSI GN capsul es are sent in one direction, each
DNS_ASSI GN capsul e supersedes prior ones.

3.5. Handling

Note that internal domains include subdomains. In other words, if
the DNS configuration contains a domain, that indicates that the
correspondi ng domain and all of its subdomai ns can be resolved by the
naneservers exchanged in the sanme DNS configuration. Sending an
enpty string as an internal domain indicates the DNS root; i.e., that
the correspondi ng naneserver can resolve all domai n nanes.

As with other I P Proxying capsules, the receiver can deci de whet her
to use or ignore the configuration information. For exanple, in the
consumrer VPN scenario, clients will trust the I P proxy and apply
recei ved DNS configuration, whereas IP proxies will ignore any DNS
configuration sent by the client.

If the P proxy sends a DNS _ASSI GN capsul e contai ning a DNS over
HTTPS naneserver, then the client can validate whether the |P proxy
is authoritative for the origin of the URI tenplate. |If this
val i dation succeeds, the client SHOULD send its DNS queries to that
naneserver directly as independent HTTPS requests. Wen possibl e,
those requests SHOULD be coal esced over the sane HTTPS connection

3.6. Exanples
3.6.1. Full-Tunnel Consuner VPN
A full-tunnel consuner VPN hosted at nasque. exanple.org could

configure the client to use DNS over HTTPS to the IP proxy itself by
sending the foll owi ng configuration.
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DNS Configuration = {
Naneservers = [{
Service Priority = 1,
| Pv4 Address =[],
| Pv6 Address =[],
Aut henti cati on Domai n Nane = "masque. exanpl e. org",
Service Paraneters = {
al pn=h2, h3
dohpat h=/ dns- quer y{ ?dns}
H
H
Internal Domains = [""],
Search Domains =[],
}

Figure 5: Full Tunnel Exanple

3.6.2. Split-Tunnel Enterprise VPN

An enterprise switching their preexisting | KEv2/1Psec split-tunne
VPN to connect-ip could use the foll owing configuration.

DNS Configuration = {
Naneservers = [{
Service Priority = 1,
| Pv4 Address = [192.0.2.33],
| Pv6 Address = [2001: db8::1],
Aut hentication Domain Name = ""
Service Paraneters = {},
H
Internal Dommins = ["internal.corp.exanple"],
Search Domains = |
"internal.corp.exanple",
"corp. exanpl e",

1.

3

Figure 6: Split Tunnel Exanple

4. PREF64 Configuration Mechani sm

Thi s docunent defines a new capsul e type, PREF64, that allows a
CONNECT- 1 P peer to conmunicate the | Pv6 NAT64 prefixes to be used for
| Pv6/ 1 Pv4 address synthesis. This information enabl es an endpoi nt
operating in an | Pv6-only environment to construct |Pv4-reachable
addresses from|IPv6 literals when a NAT64 translator is in use.
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PREF64 Capsul e

Each PREF64 capsul e conveys zero or nore NAT64 prefixes. |If multiple
capsules are sent in the sane direction, the nost recent one repl aces
any previously advertised prefixes. Enpty PREF64 capsule is used to
informthat NAT64 prefixes are not avail abl e.

The capsul e has the following structure (see Section 6 for the val ue
of the capsule type):

PREF64 Capsul e {
Type (i) = PREF64,
Length (i),
NAT64 Prefix (104) ...,
}

Figure 7. PREF64 Capsul e Fornat
I ndi vi dual NAT64 prefix has the follow ng structure:

NAT64 Prefix {
Prefix Length (8),
Prefix (96),

}

Figure 8: NAT64 Prefix Format
NAT64 prefix fields are:

Prefix Length: The length of the NAT64 prefix in bits encoded as a
single byte. Valid values are 32, 40, 48, 56, 64, and 96. These
| engths correspond to the prefix sizes permitted for the | Pv6-to-
I Pv4 address synthesis algorithmdescribed in Section 2.2 of
[ 1 Pv6- TRANSLATOR] .

Prefix: The highest 96 bits of the IPv6 prefix, encoded in network
byte order. Note that this field is always 96 bits |ong,
regardl ess of the value in the Prefix Length field preceding it,
see Section 2.2 of [IPv6- TRANSLATOR] for details.

Handl i ng
Upon receiving a PREF64 capsul e, a peer updates its |ocal NAT64
configuration for the correspondi ng CONNECT-1P session. The newy

recei ved PREF64 capsul e overrides any previously recei ved PREF64
capsules in the sane direction.
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If an endpoint receives a capsule that does not neet one of the
requirenents listed in Section 4.1, or with a length that is not a
multiple of 13 bytes, it MJST treat it as malforned. An enpty PREF64
capsul e invalidates any previously recei ved NAT64 Prefi xes.

4.3. Exanple

A CONNECT-| P peer would use the followi ng capsule to signal a single
NAT64 prefix of 64:ff9b::/96

PREF64 Capsul e {
Type (i) = PREF64,
Length (i) = 13,
NAT64 Prefix {
Prefix Length (8) = 96
Prefix (96) = 0x00 0x64 Oxff O0x9b Ox00 O0x00 0x00 0Ox00 0x00 0x00 0x00 0xO00,
}

Figure 9: PREF64 Capsul e Exanpl e
5. Security Considerations
Acting on recei ved DNS _ASSI GN capsul es can have significant inpact on
endpoi nt security. Endpoints MJST ignore DNS_ASSI GN capsul es unl ess
it has reason to trust its peer and is expecting DNS configuration

fromit.

Thi s nmechani sm can cause an endpoint to use a naneserver that is

outside of the connect-ip tunnel. Wile this is acceptable in sone
scenarios, in others it could break the privacy properties provided
by the tunnel. To avoid this, inplenentations need to ensure that

DNS_ASSI GN capsul es are not sent before the correspondi ng
ROUTE_ADVERTI| SEMENT capsul e.

6. | ANA Consi derations
Thi s docunent, if approved, will request | ANA add the foll ow ng

val ues to the "HTTP Capsul e Types" registry maintained at
<https://ww. i ana. or g/ assi gnnent s/ mnasque>
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| Val ue | Capsule Type |
E s oo s ey oo e
| Ox1ACE79EC (if this docunment is | |
| approved, this value will be | |
o m oo oo +
| replaced by a smaller one | DNS_ASSIGN |
| before publication) | |
o e e e e e e e e e e e e e e o e e - +
| 0x274CO0FBC (if this docunment is | |
| approved, this value will be | |
o m oo oo +
| replaced by a smaller one | PREF64 |
| before publication) | |
o e e e e e e e e e e e e e e o e e - +
Table 1

Al of these new entries use the follow ng values for these fields:

Status: provisional (permanent if this docunment is approved)
Ref erence: This docunent

Change Controller: |ETF

Contact: nasque@etf.org

Not es: None
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