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Abst r act

Thi s docunent describes how to proxy Ethernet frames in HITP. This
protocol is simlar to IP proxying in HTTP, but for Layer 2 instead
of Layer 3. More specifically, this document defines a protocol that
all ows an HITP client to create Layer 2 Ethernet tunnel through an
HTTP server to an attached physical or virtual Ethernet segnent.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://ietf-wg-
masque. gi thub.i o/ draft-ietf-nasque-connect-ethernet/draft-ietf-
masque- connect-ethernet. htm. Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-ietf-masque-
connect - et hernet/.

Di scussion of this docunent takes place on the MASQUE Wirki ng G oup
mailing list (mailto: masque@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ masque/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/masque/.

Source for this draft and an issue tracker can be found at
https://github. comietf-wy-masque/draft-ietf-nmasque-connect-ethernet.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. Introduction

HTTP provi des the CONNECT net hod (see Section 9.3.6 of [HITP]) for
creating a TCP [TCP] tunnel to a destination, a simlar nechanismfor
UDP [ CONNECT- UDP], and an additional mechanismfor |P [ CONNECT-1P].
However, these nechanisns can't carry layer 2 franes w thout further
encapsul ation inside of IP, for instance with Etherl P [ETHERI P], GUE
[GUE] or L2TP [L2TP] [L2TPv3], which inposes an additional MIU cost.

Thi s docunent describes a protocol for exchangi ng Ethernet franes
with an HTTP server. Either participant in the HITP connection can
then relay Ethernet frames to and froma local or virtual interface,
all owing the bridging of two Ethernet broadcast domains to establish
a Layer 2 VPN. This can sinplify connectivity to network-connected
appl i ances that are configured to only interact with peers on the
sane Ethernet broadcast donain.

Thi s protocol supports all existing versions of HTTP by using HITP
Dat agrans [ HTTP-DGRAM . \When using HTTP/ 2 [HTTP/ 2] or HITP/ 3
[HTTP/ 3], it uses HITP Extended CONNECT as described in

[ EXT- CONNECT2] and [ EXT- CONNECT3]. When using HTTP/ 1.x [HTTP/1.1],
it uses HITP Upgrade as defined in Section 7.8 of [HITP].

Thi s protocol necessarily involves additional fram ng overhead. When
possi bl e, users shoul d use higher-1evel proxying protocols, such as
connect-ip or connect-udp.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

In this docunment, we use the term"Ethernet proxy" to refer to the
HTTP server that responds to the Ethernet proxying request. The term
"client" is used in the HTTP sense; the client constructs the

Et hernet proxying request. |If there are HTTP internedi aries (as
defined in Section 3.7 of [HTTP]) between the client and the Ethernet
proxy, those are referred to as "internediaries" in this docunent.
The term "Et hernet proxying endpoints” refers to both the client and
the Ethernet proxy.
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Thi s docunent uses termnology from[QU C]. Where this docunent
defines protocol types, the definition format uses the notation from
Section 1.3 of [QUIC]. This specification uses the variable-length

i nteger encoding fromSection 16 of [QU C]. Variable-length integer
val ues do not need to be encoded in the mni mum nunber of bytes
necessary.

Note that, when the HTTP version in use does not support nultiplexing
streans (such as HITP/1.1), any reference to "streanl in this
docunent represents the entire connection

3. Configuration of Cients

Clients are configured to use Ethernet proxying over HTTP via a UR
Templ ate [ TEMPLATE]. The URI Tenpl ates used by this protocol do not
require any variables; inplenentations or extensions MAY specify
their owmn. URI Tenplates specified for this protocol MAY use the
wel | -known | ocation [WELL- KNOMN] registered by this docunent.

Exanpl es are shown bel ow

https://exanpl e. org/ . wel | - known/ masque/ et her net/
https://proxy. exanpl e. or g: 4443/ masque/ et her net/
htt ps:// masque. exanpl e. or g/ ?user =bob

An i mpl enentation that supports connecting to different Ethernet
segnents might add a "vlan-identifier” variable to specify which
segnent to connect to. The optionality of variables needs to be
consi dered when defining the tenplate so that variables are either
self-identifying or possible to exclude in the syntax. How valid
val ues for such variables are comunicated to the client is not a
part of this protocol.

Hypot heti cal exanpl es are shown bel ow.

https://proxy. exanpl e. or g: 4443/ masque/ et her net ?vl an={vl an-i dentifier}
https:// et herproxy. exanpl e.org/{vl an-identifier}

4. Tunnelling Ethernet over HITP

To all ow negotiation of a tunnel for Ethernet over HITP, this
docunment defines the "connect-ethernet" HTTP upgrade token. The
resulting Ethernet tunnels use the Capsul e Protocol (see Section 3.2
of [HTITP-DGRAM ) with HTTP Datagrams in the format defined in
Section 6.
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To initiate an Ethernet tunnel associated with a single HITP stream
a client issues a request containing the "connect-ethernet" upgrade
t oken.

By virtue of the definition of the Capsule Protocol (see Section 3.2
of [HTTP-DGRAM ), Ethernet proxying requests do not carry any nessage
content. Sinmilarly, successful Ethernet proxying responses also do
not carry any nessage content.

Et hernet proxying over HTTP MJUST be operated over TLS or QUIC
encryption, or another equivalent encryption protocol, to provide
confidentiality, integrity, and authentication

4.1. FEthernet Proxy Handling
Upon receiving an Ethernet proxying request:

* |f the recipient is configured to use another HTTP proxy, it wll
act as an intermediary by forwarding the request to another HTTP
server. Note that such intermediaries may need to re-encode the
request if they forward it using a version of HITP that is
different fromthe one used to receive it, as the request encodi ng
differs by version (see bel ow).

* Oherwise, the recipient will act as an Ethernet proxy. The
Et hernet proxy can choose to reject the Ethernet proxying request
or establish an Ethernet tunnel

The lifetinme of the Ethernet tunnel is tied to the Ethernet proxying
request stream

A successful response (as defined in Sections 4.3 and 4.5) indicates
that the Ethernet proxy has established an Ethernet tunnel and is
willing to proxy Ethernet franes. Any response other than a
successful response indicates that the request has failed; thus, the
client MJST abort the request.

4.2. HITP/ 1.1 Request

When using HITP/ 1.1 [HTTP/1.1], an Ethernet proxying request wll
meet the followi ng requirenents

*  The nethod SHALL be "GET".

* The request SHALL include a single Host header field containing
the host and optional port of the Ethernet proxy.
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* The request SHALL include a Connection header field with val ue
"Upgrade" (note that this requirement is case-insensitive as per
Section 7.6.1 of [HITP]).

* The request SHALL include an Upgrade header field with val ue
"connect - et hernet".

An Et hernet proxying request that does not conformto these
restrictions is malformed. The recipient of such a mal formed request
MUST respond with an error and SHOULD use the 400 (Bad Request)
status code.

For exanple, if the client is configured with the URI Tenpl ate
"https://exanpl e. org/.well -known/ masque/ et hernet/" and wi shes to open
an Ethernet tunnel, it could send the foll owi ng request.

GET https://exanpl e.org/.well-known/ masque/ ethernet/ HITP/ 1.1
Host: exanpl e.org
Connection: Upgrade
Upgr ade: connect - et her net
Capsul e-Protocol : ?1
Figure 1. Exanple HTTP/ 1.1 Request
4.3. HITP/ 1.1 Response

The server indicates success by replying with a response that
conforns to the follow ng requirenents:

* The HTTP status code on the response SHALL be 101 (Switching
Pr ot ocol s) .

* The response SHALL include a Connection header field wi th val ue
"Upgrade" (note that this requirenment is case-insensitive as per
Section 7.6.1 of [HITP]).

* The response SHALL include a single Upgrade header field with
val ue "connect-ethernet”.

* The response SHALL neet the requirenents of HITP responses that
start the Capsul e Protocol; see Section 3.2 of [HITP- DGRAM .

If any of these requirements are not nmet, the client MJUST treat this
proxying attenpt as failed and cl ose the connecti on.

For exanple, the server could respond wth:
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HTTP/ 1.1 101 Switching Protocols
Connection: Upgrade

Upgr ade: connect - et her net

Capsul e-Protocol : ?1

Fi gure 2: Exanmple HTTP/ 1.1 Response
4.4. HITP/ 2 and HTTP/ 3 Requests

When using HITP/ 2 [HTTP/ 2] or HTTP/3 [HTTP/ 3], Ethernet proxying
requests use HITP Extended CONNECT. This requires that servers send
an HTTP Setting as specified in [ EXT- CONNECT2] and [ EXT- CONNECT3] and
that requests use HTTP pseudo-header fields with the foll ow ng
requirenents

* The :method pseudo-header field SHALL be " CONNECT".
* The :protocol pseudo-header field SHALL be "connect-ethernet".

* The :authority pseudo-header field SHALL contain the authority of
the 1P proxy.

* The :path and :schene pseudo-header fields SHALL NOT be enpty.
Their val ues SHALL contain the schene and path fromthe configured
URL; see Section 3.

An Et hernet proxying request that does not conformto these
restrictions is nmalforned; see Section 8.1.1 of [HITP/ 2] and
Section 4.1.2 of [HITP/3].

For exanple, if the client is configured with the URI Tenpl ate
"https://exanpl e. org/.well -known/ masque/ et hernet/" and wi shes to open

an Ethernet tunnel, it could send the foll owi ng request.
HEADERS

:met hod = CONNECT

> protocol = connect - et hernet

:schene = https
:path = /.well-known/ masque/ et her net/
;authority = exanple.org
capsul e-protocol = ?1
Fi gure 3: Example HTTP/ 2 or HTTP/ 3 Request
4.5. HITP/ 2 and HITP/ 3 Responses

The server indicates success by replying with a response that
conforns to the foll owing requirenments:
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* The HTTP status code on the response SHALL be in the 2xx
(Successful) range.

* The response SHALL neet the requirenents of HITP responses that
start the Capsul e Protocol; see Section 3.2 of [HITP- DGRAM .

If any of these requirements are not nmet, the client MJUST treat this
proxying attenpt as failed and abort the request. As an example, any
status code in the 3xx range will be treated as a failure and cause
the client to abort the request.

For exanple, the server could respond wth:

HEADERS
:status = 200
capsul e-protocol = 71

Fi gure 4: Exanmple HTTP/ 2 or HTTP/ 3 Response
5. Context ldentifiers

The nechani sm for proxying Ethernet in HTTP defined in this docunent
all ows future extensions to exchange HTTP Datagrans that carry
different semantics fromEthernet frames. Sonme of these extensions
coul d augnent Ethernet payloads with additional data or conpress

Et hernet frame header fields, while others could exchange data that
is completely separate from Ethernet payloads. |In order to
acconplish this, all HTTP Datagrans associated with Ethernet proxying
requests streanms start with a Context ID field; see Section 6.

Context IDs are 62-bit integers (0-2762-1). Context |IDs are encoded
as variable-length integers; see Section 16 of [QU C]. The Context
ID value of 0 is reserved for Ethernet payl oads, while non-zero

val ues are dynamcally allocated. Non-zero even-nunbered Context-IDs
are client allocated, and odd-nunbered Context |Ds are proxy-

all ocated. The Context |ID nanespace is tied to a given HITP request;
it is possible for a Context IDwith the sane nuneric value to be
simul taneously allocated in distinct requests, potentially with
different semantics. Context |IDs MJST NOT be re-allocated within a
gi ven HTTP request but MAY be allocated in any order. The Context ID
allocation restrictions to the use of even-nunbered and odd- nunbered
Context IDs exist in order to avoid the need for synchronization

bet ween endpoi nts. However, once a Context |ID has been all ocated,
those restrictions do not apply to the use of the Context ID; it can
be used by either the client or the Ethernet proxy, independent of

whi ch endpoint initially allocated it.
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Regi stration is the action by which an endpoint informs its peer of
the semantics and format of a given Context ID. This docunent does
not define how registration occurs. Future extensions MAY use HITP
header fields or capsules to register Context IDs. Depending on the
met hod being used, it is possible for datagrans to be received with
Context |IDs that have not yet been registered. For instance, this
can be due to reordering of the packet containing the datagram and
the packet containing the registrati on message during transm ssion.

6. HTTP Dat agram Payl oad For mat

When associated with Ethernet proxying request streans, the HITP
Dat agr am Payl oad field of HITP Datagrams (see [HITP-DGRAM ) has the
format defined in Figure 5. Note that when HTTP Dat agrans are
encoded usi ng QUI C DATAGRAM frames, the Context ID field defined
below directly follows the Quarter StreamID field which is at the
start of the QU C DATAGRAM frane payl oad.

Et hernet Proxyi ng HTTP Dat agram Payl oad {
Context ID (i),
Payl oad (..),

Figure 5. Ethernet Proxying HTTP Dat agram For mat

The Et hernet Proxying HTTP Dat agram Payl oad contains the foll ow ng
fields:

Context ID: A variable-length integer that contains the value of the
Context ID. |If an HTTP/ 3 datagram which carries an unknown
Context IDis received, the receiver SHALL either drop that
datagramsilently or buffer it tenmporarily (on the order of a
round trip) while awaiting the registration of the correspondi ng
Context |D.

Payl oad: The payl oad of the datagram whose senmantics depend on
val ue of the previous field. Note that this field can be enpty.

Et hernet frames are encoded using HITP Datagrams with the Context 1D
set to zero. Wen the Context IDis set to zero, the Payload field
contains a full Layer 2 Ethernet Frame (fromthe MAC destination
field until the |ast byte of the Frame check sequence field), as
defined by | EEE 802.3, with support for optional |EEE 802.1Q tagging
(see Section 9.2).
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7. Ethernet Frame Handling

Thi s docunent defines a tunnelling nechanismthat is conceptually an

Et hernet link. Inplenentations m ght need to handle sone of the
responsibilities of an Ethernet switch or bridge if they do not
del egate themto another inplenentation such as a kernel. Those

responsibilities are beyond the scope of this docunment, and include,
but are not limted to, the handling of broadcast packets and
mul ticast groups, or the local term nation of PAUSE franes.

If an Ethernet proxying endpoint fails to deliver a frane to an
underlying Ethernet segnent, the endpoint MJST drop the frane.

8. Examples
Et hernet proxying in HTTP enabl es the bridging of Ethernet broadcast
domai ns. These exanples are provided to help illustrate sone of the
ways in which Ethernet proxying can be used.

8. 1. Renpt e Access L2VPN

The foll owi ng exanpl e shows a point to point VPN setup where a client
appears to be connected to a renpte Layer 2 network.

R + R + +---> HOST 1

| T + L2 | Layer 2

| dient |<--Layer 2 Tunnel---| Proxy +------------ +---> HOST 2
A R T + | Broadcast |

Fo------- + Fo------- + Domain +---> HOST 3

Fi gure 6: L2VPN Tunnel Setup
In this case, the client connects to the Ethernet proxy and

i medi ately can start sending ethernet franes to the attached
br oadcast domai n.
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[[ Fromdient ]] [[ From Ethernet Proxy ]]

SETTI NGS
H3_DATAGRAM = 1

SETTI NGS
ENABLE_CONNECT _PROTOCOL = 1
H3_DATAGRAM = 1

STREAM 44) : HEADERS

:met hod = CONNECT

s protocol = connect - et hernet

:schene = https

:path = /.well-known/ masque/ et her net/
cauthority = proxy.exanpl e.com

capsul e-protocol = 71
STREAM 44) : HEADERS
:status = 200
capsul e-protocol = ?1
DATAGRAM

Quarter Stream|ID = 11
Context ID=20
Payl oad = Encapsul ated Et hernet Frame

DATAGRAM

Quarter StreamID = 11

Context ID =0

Payl oad = Encapsul ated Et hernet Frane

Figure 7: VPN Full-Tunnel Exanple
8.2. Site-to-Site L2VPN
The foll owi ng exanpl e shows a site-to-site VPN setup where a client

joins a locally attached broadcast domain to a renote broadcast
domai n t hrough the Proxy.
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e - + e - +
| R LR T + L2 |
| dient |---L2 Tunnel---| Proxy |
| S + |
-t e - - + -mmmm- +-+
I I
HOST A <---+ Layer 2 Layer 2 +---> HOST 1
| Broadcast Br oadcast |
HOST B <---+ Dommin Domai n +---> HOST 2
I I
HOST C <---+ +---> HOST 3

Figure 8 Site-to-site L2VPN Exanpl e

In this case, the client connects to the Ethernet proxy and

i medi ately can start relaying Ethernet frames fromits attached
broadcast domain to the proxy. The difference between this exanple
and Section 8.1 is limted to what the Client is doing with the the
tunnel; the exchange between the Cient and the Proxy is the sanme as
in Figure 7 above.

9. Performance Consi derations

When the protocol running inside the tunnel uses congestion contro
(e.g., [TCP] or [QUIC]), the proxied traffic will incur at |east two
nested congestion controllers. Inplenmenters will benefit from
readi ng the guidance in Section 3.1.11 of [UDP-USAGE]. By default
the tunneling of Ethernet frames MJST NOT assune that the carried

Et hernet frames contain congestion controlled traffic. Optimzations
for traffic flows carried within the Ethernet Franes MAY be done in
cases where the content of the Ethernet Frames have been identified
to be congestion controlled traffic.

Sone inplenmentations mght find it benefitial to maintain a small
buffer of frames to be sent through the tunnel to snoboth out short
termvariations and bursts in tunnel capacity. Any such buffer MJST
be limted, and when exceeded any Ethernet franes that woul d

ot herwi se be buffered MJUST be dropped.

When the protocol running inside the tunnel uses |oss recovery (e.g.,
[TCP] or [QUIC]) and the outer HTTP connection runs over TCP, the
proxied traffic will incur at |east two nested | 0oss recovery

mechani sms.  This can reduce performance, as both can sonetines

i ndependently retransmt the sane data. To avoid this, Ethernet

pr oxyi ng SHOULD be perforned over HITP/3 to allow | everaging the QU C
DATAGRAM f r ane.
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9.1. MU and Frane Ordering Considerations

VWhen using HITP/3 with the QUI C Dat agram ext ensi on [ QU C DGRAM ,

Et hernet frames can be transmtted in QU C DATAGRAM frames. Since
DATACRAM frames cannot be fragnented, they can only carry Ethernet
franes up to a given length deternined by the QU C connection
configuration and the Path MU (PMIU). |nplenentations MAY rely on
[QUIC]"s use of [DPLPMIUD] to probe and di scover the PMIU over the
connection’s lifetine, and adjust any associated interface MIU as
needed. Furthernore, the UDP packets carrying these franes could be
reordered by the network.

When using HTTP/ 1.1 or HTTP/ 2, and when using HTTP/3 without the QU C
Dat agr am ext ensi on [ QUI G- DGRAM, Ethernet frames are transmitted in
DATACGRAM capsul es as defined in [HTTP-DGRAM . DATAGRAM capsul es are
transmitted reliably over an underlying stream maintaining frane
order, though they could be split across nultiple QU C or TCP
packets.

The trade-of f between supporting a | arger MIU and avoi di ng
fragmentati on shoul d be consi dered when deci di ng what node(s) to

operate in. Inplenentations SHOULD NOT intentionally reorder
Et hernet frames, but are not required to provide guaranteed in-order
delivery. |If in-order delivery of Ethernet frames is required,

DATAGRAM capsul es can be used.
9.2. | EEE 802. 1Q VLAN taggi ng

Wil e the protocol as described can proxy Ethernet frames with | EEE
802. 1Q VLAN tags, it is RECOMVENDED that i ndividual VLANs be proxied
in separate connections, and VLAN tags be stripped and applied by the
Et her net proxyi ng endpoi nts as needed.

10. Security Considerations

There are risks in allowing arbitrary clients to establish a tunne
to a Layer 2 network. Bad actors could abuse this capability to
attack hosts on that network that they woul d ot herwi se be unable to
reach. HITP servers that support Ethernet proxying SHOULD restrict
its use to authenticated users. Depending on the depl oynent,
possi bl e authenti cation nechani sns include nutual TLS between | P
proxyi ng endpoi nts, HITP-based authentication via the HTTP

Aut hori zation header [HTTP], or even bearer tokens. Proxies can
enforce policies for authenticated users to further constrain client
behavi or or deal with possible abuse. For exanple, proxies can rate
limt individual clients that send an excessively |arge anmount of
traffic through the proxy.
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11.

11.

11.

12.

Users of this protocol may send arbitrary Ethernet frames through the
tunnel, including franes with arbitrary source MAC addresses. This
could allow inpersonation of other hosts, poisoning of ARP [ RFC826],
NDP [ RFC4861] and CAM (Content Addressabl e Menory) tables, and cause
a denial of service to other hosts on the network. These are the
sanme attacks available to an arbitrary client with physical access to
the network. An inplementation that is intended for point-to-site
connections might limt clients to a single source MAC address, or

Et her net proxying endpoints m ght be configured to limt forwarding
to pre-configured MAC addresses, though such filtering is outside the
scope of this protocol. Dynamic signalling or negotiation of MAC
address filtering is left to future extensions.

This protocol is agnostic to where on the Ethernet segment a gateway
for higher-level routing mght be |located. A client may connect via
an Et hernet proxy and di scover an existing gateway on the Ethernet
segnent, supply a new gateway to the Ethernet segnent, both, or

neit her.

| ANA Consi der ati ons
1. HTTP Upgrade Token

Thi s docunent will request | ANA to register "connect-ethernet" in the
HTTP Upgrade Token Registry naintained at
<https://wwv. i ana. or g/ assi gnnent s/ htt p-upgr ade-t okens>.

Val ue: connect - et her net

Description: Proxying of Ethernet Payl oads
Expect ed Version Tokens: None

Ref erences: This docunent

2. Updates to the MASQUE URI Suffixes Registry

Thi s docunent will request I ANA to register "ethernet" in the MASQUE
URI Suffixes Registry maintained at

<https://ww. i ana. or g/ assi gnnent s/ masque>, created by Section 12.2 of
[ CONNECT- | P] .

B Rl s ey el
| Path Segnent | Description | Reference |
E s bl e e e e
| ethernet | Ethernet Proxying | This Docunent |
I i I F- - e m - - - i +

Tabl e 1: New MASQUE URI Suffixes

Ref er ences
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