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Abst ract

Thi s specification describes an optional Topol ogy Control (TC)
message that can be sent by an OLSRv2 router. This is permitted, but
not suggested, by the existing protocol, but is here recomrended for
use in sone networks. The original notivation for this nessage cane
fromthe circunstances of a nostly stable network, in the nost
extreme case updated only by nessages responding to the arrival and
departure of routers, in which case the additional TC message i s not
just recommended but required. However, the additional message coul d
be useful in reducing the routing convergence tinme in any network in
whi ch nessages are sent at |engthy intervals.

Thi s specification updates RFC 7181 "The Optim zed Link State Routing
Protocol version 2 (COLSRv2)".
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1. I nt roduction

The Optim zed Link State Routing Protocol version 2 (OLSRv2)
[ RFC7181] is a proactive routing protocol for use in nobile ad hoc
net wor ks ( MANETS) .

Thi s specification considers TC (Topol ogy Control) nessages that are
sent by instances of OLSRv2, but there is also reference to HELLO
messages. HELLO nessages are formally sent by the Nei ghbor Hood

Di scovery Protocol (NHDP) specified in [ RFC6130], but are then

nmodi fied by OLSRv2. For sinplicity, this docunent describes both as
sent by COLSRv2.

[ RFC7181] pernmits a wide range of behaviors by routers. This is
intended to all ow other approaches than its usual behavior. For
exanple, OLSRv2 permts a router to set and change its nessage
intervals, constrained only by adm nistrative rules that are outside
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the scope of [RFC7181]. This can be used, for exanple, to allow a
router to "back off" (typically exponentially) message intervals when
a network appears to be stable, reverting to nore frequent nmessages

i f any changes are observed. Such behavior is not directly
considered in this specification, but can be conbined with the

sendi ng of other responsive nessages, i.e., any nessages sent in
response to a change in circunstances rather than on a periodic
schedul e.

Thi s specification was notivated by the design of OLSRv2 that pernits
the sending of HELLO nessages, and subsequently TC nessages if
required, in response to changes in the |ocal neighborhood. These
messages can be sent in addition to periodically schedul ed nessages,
their aimbeing to accelerate routing table convergence. The extremne
case of such behavior would be to only send such responsi ve nmessage,
with no periodic nessages sent at all. This extrene case, and
variants of it, is considered further in Appendix A This case was
the notivation for this specification, because in it sending sone
additional TC nessages that are pernmitted but not suggested by

[ RFC7181], is required for the protocol to be fully functional

These additional nessages are thus required in those circunstances,
shoul d they ever occur, by this specification

However, the primary purpose of this specification is to recomend,
but not require, sending such additional nessages in networks that,
while not fully responsive, are generally stable and thus use |onger
message intervals, possibly due to being backed off, as well as
sendi ng nmessages responding to | ocal nei ghborhood changes. In such
net wor ks the additional nessages recomended by this specification
can further inprove the routing table convergence tinme across the
net wor k.

Thi s specification thus nodifies the behavior of the protocol, but
only by maki ng an optional behavior - sending an additional, but
standard format, TC nmessage - recomended in sonme cases, and required
in some further cases. The circunstances in which this additiona
message i s required, not just recomrended, are not expected to be
encountered in most practical networks, but represent a limting case
of those in which the nessage is recoomended. |In addition, in the
circunstances when the nessage is required the existing protoco

woul d not produce a fully functioning network, and thus there is no
interoperability issue introduced by requiring the additional nessage
in those circunstances.

Al OLSRv2 routers, whether or not using this specification, can
process these additional TC nessages, and can thus fully interoperate
in all circunstances. This specification is thus in practice, fully
interoperable with all routers in functional OLSRv2 networKks.
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Whet her or not such additional nmessages are sent is, as with al
details of nessage sending, including but not Iimted to nessage
intervals and validity tines, and any variation thereof, set by
adm ni strative configuration, for exanple using [ RFC7939] and

[ RFC7184] .

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ BCP14] .

Additionally, this docunment uses the termni nology of [RFC6130] and
[ RFC7181] .

3. Applicability Statenent

Thi s specification updates [ RFC7181] by indicating circunstances in
whi ch an ot herw se optional, but not suggested, additional TC nessage
sending is recommended or required due to the reduction or
elimnation of periodic nessage sending in a network that is largely
st abl e.

Thi s change has no effect on the interoperability of routers using

[ RFC7181], because such additional messages are al ways pernitted, and
the only circunstances in which the additional nessages are required
are ones in which the network will not properly function w thout

t hem

4. Analysis

This section considers the inplications of a nostly or fully
responsi ve network and why the responsive nessages indicated in

[ RFC7181] are not sufficient in this case. The solution proposed,
which is necessary if operating fully responsively, is not limted to
this case, but this case is useful to develop it.

4.1. Overview

The main reason for considering the responsive use of OLSRv2 is to
reduce the nunmber of nessages sent and received by the protocol,
while still responding to changes. When using this approach, the
protocol loses the resilience to nessage loss that is provided by the
sendi ng of periodic messages. For discussion of this and other
practical issues arising in a fully, or largely, responsive network,
see Appendi x A.  This analysis assunes that all nessages are, by one
means or another, successfully received by the intended recipients,
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and consi ders whet her these nmessages are sufficient.
4.2. Router Arrival

When a router is first activated, it sends a HELLO nessage that
announces its own identity, but no other significant information.
This is recognized by other routers that send new, nodified, HELLO
messages that in due course stabilize. This can be using any

combi nation of periodic and responsive HELLO nessages. |If acting
purely responsively, after stabilization no further HELLO nessages
woul d be required until any later |ocal change to the network.

At this point all routers within two hops of the new router will have
updated their relevant |Information Bases and computed new Mil ti Poi nt
Rel ays (MPRs) that are included in their HELLO nessages. (This is
the nodification to the HELLO nessages defined in [ RFC6130] that was
i ntroduced by [RFC7181].) Fromthis, these local routers update
their MPR selectors and thus sone or all of themw Il send new TC
messages, with a new Advertised Nei ghbor Sequence Number (ANSN) that
repl aces the information recorded from previ ous TC nessages.

Thi s process updates all necessary information recorded at each pre-
existing router, in particular its routing table. However, the new
router will lack routing information fromrouters beyond its 2-hop
nei ghbor hood, and fromany routers within its 2-hop nei ghborhood t hat
do not change their advertised neighbors. In normal use, this

m ssing information will, in due course, be provided by the periodic
sendi ng of TC nessages by all routers that advertise any nei ghbors.
However, that would not occur in a fully responsive network.

A solution to this problemis that when a router recogni zes a new
router added to the network it sends a responsive TC message, if it
has not already done so. The arrival of a new router can be

recogni zed by the addition of a newtuple to the Advertising Renote
Router Set. This new form of responsiveness - to a renbte event
rather than to a local event - ensures that the new router |earns al
the information that it requires even w thout periodic nessages.

In the usual case where responsive nessages suppl ement periodic
messages, which may thus have a longer interval, this will provide
the new router with its required information without waiting for a
peri odi c nessage, thus accelerating routing table convergence.
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4.3. An Alternative Approach

A faster approach to a new router joining the network would be for
one or nore of its new neighbors to provide the conplete network
topology to it. This would require new protocol nessages and i s not
included in this specification. A suggestion as to how to achieve
this for what is now considered version 1 of OLSR [RFC3626], was
described in [C ausen2004]. It has not been suggested here as it is
a non-conpati ble change to the protocol if it is relied on. (If it
is supplenentary then it could sinply be ignored, failing to achieve
its purpose of speeding up convergence, but not doing any harm)

5. Changes to OLSRv2

Thi s specification nmakes a single normative change to [RFC7181]. A
conpl ete TC message MAY be sent, according to that specification, at
any tine. One such tine - not considered in that specification - is
the addition of an Advertising Renote Router Tuple to the Advertising
Renote Router Set. This specification defines circunmstances in which
that OPTIONAL sending is instead RECOWENDED or REQUI RED. Note that
this behavior on recognizing these circunstances is admnistratively
configured, not recognized from nessage exchange; it is a conpani on
to admi nistrative configuration of the protocol paraneters, for
exanmpl e using [ RFC7939] and [ RFC7184].

When a router adds an Advertising Renote Router Tuple to the
Advertising Renote Router Set it is RECOVWENDED that a conplete TC
message is sent if the router has not already sent a TC nessage in
response to the same change (which can occur if the sending router is
within two hops of the new router) and there would be a significant
del ay before such a nmessage woul d be sent periodically. The decision
as to what constitutes a significant delay is an adnmnistrative

i ssue, but, as a guideline, delays in excess of the default val ue of
TC INTERVAL are likely to be considered as significant.

When a router adds an Advertising Renote Router Tuple to the
Advertising Remote Router Set it is REQU RED that a conplete TC
message is sent if the router has not already sent a TC nessage in
response to the same change and no TC nessages are currently
schedul ed, or if the maxi num possi ble TC nessage interval is used as
an effective equivalent to that.
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1.

Such sending of a TC nessage is subject to the usual constraints on
sendi ng such nmessages, in particular the setting of the paraneter
TC_M N_I NTERVAL, and SHOULD be jittered as described in [ RFC5148]
according to the guidelines as to its use in [ RFC7181], thus avoiding
the problens that these nechanisns are designed to nmitigate; in
particular if nmore than one router joins the network at the sane
time, such as when two networks become connect ed.

Note that even if the paraneter TC INTERVAL is currently set to a
long tine, the paranmeter TC M N | NTERVAL shoul d usually be kept to
its default value or another smaller val ue.

| ANA Consi der ati ons
Thi s docunment has no actions for | ANA
Security Considerations

This update to [ RFC7181] recommends, under the circunstances

i ndi cated, additional nessages that are already permtted. As such,
this protocol introduces no new integrity considerations to an

i npl ementation of [RFC7181], which is usually expected to use

[ RFC7182] for this purpose. |If responsive behavior is used in a
network that it is unsuited for, then there will be a | oss of network
availability. However, this is another case of the existing

consi deration that any use of OLSRv2 with unsuitable parameters will
produce a badly or non- functioning network. In any already
functioning network this change will inprove, rather than reduce,
availability, that being its purpose.
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Appendi x A, Fully Responsi ve Networks

Thi s appendi x considers sonme details of how a network that only sends
responsi ve nmessages could operate. As noted, this is the limting
case of possible behavior, and unlikely to be fully realised, as
while it is expected that sonme networks nmay rely nore on responsive
messages, none are expected to rely fully on them However, these
commrents nay al so apply, in whole or part, to such nore (but not
fully) responsive networKks.

A.1. Network Dynam sm and Message Loss

In considering these networks, note that although the word "nobile"
is part of the expansion of the acronym MANET, and networks with
mobility are the nost inportant use case for OLSRv2, ad hoc networks
need not include nobility, but can be dynamic in other ways,

i ncludi ng cases such as changes in the physical medium An inportant
case is where the principal, or even only, dynamsmis the

i ntroduction of newrouters to the network, or the departure -
voluntarily or otherwi se - of routers fromthe network. Such a
networ k can be considered to be stable between such arrivals and
departures.

If only event-driven nessages - whether HELLO nessages or TC nessages
- are sent, the loss of even a single nessage coul d nean that sone
connectivity that is present is not used. This might be acceptable
in a dense network, or one in which nessage | oss is unusual, possibly
due to the behavior of the data link layer in use. However, it is

al so inportant to nmmintain connectivity to any routers that have

| ocal hosts fromor to which data traffic may be sent, even if these
are not essential for routing.

VWhen mai ntai ning the connectivity of a router that is not sending
messages periodically, one approach to inprove the situation is to
send nore than one copy of each nessage, separated by at |east the
appropriate mni mum nmessage i nterval, which nust be set appropriately
for this case. This is simlar to the suggestion in [ RFC7181] that,
when sending nessages followi ng an increase in nessage interval, nore
than one message can be sent using the old interval before changing
to the new interval
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A 2. Router Arriva

A newy arrived router in a fully responsive network will send HELLO
messages and, due to its new nei ghbors hearing those nessages,
realising that their neighborhood has changed, and sending their own
responsi ve HELLO nessages, the new router will becone fully
integrated into its nei ghborhood (assum ng no nessage loss). It wll
al so then send TC nessages including its advertised nei ghbors.

In this way, renote routers - those beyond two hops of the new router
- will learn of the newrouter. But the converse is not so. The new
router will only learn of renpote routers if they send TC nessages.
Those nessages are the subject of this specification, described
outside this appendix. But note that in a fully responsive network,
these TC messages are essential to the newrouter fully joining the
networ k, and hence why these TC nessages fromrenote routers are
required in this case

A. 3. Router Departure

There are two possible cases of router departure, depending on

whet her the router has advanced know edge of its upconing departure,
or loss, intine to take action, or not. Such advanced know edge
could due to be a schedul ed repl acenent of a router, or could be due
to an event such as router | oss due to battery exhaustion, but by
monitoring the battery that exhaustion was anticipated. In such
cases the router can opt out of the network by sending a HELLO
message reporting all of its neighbors as | ost using a LI NK STATUS
TLVs with all nei ghbor addresses having value LOST, and, if
necessary, a conplete TC nessage with a new ANSN cont ai ni ng no
advertised nei ghbors.

However, in other circunstances this | oss might occur unpredictably.
In that case it is necessary for the lost router’s neighbors to
recogni ze the loss. |If that can be done by sone neans ot her than
usi ng OLSRv2 messages that woul d be advantageous, but it is expected
that the only source for this is to use OLSRv2 nessages.

That a router is present and correct is signaled by HELLO nessages.
In principle, in an otherw se purely responsive network it would be
possible to restrict these to being enpty, and nei ghbors to recognize
that a router is lost by the cessation of these sinple "heartbeat”
messages. But that is not how NHDP is defined, and would require a
change to its operation, and is not part of this specification

However, although in this case periodic HELLO nessages are required,

this does not nmean that periodic TC nessages are required. TC
messages can be, in this instance, linmted to the initial |ong
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validity tine nmessages sent by a newrouter. To show this, consider
what happens if a router is lost in this case. Because the |ost
router was sendi ng HELLO nessages that have now ceased, nei ghbor
routers can recogni ze that the router is lost and renove it from al

I nformati on Bases.

However, if TC nessages have effectively infinite validity times, and
if arouter is lost without warning, the information it has
previously sent in its TC messages will remain in the Information
Bases of all other routers in the network. This is undesirable in
that it occupies nmenory and might increase the tine required to
access wanted information. However, as the anal ysis bel ow shows,
that unwanted i nformation is never used, and thus there is no mgjor
harmin its continued presence.

Once a router is recognized as lost by its neighbors, they will

renove it fromtheir Neighbor Information Bases. This will |eave no
local links to the lost router based on nessages fromthose
nei ghbors. However, links using the lost router will persist in the

Topol ogy Informati on Bases of other routers based on received TC
messages. However, all of those links will be outgoing fromthe | ost
router, there will be no incomng links to that |ost router stil
recorded, and thus that lost router will not be included in any
routes. This is because although a TC nessage can - because there is
no prohibition on doing so - include inconming links as well as the
required outgoing |Iinks, those incomng links are not processed using
[ RFC7181] as the required processing in Section 16.3.3.2 relies on
havi ng a known associated netric value, and that value is defined in
Section 16.3.2 as being an outgoi ng nei ghbor netric val ue.

One approach that could be used to renove unwanted information in a
network with both router gains and | osses, but is not part of this
specification, is that when a router recognizes a router gain, as
described in the previous section, as well as sending a TC nessage it
expects to receive simlar TC nessages fromother routers. To rely
on this would require all routers to send TC nessages in this
circunstance, even if they have no advertised neighbors. Because the
sendi ng of such TC nessages, especially in the latter case, cannot be
assuned, this is not part of this specification, which ains at
backward conpatibility. However, were a guarantee of such TC
nmessages to be inplenented in a network then failure to receive any
such TC nmessages woul d suggest that a router that is represented in
the Advertising Renmote Router Set, but from which no such TC nessage
is received, mght be lost. One or nore such occurrences could then
be used to rempove the correspondi ng Advertising Renote Router Tuple.
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Ret ai ni ng periodic HELLO nessages, but not periodic TC nessages,

| oses some of the advantages of responsive use of the protocol, such
as possi ble covertness. However, it reduces nessage sendi ng and
processi ng, thus econom zing battery use. Note also that in a large
network, it is the periodic TC nessages, that here are not being
sent, that can create sone scalability problens for the protocol, as
periodic TC nessages i npose an overhead on each router that depends
on the overall network size, whereas periodic HELLO nessages

i ntroduce an overhead on each router that only depends on the |oca
nei ghbor hood si ze.

The unwanted infornmation based on TC nessages froma | ost router
coul d al so be renoved if a neighbor that has recognized its | oss sent
a cancelling TC nmessage that is created as if fromthe |ost router.
This could be sent as if forwarded and thus woul d appear to be

genui ne. However, this is undesirable froma security viewpoint, and
sonme forms of nessage integrity check values (1 CVs) as defined in

[ RFC7182], in particular the identity-based |ICV described in

[ RFC7859], could not be created. Consequently this approach,

al t hough possible in some circunmstances, such as the use of a single
shared key for all ICvs, is also not part of this specification
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