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Abst ract

Thi s docunent defines an extension to the Dynam c Li nk Exchange
Protocol (DLEP) that enables an Ethernet | EEE 802.1Q aware credit-
wi ndow schene for destination-specific and shared fl ow control.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 25 Septenber 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Wggins, et al. Expi res 25 Septenber 2025 [ Page 1]



Internet-Draft DLEP Et hernet Credit Extension March 2025

Tabl e of Contents

1. Introduction . . . .

1.1. Key Wrds . . . . . . . . . . .
Ext ensi on Usage and ldentification
Managenent Consi derations .
Security Considerations .
| ANA Consi der ations .

. References e
6.1. Normative References
6.2. Informative References

Appendi x A, Acknow edgnent s

Aut hors’ Addresses .o

SEUEAEN
N~NOoOOoTomapbdwWwWwN

1. I nt roduction

The Dynami c Li nk Exchange Protocol (DLEP) is defined in [ RFC8175].
The protocol provides the exchange of link related control

i nformati on between DLEP peers. DLEP peers consist of a nodemand a
router. DLEP defines a base set of nechanisns as well as support for
possi bl e extensions. This docunent defines one such extension.

The DLEP specification does not define any flow control nechani sns.
Whil e various flow control techniques could be theoretically

i mpl emrented with DLEP, this docunment specifies a DLEP extension that
i ntroduces an Ethernet-based flow control mechanismfor traffic
transmtted froma router to a nodem This nmechanismutilizes one or
nmore logical "Credit Wndows", each of which is typically associated
with a virtual or physical queue. The router |everages traffic flow
classification information provided by the nbdemto deternine the
appropriate credit window for a given traffic flow Credit w ndows
may be allocated on either a shared or a per-flow basis. For a

Di ff Serv-based approach to credit wi ndow flow control, refer to
[I-D.ietf-manet-dl ep-da-credit-extension]. As specified in

Section 2.3.1 of [I-D.ietf-manet-dlep-traffic-classification], when
both DiffServ and Ethernet traffic classification are applied to a
fl ow, Ethernet-based classification takes precedence.

Thi s docunent | everages the traffic classification and credit w ndow
control mechani snms defined in
[I-Dietf-manet-dlep-traffic-classification] and

[I-D.ietf-manet-dl ep-credit-flowcontrol] to enable credit w ndow
based fl ow control based on DLEP destinations, Ethernet VLANs, and
Priority Code Points (PCPs). Ethernet PCP support is specified as
part of the | EEE 802.1Q [| EEE8021Q tag format, which includes a
3-bit "PCP" field. The tag format al so incorporates a 12-bit "VLAN
Identifier (VID" field.
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The defined nmechanismallows credit wi ndows to be shared across
traffic destined for nultiple DLEP destinations, Virtual Local Area
Net wor ks (VLANs), and PCPs, or to be dedicated exclusively to traffic
associated with a specific destination, VLAN, and/or PCP.
Additionally, this extension supports "wildcard" matching for any PCP
or VID.

The extension defined in this docunment is referred to as "I EEE 802. 1Q
Aware Credit Wndow' or, nore sinply, the "Ethernet Credit"
extension. The reader should be famliar with both the traffic
classification and credit wi ndow control mechani sms defined in
[I-D.ietf-manet-dlep-traffic-classification] and
[I-D.ietf-manet-dlep-credit-flow control].

Thi s docunent defines a new DLEP Extension Type Value in Section 2
which is used to indicate support for the extension.

1.1. Key Wirds

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Extension Usage and ldentification

The extension defined in this docunment is conposed of the nechanisns
and processing defined in
[1-D.ietf-manet-dlep-traffic-classification] and
[I-D.ietf-manet-dlep-credit-flowcontrol]. To indicate that the | EEE
802. 1Q Aware Credit Wndow Extension is to be used, an inplenmentation
MUST include the | EEE 802. 1Q Aware Credit Wndow Type Value in the
Ext ensi ons Supported Data Item The Extensions Supported Data Item
is sent and processed according to [RFC8175]. Any inplenentation
that indicates use of the | EEE 802. 1Q Anare Credit W ndow Ext ensi on
MUST support all Messages, Data Itens, the Ethernet Traffic
Classification Sub-Data Item and all related processing defined in
[I-Dietf-manet-dlep-traffic-classification] and
[I-D.ietf-manet-dlep-credit-flow control].

The | EEE 802.1Q Aware Credit W ndow Extension Type Value is TBAl, see
Section 5.
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3.

Managenment Consi derations

Thi s section provides several network managenment guidelines to
i npl ement ati ons supporting the | EEE 802.1Q Aware Credit W ndow
Ext ensi on.

If this extension is supported, that support MJST be decl ared using
the Extensions Supported Data Item (see Section 13.6 of [RFC8175])
which is configurable on both nodens and routers. DiffServ Aware
Credit Wndow Extension Data Itens MJUST NOT be emitted by a DLEP
partici pant unl ess such support was specified in the initialization
message received fromits peer. The use of the extension defined in
this docunment SHOULD be configurable on both nodens and routers.

Modens SHOULD support the configuration of PCP to credit w ndow
(queue) mappi ng.

Modens MAY support the configuration of PCP to credit w ndow (queue)
mappi ng on a per VLAN basis. VID value zero (0) is used by
[I-D.ietf-manet-dlep-traffic-classification] to indicate that VIDis
ignored and any VID value is used in traffic classification.

When VLANs are supported by a nodem wi t hout support from PCPs, the
modem SHOULD support the configuration of VLAN to credit w ndow
(queue) mappi ng.

Modens MAY support configuration of the nunmber of credit w ndows
(queues) that they advertise to a router.

Routers may inpose linmtations on the nunber of queues they can
support and on the allowable credit w ndow configurations. |n some
cases, per-destination queues nmay not be supported. |If the credit

wi ndow i nformation provided by the nmodem exceeds the router’s
capabilities, the router SHOULD utilize a subset of the advertised
credit windows. Alternatively, the router MAY reset the session and
i ndicate that the extension is not supported. |In either case, any
m smatch in capabilities SHOULD be reported to the user through
standard network management mechani sms, such as user interface
notifications or error |ogging.

Regardl ess of inplenmentation, if credit windows are in use, the
router MJUST NOT send traffic to the nbodem unl ess sufficient credits
are avail abl e.
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4. Security Considerations

Thi s docunent defines a DLEP extension that uses DLEP nechani sns and
the credit wi ndow control and flow nechani snms defined in
[I-D.ietf-manet-dlep-traffic-classification] and
[1-D.ietf-manet-dlep-credit-flowcontrol]. See also the Security
Consi derations sections of those docunents.

The defined extension is exposed to vulnerabilities simlar to

exi sting DLEP nessages and di scussed in the Security Considerations
section of [RFC8175] such as an injected nessage resizing a credit

wi ndow to a value that results in a denial of service. The security
mechani sms docunented in [ RFC8175] can be applied equally to the
mechani sm defined in this docunent.

Wl dcards for matching PCP and VID fields are provided which may be
convenient to match a nunber of packet flows but could inadvertently
mat ch unexpected flows or new fl ows that appear after the wildcard
mat chi ng has been set up. It is therefore RECOMVENDED t hat wi | dcards
not be used unl ess clearly needed.

5. 1 ANA Consi derations
I ANA is requested to assign one code point in the "Extension Type

Val ues" registry in the "Dynam ¢ Li nk Exchange Protocol (DLEP)
Par amet ers" registry group as foll ows:

B el sty
| Code | Description |
| TBAl | | EEE 802.1Q Aware Credit W ndow |
R o e e e e e e e e e e e e e e +

Tabl e 1. Requested Extension Type Val ue
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