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1. Introduction

The Dynami c Li nk Exchange Protocol (DLEP), defined in [RFC8175],
provi des the exchange of link related control information between
DLEP peers. DLEP peers are conprised of a nodemand a router. DLEP
defines a base set of nechanisns as well as support for future
extensions. DLEP defines Data Itens which are sets of information
that can be reused in DLEP nessaging. The DLEP specification does
not include any flow identification beyond DLEP endpoints nor flow
control capability. There are various flow control techniques
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theoretically possible with DLEP. For exanple, a credit-w ndow
schene for destination-specific flow control which provi des aggregate
flow control for both nmodem and routers has been proposed in
[I-D.ietf-manet-credit-wi ndow], and a control plane pause based
mechanismis defined in [RFC8651]. The use of other flow control
mechani sns simul taneously with Credit-Based Flow Control is not
within the scope of this docunent.

Credit-Based Flow Control, as a result of its proactive nature, nmay
of fer sonme advantages over a pause nechanism Packet |oss resulting
frominsufficient buffer space is less likely, as a transmitter does
not send packets until the receiver has indicated that there is
sufficient buffer avail able.

Figure 1 illustrates a | ocal node consisting of a router and a nodem
with a DLEP. DLEP nessages optionally contain a nunber of Data Itens
and Sub-data Itens. Traffic flow classification Data Itens provided
by the nbdem are defined in
[I-D.ietf-manet-dlep-traffic-classification]. |In this case, a flow
is identified based on information found in a data pl ane header and
one or nmore matches are associated with a single flow Refer to
Section 2.3 of [RFC2475] for general background on traffic
classification.

[-----mmm e - Local Node-------------------- |
SR . e
| Router | | Modem |
| | | Device | {~~~~~~~~ } Renpte
| | | | Link Nodes
| Traffic C assification: | | | Protocol
| Per TID: | | | (e.g.,
| DSCPs to FID/ PCPs to FID | | | 802.11)
| | Data Itens | |
| Per Modem (list of TIDs) | <-----m---- >| |
| FIDto Credit Wndow Queues |===========x| |
| | | |
oo e e e e e e e e oo - - + AR, +
I I
| ----DLEP--- |

Figure 1: Router and Modem DLEP Exchange
Thi s docunent defines DLEP Data Itens which provide a fl ow control

mechanismfor traffic sent froma router to a nbpdem Flow control is
provi ded using one or nore logical "Credit Wndows", each of which
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will typically be supported by an associated virtual or physical
queue. Credit wi ndows may be shared or dedicated on a per flow
basis. The Data Itens are structured to allow for reuse of the
defined credit w ndow based flow control with different traffic
classification techniques. A router logically consunes credits for
each credit w ndow matchi ng packet sent.

Note that this document defines conmon Messages, Data Itens and
mechani sms that are reusable. They are expected to be required by
DLEP extensions defined in other docunents such as found in
[1-D.ietf-manet-dl ep-da-credit-extension].

Thi s docunent introduces support for credit w ndow control by
defining two new DLEP nessages in Section 2.2, and five new DLEP Data
Items in Section 2.3.

Various conditions described in this docunent cause a nessage to be
logged. In all cases, the |og nessage results fromthe contents of a
received Data Item defined here. No nessages are |ogged in response
to activity in the data plane.

1.1. Key Wirds

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Credit Wndow Control

This section defines additions to DLEP used in credit based fl ow
control. The use of credit wi ndow control imnpacts the data pl ane.

The credit wi ndow control nechani snms defined in this docunent support
credit based flow control of traffic sent froma router to a nodem
The mapping of specific flows to a particular credit wi ndowis based
on the Traffic Cassification Data Item defined in
[I-D.ietf-manet-dlep-traffic-classification]. Both types of DLEP
peers, router and nodem negotiate the use of an extensi on enpl oyi ng
this mechanismduring session initialization as required, for
exanple, by [I-D.ietf-nmanet-dl ep-da-credit-extension]. Wen using
credit windows, data traffic is only allowed to be sent by the router
to the nodem when there are credits avail abl e.

Credits are managed on a per logical "Credit Wndow' basis. Each

credit wi ndow can be thought of as corresponding to a queue within a
modem Credit wi ndows nmay be shared across, or dedicated to,
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destinations and data plane identifiers, for exanple, DSCPs, at a
granularity that is appropriate for a nodem s inplenentation and its
attached transm ssion technol ogy. As defined belowin Section 2.3.1,
there is a direct one-for-one nmapping of credit windows to flows as
identified by Flow Identifiers (FIDs) carried within the Traffic
Classification Data Item Mdens pass to the router information on
their credit windows and FIDs prior to a router being able to send
data when an extension requiring the use of credit w ndow control is
used. Note that TID and FID values are significant only to the

i ssuing nodem There is no relationship inplied by the sane TID or
FI D val ue being issued by nore than one nodem |n addition to the
traffic classification infornmati on associated with a FID, nodens
provide an initial credit w ndow size, as well as the naxi mum size of
the | ogi cal queue associated with each credit wi ndow. The maxi num
size is included for informative and potential future uses.

Modens provide an initial credit wi ndow size at the tine of "Credit
Wndow Initialization". Such initialization can take place during
session initiation or any point thereafter. It can also take place
when rate information changes. An increnent to a Credit Wndow size,
specified in a Credit Gant Data Item is provided in a Destination
Up or the new "Credit Control" Message. A router provides its view
of the Credit Wndow, which is known as "Status", in Destination Up
Response and the new "Credit Control Response" Messages. Routers can
al so request credits using the new "Credit Control" Message.

When nodens provide credits to a router, they will need to take into
account any overhead of their attached transm ssion technol ogy and
map it into the credit semantics defined in this docunment. In
particular, the credit window is defined below to include per frame
(packet) MAC headers, and this may not match the actual overhead of
the modem attached transm ssion technology. In that case a direct
mappi ng, or an approximtion will need to be made by the nobdemto
provi de appropriate credit val ues.

Actual flows of traffic are mapped to credit w ndows based on fl ow
identification information provided by nodens in the Traffic
Classification Data Item defined in
[I-Dietf-manet-dlep-traffic-classification]. This data item
supports traffic classification on a per destination or nore fine
grain level. Routers use the conbination of the DLEP identified
destination and flow information associated with a credit wi ndow in
order to match traffic they send to specific credit windows. |In some
cases, the Traffic Cassification Data Itemallows the nbdemto
specify a wildcard to match any packets that do not match ot her data
itens, for exanple see [I-D.ietf-nmanet-dlep-ether-credit-extension].
In the absence of a wildcard, a packet nmay not nmatch any of the data
items and, in this case, MJST be dropped by the router.
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When a destination becones reachabl e, a nodem "associ at es”
(identifies) the appropriate traffic classification information via
the Traffic Class Identifier (TID) to be used for traffic sent by the
router to that destination. This is supported by the Credit W ndow
Association Data Itemwhich is carried in Destination Up and Update
messages, see Section 2.3.2. The TID provides the information to
support router traffic classification, based on the FIDs contained in
the TID, see [I-D.ietf-manet-dlep-traffic-classification]. As
defined, each credit w ndow has a corresponding FID, so traffic is
mapped to a credit wi ndow by |locating a matching FID that is
contained in the TID that is associated with the traffic’'s
destination. This means that the use of FIDs, TIDs and the
association of a TID to a DLEP destination enables a nodemto share
or dedicate resources as needed to match the specifics of its

i mpl ementation and its attached transm ssion technol ogy.

The defined credit wi ndow control has simlar objectives as the
control found in [I-D.ietf-manet-credit-w ndow]. One notable
difference fromthat credit control is that in this docunment, credits
are never provided by the router to the nodem

2.1. Data Plane Consi derations

When credit windowing is used, a router MJUST NOT send data traffic to
a nodemfor forwarding if there is no matching classifier. If a

mat ching classifier is found, a router MJUST NOT send data traffic to
a modem when there are no credits available in the associated Credit
Wndow. Section 2 describes how classifiers are associated with
destinations and how credit w ndows are associated with classifiers.
Additionally, a router MJUST ensure sufficient credits are available
in the associated Credit Wndow for the current data packet before
sendi ng that data packet to the nodem The count of octets in the
packet includes MAC overhead. 1In the exanple of Ethernet, fram ng,
header and trailer are all included in this count. This docunent
defines credit windows in octets and the credit w ndow is decrenented
by the nunber of sent octets.

A router MIST identify the credit wi ndow associated with traffic to
be sent to a mbdem based on the traffic classification information
provided in the Data Itens defined in this docunent.

2.2. Credit Wndow Messages
Two new nmessages are defined in support for credit wi ndow control:
the Credit Control and the Credit Control Response Messages. Sending

and receiving both nessage types is REQU RED to support the credit
wi ndow control defined in this docunent.
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2.2.1. Credit Control Message

Credit Control Messages are sent by nodens and routers. Each sender
is only permtted to have one nessage outstanding at one tine. That
is, a sender (either nodem or router) MJUST NOT send any subsequent
Credit Control Message until a Credit Control Response Message is
received fromits peer.

Credit Control Messages are sent by nodens to provide credit w ndow
i ncreases. Mddens send credit increases when there is transm ssion
or local queue availability that exceeds the credit w ndow val ue
previously provided to the router. Mdens will need to bal ance the
| oad generated by sending and processing credit w ndow i ncreases
against a router having data traffic available to send, but no
credits avail abl e.

Credit Control Messages MAY be sent by routers to request credits and
provi de wi ndow status. Routers will need to bal ance the | oad
generated by sending and processing credit w ndow requests agai nst
havi ng data traffic available to send, but no credits avail able.

The Message Type value in the DLEP Message Header is set to TBAZ2.

A Credit Control nessage sent by a nmbdem MJST contain one or nore
Credit Wndow Grant Data Itenms as defined in Section 2.3.3. A router
receiving this nessage MJIST respond with a Credit Control Response
Message.

A Credit Control nessage sent by a router, MJST contain one or nore
Credit Wndow Request Data Itens defined in Section 2.3.5 and SHOULD
contain a Credit Wndow Status Data Item defined in Section 2.3.4,
corresponding to each credit w ndow request. A nobdemreceiving this
message MJST respond with a Credit Control Response Message based on
the received nessage and Data Item and the processing defined in
Section 2.2.2, which will typically result in credit w ndow

i ncrements being provided.

Speci fic processing associated with each Credit Data Itemis provided
in Section 2.3.

2.2.2. Credit Control Response Message

Credit Control Response Messages are sent by routers to report the
current Credit Wndow for a destination. A Credit Control Response
message sent by a router, MJST contain one or nore Credit W ndow
Status Data Itens as defined belowin Section 2.3.4. Specific

recei ve processing associated with the Credit Wndow Status Data Item
is provided in Section 2.3.4.
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Credit Control Response Messages sent by nodens MJST contain one or
more Credit Wndow Grant Data Itens. A Data Itemfor every Credit
W ndow Request Data lItem contained in the corresponding Credit
Control Message received by the nodem MUST be included. Each Credit
Grant Data |tem MAY provide zero or nore additional credits based on
the nodemi s transm ssion or |ocal queue availability. Specific
recei ve processing associated with each Grant Data Itemis provided
in Section 2.3.3.

The Message Type value in the DLEP Message Header is set to TBA3.
2.3. Credit Wndow Control Data Itens

Five new Data Itens are defined to support credit w ndow control.
The Credit Wndow Initialization Data Itemis used by a nodemto
identify a credit window and set its size. The Credit Wndow
Association Data Itemis used by a nbdemto identify which traffic
classification identifiers (flows) should be used when sending
traffic to a particular DLEP identified destination. The Credit
W ndow Grant Data Itemis used by a nodemto provide additional
credits to a router. The Credit Wndow Request Data Itemis used by
a router to request additional credits. The Credit Wndow Status
Data Itemis used to advertise the sender’s view of nunber of
available credits for state synchroni zati on purposes.

Any errors or inconsistencies encountered in parsing Data Itens are
handl ed in the sanme fashion as any other data item parsing error
encountered in DLEP, see [RFC8175]. |In particular, the node parsing
the Data Item MUST term nate the session with a Status Data Item

i ndicating Invalid Data.

2.3.1. Credit Wndow Initialization

The Credit Wndow Initialization Data Itemis used by a nodemto
identify a credit window and set its size. 1In order to avoid errors
caused by the use of undefined FIDs or uninitialized credit w ndows,
this Data |Item SHOULD be included in any Session Initialization
Response Message that indicates support for any such extension.
Updates to previously identified credit wi ndows or new credit w ndows
MAY be sent by a nmodem by including the Data Itemin Session Update
Messages. More than one data item MAY be included in a nessage to
provide information on nultiple credit w ndows.

The Credit Wndow Initialization Data I[temidentifies a credit w ndow
using a Flow Identifier, or FID. It also provides the size of the
identified credit window To be used, a FID nust be defined within a
Traffic Classification Data Item and the associated TI D nust be
provided via a Credit Wndow Association Data Item
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The format of the Credit Wndow Initialization Data ltemis:

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Data Item Type | Length (16) |
i e e s o e e i b i ol SN N B S
| Flow Identifier (FID) | Reserved |

B i s T T i i o S o T Ji I
Credit Val ue |

R i T I e T S S e S TR S T e i I S e S e e e e o o
| Scal e Credit Wndow Max Size |
i T s i o S i i S R I S I S S S M

Data Item Type:
Data Item Type (TBA4)

Lengt h:
16

As specified in [ RFC8175], Length is the nunber of octets in the
Data Item It MJUST be equal to sixteen (16). |If it is sone other
value, the Data Itemis corrupt so the nmessage in which it appears
cannot be reliably parsed and is ignored.

Flow I dentifier (FID):
A two-octet flowidentifier as defined by the Traffic
Classification Data |tem
[I-D.ietf-manet-dlep-traffic-classification]. The FID al so
uniquely identifies a credit wi ndow for a specific DLEP session.

Reser ved:
For the Credit Wndow Initialization Data Itemthis reserved field
is currently unused. It MJST set to all zeros for this version of

the Data Itemand it is currently ignored on reception. This
allows for future extensions of the Data Itemif needed.

Credit Val ue:
A 64-bit unsigned integer representing the credits, in octets, to
be added to the Credit Wndow. This value includes MAC headers as
seen on the |ink between the nbdem and router.

Scal e:

An 8-bit unsigned integer indicating the scale used in the Credit
W ndow Max Size field. The valid values are:
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0 B - Bytes (Cctets)
1 KB - Kilobytes (B/1024)
2 M - Megabytes (KB/1024)
3 @B - Ggabytes (MB/1024)

Credit Wndow Max Si ze:
A 24-bit unsigned integer representing the maxi mumsize, in the
octet scale indicated by the Scale field, of the associated credit
wi ndow.

A router that receives a Credit Wndow Initialization Data Item MJST
ensure that the FID field val ue has been provided by the nodemin a
Traffic Classification Data Itemcarried in either the current or a
previous nessage. |If the FID cannot be found the router SHOULD | og
this information. The nmethod of logging is left to the router

i npl ementation. Note that no traffic will be associated with the
credit windowin this case. After FID validation, the router MJST
|l ocate the credit window that is associated with the FID indicated in
each received Data Item |If no associated credit w ndow is found,
the router MUST initialize a new credit w ndow using the val ues
carried in the Data Item Wen an associated credit w ndow is found,
the router MJST update the credit wi ndow and associ ated data pl ane
state using the values carried in the Data Item |If the resulting
Credit Value results in the credit w ndow exceedi ng the represented
Credit Wndow Max Size, the Credit Wndow Max Size field value is
used as the new credit w ndow si ze.

It is worth noting, that such updates can result in a credit w ndow
size being reduced, for exanple, due to a transm ssion rate change on
the mbodem After sending the Session Update Message with one or nore
Credit Wndow Initialization Data Itens that decrease the Credit

W ndow Max Size, the nbdem SHOULD conti nue processing received
packets that match the indicated FIDs, fit within the wi ndow for the
unnodi fied Credit Wndow Max Size and arrive before the nodem

recei ves the correspondi ng Sessi on Update Response Message. The
modem SHOULD NOT i ssue additional credits for any affected FID until
that FID s associ ated Wndow has drained to be | ess than the new
Credit Wndow Max Size, regardl ess of when the correspondi ng Session
Updat e Response Message is received.
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2.3.2. Credit Wndow Associ ati on

The Credit Wndow Association Data Itemis used by a nodemto
associate traffic classification information with a destination. The
traffic classification information is identified using a TID val ue
that has previously been sent by the nodemor is listed in a Traffic
Classification Data Itemcarried in the sane nessage as the Credit

W ndow Association Data Item TIDs in different Credit w ndows nust
not overl ap.

A single Credit Wndow Association Data Item MJUST be included in
every Destination Up and Destinati on Update Message sent by a nodem
when the credit wi ndow control defined in this docunent is used.
Note that a TID will not be used unless it is listed in a Credit

W ndow Associ ation Data |tem

The format of the Credit Wndow Association Data Itemis:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Data Item Type | Length (2) |
T e T T T S S A S
| Traffic Class. ldentifier (TID)|

T T S o

Data |tem Type:
Data Item Type (TBA5)

Lengt h:
2

As specified in [ RFC8175], Length is the number of octets in the
Data Item It MJST be equal to two (2). If it is sone other
value, the Data Itemis corrupt so the nessage in which it appears
cannot be reliably parsed and is ignored.

Traffic Classification lIdentifier (TID):
A 16-bit unsigned integer identifying a traffic classification set
that has been identified in a Traffic Classification Data |Item
see [I-D.ietf-manet-dlep-traffic-classification].

A router that receives a Credit Wndow Associ ation Data |tem MJST
|l ocate the traffic classification information indicated by the

received TID. If no corresponding information is found, the Credit
W ndow Associ ation Data Item MJUST be treated as an error as descri bed
above. If the traffic classification information is |ocated, the

router MJUST ensure that any data plane state that is associated with
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the TID and its corresponding FIDs are updated as needed (per

Section 2.1). If a router determnes that a newy received Data Item
results in credit windows with overlapping TIDs, the Data |Item MJST
be treated as an error as described above.

2.3.3. Credit Wndow G ant

The Credit Wndow Grant Data Itemis used by a nodemto provide
credits to a router. One or nore Credit Wndow Grant Data Itens MAY
be carried in the DLEP Destination Up, Destination Announce Response,
Destination Update, Credit Control Messages, and Credit Control
Response Messages. Miltiple Credit Wndow Grant Data Itens nmay be
present in a single nessage. Each itemgrants credits to a different
credit window and, therefor, references a different FID. In all
message types, this Data Item provi des an additional number of octets
to be added to the indicated credit window Credit w ndows are
identified using FID val ues that have been previously been sent by
the nodemor are listed in a Credit Wndow Initialization Data Item
carried in the sane nessage as the Data Item

The format of the Credit Wndow G ant Data Itemi s:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Data Item Type | Length (12) |
B i s T T i i o S o T Ji I
| Flow Identifier (FID) | Reserved |
e L o i e e e th o i R S
| Additional Credits |
I I
+-

I i S S T o S S e e e e i S i S S

Data Item Type:
Data Item Type (TBAB)

Lengt h:
12

As specified in [ RFC8175], Length is the nunber of octets in the
Data Item |t MJST be equal to twelve (12). |If it is sone other
value, the Data Itemis corrupt so the nessage in which it appears
cannot be reliably parsed and is ignored.

Flow I dentifier (FID):
A two-octet flowidentifier as defined by the Traffic
Classification Data Item The FID also uniquely indicates a
credit w ndow.
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Reser ved:
For the Credit Wndow G ant Data Itemthis reserved field is
currently unused. It MJST set to all zeros for this version of

the Data Itemand it is currently ignored on reception. This
allows for future extensions of the Data Itemif needed.

Additional Credit:
A 64-bit unsigned integer representing the credits, in octets, to
be added to the Credit Wndow. This value includes MAC headers as
seen on the link between the nodem and router. A value of zero
i ndi cates that no additional credits are bei ng provided.

When receiving this Data Item a router MJST identify the credit

wi ndow i ndicated by the FID. If the FIDis not known to the router,
it SHOULD log this information and discard the Data Item The met hod
of logging is left to the router inplenentation. It is inportant to

note that while this Data Itemcan be received in a destination
specific message, credit wi ndows are nanaged i ndependently fromthe
destination identified in the nessage carrying this Data Item and
the indicated FID MAY even be disjoint fromthe identified
destination.

Once the credit windowis identified, the credit w ndow size MJST be
i ncreased by the value contained in the Additional Credits field. |If
the increase results in a wi ndow overflow, the Credit W ndow nust be
set to its maxi mum as defined by the Credit Wndow Max Size carried
in the Credit Wndow Initialization Data |Item

No response is sent by the router to a nodem after processing a
Credit Wndow Grant Data Itemreceived in a Credit Control Response
Message. Wien a Credit Wndow Grant Data Itemis received in other
message types, the receiving router MIUST send a Credit W ndow St at us
Data Itemor itens reflecting the resulting Credit Wndow val ue of
the updated credit window. Wen the Credit Gant Data Itemis
received in a Destination Up Message, the Credit Wndow Status Data
Item(s) MJST be sent in the corresponding Destination Up Response
Message. Otherwise, a Credit Control Message MJIST be sent.

2.3.4. Credit Wndow Status

The Credit Wndow Status Data Itemis used by a router to report the
current credit window size to its peer nodem One or nore Credit

W ndow Status Data Itens MAY be carried in a Destination Up Response
Message or a Credit Control Response Message. As discussed in
Section 2.3.3, the Destination Up Response Message i s used when the
Data Itemis sent in response to a Destination Up Message, and the
Credit Control Response Message is sent in response to a Credit
Control Message. Miltiple Credit Wndow Status Data Itenms in a
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singl e message are used to indicate different sizes of different
credit windows. Simlar to the Credit Wndow G ant, credit w ndows
are identified using FID values that have been previously been sent
by the nodem

The format of the Credit Wndow Status Data Itemis:
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Data Item Type | Length (12) |
I S i o T s S S S e s s T
| Flow Identifier (FID) | Reserved |

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
Current Credit Wndow Size |

T T S i i S DU S A S R T o T

Data |tem Type:
Data Item Type (TBA7)

Lengt h:
12

As specified in [ RFC8175], Length is the nunmber of octets in the
Data Item It MJIST be equal to twelve (12). |If it is sone other
value, the Data Itemis corrupt so the nmessage in which it appears
cannot be reliably parsed and is ignored.

Flow I dentifier (FID):
A two-octet flow identifier as defined by the Traffic
Classification Data Item The FID also uniquely identifies a
credit wi ndow.

Reser ved:
For the Credit Wndow Status Data Itemthis reserved field is
currently unused. It MJST set to all zeros for this version of

the Data Itemand it is currently ignored on reception. This
allows for future extensions of the Data Itemif needed.

Current Credit Wndow Si ze:
A 64-bit unsigned integer, indicating the current nunber of
credits, in octets, available for the router to send to the nodem
This is referred to as the Modem Recei ve Wndow i n
[I-Dietf-manet-credit-w ndow .
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When receiving this Data Item a nodem MJUST identify the credit

wi ndow i ndicated by the FID. If the FIDis not known to the nbdem
it SHOULD log this information and discard the Data Item The met hod
of logging is left to the nodeminplenentation. As with the Credit
Wndow Grant Data Item the FID MAY be unrelated to the Destination
indicated in the nessage carrying the Data Item

Once the credit window is identified, the nodem SHOULD check the
received Current Credit Wndow Size field val ue agai nst the
outstanding credit window s available credits at the tine the nost
recent Credit Wndow Initialization or Grant Data |Item associ ated
with the indicated FID was sent. |If the difference in values is
greater than can be accounted for based on observed data frames, then
t he nodem SHOULD send a Credit Wndow Initialization Data Itemto
reset the associated credit wi ndow size to the nodemi s current view
of the available credits. As defined in Section 2.3.1, Credit W ndow
Initialization Data Itens are sent in Session Update Messages. Wen
multiple Data Itenms need to be sent, they SHOULD be conbined into a
si ngl e message when possible. Alternatively, and also in cases where
there are small differences, the nmodem MAY adj ust the values sent in
Credit Wndow Grant Data Itens to account for the reported Credit

W ndow.

2.3.5. Credit Wndow Request

The Credit Wndow Request Data Itemis used by a router to request
additional credits for particular credit windows. Credit Wndow
Request Data Itens are carried in Credit Control Messages, and one or
more Credit Wndow Request Data Itens MAY be present in a nessage.

Credit windows are identified using a FID as defined in

Section 2.3.1. Miltiple FIDs MAY be present to allow for the case
where the router identifies that credits are needed in nmultiple
credit windows. A special FID value, as defined below, is used to
indicate that a credit request is being made across all queues.

The format of the Credit W ndow Request Data Itemis:
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| Data Item Type | Length |
i e e s e s o i i b i ol S N B S
| Flow Identifier (FID) [1] | Flow Identifier (FID) [2] |

B i s T T i i o S o T Ji I
| | Flow Identifier (FID) [n] |
R e s T o T S R El ok i R e e S S e o o s
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Data |tem Type:
Data Item Type (TBAS8)

Lengt h:
Vari abl e

As specified in [ RFC8175], Length is the nunmber of octets in the
Data Item excluding the Type and Length fields. 1t is equal to
the nunber of FIDfields carried in the Data Itemtinmes 2 and MJST

be at least 2. |If it is less than 2, the Data Itemis corrupt so
the nmessage in which it appears cannot be reliably parsed and is
i gnor ed.

Flow I dentifier (FID):
A two-octet flow identifier as defined by the Traffic
Classification Data Item The FID also uniquely identifies a
credit window. The special value of OxFFFF indicates that the
request applies to all FIDs. Wen this special value is included,
all other FID values included in the Data Item are redundant as
the special value indicates all FIDs.

A nmodemreceiving this Data Item MJST provide a Credit Increnent for
the indicated credit wi ndows via Credit Wndow Grant Data |tens
carried in a new Credit Control Message. Miltiple values and queue
i ndexes SHOULD be conbined into a single Credit Control Message when
possi bl e. Unknown FID val ues SHOULD be | ogged and then ignored by
the modem The nethod of logging is left to the nodem

i mpl ement ati on.

2.4. Managenent Considerations

Thi s section provides several network managenment guidelines to
i npl ement ati ons supporting the credit w ndow nmechani sms defined in
t hi s docunent.

Modens MAY support the configuration of the nunber of credit w ndows
(queues) to advertise to a router.

Routers may have limts on the nunber of queues that they can
support. They may even have limts on supported credit w ndow
conbi nations. For exanple, per destination queues nay not be
supported at all. Wen nodem provided credit w ndow i nformation
exceeds the capabilities of a router, the router SHOULD use a subset
of the provided credit windows. Alternatively, a router MAY reset
the session and indicate that the extension is not supported. In
either case, the nismatch of capabilities SHOULD be reported to the
user via normal network nmanagenent nechani sns, such as the user
interface or error |ogging.
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In all cases, if credit windows are in use, traffic for which credits
are not availabl e MUST NOT be sent to the nmodem by the router.

3. Conpatibility

The nmessages and Data Itenms defined in this document will only be
used when extensions require their use.

The DLEP specification [RFC8175] defines handling of unexpected
appearances of any Data Itens, including those defined in this
docunent .

4. Security Considerations

Thi s docunent introduces credit w ndow control and flow nechanisns to
DLEP. These nechani sns expose vulnerabilities simlar to existing
DLEP nessages. An exanple of a threat to which flow control night be
susceptible is a nalicious actor masquerading as a DLEP peer could
inject a Credit Wndow Initialization Data Item which resizes a
credit window to a value that results in a denial of service. her
possible threats are given in the Security Considerations of

[ RFC8175] and are al so applicable to, but not specific to, flow

control. The transport |ayer security nechani snms docunmented in
[ RFC8175], with sonme updated references to external docunents |isted
bel ow, can be applied to this docunment. |nplenmentations follow ng

the "networked depl oynent” nodel described in the "Inplementation
Scenarios" of [RFC38175] SHOULD refer to [BCP195] for additiona
details. The Layer 2 security nechani sns docunented in [ RFC8175] can
al so, with sone updates, be applied to the nechanismdefined in this
docunent. Exanples of technol ogies that can be depl oyed to secure
the Layer 2 link include [|EEE-802.1AE] and [| EEE-8802-1X].

5. | ANA Consi der ations

Thi s docunent requests the assignnent of several values by IANA. Al
assignnents are to registries defined by [ RFC8175].

5.1. Message Type Val ues
Thi s docunent requests 2 new assignnents to the DLEP Message Registry

naned "Message Val ues"” in the range with the "Specification Required"
policy. The requested values are as foll ows:
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[ oo ool oo s s s e
| Type Code | Description |
[ S el
| TBA2 | Credit Control |
I I T T +
| TBA3 | Credit Control Response |
I I T +

Table 1: Requested Message Type Val ues

Data |tem Val ues

Thi s docunent requests the foll owi ng new assignments to the DLEP Data
Item Registry nanmed "Data Item Type Values” in the range with the
"Specification Required" policy. The requested values are as

f ol

6. References

6. 1.

| ows:

| Type Code | Description |
[ e ——— e p—p—p—_—(—————————(—(————————————
| TBA4 | Credit Wndow Initialization |
Fom e oo o e e e e e e e i e +
| TBA5 | Credit W ndow Associ ation |
N o e e e e e e e e m e e +
| TBA6 | Credit Wndow G ant |
S o e e e e e e e e e +
| TBA7Y | Credit Wndow Status |
Fom e oo o e e e e e e e i e +
| TBAS | Credit W ndow Request |
N o e e e e e e e e m e e +

Tabl e 2: Requested Data |Item Val ues
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Appendi x B. Exanple DLEP Credit Flow Control and Traffic C assification
Data |tem Exchange

Below Figure 2 illustrates a credit flow control and traffic
classification exchange between a Router and a Modem The Modem wil |
initialize a nunber of queues with Credit Wndow Initialization Data
Itenms, Wndow Association Data Iten(s) and Traffic Cassification
Item(s) included in DLEP nmessages as outlined in this docunment. |If
the Data Itenms are successfully validated, traffic is mapped to the
correspondi ng credit w ndow on the router and forwarded when there
are sufficient credits. Routers can periodically report the status
of the credit window Modens will send periodic updates with nore
credits as packets are transmitted. Routers may request nore credits
for a particular window if the router requires nore credits. This
docunent defines window credit flow information for flow Identifiers
(FIDs) that map to the queues.
[I-D.ietf-manet-dlep-traffic-classification] defines the traffic
classification data sub itens such as DiffServ code points that nap
to the FIDs.
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Rout er Modem

R DLEP Messages--------------- |
| Traffic Classification Data Iten(s)

| W ndow Associ ation Data Iten(s)

| Credit Wndow Initialization Data Iten(s)
I

| ::::::::::::::::::::::::::::::::::::::::::::>

| Traffic

I

R DLEP Messages--------------- |

| Credit Wndow Grant Data Iten(s) | T
| Traffic | m
| | e
[-------mmmmee- - DLEP Messages--------------- >|

| Credit Wndow Status Data lten(s) | |
I | V
| Traffic |

| |
[-------mmmmee- - DLEP Messages--------------- >|

| Credit Wndow Request Data |ten(s) |

I I

| <---mmmmmmee e I

| Credit Wndow Grant Data Iten(s)

|

| Traffic

Figure 2: Exanple DLEP Traffic C assification/Credit Fl ow Exchange
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