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Abst ract

Thi s docunent describes a nmechanismfor an email recipient to
indicate to a sender that they are not the intended recipient.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the MAI LMAI NT Wbrki ng
Goup mailing list (mailto:mailmint@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ mail maint/. Subscribe at
https://ww.ietf.org/mailman/listinfo/nailnaint/.

Source for this draft and an issue tracker can be found at
https://github. com dweekl y/i etf-w ong-recipient.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 3 June 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Many users with conmmon nanmes and/or short emmil addresses receive
transactional emails fromservice providers intended for others
These emmils can’t be unsubscribed (as they are transactional) but
neither are they spam These enmails comonly are froma noreply@
emai | address; there is no standards-based nechanismto report a
"wrong recipient” to the sender. Doing so is in the interest of al
three involved parties: the inadvertent recipient (who does not want
the email), the sender (who wants to be able to reach their custoner
and who does not want the liability of transmtting PIl to a third
party), and the intended recipient.

Thi s docunent proposes a structured mechani smfor the reporting of

such msdirected email via HTTPS POST, updating the List-Unsubscribe-
Post nechani sm of [ RFC8058].
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Pr oposa

There ought be a nechani sm whereby a service can indicate it has an
endpoint to indicate a "wong recipient” of an email. |If this header
field is present in an enail nessage, the user can select an option
to indicate that they are not the intended recipient.

Updating the one-click unsubscription [ RFC8058], the mail service can
performthis action in the background as an HTTPS PCOST to the
provided URL without requiring the user’'s further attention to the
matter.

Since it's possible the user may have a separate valid account with
the sending service, it may be inportant that the sender be able to
tie _which_ email was sent to the wong recipient. For this reason,
the sender nmay al so i nclude an opaque blob in the header field to
specify the account ID referenced in the email; this is included in
the POST

Note that this kind of m sdelivery shouldn’t be possible if a service
has previously verified the user’s email address for the account.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Hi gh- Level Coals
Allow a recipient to stop receiving emails intended for soneone el se.

Al'low a service to discover when they have the wong enail for a
user.

Qut of Scope

Thi s docunent does not propose a nechanismfor automatically

di scovering whether a given user is the correct recipient of an
email, though it is possible to use sone of the signals in an emuil,
such as the intended recipient name, to infer a possible msmatch
bet ween actual and intended recipients.
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6. Inplenmentation
6.1. Ml Senders Wien Sendi ng

Mai | Senders that wish to be notified when a m sdelivery has occurred
shoul d i nclude a List-Unsubscribe: header field [ RFC2369] and a List-
Unsubscri be- Post: header containing "W ong-Reci pi ent=0One-Cick".

The sender MJUST encode a mapping to the underlying account identifier
in the List-Unsubscribe: URl as described in Section 3.1 of
[ RFC8058] .

6.2. Ml Recipients

VWhen a mail client receives an email that includes List-Unsubscribe:
and List-Unsubscribe-Post: containing "Wong-Recipi ent=0ne-C i ck"
header fields, an option should be exposed in the user interface that
allows a recipient to indicate that the mail was intended for another
user, if the email is reasonably assured to not be spam

If the user selects this option, the mail client perforns an HITPS
PCST to the first https URI in the List-Unsubscribe header field as
described in section 3.2 of [RFC3058].

The POST body MUST include only "W ong-Recipi ent=Cne-C i ck".
6.3. Ml Senders After Wong Sender Notification

When a misdelivery has been indicated by a POST to the HTTPS UR or
email to the given mailto: URI, the sender must nmake a reasonabl e
effort to cease enmnils to the indicated enail address for that user
account. Since it is possible that the same address is associated
with a different valid account, the sender should not sinply block
all mail to that address.

The sender shoul d nake a best effort to attenpt to discern a correct
ermai | address for the user account, such as by using a different
known enmmil address for that user, postal mail, text nmessage, phone
call, app push, or presenting a notification in the user interface of
the service. How the sender should acconplish this task is not part
of this specification

6.4. Header syntax
The ABNF grammar in Section 5 of [RFC8058] is augnmented as foll ows:

postarg =/ "W ong- Reci pi ent =Cne-d i ck"
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7. Additional Requirenents

The enmni|l needs at | east one valid authentication identifier, as
described in Section 4 of [RFCB058].

8. Exanpl es
8.1. Signed HTTPS UR
Header fields in Email:

Li st - Unsubscri be: <https://exanpl e.com wrongrecip/ui dl234/si g29c¢83d>
Li st - Unsubscri be-Post: W ong- Reci pi ent =One-d i ck

Resul ti ng POST request:
PCST /wrongreci p/ ui d12345/ si ga29¢83 HITP/ 1.1
Host: exanpl e. com
Cont ent - Lengt h: 25
W ong- Reci pi ent =One-d i ck

9. Security Considerations
The considerations are sinilar to those in Section 6 of [RFC8058].
A malicious actor with access to the user’s email could maliciously
indicate the recipient was a Wong Recipient with any services that
used this protocol, causing nail delivery and potentially account
access difficulties for the user.
A malicious actor m ght probe to guess where a recipient has an
account, for exanple by sending nultiple nmessages pretending to be
fromdifferent banks, and seeing if the recipient marks all but one
of them "wrong recipient".
Note that the "wong recipient" signal does not necessarily nean that
the address belongs to a real person. It could have bel onged to a
user who has died, or be a trap that has never belonged to a person
and nechanically triggers unubscribe or wong recipient |inks.

10. | ANA Consi derations
Thi s docunent nakes no requests to | ANA

11. Normative References
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