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Abst ract

Thi s docunent deals with end-to-end cryptographically signed email.
It introduces a novel structure for signed email that is designed to
avoid creating any disturbance in |legacy email clients. This
"unobtrusi ve" signature structure renoves disincentives for signing
emai | .

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps://andrewgdot com gi tl ab. i o/ unobtrusi ve-si gnatures/. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-ietf-nail nmaint-unobtrusive-
si gnatures/.

Di scussion of this document takes place on the MAILMAINT Worki ng
Goup mailing list (mailto:mailmint@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ mail maint/. Subscribe at
https://ww.ietf.org/mailman/listinfo/nailnmaint/.

Source for this draft and an issue tracker can be found at
https://gitlab. coml andr ewgdot com unobt r usi ve-si gnat ures/ .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

Several different standard structures for end-to-end
cryptographically signed enail exist (see Sections 4.1.1.1, 4.1.1.2
and 4.1.2.1 of [RFC9787]). But the existing nechanisns have sone
undesi rabl e properties which can nake such mail difficult for the
recipient to handle in sone instances, particularly when read by

| egacy emnil clients that don't understand the signing structure.
Thi s docunent offers another signed email structure, which is
designed to be transparent to | egacy email clients.

The goal of this mechanismis to help email clients conmmit to signing
every out bound nmessage, which reduces conplexity for the user of the
mail client. The mechanismis capable of working with any signature
mechani sm as well as transporting nmultiple signatures over a single
message. It is specified initially for [OpenPGP] and [CMB], but can
be extended to be used with other signature fornmats.

This mechanismis intended only for signed-only nessages. A nessage
that is encrypted-and-signed MUST NOT use this nmechanism since any
exi sting MJA that can decrypt an encrypted-and-si gned nmessage al ready
handl es the signatures on such a nessage correctly.

Thi s docunent updates [ RFC3156] by providi ng an additional mechani sm
for producing and consumi ng OpenPGP-signed M ME email. This docunent
al so updat es [ RFC8551] by providing an additional nechanism for
produci ng and consum ng CM5-signed M ME emai |

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

* "Signed Mail" is used to refer to Internet Mail Messages that are
crypt ographically signed by the sender of the nessage, and
expected to be validated by the recipient of the message. This
docunent does not consider any cryptographi c signature mechani sm
that is not end-to-end (such as [DKIM), and should be agnostic to
and non-interfering with any such nechani sm

*  "QpenPGP Signature" refers to an OpenPGP Detached Signature as
descri bed by Section 10.4 of [ OpenPGP]

* "CMS Signhature" refers to an application/pkcs7-signature object as
descri bed by Section 3.5.3.1 of [RFC8551].
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3.

3.

* "MJA" refers to a Mail User Agent, which is also known as an enmai |
client. For end-to-end signed mail, the sender’s MJA perfornmns
message conposition and injection into the mail system and the
receiver’'s MJA perforns nessage ingestion fromthe mail system and
rendering to the user.

* "lLegacy MJA" refers to a MJA that does not know about this
speci fication.

* "MIA" refers to a Message Transfer Agent, for exanple an SMIP
server that relays Internet mail nmessages fromone point to
anot her.

* "CRLF" refers to "Carriage Return foll owed by Line Feed", the
standard email |ine-ending sequence of two octets, CR (0xOD) and
LF (OxO0A).

Problems Wth Existing Signature Schenes

Exi sting end-to-end signature schenes for mail can trigger a set of
annoyances for a recipient who uses a MJA that doesn’t understand
these structures. These annoyances can cause the recipient to
conplain to the sender. The easiest way for the sender to try to
accommpdate the recipient in this case is to sinply not sign mail.

The Unobtrusive Signature schene defined in this docunent is intended
to mnimze or elimnate all of these problens.

1. Unreadabl e Signed Mil

A signed mail message that uses the S/M ME PKCS #7 signed-data
Crypt ographi c Layer described in Section 4.1.1.2 of [RFCO787] is
unreadabl e by a receiving MJA that doesn’t understand [ CM5].

By contrast, a nmail nessage signed with an Unobtrusive Signature
shoul d render nornally by any | egacy MJA

2. Unknown Attachment

A signed mail nmessage that uses the SSMME Multipart Signed
Cryptographi c Layer described in Section 4.1.1.1 of [RFC9787] or the
PGP/ M ME Si gning Cryptographic Layer (rmultipart/signed) described in
Section 4.1.2.1 of [RFCO787] has a separate M ME part that contains
the message signature.
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A receiving MJA that doesn't understand these structures will often

render the signature as an "attachment”. This can cause confusion
and anxiety to the user of the MJA, and they will sonetines respond
to the sender with the conplaint "I can’t open your attachnent".

By contrast, a mail nmessage signhed with an Unobtrusive Signature is
merely encapsulated in a nultipart/mxed outer |layer. Legacy MJAs do
not render such an encapsul ati on as an attachnent.

3.2.1. Reducing Confusion with nane Paraneter

For existing end-to-end multipart signature schenes, one partia
mtigation to this problemis to mark the signature part with an
explicit filename that a legacy MJA is likely to display to the
recipient. Concretely, some signing MJAs that generate nultipart/
si gned nmessages using PGP/M ME ([ RFC3156]) will add a nanme="openpgp-
digital -signature.asc" paraneter to the Content-Type header of the
appl i cation/ pgp-sighature M M part.

For recipients who understand what an OpenPGP digital signature is
(even if their MJA can’t interpret it), this mght reduce the anmount
of pushback they provide to the sender

The Unobtrusive Signhature schene described in this docunent intends
to offer even less friction to the recipient using a Legacy MJA by
hi di ng the signature entirely.

3.3. Broken Signature

In sone cases, mail is tanpered with in transit, whether deliberately
or maliciously. 1In this case, for a MJA that does understand these
messages, sone MJAs will visibly conplain to the recipient that there

is a failed signature.

If unsigned mail receives no conparabl e warning, then the act of
adding a signature to a nessage that mght traverse a nodifiable path
is risky. An MJA compliant with Section 6.4 of [RFC9787] will not
create such a warning, but many MJAs do not yet conply with that

gui dance

By contrast, a |legacy MJA won't render anything about the
cryptographic status of an Unobtrusively Signed nessage at all. And
an MJUA conpatible with this specification that encounters a nessage
with a broken Unobtrusive Signtature will never render an error that
it wouldn’t have rendered on an unsi gned nessage anyway, which
renoves this disincentive to sign
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4. Unobtrusively Signed Message

An Unobtrusively Signed Message has a specific MM structure and
uses a specific header field.

4.1. M ME structure

The top-1level Content-Type of an unobtrusively signed nessage is
mul tipart/mxed, and it has a single MM subpart, which this
specification refers to as the "Protected Part". The Protected
Part’s header sections’ first header field is Sig, described in
Section 4. 2.

We hereby specify a third PGP#PMME format in addition to the two
listed in Section 4.1.2 of [RFCO787]:

4.1.1. PGP/ M ME Unobtrusive Signing Cryptographic Layer (nultipart/
m xed)

% B %R = mul ti part/ ni xed
7 PSR = [ prot ected part]

This M ME | ayer offers authenticity and integrity if and only if the
Protected Part contains one or nore valid Sig headers.

This format is a Sinple Cryptographic Envel ope as specified in
Section 4.4.1 of [RFC9787], and the Protected Part (with all |eading
Si g Header Fields renoved) is the Cryptographi c Payl oad.

This M ME structure MJST NOT be used as part of a Miltilayer
Cryptographic Envelope. |If it is found anywhere but the outside of
the message it MJUST NOT be treated as a Cryptographic Layer.

4.2. Sig Header Field

Thi s specification defines a new header field, named Sig. Sig is only
meani ngful if it appears in the Protected Part of an Unobtrusively
Si gned Message, before any non-Sig header field.

It contains paranmeters, only two of which are currently defined.
* The t paraneter indicates the type of the sighature with its
val ue, and the only values currently defined are p (neaning an

OpenPGP signature) and c (meaning a CMS signature). See
Section 10. 3.
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4. 3.

5.

5

5

1.

2

* The b paraneter contains a base64-encoded bl ob that contains the
crypt ographi ¢ signature object of the type described by t.
Wi tespace is ignhored in this value and MJST be ignored when
reassenbling the original signature. |In particular, the signing
process can safely insert Folding Wite Space (Section 3.2.2 of
[ RFC5322]) in this value in arbitrary places to conformto |ine-
length limts.

Note that if nultiple Sig header fields appear in a single nmessage,
each Sig header field represents a signature over the Protected Part
(with all leading Sig Header Fields renoved). That is, each Sig
signs the same content, and the order of the Sig header fields anpbng
thensel ves doesn’t matter as long as every Sig header field precedes
all non-Sig header fields in the Header Section of the Protected
Part. Sig header fields MJST NOT appear in a non-leading position

Li ne Endi ng Nornmalization

Li ne endings in the nessage MJST be converted to CRLF format before
signing or verification. This ensures that an OpenPGP si gnature over
the message will be invariant for both binary and text node

si gnatures

Sender Gui dance
Al ways Use Header Protection

A nmessage signed with an unobtrusive signature MJST al ways use
[ RFC9788], signing every header field known to the sending MJA at
nmessage conposition tine.

Message Conposition

Thi s updates the nessage conposition function found in Section 5.1 of
[ RFC9787], using the sane paraneters

* origbody: the traditional unprotected nmessage body as a well -
formed M ME tree (possibly just a single MMe | eaf part). As a
wel | -formed M ME tree, origbody already has structural header
fields present.

* origheaders: the intended non-structural header fields for the
message, represented here as a list of (h,v) pairs, where his a
header field nane and v is the associ ated val ue.

* crypto: an indication that the nessage is to be signed with one or
nmore Unobtrusive Signatures. This contains a |ist of one or nore
secret keys. FEach key will nake one signature.
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The algorithmreturns a MM object that is ready to be injected into
the mail system

1.

2

9

5.3.

Create MME tree inner as a copy of origbody

Ensure Content-Type Header Field of inner has paranmeter hp set to
"clear"

For each header nane and value (h,v) in origheaders:
a. If his Sig, skip that header, otherw se

b. Add header h to inner with value v

Canoni calize inner (see Section 5.4)

Convert inner to bytestring innerbytes

For each signing key key in crypto:

a. The signing systemtakes innerbytes and the signing key key,
yi el ding a respective signature payl oad sig.

b. Prepend a Header Field nanmed Sig to inner with two
paraneters, t (set to the literal string p) and b (set to the
base64- encoded val ue of sig).

Create new M ME tree output with Content-Type nultipart/m xed,
with a single subpart, set to inner

For each header nanme and value (h,v) in origheaders:
a. Add header h to outer with value v
Ret urn out put

Do Not Use Unobtrusive Signature When Encrypting

In accordance with Section 5.2 of [RFC9787], when sendi ng end-to-end
encrypted nessages an MJA MJUST pl ace end-to-end signatures inside the
encrypted data. This nechanismis therefore not applicable to
encrypted messages.

5. 4.

Message Canoni calization

The Protected Part (with all |eading Sig Header Fields renpved)
SHOULD be canonicalized follow ng the patterns described in Section 3
of [ RFC3156]:
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5.

5

6

6

* Content-Encoding is used to make the nessage 7-bit cl ean

* End of line trailing whitespace is stripped or encoded to non-
whi t espace

* |f any line begins with the string "From", either the Quoted-
Printable or Base64 M ME encodi ng MJUST be applied, and if Quoted-
Printable is used, at |east one of the characters in the string
"From" MJST be encoded

The canonicalized Protected Part MJST then be |ine ending nornalized
as per Section 4.3 before creating the signature. A signhature over a
message is nore likely to be verifiable if the nessage is
canoni calized into a format robust against MIA nodification in
transit.
5. OpenPGP Signature Details

The OpenPCGP Signature is nade over the canonical bytestring, and
bi nary node (OQpenPGP Signature Type 0x00) SHOULD be used.

6. CMS Signature Details
The CMS sighature is a CMs Contentlnfo containing a single CMS object
of type SignedData. The SignedData encapContentlnfo eContent field
MJUST be absent. The signerinfos field contains the signatures for
the canoni cal bytestring.
This specification is directly aligned with the specification of the
appl i cation/pkcs7-signature nmedia type in Section 3.5.3.1 of
[ RFC8551] .
Reci pi ent Cui dance
1. Detecting an Unobtrusive Signature

A receiving MJA detects the presence of an unobtrusive signature on a
message by verifying that:

* the nmessage Content-Type is nultipart/mxed, and

* there is exactly one top-level subpart (though that subpart itself
may be nmultipart), and

* the Content-Type of that top-level subpart has paraneter
hp="cl ear", and

* the first header field of the top-level subpart is naned Sig, and
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* the top-level subpart has a From header field, and its addr-spec
mat ches the addr-spec in the message’s From header fi el d.

This last requirenent (nmatching From addr-specs) is an anti-spoofing
nmeasure, by analogy with Section 4.4 of [RFC9788].

6.2. Validating an Unobtrusive Signature

VWhen val i dating an unobtrusive signature, the signature data (that
is, the value of the b field) is converted from Base64 to binary
format. Wen t=p, this decoding yields a binary-formt OpenPGP

Det ached Signature. Wen t=c, it yields a CM5 signature in PKCS7
format. The signed object is extracted fromthe multipart/m xed part
by selecting every octet that comes after the CRLF that term nates
the last | eading Sig header, and before the CRLF that inmmediately
precedes the trailing MM boundary. The signed object is then
normal i zed as described in Section 4.3. The normalized data is then
passed to the signature verification routine as a raw bytestream

6.3. Message Rendering and the Cryptographic Summary

If the nessage has at | east one Unobtrusive Signature which

val i dates, then the MJA renders the nessage as though the top-Ievel
subpart is the nmessage itself. The Cryptographic Sumary of the
message SHOULD indicate that the nessage is signed-only, and that all
header fields present in the top-level subpart share that

Crypt ographi c Status.

6.3.1. Exanple Rendering
For exanple, consider a nmessage with this structure:
A % # IR Tmul tipart/ m xed
B Zi# ¥R Tmultipart/alternative; hp="clear" [Cryptographic Payl oad]
C ZEH/R Ttext/plain
D Z#HiERtext/htn

If at | east one Unobtrusive Signhature is present as a leading Sig
header field in B, and it validates correctly, the nmessage should be
rendered the sane way as this nessage:

B Zi# %/ Tnultipart/alternative
C ZEMIRTtext/plain
D Zi#tE/RTtext/htm

And its Cryptographic Status will be signed-only.
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6.4. Consistency with Summary View for Tanpered Messages
Many MJAs have two different views of a given nessage:

* A summary view, when rendering an overview of the contents of a
mai | box, for exanple showing only From Subject, Date, and
"unread" status information for any given nessage, and

* A nmessage view, for displaying the nessage itself, with its header
context, cryptographic sunmary, and full contents.

The user reasonably expects that, for any given nessage, the
informati on available in the sunmary vi ew should natch the nessage
Vi ew.

Sone MJAs render the summary view after ingesting the full nessage,
but other MJAs nmight render the summary view wi thout ever accessing
anything other than the Quter Header Section. |If the latter style of
MUA gains access to a full nmessage that has a valid unobtrusive
signature, it can construct a candidate summary vi ew using the signed
header field information. |If the candidate sumuary view differs from
the already displayed sunmary view, then the Quter Header Section has
nmost |ikely been tanpered with in transit.

The MJUA MUST NOT render the message view in such a way that its
header information does not match the summary view, as this will |ead
to user confusion about the nessage itself.

In such a situation, the MJA has two reasonabl e choi ces:

*  The MJA MAY treat the unobtrusive signature as invalid, and show a
message view that aligns with the already displayed sunmary vi ew
by rendering only the Quter Header Section. Such a nessage woul d
have a cryptographic summary of unprotect ed.

*  The MJA MAY accept the unobtrusive signature (yielding a
crypt ographi c summary of signed-only), and update the sunmary vi ew
to use the candidate sumary view instead. Such an updated
summary view may surprise a user who is used to the sunmary vi ew
only sustaining mnor changes (e.g., from"unread" to "read") upon
rendering the nessage view.

A nore conpl ex approach in such a situation would be for the MJA to
alert the user that the nessage may have been tanpered with in
transit, and allow themto choose to view either formof the message.
This is simlar to the approach described in Section 6.2.1.1 of

[ RFC9787] .
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Note that an MJA that renders the sunmary view only after eval uating
the full message will never encounter this problem as the sunmary
vieww Il be fully aligned with the nmessage view fromthe start.

Note al so that this concern applies to all fornms of signed-only nmail
wi th header protection, not just to mail protected with an
unobt rusi ve signature.

6.4.1. Unprotected Header Fields Added In Transit

As noted in Section 7 of [RFC9788], it's possible that a MJA
encounters sonme Header Fields on the outer nessage (in the Header
Section of A in the exanple above) which could not have been known by
t he sender.

If any such fields would normally be rendered in sone fashion by the
MJUA on an unsi gned nessage, it MAY consider rendering themeven on a
signed-only Unobtrusively Signed nessage, but it should take care to
i ndi cate that they do not share the signed-only Cryptographic Status
with the rest of the nessage.

6.5. Signature Failure Handling

Sonetimes a receiving MJA encounters an unobtrusively signed nessage
where all unobtrusive signatures fail to validate. The receiving MJA
MUST NOT present the user with a cryptographic status that is
different froma nessage with no signature at all. That is, the
message’ s Cryptographi ¢ Status SHOULD be unpr ot ect ed.

If a message gets tanpered with in such a way that all unobtrusive
signatures are broken, the recipient should see the nmessage as though
it were a normal unsigned message.

6.6. Handling Miultiple Signatures

If nmore than one unobtrusive signature is present in a nessage, the
recei ving MJA MJUST verify each signature agai nst the known
certificates associated with the indicated sender. As |long as one of
the signatures validates, the message should be treated as correctly
signed, even if all the other signatures are invalid.
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6.6.1. Miltiple OpenPG Signatures

Note that when a nmessage is signed by multiple CpenPGP keys, the
conposer MAY structure the nessage with each OpenPGP si gnature packet
(see Section 5.2 of [QpenPGP]) inits own Sig: t=p header field, or
it MAY pack the OpenPGP signature packets together into a single
penPGP Det ached Signature (see Section 10.4 of [OpenPGP]) and pl ace
themin a single Sig: t=p header field. The verifying inplenentation
MUST consider all appropriately placed Sig: t=p header fields,
regardl ess of how many signature packets are included in each header
field. It MAY coal esce the decoded b= data frommultiple Sig: t=p
header fields into a single OpenPGP Detached Signature (by sinmply
concat enati ng the base64-decoded b val ues) before attenpting
verification.

Sone M ME parsers have a fixed upper bound on the size of any MM
header field. A conposer signing the nessage with nore than one key
shoul d consi der the size of the OpenPCGP signatures when generating
the Sig: t=p header fields to avoid breaking the nessage for
reci pi ents who use those constrained parsers. |If the total size of
the cunul ative signature packets are very |arge, the conposer MAY
split up the OpenPGP Detached Signature at OpenPGP Signature packet
boundari es, and place each di saggregated OpenPGP Det ached Signature
into a separate header field.

A good rule of thumb is to ensure each Sig: t=p header field is no
| arger than 50 Ki B.

6.6.2. Miltiple CM5 Signatures

When a nmessage is signed by multiple CM5 keys, each CMS signature
SHOULD be placed in its own Sig: t=c header field.

6.7. lgnore Qut-of-place Unobtrusive Signatures

An unobtrusive signature Sig header field MUST NOT be eval uated
unl ess:

* it is within the M ME headers of the only subpart of a nultipart/
m xed nessage, and

* it appears before any non-Sig header field

Eval uating a Sig header outside of this |location mght nean that a
nmodi fi ed nmessage could still appear to be successfully verified. For
exanpl e, an unobtrusively signed nmessage m ght be included as a sub-
part of another nultipart message, or be transforned into a non-M Me
message with different nessage headers than the original email. This
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9

9

coul d conceivably be used by an attacker to make subtle changes to
the meaning of a message without altering the content of the
Protected Part.

MIA Gui dance

An MTA or any other nessage relay service that observes a nessage
with Content-Type multipart/mxed that is a single part MJST NOT
alter the content of this nmessage body in any way, including, but not
limted to, changing the content transfer encoding of the body part
or any of its encapsul ated body parts. This corresponds to the

gui dance in Section 2.1 of [RFC1847] about the first section of

mul ti part/signed nessages

Security Considerations

Based on the principle that "a broken signature is the sane as no
signature", a receiving MJA MJST NOT display any warnings if an
Unobtrusive Signature fails to verify, unless the user has requested
debugging output. This is because if an MTM can nodify a nmessage in
transit, then they can choose whether or not to also renove the (now
invalid) signature. |If the receiving MJA displayed a nore severe
warni ng for a broken signature than for a m ssing one (or vice
versa), the MTM could choose to nodify the nessage in such a way
that would result in the | ess-severe warning. The warning nessage is
thus attacker-controll ed.

O herwi se, the security properties are equivalent to those of a
mul ti part/signed nessage.

Per f or mance Consi derati ons
1. Rationale for Signature in MM Part

An alternate design considered for unobtrusive signatures was to
sinply place the Sig header in the Quter Header Section of the
message itself, without requiring any additional MME structure.
This was rejected in favor of the M M structure described in
Section 4.1 for the follow ng reasons:

* Unobtrusive signatures al ways of fer Header Protection aligned with
[ RFC9788], so the signature needs to be able to cover those Header
Fi el ds generated by the sending MJA. But we know that nost
recei ved nmessages contain a m x of Header Fields generated by the
sendi ng MJA and Header Fields injected by MIAs that touch the
message in transit.
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* Placing the signature as a Header Field in the Quter Header
Section raises challenges in identifying which Header Fields are
covered by the signature.

* An MITA is nore likely to nodify, reorder, or enforce limts on
Header Fields in the nessage’s Quter Header Section than it is to
corrupt Header Fields in the subpart.

* Any DKIM signature that includes the body of the nmessage will
cover the end-to-end signature if it is part of the nessage body.
If the end-to-end signature was in the nessage’s Quter Header
Section it would not nornmally be signed by DKIM and woul d be
vul nerabl e to inadvertent breakage by naive MIAs.

9.2. No One-pass Message Generation

Because the signature is included first in the nessage, it is not
possible to generate the nessage in a single pass.

A sending MJA that needs to generate a signed outbound nessage in a
singl e pass shoul d use anot her end-to-end signing mechanism |ike
mul ti part/signed.

10. | ANA Consi derations

10.1. Register the Sig Header Field

I ANA is requested to update the Pernmanent Message Header Field Nanes
registry to add the followi ng entry:

[ ey gty ety el Sl o

| Header Field Name | Protocol | Status | Trace | Reference

[ ety ety sl el e s

| Sig | MM | informational | no | This |
| | | | document |

I I IR R R I I T +------- I +

Table 1: Pernmanent Message Header Field Nanes

The registration tenplate called for in Section 4.2.1 of [RFC3864]
is:
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| Tenpl ate | Val ue |
| Field | |
[S sy oo U
| Header field | Sig |
| nane | |
oo o m o e e e +
| Applicable | MM |
| protocol | |
S o e e e e e e e e e e m e ao- - +
| Status | informational |
oo - o m o e oo +

| Aut hor/Change | | ETF |
| controller | |

| Specification | This docunent |
| document(s) | |

. T e +

Rel at ed | RFCO580 descri bes OpenPGP det ached |
| information | signatures, RFC8551 describes |
| | application/pkcs7-signature objects. |
S o e e e e e e e e e e m e ao- - +

Tabl e 2: Permanent Message Header Field Registration
Tenpl ate for Sig

10.2. Create Registry for Sig Message Header Parameters
I ANA is requested to create a registry titled "Sig Message Header

Paraneters" in the "Message Headers" group of registries, with the
following initial contents:

[} gttty s ——(—————(—————————————————_ Ll —p—_—(—(—————r
| Nanme | Description | Reference |
[ el el et o}
| t | Type of Signature (see Section 10.3) | This docunent |
oo e I IRy +
| b | Base64-encoded Signature Content | This document |
| | (whitespace permitted and ignored) | |
+o-m - - o e e e e e e e e e e m e ao- - S +

Table 3. Sig Message Header Paraneters

(( TODO do we need a registry for this? Are we expecting any new
paraneters? ))
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10.3. Create Registry For t Paraneter

IANA is requested to create a registry titled "Sig Message Header
Si gnature Types" in the "Message Headers" group of registries, with
the following initial contents:

| Value | Description | Reference |
[ ettty e ————————————————————————— s U
| p | An OpenPGP Detached Signature | This docunent |
S DR O S I +
| ¢ | A CMS Signature | This document |
Fommma - T T TRy I IRy +

Table 4: Sig Message Header Signature Types
10.4. Update nultipart/mxed to Refer Here

I ANA is requested to update the "multipart/m xed" entry in the Media
Types registry, to add a reference to this docunent.

10.5. Registration Policies

I ANA is requested to set all registries within this docunent to use
t he SPECI FI CATI ON REQUI RED regi stration policy, see Section 4.6 of

[ RFC8126]. This policy means that review and approval by a
designated expert is required, and that the IDs and their neanings
must be docunented in a permanent and readily avail able public
specification, in sufficient detail so that interoperability between
i ndependent i nplenmentations is possible.
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Appendi x A. Test Vectors

These test vectors show different exanples of unobtrusive signed
nessages.

A.l. FromAlice to Bob

The nessage below is a common nultipart/alternative email, signed
wi th an unobtrusive signature. The signature should be verifiable
using the "Alice" v4 certificate found in Section 2.1.1 of

[1-D. bre-openpgp-sanpl es].

Cont ent - Type: mul ti part/m xed; boundary="5d6"
M ME- Version: 1.0

From Alice Lovel ace <alice@penpgp. exanpl e>
To: Bob Babbage <bob@penpgp. exanpl e>
Subject: This is a Test

Date: Thu, 01 May 2025 22:16:15 -0400
Message- | D <uosi g- 0@penpgp. exanmpl e>

--5d6

Sig: t=p; b=wnUEABYKABOW QTr hbt f 0zp14V6UTnPy MWWUMIOf | j gUCaBQq
7TWAKCRDy MWVUMTOf | j r +3APAnGDsapt k91 6EePoXf t yevyH6l uB2aSAzr D80
X QVNVDQDY V@ s85C3v6SAxt FDcBsn2H32Hd/ yWsBs Dx62gnpL7 Aw=

M ME- Version: 1.0

From Alice Lovel ace <al i ce@penpgp. exanpl e>

To: Bob Babbage <bob@penpgp. exanpl e>

Subject: This is a Test

Date: Thu, 01 May 2025 22:16:15 -0400
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Message- | D <uosi g- 0@penpgp. exanpl e>
Content-Type: multipart/alternative; bounda

--913

Cont ent - Type: text/plain; charset="us-asci
M ME-Version: 1.0

Cont ent - Transf er- Encodi ng: 7bi t

H Bob,
This is Alice. | need you to:

- read this nessage
- reply to it
- delete it promptly.

Thanks,

Alice

--913

Content - Type: text/htm ; charset="us-ascii"
M ME- Version: 1.0

Cont ent - Transf er-Encodi ng: 7bit

<ht M ><head></ head><body><p>H Bob, </ p>
<p>This is Alice. | need you to:</p>
<ul >

<li>read this nmessage</I|i>

<li>reply to it</li>

<li>delete it pronptly.</li>

</ul >

<p>Thanks,

Ali ce</ p></body></htm >

--913--

- - 5d6- -

From David to Alice

Si gnat ur es January 2026

ry="913"; hp="clear"

The nessage below is a sinple text/plain email, signed with an

unobtrusive signature. The signature shou
"David" certificate found in Section 5.1 of
[1-D. bre-openpgp-sanpl es].
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Content - Type: multi part/m xed; boundary="a21"
M ME- Version: 1.0

From David Del uxe <davi d@penpgp. exanpl e>
To: Alice Lovel ace <alice@penpgp. exanpl e>
Subj ect: Checking in

Date: Fri, 02 May 2025 13:01:07 -0400
Message- | D <uosi g- 1@penpgp. exanpl e>

--a2l

Sig: t=p; b=wpl GABs| AAAAKSI hBkGZ2eqnmaCp41aU09i v3Yi Kl Tk3r x4Xb
5qbFsOWGANT i BQUOFPpTAAAACgKkQQZNnZ6gZoKnhDI RA9t gkt 50eAlckzi I m
9KndQ 3t 4i Yl ab66bvt P+kP9D7zaNzvClvE+B6j PY1gUBOQW F5CK3yC/ xZ
A 2ww+x8Y3PZ70pZ1dPU shDL5gA7 ZAw==

M ME- Version: 1.0

Cont ent - Transf er - Encodi ng: 7bi t

From David Del uxe <davi d@penpgp. exanpl e>

To: Alice Lovel ace <alice@penpgp. exanpl e>

Subj ect: Checking in

Date: Fri, 02 May 2025 13:01: 07 -0400

Message- | D <uosi g- 1@penpgp. exanmpl e>

Cont ent - Type: text/plain; charset="us-ascii"; hp="clear"

Alice!
So good to see you earlier.
I hope you will have a chance to check out
our new website: https://openpgp. exanpl e/
and tell ne what you think.
Al'l the best,
Davi d
--a2l--
A.3. FromAlice to David
The nessage belowis a multipart/alternative email with an inmage
attached, signed with an unobtrusive signature. The signature should

be verifiable using the "Alice" v4 certificate found in Section 2.1.1
of [1-D. bre-openpgp-sanpl es].
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Content - Type: multi part/m xed; boundary="3e4"
M ME- Version: 1.0

From Alice Lovel ace <al i ce@penpgp. exanpl e>
To: David Del uxe <davi d@penpgp. exanpl e>

Subj ect: Re: Checking in

Date: Fri, 02 May 2025 17:03: 35 -0400
Message- | D <uosi g- 2@penpgp. exanpl e>

I n- Repl y- To: <uosi g- 1@penpgp. exanpl e>

Ref erences: <uosi g- 1@penpgp. exanmpl e>

--3e4

Sig: t=p; b=wnUEABYKABOW QTr hbt f 0zp14V6eUTnPy \WUMIOf j j gUCaBUz
JWAKCRDy MVUMTOf j j mRAQDKnI f yPyvE2l VI VOQ +HI9TK+VFCvBaTZy TAV
xnKgJ1gEA] VD@Bi dx4Z4wSN+pLhWS1LdpVbWIH7 mMAb8gS0GBz 5AME

M ME- Version: 1.0

From Alice Lovel ace <alice@penpgp. exanpl e>

To: David Del uxe <davi d@penpgp. exanpl e>

Subj ect: Re: Checking in

Date: Fri, 02 May 2025 17:03:35 -0400

Message- | D <uosi g- 2@penpgp. exanpl e>

I n- Repl y- To: <uosi g- 1@penpgp. exanpl e>

Ref erences: <uosi g- 1@penpgp. exanpl e>

Content - Type: multipart/m xed; boundary="d64"; hp="cl ear"

--do64
Content-Type: multipart/alternative; boundary="fA4f"
M ME-Version: 1.0

- - f 4f

Content - Type: text/plain; charset="us-ascii"
M ME-Version: 1.0

Cont ent - Transf er - Encodi ng: 7bi t

H David,

I think the attached | ogo m ght | ook good
on the website.

Thanks,
Alice

- - f 4f

Content - Type: text/htm ; charset="us-ascii"
M ME- Version: 1.0

Cont ent - Transf er - Encodi ng: 7bi t

<ht ml ><head></ head><body><p>H Davi d, </ p>
<p>l think the attached | ogo m ght | ook good
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on the website. </ p>
<p>Thanks,

Ali ce</ p></body></htm >
--faf--

--d64

Cont ent - Type: i nage/ png

Cont ent - Tr ansf er - Encodi ng: base64
Content-Disposition: inline; filenane="1ogo.png"

i VBORWOKGg 0 AAAANSUN EUg AAABQAAAAUCAYAAACNI RONAAAACEl EQVRA2UVTOXbA
MAgS739nBTpRw20dgpbf ARQE] Oywi wynCt kDKnbcLk66sql T+zt 9ci dkE+6KwkZ
sgrzf cqVMoL2j 00447gYDpeAr k+OnJHkI hAf TPRi ci hAf 5YJr w7vj vOZWRWM ul i
vdPf 1QZ2k DDOx ppd8WAAAABIRUSEr kJggg==

--d64- -
--3e4--
A 4. Aice to David Fol |l owup

The nessage belowis a nultipart/alternative email that is a self-
reply fromabout a week later. |In the neantine, Alice has gotten a
new OpenPGP certificate, so the nessage is signed with both her old
key and her new key. This nessage’s signatures should be verifiable
respectively using either the "Alice" v4 certificate found in
Section 2.1.1 of [I-D.bre-openpgp-sanples] or the "Alice" v6
certificate found in Section 2.2.1 of [I|-D. bre-openpgp-sanpl es].

Cont ent - Type: multi part/nm xed; boundary="0cd"
M ME-Version: 1.0

From Alice Lovel ace <ali ce@penpgp. exanpl e>
To: David Del uxe <davi d@penpgp. exanpl e>

Subj ect: Re: Checking in

Date: Thu, 08 May 2025 18:41:05 -0400
Message- | D <uosi g- 3@penpgp. exanpl e>

I n- Repl y- To: <uosi g- 2@penpgp. exanpl e>

Ref erences: <uosi g- 2@penpgp. exanpl e>

--0cd

Sig: t=p; b=wnUEABYKABOW QTr hbt f 0zp14V6UTnPy \WUMIOf j j gUCaB0z
AQAKCRDy MWUMTOf j j t CJAQCLVEeDH gr J9szJTEPunRzOIl vQmLf 3GHNUTNS
VO +SV/ whY YpPK4oMy2Chr zo9JagpO4ux XkbCWQ HI 9HFI wkz8Hg0=
Sig: t=p; b=wpl GABs| AAAAKSI hBuRgR50GQgpTh/ UluxxDl 7Nei Bl / TgFl
Z9LvdRQG BBHy BQJIoHTMBAAAACgk Q6 GpHmgZCql OM-hA99dXXagDzmkc TALmM
p1ZYQOI yBvaqx RgRMNHW7 VA YBSZ66F1vAj Y44pdc8ynahPGHexB4Adf XFeb
K1lGecqi REQQWF74RoCegJ6ZZKRf WCor 3Cw==

M ME-Version: 1.0
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From Alice Lovel ace <alice@penpgp. exanpl e>

To: David Del uxe <davi d@penpgp. exanpl e>

Subj ect: Re: Checking in

Date: Thu, 08 May 2025 18:41:05 -0400

Message- | D <uosi g- 3@penpgp. exanpl e>

I n- Repl y- To: <uosi g- 2@penpgp. exanpl e>

Ref erences: <uosi g- 2@penpgp. exanpl e>

Content-Type: multipart/alternative; boundary="97a"; hp="clear"

--97a

Content - Type: text/plain; charset="us-ascii"
M ME-Version: 1.0

Cont ent - Transf er- Encodi ng: 7bi t

Hey Davi d,

Al so, please spell ny nane correctly in the
website's acknow edgenents section

Ki nd regards,
Alice

--97a

Content-Type: text/htm; charset="us-ascii"
M ME-Version: 1.0

Cont ent - Transf er - Encodi ng: 7bi t

<ht ml ><head></ head><body><p>Hey Davi d, </ p>
<p>Al so, please spell ny nane correctly in the
website's acknow edgenents section. </ p>
<p>Ki nd regards,

Ali ce</ p></body></htm >

--97a- -

--0cd- -
A.5. From Carlos to Dana

The nessage below is a multipart/alternative email, signed with an
unobtrusi ve CMS signature. The signature should be verifiable using
the "Carlos" X 509 certificate from Section 7.1 of [RFC9216].

Content - Type: multi part/m xed; boundary="b8f"
M ME- Version: 1.0

From Carlos Turing <carl os@m ne. exanpl e>
To: Dana Hopper <dana@m ne. exanpl e>

Subj ect: Touchi ng base on Project Scoop

Date: Mon, 01 Dec 2025 20:41:05 -0400
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Message- | D <uosi g-4@mi nme. exanpl e>

- - b8f

Sig: t=c; b=M I DoAYJKoZl hvcNAQcCol | Dk TCCAA0CAQEXDTALBgl ghkgB
ZQVEAgMMOWYJKoZIl hveNAQe Bol | CCz CCAgewggGhoAMCAQ CEz9eH1QK0bQ
B@BgPc8CGKF4 Uedp YWBQYDK2VwWVFk x DTALBgNVBAOTBEI FVEYX ETAPBgNVBA
sTCExXBTVBTI FdHMT UwiMnY DVQQDEY x TYWLwb GUg TEFNUFMg RWQy NT Ux OSBDZ
XJ0aWZpY2F0aWoul EF1dGhvcni 0e TAgFwOy MDEy MUy MIMLNDRaGA8y MDUy
MTT xNTI x Mz UONFowQ ENMAs GA1UEChMESUVUR] ERMABGALTUECXM TEFNUFM
gVOcxFj AUBgNVBAMIDUNhc kv cy BUdXJ pbncwKj AFBgM ZXADI QDCz oAy LN
5hyE2ETWDvkZznna6uf x 7kB10j 8gCnkvf | r aOBs DCBr TAMBg NVHRIVBAf 8EA
j AAMBc GA1Ud I AQQVRAWDAYKY! ZI AWUDAg EWATAf BgNVHREEGDAWIRR] YXJs
b3NAc 21 pbWJuZXhhbXBs ZTATBgNVHSUEDDAKBggr Bg EFBQc DBDAOBg NVHB
BAf 8EBAMCBs AWHQYDVROOBBYEFGSF4zucHVr N5gu6Gn8l vsSczl Q MB8GAL
udl wQYMBaAFCui | X26FJvkLQTRB6 TRguQuady 1MAUGAYt | c ANBAMFRKFNBc
uhUCKUxb@ r xt v1Et n50ugf gc4Aq5BkCl | 9VoJE4+DBDgi / t HBVY6+2UNg0
FKNol 8kwLuf AUenv XAkxggFbM | BVWM BATBWVFkx DTALBgNVBAOTBEI FVEY
X ETAPBgNVBAs TCEXBTVBTI FdHMI usmvinvY DVQQDEY x TYWLwh GUg TEFNUFMVg RW
QyNTUxOSBDZXJ0aWpY2F0aVul EF1dGhven OeQ TP14f VCTRt AFDeA9zw
YoXhR52! j ALBgl ghkgBZQVEAgOgg YkwGAYJKoZI hvec NAQk DMQs GCSqGSI b3
DQEHATACcBgkghki GOWOBCQUxDxcNM UxM Ay MDAOMTALW BPBgkghki GOwO
BCQOX QJRAKL1r WLN627f T1QC) ZRf +3Jhvr 6SpbQREpt Lf OWBz1 Pkt KLT4W
nDO68KCYuZVDO7gPawdo47QxhC9C4ACn XT3DDAFBgM ZXAEQOQGVEGI | r Fnl
owFi kFVQL8/ x9nqJ3FI 2nJDOKv87VSt nqsDOnMej TLxSD5uGnNKgUY15yD/ Z
p+oXksYt 791AMQVE

M ME- Version: 1.0

From Carlos Turing <carl os@m ne. exanpl e>

To: Dana Hopper <dana@m ne. exanpl e>

Subj ect: Touchi ng base on Project Scoop

Date: Mon, 01 Dec 2025 20:41: 05 -0400

Message- | D <uosi g-4@mi nme. exanpl e>

Content-Type: multipart/alternative; boundary="12f"; hp="clear"

-- 12f

Content - Type: text/plain; charset="us-ascii"
M ME-Version: 1.0

Cont ent - Transf er- Encodi ng: 7bi t

Ahoy Dana- -

Can you take a | ook at the npbst recent docunent on the W drive
related to Project Scoop?

I am happy to talk with you about it Thursday.
--Carlos

--12f
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Content - Type: text/htm ; charset="us-ascii"

M ME- Version: 1.0

Cont ent - Transf er - Encodi ng: 7bi t

<ht ml ><head></ head><body><p>Ahoy Dana- - </ p>

<p>Can you take a | ook at the nobst recent docunent on the W drive
related to Project Scoop?</p>

<p>l am happy to talk with you about it Thursday. </p>
<p>- - Carl os</ p></ body></ ht m >

--12f--

--b8f --

endi x B. Docunent History

This section is to be renoved before publishing as an RFC

Changes Between draft-ietf-nmail maint-unobtrusive-signatures-00 and
draft-ietf-mail maint-unobtrusive-signatures-01

* Specified CM5 signatures
* Added i npl enentation status section

Changes Between draft-gall agher-enail -unobtrusive-si gnatures-02
and draft-ietf-mail maint-unobtrusive-signatures-00

*  Working group adoption

Changes Between draft-gall agher-enail -unobtrusive-signatures-01
and draft-gall agher-email - unobt rusi ve- si gnat ur es- 02

* Align IANA registration section with requests from | ANA
* Update references for drafts which are now RFCs.

* Permit multiple OpenPGP signature packets in each Sig header,
aligning with OpenPG "detached si gnature"

* (darify signing process.

* Quidance for possible discrepancy between "summary" and "nessage"
views if headers are not aligned.
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B. 4. Changes Between draft-gall agher-enail -unobtrusive-signatures-00
and draft-gal |l agher-email - unobt rusi ve- si gnat ur es-01
* ©Made explicit that Sig MJUST NOT appear in a non-leading position
* Expanded design rationale section
* (Carified use of Quoted-Printable encoding.
* Term nol ogy and reference cl eanup

B.5. Changes Between draft-gallagher-email-invisible-signatures-00 and
draft-gal | agher-enail -unobtrusive-si gnat ures-00

* Updat ed sender canonicalization guidance from MJST to SHOULD.
* Registries changed to SPECI FI CATI ON REQUI RED.
* Inproved test vectors.
* Renanmed to "Unobtrusive Signatures”.
* Explicitly allow fol di ng whitespace.
* Document existing convention re attachnment fil enanes.
* Fi xed references.
* Various clarifications to wording.
Appendi x C. Inplenentation Status
This section is to be renoved before publishing as an RFC

RFC Editor: When this section is renoved before publishing, please
al so renmove the reference to [ RFC7942].

As recommended in [RFC7942], this section describes the status of

i mpl ement ati ons known to the editors at the tine of draft
publi cati on.

Gal | agher, et al. Expires 10 July 2026 [ Page 28]



I nternet-Draft Unobtrusi ve End-to-End Email Signatures January 2026

The description of inplenmentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their

features. Readers are advised to note that other inplenentations may
exi st.

C.1. emacs mi - node

The nml MUA within emacs has a patch set for generating unobtrusive
signatures (https://debbugs. gnu.org/78448). This code is distributed
under the General Public License, version 3 or |ater

C.2. Thunderbird

The Thunderbird MJA has a work-in-progress patch set
(https://bugzilla.nmozilla.org/show bug. cgi ?i d=1958983) for generating
and processing unobtrusive signatures. This code is distributed
under the Mzilla Public License, version 2.0 or the General Public
Li cense, version 2
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