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Abst ract

Thi s docunment specifies rules for email addresses that are flexible
enough to express the addresses typically used with SMIPUTF8, while
avoi di ng confusing or risky elements.

This is one of a pair of docunents: This is sinple to inplenent,
contains only globally viable rules and is intended to be usable for
software such an MIA. Its conpani on defines has nore conpl ex rules,
takes regi onal usage into account and ains to allow only addresses
that are readabl e and cut-and-pastable in some comunity.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Miil Mintenance
Working Group mailing list (mailmint@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ mail maint/.

Source for this draft and an issue tracker can be found at
https://github. com arnt/ mail mai nt - snt put f 8.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 3 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

[ RFC6530] - [ RFC6533] and [ RFC6854] - [ RFC6858] extend various aspects of
the email systemto support non-ASCIl both in |ocal parts and donmain
parts. In addition, sone email software supports unicode in domain
parts by using encoded domain parts in the SMIP transaction ("RCPT
TG info@n--dm-0na.fo (mailto:info@n--dm-0na.fo)") and presenting
the unicode version (dimnmi.fo in this case) in the user interface.

The emnmi| address syntax extension is in [RFC6532], and all ows al nost
all UTF8 strings as localparts. Wile this certainly allows
everything users want to use, it is also flexible enought to all ow
many things that users and inplenenters find surprising and sonetines
WOr ryi ng.
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The flexibility has caused considerable reluctance to support the
full syntax in contexts such as web form address validation

Thi s docunent attenpts to describe rules that:

1. includes the addresses that users generally want to use for
t hensel ves and organi zati ons want to provision for their
enpl oyees.

2. excludes things that have been described as security risks.

3. Looks safe at first glance to inplenenters (including ones with
little unicode expertise) and are fairly easy to use in unit
tests.

4. Contain no regional rules.
These goal s are sonmewhat aspirational
2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Term nol ogy

Script, in this docunent, refers to the unicode script property (see
[ UAX24]). Each code point is assigned to one script ("a" is Latin),
except that sone are assigned to "Comron" or a few other special

val ues. Fraktur and /etc/rc.local aren’t scripts in this docunent,
but Latin is.

Latin refers those code points that have the script property "Latin"

in Unicode. Olillans in France and Miinster in Germany both have Latin
nanes in this docunment. It also refers to conbinations of those code
poi nts and combi ni ng characters, and to strings that contain no code
poi nts from other scripts.

Han, Cyrillic etc. refer to those code points that have the
respective script property in Unicode, as well as to strings that
contain no code points from other scripts.

ASCI| refers to the first 128 code points wi thin unicode, which

includes the letters A-Z but not or . It also refers to strings
that contain only ASCI| code points.
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Non-ASCI | refers to unicode code points except the first 128, and
also to strings that contain at |east one such code point.

By way of exanple, the address info@m .fo is latin and non-ASCl I,

its localpart is latin and ASCIl, and its domain part is latin and
non-ASCl 1. th[F is a Han string in this docunent, but PfQE is neither a
Latin string nor a Han string, because it contains a Latin Q and

three Han code points.

4. Rules
Based on the above goals, the following rules are formnul ated:
1. An atomin an address MJUST NOT be an a-label (e.g. xn--dm -0na).

2. An address MJST contain only code points in the "A", "H' and "K"
cl asses defined by [ RFC5892] and [ RFC8264], as well as the code
points allowed by the "F' class, also defined by [ RFC5892], "."
and "@. (A contains letters and digits, H contains join
controls, K contains ASCIl1 and F contains a few exceptions.)

3. An address MJST NOT contain nore than one script, when ASCII| is
di sregarded. (For exanple: In the word word Orlans, Ol and ans
are ASCIl and is non-ASCII. Since is a single letter, the
word contains only one script.)

5. Exanpl es

exanpl e@xanpl e.comis permtted, because 1) it does not contain any
a-label, 2) it consists entirely of permissible code points and 3) it
contains no non-ASClI| code points at all.

The address dm @Ini.fo is permtted, because 1) it does not contain
any a-label, 2) it consists entirely of code points in the "A" and
"K' classes and 3) it consists entirely of 'Latin’ and ' Cormobn’ code
points (and ./ @.

The address U+200E ' @ U+200F '.’ WH200E is not permitted, because
3) W200E and W+200F are in the "C' class as defined by [ RFC5892],
not A/H K/ F.

il QIE @ QIE . exanpl e is pernmitted because it contains ASCI | and Han,
dmi @i .fo is legal because it contains ASCI| and Latin, but

FrTQE @i .fo is illegal because it contains both Han (ff) and Latin
non- ASCI I ().
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6. | ANA Consi derations
Thi s docunent does not require any actions fromthe | ANA
7. Security Considerations

When a program renders a unicode string on-screen or audibly and

i ncludes a substring supplied by a potentially mal evol ent source, the
i ncluded substring can affect the rendering of a surprisingly |arge
part of the overall string.

Thi s document describes rules that make it difficult for an attacker
to use enanil addresses for such an attack. |Inplenmenters should be
aware of other possible vectors for the same kind of attack, such as
subj ect fields and emnil address displ ay-nanes.

If an address is signed using DKIM and (against the rules of this
docunent) mxes left-to-right and right-to-left witing, parts of
both the local part and the domain part can be rendered on the sane
side of the '@. This can create the appearance that a different
domai n signed the message.

The rules in this docunent pernmit a nunber of code points that can
make it difficult to cut and paste.
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Appendi x A.  Testing
This is a set of test addresses in JSON format.
Bel ow i s a verbatimcopy of https://github.confarnt/nmail maint-
sntputf8/tests.json as it was on (date here). It contains a number
of strange and unusual code points, so cutting and pasting this my
not work. Rather, it is recommended to either use the rfcstrip tool
or downl oad the tests using a command such as curl
https://github.comarnt/mail maint-snputf8/tests.json > tests.json.

Note to | ETF reviewers: The tests will be included here shortly
before publication (and after | ETF Last Call).

Appendi x B. Acknow edgnents
The authors wish to thank John C. Kl ensin, (your name here, please)
(Ww, the ack section is already outdated)

Drmi.fo and #il ¥. i [E are reserved by nic.fo and CNNIC for use in
exanpl es and docunent ati on.

ffQE@is a fanmpbus Chinese novella, ffQis the main character.
Appendix C. Instructions to the RFC editor

Pl ease renmove all nentions of the Protocol Police before publication
(including this sentence).

Pl ease renove the Open |ssues section.
Appendi x D. Open issues
1. Wirding to identify destiny; | think this should probably becone

a proposed standard and nodify a couple of RFCs, but I'm
uncertain about some details and left that open now.
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2. Mre words on the rel ationship between this and the conpanion
There are several parallel differences, maybe this warrants a
section of its own.

3. Should this even nention the requirenents placed on domai ns by
| DNA, | CANN, web browsers and ot hers?

Aut hors’ Addr esses

Arnt Qul br andsen

| CANN
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1040 Brussels

Bel gi um

Emai | : arnt @ul brandsen. priv. no

Ji ankang Yao

CNNI C
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Bei j i ng
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Chi na

Emai | : yaoj k@nnic.cn
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