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1. Introduction

Thi s docunent pulls together several existing standards and uses them
to specify a specific QAuth profile, allow ng interoperable nodern
aut hentication for native clients of open protocols, such as JMAP,

| MAP, SMTP, POP, Cal DAV, and CardDAV. For these protocols, there are
many servers and many clients with no pre-existing relationship, that
need to be able to connect. At the nonent, the only interoperable
way to do so is with a basic username and password, which has many
deficiencies froma security standpoint.
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1.

1.

3.

3.

1. Presunptions

This QAuth flow presunmes you have a set of one or nore resource
server endpoints (e.g., for JMAP/ I MAP/ SMIP/ POP/ Car dDAV/ Cal DAV), and a
common aut horization server issuer identifier for all of them For
exanpl e, you m ght have a JMAP sessi on endpoi nt
https://api.exanpl e. conl j map/ session, an | MAP endpoi nt

i maps:/ /i map. exanpl e.com 993, and an issuer identifier

htt ps:// aut h. exanpl e. conf acrei nc.

2. GCetting the Authorization Server |ssuer Ildentifier

The endpoints may be discovered via an autoconfiguration mechani sm or
manual user input. Autoconfiguration may al so include the issuer
identifier. To allow QAuth configuration for manual input or when
the issuer identifier is not included in the autoconfig, HTTP

endpoi nts that support this profile MJST support Protected Resource
Met adat a [ RFC9728], accessible via the oauth-protected-resource well -
known path, as specified in Section 3 of [RFC9728]. The

aut hori zati on_servers property MJST be present in the resource

met adata, with the value containing the authorization server issuer
identifier. HITP requests made without valid authentication to the
resource endpoints MJST indicate the protected resource netadata URL
in the WWV Aut henti cate HTTP response header field, as described in
Section 5 of [RFC9728].

Not ati onal Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

The Open Public dient QAuth Profile
1. Overview

QAuth 2 [RFC6749] can be used in nmany different ways. This docunent
specifies one particular set of options to ensure interoperability
and security. Servers nmay inplenent nore options, but MJST support
the flow as described in this docunent for interoperability with
clients. Simlarly, clients may choose to support additional flows
but there is no guarantee that this will be interoperable.

The general flow works |ike this:

1. The QAuth 2.0 Authorization Server Mtadata [RFC8414] is fetched.
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2. The client instance registers with the authorization server to
get a client id using the QAuth 2.0 Dynamic Cient Registration
Prot ocol [RFC7591].

3. The client instance authorizes using the Authorization Code G ant
flow ([ RFC6749], Section 4.1) with PKCE [ RFC7636] and | ssuer
Identification [RFC9207]. The client instance al so sends
Resource | ndicators [ RFC8707], however server support for this is
RECOMVENDED.

4. The client instance gets an access token and refresh token, as
per Section 5 of [RFC6749].

The access token can now be used as a Bearer token to authenticate
requests to the application servers as per [RFC6750] for HITP
requests, or [RFC7628] for SASL authentication. Wen it expires, a
new one can be requested using the refresh token as per Section 6 of
[ RFC6749] .

The rest of this docunent describes in detail each of the above
st eps.

3.2. Fetching the Authorization Server Metadata

The aut hori zation server issuer identifier MJUST be an HTTPS URL with
no query parameters or fragment part. |If a path is present, it MJST
NOT contain . or .. segnents, MJST NOT end with a trailing slash, and
MUST NOT use percent-encoding for unreserved characters (as defined
in Section 2.3 of [RFC3986]). |If the issuer identifier does not
conformto these requirenents, the fl ow MIST be aborted. The

aut hori zati on server netadata nay be fetched as specified in

Section 3 of [RFC8414]: if the issuer identifier has no path (or just
a trailing slash), the netadata is at /.well-known/oaut h-

aut hori zation-server; if the issuer identifier contains a path, the
/. wel | - known/ oaut h- aut hori zati on-server conponent is inserted after
the host and before the path. For exanple, for an issuer identifier
of https://auth. exanpl e.confacneinc, the authorization server

met adat a woul d be fetched from https://auth. exanpl e. com . wel | - known/
oaut h- aut hori zati on-server/acnei nc.
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If this request does not result in a successful response (a 200 K
HTTP status code with an "application/json" content type), the client
MJST al so try the Openl D Connect Di scovery [openid-connect-discovery]
met adata path. This is constructed by appending /.well-known/ openi d-
configuration to the issuer identifier. For exanple, for an issuer
identifier of https://auth.exanple.conacneinc, this would be
https://auth. exanpl e. com acnei nc/ . wel | - known/ openi d- confi guration
This fallback is necessary for conpatibility with existing

depl oynents that only serve nmetadata at the Openl D Connect path. See
Section 4 for a discussion of the security inplications of this
fal | back.

A successful response is indicated by a 200 OK HTTP status code. The
response MJUST have an "application/json" content type. |I|f neither
met adata path results in a successful response, the flow MJUST be
aborted. dients MJST NOT follow HTTP redirects when fetching the
nmet adata; a redirect MJUST be treated the sane as an error response.

The aut horization server netadata is a JSON docunent with properties
as specified in [RFC38414]. It MJST include the follow ng properties:

i ssuer
The aut horization server’s issuer identifier. This MJST be
identical to the issuer identifier fromwhich this netadata URL
was derived — not the URL fromwhich it was fetched. For exanpl e,
if the issuer identifier is https://auth.exanple.com acneinc, the
i ssuer property MJIST be https://auth. exanpl e.conf acnei nc,
regardl ess of whether the nmetadata was fetched from
https://auth. exanpl e. conl . wel | - known/ oaut h- aut hori zat i on- server/
acnei nc or https://auth. exanpl e. com acnei nc/. wel | - known/ openi d-
configuration. |If not, the flow MJST be aborted

This MJUST be verified again during the authorization flow (see
Section 3.4, or [RFC9207] for nore details), to prevent against
m x-up attacks.

regi strati on_endpoi nt
The URL the client instance will use to register, to get a client
idit needs for authorization (see Section 3.3).

aut hori zati on_endpoi nt
The URL the client instance will use to start the authorization
process (see Section 3.4) once it has registered.

t oken_endpoi nt

The URL the client instance will use to get refresh and access
tokens after successful authorization (see Section 3.5).
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scopes_supported
An array of supported scopes on the server (see Section 3.7).

response_t ypes_supported
A list of response types supported in the QAuth authorization
flow This is an array of strings that MJST include "code".

grant _types_supported
A list of the QAuth 2.0 grant type values that this authorization
server supports. This is an array of strings that MJST incl ude
"aut hori zati on_code" and "refresh_t oken"

t oken_endpoi nt _aut h_met hods_support ed
This is an array of strings that MJST include "none".

code_chal | enge_net hods_supported
An array of strings listing Proof Key for Code Exchange (PKCE)
[ RFC7636] code chal | enge nmet hods supported by this authorization
server. This MJST include "S256".

aut hori zati on_response_i ss_par amet er _support ed
This MJST have the bool ean val ue true.

The netadata MAY include other properties, or other values for nulti-
val ued properties, however clients are not required to understand or
use any of themfor interoperability.

It is RECOVMENDED servers support DPoP ([ RFC9449]) to all ow sender-
constrained refresh and access tokens for HTTP-based protocols.
Servers that support DPoP MJST include the follow ng property:

dpop_si gni ng_al g_val ues_support ed
A JSON array containing a list of the JW5 alg values (fromthe
[1 ANA. JOSE. ALGS] registry) supported by the authorization server
for DPoP proof JWs, as defined in [RFC9449], Section 5.1

Al so of possible interest to client/server inplementors follow ng
this docunent:

revocati on_endpoi nt
The URL the client instance can use to revoke their tokens, as per
[ RFC7009] .

revocati on_endpoi nt _aut h_net hods_support ed

If a revocation_endpoint is included, this property MJST be
included, and is an array of strings that MJST include "none"
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Clients MJUST verify the required properties are present and conform
to the requirenments of this docunent. |If not, the server is not
using QAuth in conformance with this docunent and no conpatibility
may be presuned. It is RECOVMMENDED clients abort the flowin such a
case.

3.3. Dynanmic dient Registration

To register, the client instance sends an HITP POST to the client
regi stration endpoint (as found in the nmetadata) with a content type
of "application/json", and a body consisting of a JSON docunment with
the follow ng properties:

redirect _uris
An array of URIs the client instance may use to receive back
information at the end of the authorization flow Each URI MJST
satisfy all of these conditions:

* The URI MUST start with one of the foll ow ng:
- http://127.0.0.1/

- http://]::1]/

- A private-use schene in reverse domain notation, e.qg.
com exanpl e:/. Such a scheme MJST have at |east one dot in
it.
* The URI MJST NOT include two consecutive dots (e.g., /../).
* The URI MUST NOT include a fragment part (#).

The URI may include a path and query paraneters.

t oken_endpoi nt _aut h_met hod
This MJUST be "none".

grant _types
This is an array of strings that MJST include "authorization_code"
and "refresh_token".

response_types
This is an array of strings that MJST include "code".

scope

A string containing a space-separated |ist of scope values the
client may request access for. (Note! This is not a JSON array.)
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For compatibility with servers inplenenting Openl D Connect

[ openi d-connect], if the server advertised the offline_access
scope in the "scopes_supported" property of the authorization
server nmetadata, the client instance MJST also register for this
scope.

client_nane
The nane of the client software to be presented to the end-user
during authorization.

client _uri
A URL for a web page providing informati on about the client
software. This MJST use HTTPS

| ogo_uri
A URL for a logo to display for this client software. This SHOULD
be square, and in a PNG or SVGinmage format. This MJST use HITPS

tos_uri
A URL that points to a human-readable ternms of service or |icense
docunent for the client software. This MJST use HTTPS

policy uri
A URL that points to a human-readabl e privacy policy docunent for
the client software. This MJST use HTTPS

software_id
A unique identifier string (e.g., a Universally Unique Identifier
(UUI D)) assigned by the client devel oper or software publisher,
used by registration endpoints to identify the client software
doing the dynam c registration. Unlike "client_id", which is
i ssued by the authorization server and may vary between instances,
the "software_id* SHOULD renain the sane for all instances of the
client software. The "software_id" SHOULD remai n the sane across
mul tiple updates or versions of the sane piece of software. The
value of this field is not intended to be hunan readable and is
usual Iy opaque to the client and authorization server

sof tware_versi on
A version identifier string for the client software identified by

"software_id". The value of the "software version" SHOULD change
on any update to the client software identified by the sane
"software_id". The value of this field is intended to be conpared

using string equality matching and no other conparison semantics
are defined by this specification.
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If the server indicated in its netadata that it supports DPoP

[ RFC9449] and the client instance is intending to authenticate al
requests using DPoP, the client instance SHOULD al so incl ude the
fol |l owi ng property:

dpop_bound_access_t okens
true

(I'f set, the server MIUST then require all token requests associ ated
with the issued client id use DPoP. Note, DPoP is only currently
defined for HTTP protocols, so this precludes usage for non-HTTP
protocols as of tinme of witing.)

The server will check that all required properties are present and
have valid values. Any unknown properties supplied by the client
instance MUST just be ignored. The authorization server MAY repl ace
any of the client’s requested netadata val ues submtted during the
registration and substitute themw th suitable val ues.

If there is an exact match for all properties except for
software_version, an existing registration may be returned.
O herwi se, servers SHOULD create a new registration and client id.

There is no way to verify the authenticity of the information
supplied by the client, however the general case of accurate
information is still useful to the server, for exanple to be able to
contact client authors to help debug issues if aberrant behaviour is
observed. Servers MAY choose to ignore all of the information
instead and just return a static client id to all requests.

The redirect URI restrictions MIST be enforced. These ensure the
QAuth flow can only be conpleted by native clients — not web clients.
Since a malicious native client could present the user with a custom
browser to phish credentials anyway, the |ack of verification of
client registration details does not provide additional danger beyond
existing threats. Al low ng seanl ess dynam c registration for web-
based clients, however, unfortunately nakes it much easier for a
phishing site to gain access to an account, by sending the user
through the QAuth fl ow.

I f successful, the server responds with an HTTP 201 Created status
code and a body of type "application/json", with the content being a
JSON obj ect containing all the properties subnitted during
registration (with their values as set by the server, if
overwritten), plus the follow ng property:
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client_id
The QAuth 2.0 client identifier string, used in the authorization
flow (see Section 3.4).

If the registration fails, the server will respond with an HTTP 400
status code and a JSON body as described in [RFC7591], section 3.2.2.

3.4. Authorization

Clients construct an authorization request URL by taking the
aut hori zati on_endpoint fromthe authorization server netadata and
addi ng the followi ng additional query paraneters

client _id
The client id as returned in the registration

redirect _uri
One of the redirect uris registered by the client instance. This
MUST be identical to the registered URI. The one exception to
thisisif a Ul with the prefix "http://127.0.0.1/" or
"http://[::1]/" was registered, in which case the matchi ng UR
MUST al so include an arbitrary port.

For exanple, if http://127.0.0.1/redirect was registered, then the
client instance could send http://127.0.0.1:49152/redirect as the
redirect _uri for authorization

response_type
This MJST be "code".

scope
A space delimted set of scopes the client instance would |ike
access to. This MJST be a subset of the scopes registered for
this client id.

For conpatibility with servers inplenenting Openl D Connect

[ openi d-connect], if the server advertised the offline_access
scope in the "scopes_supported" property of the authorization
server metadata, the client instance MJST al so request this scope.

code_chal | enge
A PKCE code chal | enge as per [RFC7636], using SHA 256. To
generate a challenge, first generate a code_verifier: a high-
entropy cryptographic random string using the unreserved
characters [A-Z] / [a-z] / [0O-9] / "-" /[ ™. [ " " [ "~" from
Section 2.3 of [RFC3986], with a minimumlength of 43 characters
and a maxi mum | ength of 128 characters.
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The code_chal l enge is then BASE64URL-
ENCODE( SHA256( ASCI | (code_verifier))).

code_chal | enge_net hod
This MJST be "S256".

resource
The URL for the initial resource endpoint (as returned in the
aut odi scover) you wish to access after successful authorization.
For exanple, https://api.exanple.comjmp/session. If you wish to
use nultiple protocols, the client instance MJST include nultiple
"resource" query paraneters: one for each endpoint. Server
support for Resource Indicators [RFC8707] is RECOMVENDED; servers
that do not support themw Il ignore these paranmeters and the fl ow
will still succeed. Servers that do support Resource Indicators
MUST verify that all requested endpoints are pernmitted | ocations
to send access tokens to (i.e., they are the real resource
endpoi nts associated with this authorization server).

state
An opaque val ue used by the client instance to verify that an
aut hori zation response is due to a request that the client
instance initiated. The authorization server will include this
val ue when redirecting the user-agent back to the client instance.
Client instances MJST generate a state with a uni que, unguessable
random string when initiating an authorization request.

| ogin_hint (optional)
The usernane the user originally asked to log in with. The server
can prefill this in a login form Note, the user may choose to
log in with a different usernane.

After constructing the authorization request URL, the app uses
platformspecific APIs to open it in an external user-agent.
Typically, the external user-agent used is the default browser, that
is, the application configured for handling "http" and "https" schene
URIs on the system See Section 6 of [RFC8252] for a discussion of
best practices and alternatives. The user-agent MJST support session
cooki es, JavaScript, and the Wb Authenticati on APl [webauthn].

The aut hori zation server MJST verify all required paranmeters, and
that they conformto the restrictions in this docunent. OQher URL
paraneters MAY be supplied but will be ignored.

If verified, the authorization server will authenticate the user and
ask themif they wish to grant authorization to the client.
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If the request fails due to a missing, invalid, or msmatching
redirection URI, or if the client identifier is mssing or invalid,
the aut horization server SHOULD i nformthe user of the error and MJUST
NOT automatically redirect the user-agent to the invalid redirection
URI. |If the authorization request fails for any other reason, the
client instance will receive an error response via the redirect _uri
This MJST include an error query parameter with an appropriate error
code, as defined in Section 4.1.2.1 of [RFC6749].

If authorization is successful, the client instance will receive a
response via the redirect_uri, which will include the follow ng query
par amet er s

code
The aut horization code. This may be exchanged for the refresh
token. This code MJUST expire, and MJST remain valid for at |east
10 mnutes fromauthorization. |t MJST NOT be used again once the
client instance has successfully exchanged it for a refresh token
Doi ng so may cause the server to detect it as stolen and revoke
all associ ated t okens.

state
The val ue of the state paraneter that was passed in with the
initial request.

iss
The issuer identifier of the authorization server

The client instance MJST verify all of the foll ow ng:

* The "iss" returned is identical to the "issuer" property in the
aut hori zation server nmetadata. This is critical for preventing
agai nst various mx-up attacks should a malicious QAuth netadata
obj ect be fetched, as discussed in the security considerations.

* The state returned matches exactly the state it sent, to verify
that this request was indeed initiated by the client and not an
att acker.

If any verification fails, the client instance MJST abort the flow
and not send the authorization code anywhere. |t MJST return a page
to the user-agent with a description of what went wong and what the
user can do next to solve the problem
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3.5. Obtaining a Refresh Token

Fol | owi ng authori zation, the client instance will obtain initia
refresh and access tokens by nmaking a POST request to the
token_endpoint URL. The follow ng paraneters MJST be present, using
the "application/ x-ww-formurlencoded" format with a character
encodi ng of UTF-8 in the HTTP request entity-body:

client_id
The client id as returned in the registration

redirect _uri
The redirect _uri paranmeter sent with the authorization request
fromwhich the code was obtai ned.

grant _type
This MJST be "aut hori zati on_code"

code
The code returned via the redirect back from aut horizati on.

code _verifier
The code verifier generated for the authorization (the random
string generated in the authorization step, as per [RFC7636]).

O her paraneters MAY be supplied but will be ignored. |f using DPoP
the client instance MJST al so set a DPoP header in accordance with
Section 5 of [RFC9449].

The server will verify the paraneters and if successful, return a 200
K response with a content type of application/json. The body wll
be a JSON object with the follow ng properties:

access_t oken
A bearer token used to authenticate APl requests. This will be
valid for a fixed, limted tine.

t oken_t ype
The type of the access token. This MJST be "Bearer", or "DPoP" if
the client is using DPoP ([ RFC9449]).

expires_in
The lifetime in seconds of the access token. For exanple, the
val ue 3600 denotes that the access token will expire in one hour
fromthe tine the response was gener at ed

scope
The space delimted set of scopes that this access token may use.
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Note, this MAY be different to the set of scopes requested.
Servers MAY allow users to choose to authorize only a subset of
the requested scopes. Cdients MIST check the set of scopes
granted is sufficient for its needs. The server MAY also return
scopes beyond those requested, for exanple a server that adds JMVAP
support when previously it only supported | MAP may choose to give
scopes that enable JMAP access to the sane data, even if only the
| MAP scope was requested, so the client instance can seam essly
upgr ade protocol s.

refresh_t oken
The refresh token to use next tine the client instance needs to
get a new access token

If the request fails, the server MIST return a 400 Bad Request
response with a content type of application/json. The body will be a
JSON object with properties as described in Section 5.2 of [RFC6749].

3.6. Using the Access Token

The client instance is now authenticated. 1t can connect to the
servers given in the discovered autoconfiguration with the Bearer
schene [ RFC6750]. For HTTP-based protocols, this nmeans setting an
Aut hori zation header with the val ue Bearer {access_token} (where
{access_token} is replaced with the value of the access_token). If
usi ng DPoP, the client instance nmust al so set a DPoP header in
accordance with Section 7 of [RFC9449].

For protocols that use SASL authentication, such as | MAP, POP, and
SMIP, the access token is used in accordance with the OAUTHBEARER
mechani sm defined in [RFC7628]. Servers MJST NOT require the
username associated with the resource (the "authzid") be included in
the GS2 header.

3.7. Scopes
To work interoperably, clients and server nmust use a standard set of
scopes for access. This document creates a new | ANA registry for
such scopes (see Section 5), and registers scopes to cover | NMAP
SMIP, POP, CardDAV, Cal DAV, and JNMAP.

3.8. GCetting a New Access Token

Clients SHOULD keep using an access token they have been issued unti
it expires, which will result in getting a 401 error back
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When the access token expires, the client instance MJST get a new one
by maeki ng anot her POST request to the authorization server token
endpoint. The follow ng paraneters MJST be present, using the
"application/x-wwformurlencoded" format with a character encoding
of UTF-8 in the HTTP request entity-body:

client_id
The client id as returned in the registration

grant _type
This MJST be "refresh_token"

refresh_t oken
The refresh token returned last tinme the client instance obtained
a new access token

The success and failures responses are identical to those docunented
in "Obtaining a refresh token" (Section 3.5).

A new refresh token SHOULD be returned in the response and the client
i nstance MJUST repl ace their previous refresh token with this if
given. The client instance MJUST NOT try to use an old refresh token
again; this SHOULD result in the authorization being revoked as a
protection agai nst | eaked refresh tokens.

If a user has multiple devices with the same client software
installed, each instance of the client MJST obtain separate
aut hori zation. You cannot share a refresh token between devices.

3.9. Token Expiry Tines

To ensure a good user experience, access tokens MJUST have a lifetine
of at least 1 hour. Refresh tokens SHOULD NOT expire, unless the
user explicitly revokes the token or it has been unused for a

consi derabl e period of tinme (at |east 30 days).

For stateful connection-based protocols such as SMIP and | MAP t he
access token is only presented on first connection. Expiry of the
access token SHOULD NOT affect current | MAP/ SMIP etc. sessions that
have al ready authenticated. However, should the server choose to
force reauthorization it MJST do so by unilaterally closing the
connection, as there is no way to reauthenticate an existing session
in these protocols and all clients have to be able to handl e
reconnection in the case of dropped connecti ons.

If the refresh token is revoked, all existing stateful connections
MUST i nmedi ately be cl osed.
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3.10. dient Id Vvalidity

The client id MJUST remain valid for as long as there is a valid
refresh token associated with that client id.

To ensure a good user experience, the client id assignhed upon dynamc
regi stration SHOULD be valid for use in the authorization fl ow
(Section 3.4) for at |east one hour after issuance.

Clients MJST associate a client id with each refresh token it has.
If the refresh token is invalidated and the client instance has to
reauthenticate, it MJUST submt the dynamic client registration
(Section 3.3) again and use the client id returned, which MAY be
different to the previous tine.

Servers that wish to store client registration information MIST be
careful of resource exhaustion attacks. A RECOMMENDED approach is
to:

* Normalize and securely hash the submitted registration data.

* Check if this hash already exists in the database, and if so
return the existing client id issued for this registration

* (Otherw se, keep the registration in tenporary storage and only
insert it into the database upon successful authorization
Creating a newclient id in the tenporary storage can be rate
limted, for exanple by IP

* Renpve any client registrations fromthe database whenever there
are no valid refresh tokens associated with that client id.

4. Security Considerations

This profile mandates best practices for QAuth with native clients,
as defined in [ RFC8252]. A thorough discussion of the security

consi derations generally applicable to QAuth is out of scope for this
docunent, but can be found in [ RFC6819], as well as the security
consi derations (Section 10) of [RFC6749].

I mpl enentors are encouraged to read all of the above docunents for a
nmore thorough consideration of the specific threats and mitigations
wi th QAut h.

The choices made for this profile are intended to mtigate as far as

possi bl e the inherent risks that come fromallowing arbitrary clients
to talk to arbitrary servers.
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The key restriction of this profile is that the redirect_uri MJIST be
somet hing only a native client can access. |f the user has

downl oaded and run a nalicious native app, it could already
undet ect ably spoof the user’s browser to phish them or in
unsandboxed environnents install nmalware, so supporting the OAuth
flow froman unknown client is not increasing risks. Indeed, it is
nmore secure than the current alternative, which is legitimate clients
storing the user’s password.

The dynamic registration part of this document is not a security
conponent, as there is no way to verify any of the data. The data in
the registration may be shown to the user as part of the

aut hori zation flow, which may help with phishing, but as noted above
the redirect _uri can only be used by a native app, which could

al ready phish the user. However, the registration gives the server
nmore i nformati on to detect suspicious behaviour, which can help it to
det ect conprom sed users and devices nore easily.

The issuer is expected to be autodetected fromthe user’s enail
address. A threat scenario that nust be considered is the user
making a small typo in the domain (especially for a conon enai
service), and an attacker controlling this domain. |In this scenario
the client instance will fetch the QAuth netadata fromthe attacker’s
server, and has no way to know it is not the real server the user

wi shes to connect to. This leads to a nunber of threats:

1. The attacker defines a malicious authorization_endpoint under
their control. They attenpt to phish the user’s credentials with
this. This is not sonething that can be specifically mtigated
by the requirenments of this docunment, however requiring origin-
bound aut henti cation such as passkeys for authentication wll
mtigate this, and nost browsers have a block list of known
phishing sites that can also help mtigate this.

2. The attacker defines the real authorization_endpoint and
t oken_endpoint, but their own resource servers. This is
protected against via the issuer identifier check. The
aut hori zati on response will include an "iss" paranmeter which will
be the legitimate issuer identifier. However, the issuer for the
metadata will not match, as this nust be at the attacker’s domain
(if it were not, the client instance will have aborted the flow
after fetching the netadata, as it would not match the domain it
was fetched fromj. Therefore a client instance following this
specification will abort the flow and not send the authorization
code to the token endpoint.
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Servers that support Resource Indicators ([RFC8707]) have an

addi tional |ayer of protection here — the client instance sends
the list of all resource endpoints it intends to connect to with
the aut horization request, and if an unknown resource server is
present, the server can reject the request. Support for Resource
Indicators is RECOWENDED in this profile; the issuer identifier
check is the primary defence against this attack. However,
servers are encouraged to support Resource Indicators as defence-
i n-dept h.

3. The attacker defines the real authorization_endpoint and resource
servers, but their own token endpoint. The issuer identifier
check above will also protect against this.

This specification allows clients to fall back to the Openl D Connect
Di scovery netadata path if the RFC 8414 netadata path fails.

I mpl enentors should be aware that these two paths have different
security properties when the issuer identifier contains a path
conmponent. The RFC 8414 path inserts the well-known conponent at the
host root (e.g., https://auth.exanple.com .well-known/ oauth-

aut hori zati on-server/acmnei nc), meaning only an entity with control
over the host can serve this docunment. The Openl D Connect Discovery
pat h appends the wel | -known conponent to the issuer (e.g.,
https://auth. exanpl e. com acrei nc/ . wel | - known/ openi d- confi gurati on),
meani ng any entity that controls the path can serve this docunent.

In multi-tenant environnents where different entities contro
different paths on the same host, the Openl D Connect Di scovery
fallback allows a tenant to serve their own netadata w thout host-

| evel control. The issuer identifier verification remins the
primary defence against mix-up attacks in all cases, but operators of
shared hosts should be aware that the RFC 8414 path provides an

addi tional |ayer of host-level vetting that the Openl D Connect

Di scovery path does not.

5. | ANA Consi derati ons

5.1. Interoperable QAuth Scopes Registry
| ANA shall add a new registry called "Interoperable QAuth Scopes” to
the "QAuth Paraneters" registry group. The registry records
i nteroperabl e QAuth scope values. Each scope provides specific
access rights to protected resources.

5.1.1. Registration Procedure
The "Specification Required" policy, as defined in Section 4.6 of

[ RFC8126], shall govern registrations in this registry. The
Desi gnat ed Expert shall verify that:
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5.
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3.

1.

1.3.

2

The proposed scope nane foll ows established nami ng conventi ons.
The description clearly defines the access rights granted by the
scope, with reference to publicly available and stable
docunentation sufficient for interoperability.

The change controller is clearly identified.

Regi stration Tenpl ate

Scope Nanme: The nane of the QAuth scope val ue.
Description: A clear description of what access rights this scope

grants to the client, with reference to publicly avail able and
stabl e docunentation sufficient for interoperability.

Change Controller: The name of the person, organization, or entity

controlling changes to the scope definition

Initial Registry Contents

Scope Name: urn:ietf:paramnms: oaut h: scope: mai
Description: Requests access for a client to manage the user’s

email. This MJUST include full access via all of the follow ng
protocols that the server supports
* | MAP [ RFC9051]

*  POP [ RFC1939]
*  SMIP subm ssi on [ RFC6409]

* JMAP [ RFC8620] - this scope grants the right to use all JMAP
capabilities that the server supports for which
urn:ietf:parans: oauth: scope:mail is included in the
I nt eroperabl e QAuth Scopes colum of the JMAP capabilities
registry

Change Controller: |ETF

Scope Name: urn:ietf:parans: oauth: scope: contacts
Description: Requests access for a client to manage the user’s

contacts. This MJIST include full access via the CardDAV protoco
[ RFC6352] if the server supports it. |[If the server supports JMAP
[ RFC8620], this scope grants the right to use all JMAP
capabilities that the server supports for which
urn:ietf:parans: oaut h: scope:contacts is included in the

I nt eroperabl e QAuth Scopes colum of the JMAP capabilities
registry

Change Controller: |ETF

Scope Name: urn:ietf:parans: oaut h: scope: cal endars
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Description: Requests access for a client to manage the user’s
cal endars. This MJST include full access via the Cal DAV protoco
[RFC4791] if the server supports it. |If the server supports JVAP
[ RFC8620], this scope grants the right to use all JVAP
capabilities that the server supports for which
urn:ietf:parans: oaut h: scope: cal endars is included in the
I nt eroperabl e QAuth Scopes colum of the JMAP capabilities
registry.

Change Controller: |ETF

Scope Nane: offline_access

Description: My be advertised or requested for conpatibility with
Openl D connect, as described in this docunent.

Change Controller: |ETF

5.2. Update to the JMAP Capabilties Registry

| ANA shall update the "JMAP Capabilities" registry established in

[ RFC8620] to add a new colum called "Interoperable QAuth Scopes"

For each capability, this colum shall contain a list of zero or nore
scopes registered in the Interoperable QAuth Scopes Registry.

Aut hori zation for any scope in the list will grant access to use that
JMAP capability, if the capability is supported by the server

Future registrations in the "JMAP Capabilities" registry SHOULD
specify a value for the Interoperable QAuth Scopes colum in addition
to the fields established in the registration tenplate by

Section 9.4.5 of [RFC8620]. |If omtted, registrations will be added
with no value for this colum (i.e., no interoperable scopes are
avail able to grant access to this capability via QAuth).

5.2.1. Initial Interoperable QAuth Scopes Val ues for the JMAP
Capabilities Registry

I ANA shall update the existing JMAP Capabilities registrations with
the follow ng values for the Interoperable QAuth Scopes col um.

Capability Name: wurn:ietf:parans:jmp:core

I nteroperabl e QAuth Scopes: wurn:ietf:parans:oauth: scope: mail,
urn:ietf:parans: oaut h: scope: contacts,
urn:ietf: parans: oaut h: scope: cal endars

Capability Nanme: urn:ietf:parans:jnmp: mil
I nteroperabl e QAuth Scopes: urn:ietf:parans: oauth: scope: mai

Capability Name: wurn:ietf:parans:jmp: ndn
I nteroperabl e QAuth Scopes: urn:ietf:parans: oauth:scope: mai l
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Capability Name: urn:ietf:parans:jmap:sninmeverify
I nteroperabl e QAuth Scopes: urn:ietf:parans: oauth: scope: mai

Capability Name: wurn:ietf:parans:jmp: subm ssion
I nteroperabl e QAuth Scopes: urn:ietf:parans: oauth:scope: mai l

Capability Name: wurn:ietf:parans:jmp:vacationresponse
I nteroperabl e QAuth Scopes: urn:ietf:parans:oauth: scope: mai

Capability Name: wurn:ietf:parans:jmp: bl ob

I nteroperabl e QAuth Scopes: urn:ietf:parans: oauth: scope: mail,
urn:ietf:parans: oaut h: scope: cont act s,
urn:ietf:parans: oaut h: scope: cal endars

Capabi lity Name: wurn:ietf:paranms:jmp: quota

I nteroperabl e QAuth Scopes: urn:ietf:parans: oauth: scope: mail,
urn:ietf:parans: oaut h: scope: contacts,
urn:ietf: parans: oaut h: scope: cal endars

Capability Name: wurn:ietf:parans:jmp:sieve
I nteroperabl e QAuth Scopes: urn:ietf:parans: oauth:scope: mail

Capabi lity Name: wurn:ietf:parans:jmp:principals

I nteroperabl e QAuth Scopes: urn:ietf:parans: oauth: scope: nail,
urn:ietf: parans: oaut h: scope: cont act s,
urn:ietf: params: oaut h: scope: cal endars

Capabi lity Name: wurn:ietf:parans:jmp: principals: owner

I nteroperabl e QAuth Scopes: urn:ietf:parans: oauth: scope: mail,
urn:ietf:parans: oaut h: scope: cont act s,
urn:ietf:parans: oaut h: scope: cal endars

Capability Name: wurn:ietf:parans:jmp:contacts
I nteroperabl e QAuth Scopes: urn:ietf:parans: oauth: scope: contacts

Capability Name: wurn:ietf:parans:jmp:cal endars
I nteroperabl e QAuth Scopes: urn:ietf:parans:oauth: scope: cal endars

Capability Name: wurn:ietf:parans:jmp:principals:availability
I nteroperabl e QAuth Scopes: urn:ietf:parans: oauth: scope: cal endars
Capabi lity Name: wurn:ietf:parans:jnmp: webpush-vapi d
I nteroperabl e QAuth Scopes: urn:ietf:parans:oauth:scope: mail
urn:ietf:paramns: oaut h: scope: contacts,
urn:ietf: paramns: oaut h: scope: cal endars
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