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Abst ract

Thi s docunment specifies rules for email addresses that are flexible
enough to express the addresses typically used with SMIPUTF8, while
avoi di ng el enents that harm human-to-human interoperation

This is one of a pair of docunments: this contains reconmendations for
what addresses humans shoul d use, such that address provisioning
systens can restrain thensel ves to addresses that email val didators
accept. (This set can al so be described in other ways, including
"sinple to cut-and-paste” and "understandabl e by sone community".)

Its conpani on defines sinpler rules, accepts nore addresses, and is
intended for software |ike MIAs.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Miil Mintenance
Working Goup mailing list (mailmaint@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ mail maint/.

Source for this draft and an issue tracker can be found at
https://github. com arnt/ mai |l mai nt - snt put f 8.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 April 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

I nt roducti on

[ RFC6530] - [ RFC6533] and [ RFC6854] - [ RFC6858] extend vari ous aspects of
the emai|l systemto support non-ASCI|I both in |ocal parts and domain
parts. |In addition, sone email software supports unicode in domain
parts by using encoded donmain parts in the SMIP transaction ("RCPT
TGO <i nfo@n--dm -0na. fo<") and presenting the unicode version

(d¥#m .fo in this case) in the user interface.

The enmi| address syntax extension is in [RFC6532], and all ows al nost
all UTF8 strings as |localparts. Wile this certainly allows
everything users want to use, it is also flexible enough to all ow
many things that users and inplenmenters find surprising and sonetines
Wor ryi ng.

The flexibility has caused consi derable reluctance to support the
full syntax in contexts such as web form address validation

Thi s docunent attenpts to describe rules that:

1. includes the addresses that users generally want to use for
t hensel ves and organi zati ons want to provision for their
enpl oyees.
2. includes the addresses that have been used significantly, even if

not exactly what users wanted.
3. excludes confusabl e things.
4. excludes things that have been described as security risks.

5. Looks safe at first glance to inplementers (including ones with
limted know edge of unicode).

These goal s are sonewhat aspirational. For exanple, |ower-case L and
upper-case i are confusabl e and cannot realistically be disallowed,
the protocol poLlce would arrest us all.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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3. Termi nol ogy

Script, in this docunent, refers to the unicode script property (see
[ UAX24]). Each code point is assigned to one script ("a" is Latin),
except that sone are assigned to "Common" or a few other special

val ues. Fraktur and /etc/rc.local aren’t scripts in this docunent,
but Latin is.

Latin refers those code points that have the script property "Latin"

in Unicode. Olillans in France and Miginster in Germany both have Latin
names in this document. It also refers to conbinations of those code
poi nts and conbi ning characters, and to strings that contain no code
points from other scripts.

Han, Cyrillic etc. refer to those code points that have the
respective script property in Unicode, as well as to strings that
contain no code points fromother scripts.

ASCI| refers to the first 128 code points wi thin unicode, which
includes the letters A-Z but not or . It also refers to strings
that contain only ASCI| code points.

Non- ASCI | refers to unicode code points except the first 128, and
also to strings that contain at |east one such code point.

By way of exanple, the address info@m .fo is latin and non-ASCl I,

its localpart is latin and ASCIl, and its domain part is latin and
non-ASCl 1. #[E is a Han string in this document, but FTQ[FE is neither a
Latin string nor a Han string, because it contains a Latin Q and

three Han code points.

ZW), "zero-width joiner", is the unicode codepoint U+200D. ZWNJ,
"zero-wi dth non-joiner", is the unicode codepoint W200C,

The terns a-label and u-label are defined in [ RFC5890] section
2.3.2.1.

PRECI S is described in [ RFC8264], and ldentifierC ass in section 4.2
of that docunent.

4. An oversinplified description of current SMIPUTF8 ermil| addresses

This section is informative.
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In the countries the authors have visited, the normis that sone
users and organi zations want to use their daily script(s), but not
others. The name on your office door will be readable to your

col | eagues, no matter how your parents wote it in the place where
you were born

Wil e the syntax defined in [ RFC6532] technically supports addresses
with an Indic |ocal part and a Japanese or Arabic domain part,

organi zations such as a university or a conpany don’t want to use
that kind of namng: The script that’'s used for the organization’s
domain is the one it wants to use when provisioning enmail addresses.

Not e that even when an organi zati on enphatically doesn’t want to
provi sion | ocal parts fromscripts other than its own, that

organi zation generally wants the ability to correspond worl dw de.
There are a few countries in which ASCI| |ocalparts are used with
non- ASCI | donai ns (reputedly because of enamil software that supports
[ RFC3490] /[ RFC5891] but not [RFC6532]). So far, the authors have
only seen this in countries that use left-to-right scripts such as
Cyrillic and Han.

In sone countries, ASCII non-letters is used together with non-Latin
scripts. Arabic is an exanple: the Arabic digits 0-9 are used often
(more so in some countries than others). Chinese donmain nanes use
the ASCI|I dot instead of the Chinese full-wi dth dot. ASClI
punctuation (notably the hyphen) is used with several scripts.

In the authors’ experience, left-to-right and right-to-left witing
is mixedinonly a few cases (that are relevant to email addresses):

* ASCIl digits (123) and right-to-left letters
* Arabic Indic digits () and Arabic letters
* Testcase domai ns/ addresses
* single punctuation characters (often neutral in direction)
5. An oversinplified description of IDNs and the domai n nane system
This section is informative.

The use of non-ASCII in domain names is restricted by severa
factors: 1 DNA2008 rules, registry rules and web browsers.
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For a domain such as exanpl e.com |DNA2008 restricts both | abels
(slightly), ICANN policy restricts "cont and the .comregistry’s
policy restricts "exanple", and the browsers’ rules apply to both.
For a domain such as beispiel.exanple.com |DNA2008 and the browsers
rules apply to "beispiel" as well. Neither ICANN s nor the .com
registry’s rules apply to "beispiel”

5.1. | DNA2008

Using non-ASCI| nore or |ess requires |DNA2008, ie. if a domain nane
is to be practically usable, it needs to be usable with | DNA2008,
which restricts the set of code points slightly.

5.2. Registry rules

The LGR, Label Generation Rules, are a set of rules largely devel oped
by per-language and per-script conmttees and col |l ected by | CANN

Most notably, a script or |anguage has to be used by a current
community in order to get an LGR  An LGR contains that which is
currently used by the comunity.

The nerged repertoire of all code points in all LGRs is called the
Conmon LGR, and contains nore than 30,000 code points at the tine of
writing.

Regi stering a domain nane in a public TLD requires adhering to the
registry’s policy, which is generally either an LGR, a small

regi stry-chosen set of code points, or restricted by rul es outside
the DNS (such as for .bank, which is effectively restricted by what
nanes banking regul ators all ow banks to have).

5.3. Wb browser rules

The main browsers have rules for which domains are displayed in a
human-r eadabl e manner in the address bar. (One author has a runic
domain, all of the main browsers display xn--sonmething in the address
bar instead of runes.) Each of the three big browser vendors

mai ntains its own rule set. At the tine of witing, all three may be
described as broadly simlar to the Conmon LGR and different in
detail .

6. Rules for interoperable email addresses

Based on the above descriptions, the following rules are fornul ated
for interoperable email addresses.

1. An atomin an interoperabl e address MJST NOT be an a-| abel
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7.

2. If the address matches the grammar in [RFC5322], then in order to
be interoperable it MJUST al so match the grammar specified by the
VWBC WHATWG [ TYPE_EMAI L] spec.

3. An address MUST conformto the PRECIS Identifierd ass.

4. |1f an address contains any right-to-left code points, then it MAY
contain ASCI1 digits and MJUST NOT contain any other left-to-right
code points.

5. If an address contains any non-ASCI| code point, then one of the
foll owi ng conditions MJST apply:

1. Al code points share one unicode script property, or have
the script property Common, or are ASCI| digits (or ./@.

2. The local part consists entirely of ASClII, and the domain part
consi sts of code points that share one uni code script
property, or have the script property Common, or are ASClI
digits (or ./@.

3. Al code points are have the script properties Han or Comon,
or are ASCII.

Exanpl es

The address exampl e@xanpl e.comis interoperable, because 1) it does

not contain any a-label, 2) it matches the WHATWG [ TYPE_EMAI L] spec,

3) it conforns to the Identifierdass, and the last two conditions do
not apply.

The address dm @Ini.fo is interoperable, because 1) it does not
contain any a-label, 2) does not apply, 3) it consists entirely of
perm ssi ble code points, 4) does not apply and 6) it consists
entirely of 'Latin’ and ' Conrmpbn’ code points (and ./ @.

The address U+200E ' @ U+200F '.' W+200E is not interoperable,
because 4) W+200E and W200F are not permtted in the PRECI S
Identifierd ass.

The address U+627 '@ '2’° '.' '3’ is interoperable. (U+627 is an
arabic letter, witten right-to-left.) It is interoperable because
1) it does not contain any a-label, 2) does not apply, 3) it consists
entirely of perm ssible code points, 4) the only right-to-left code
points used are ASCII digits and 6) all code points are "Arabic’ or
ASCI| digits (or @).
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(Note that it's interoperable even though its top-1level domain cannot
exist: The rules in this docunent don’t require network access, and
therefore do not require checking whether a domain exists.)

The address info@n--dnmi-0Ona.fo is not interoperable, because 1) it
contains the a-label xn--dmni-0na.

The address #FZ @ F. 1 [E is interoperable, because 1) it does not contain
any a-label, 2) does not apply, 3) it consists entirely of

perm ssi ble code points, 4) does not apply and 5) it consists

entirely of 'Han’ code points (and ./ @.

The address info@¥ . #[E is interoperable, because 1) it does not
contain any a-label, 2) does not apply, 3) it consists entirely of
perm ssible code points, 4) does not apply and 5) the local part is
ASCI | and the donmain part consists entirely of 'Han' code points (and

).

The address dmi @ F. ' [E is not interoperable, because 5) it contains
both 'Latin’ and 'Han’ code points and the |ocal part is non-ASClI.

The address P Q@TQE @ ' [® is interoperable, because 1) it does not
contain any a-label, 2) does not apply, 3) it consists entirely of
perm ssible code points, 4) does not apply and 5) the address
consists entirely of ASCII and Han code points (and .).

8. Additional |ocal rules

Sof tware that provisions addresses using a particular script may
apply additional restrictions.

1. This docunent pernits the use of all conbining characters with
letters in this script (formally, unicode \p{Comon} is permtted
in any script). In the case of scripts that do not use
diacritical marks, it nmay be advisable to never create |ocal parts
wi t h conbi ni ng codepoi nts.

2. If users are pernmitted to choose their own email addresses, it
may be advisable to reserve names that sound official in the
rel evant | anguages, analogously with the list of English nanes in
[ RFC2142] .
9. | ANA Consi derations

Thi s docunent does not require any actions fromthe | ANA
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10. Security Considerations

VWhen a programrenders a unicode string on-screen or audibly and

i ncludes a substring supplied by a potentially nal evol ent source, the
i ncluded substring can affect the rendering of a surprisingly |arge
part of the overall string.

Thi s docunent describes rules that nake it difficult for an attacker
to use emnil addresses for such an attack. |Inplenmenters should be
aware of other possible vectors for the sanme kind of attack, such as
subj ect fields and emmil address displ ay-nanes.

If an address is signed using DKIM and (against the rules of this
docunent) mixes left-to-right and right-to-left witing, parts of
both the | ocal part and the domain part can be rendered on the sane
side of the '"@. This can create the appearance that a different
domai n signed the nessage.

The rules in this docunent pernit a nunber of code points that
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Appendi x A.  Testing
This is a set of test addresses in JSON fornmat.

Bel ow i s a verbatimcopy of https://github.confarnt/nmail maint-
sntputf8/tests.json as it was on (date here). It contains a number
of strange and unusual code points, so cutting and pasting this my
not work. Rather, it is recommended to either use the rfcstrip tool
or downl oad the tests using a command such as curl
https://github.comarnt/mail maint-snputf8/tests.json > tests.json.

Note to | ETF reviewers: The tests will be included here shortly
before publication (and after | ETF Last Call).

Appendi x B. Acknow edgnents
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Dri.fo and #il ¥. i [E are reserved by nic.fo and CNNIC for use in
exanpl es and docunent ati on.

ff QEE @i s a fanmous Chinese novella, ffQis the main character.
Appendi x C. Rationales for each condition

This section is informative. Each of the five conditions has a
separate rationale.

1. A-labels are confusing for nany readers, and can potentially be
used to confuse and attack readers. Being visibly safe is one of
the five goals.

2. Many existing address validators use the WHATWG rules; if this
specification is exactly conpatible with WHATWG [ TYPE_EMAI L] for
all the addresses that WHATWG covers, then it’s possible to
extend a WHATWG- conpl i ant validator w thout risk of accidentally
rejecting formerly accepted addresses.
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3.  Unicode contains many code points that could perhaps be used for
attacks. The PRECIS lIdentifierC ass constrains and the
repertoire to the plainest code points, which nakes the
specification visibly trustworthy.

4. Mxed-direction text can be confusing, and confusion has been
used to attack users before. This rule tries to gain safety at
first glance by constraining m xed-direction text in addresses to
that which is known to be necessary.

5. This rule pernits addresse that are e.g. all-Chinese or all-Thai,
and rejects addresses that m x e.g. Thai and Chinese. This
restricts the scope for visually confusable code points. Since
some comrunities are known to m x ASCI| |ocal parts wi th | DNs,
combining left-to-right text with ASCI1 is allowed in the way
that is currently used

Note that netal umauts ("Mley Cre") are allowed (see [ UMLAUT]).
This is an unintentional feature.

Appendi x D. Instructions to the RFC editor

Pl ease renove all nentions of the Protocol Police before publication
(including this sentence).

Pl ease renove the Open |ssues section
Appendi x E. Open issues

1. Metal umauts mght be a problem Accents are used sonetines
with non-latin, but very seldom and night be seen as surprising
to native users of e.g. cyrillic, evenif x B apuyM exists.
https:// krebsonsecurity.conl 2022/ 11/ di sneyl and- nal ware-teamits-
a-puny-world-after-all/ is worth considering. Not entirely clear
how to subdi vide the Common script so it can be used with sone
scripts, not with others.
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