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Abst ract

Thi s docunent allows broader use of the Expires nessage header field
for mail messages. Message creators can then indicate when a nessage
expires, while recipients wuld use this information to handl e an
expi red nmessage differently.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 May 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

[ RFC2156] defined a mappi ng of header fields between X 400 and
RFC822/ M ME. One of the mapped fields is the "Expires" header field,
whi ch provides a date and tinme at which a nessage is considered to
lose its validity.

Net news articles [RFC5536] have an Expires header with a simlar
slightly nore strict syntax and simlar neaning.

Thi s docunent extends the use of the "Expires" header field to
Internet email in general, whether the nessage cones froman X 400
gateway or el sewhere.

The date and time of expiration can be used by the nail box provider
or the MJAto indicate to the user that certain nessages could be de-
enphasi zed or not shown to the user, to unclutter the user’s nmail box.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

A Message Creator is an agent that generates nessages for delivery.
In [ RFC5598] parlance, this is an Author or Oiginator.

A Message Reader is either an agent consumi ng a nessage or an agent

storing a message. In RFC 5589 parlance, this is a Message Store or
a Message User Agent.
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2. Defining Expiration

[ RFC2156] defined a field called "Expires", which replaced "Expiry-
Date" introduced in [RFC1327]. It did not define the termfurther,
except to say that no automatic handling past that date can be
expected. [RFC5536] defined "Expires" for Netnews as a date and tinme
beyond which the poster deenms the article to be no | onger rel evant
and coul d usefully be renoved, but did not actually require such
renoval . The consensus definition used in this docunent is that
beyond the stated expiration date, the nmessage "loses its validity".

The header field s use in e-mail has been limted, with no fornal
semantic definition to date. No consensus exists to establish a nore
preci se definition, in deference to existing inplenmentations.
Accordingly, no additional normative definition is provided here, nor
is any requirenment established for any particular handling by Message
Reader s.

3. Header Field definition

The header field definition remains the same as in [ RFC2156] and
[ RFC4021]. It indicates the tine at which a nmessage loses its
validity. Using the ABNF from[RFC5322], its syntax is:

expires = "Expires:" date-time CRLF
Exanpl e:
Expires: Wed, 1 Dec 2025 17:22:57 +0000

4. Advice to Message Creators
Message creators add the header field along with a rel evant date and
time when they know that the nessage loses its validity. This could
apply to comercial newsletters that include tinme-linmted offers,
event announcenents, social notifications, and periodi c announcenent

nmessages.

Message creators MJUST NOT include nore than one Expires header field
in a nmessage

5. Advice to Message Readers
Message readers, such as mail box providers, web mail and MJAs coul d
de- enphasi ze the di splay of expired messages or not display them

They could allow users to control the actions to take for expired
nessages.
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The information provided in the header field is intended to be used
as a signal to provide an inproved experience to the end-user. For

i nstance, systens might allow automatic rules to clean up expired
emai |l from specific nmessage creators or with defined characteristics,
or to provide a node to quickly handle all expired enmil.

Message Transfer Agents (MIAs) MUST NOT discard or reject a nessage
based solely on the content of this header field, if present.

Automatic del etion of a nessage bearing an Expires field with a date
and tine in the past is NOT RECOVWENDED unl ess configured by the
mai | box owner.

6. Interoperability Considerations

As "Expires" has never been formally defined for Internet nessages
other than those translated from X 400, there m ght have been

i npl ementations that used this header field nane in an inconpatible
way. Though the | ETF has never seen such a nessage, there is a
theoretical risk of confusion

7. Security considerations

A nmessage creator can put any date in an Expires header field,
including dates in the distant past or future. Wthout further

know edge about the nessage creator, recipient systens and nessage
readers cannot assunme that the contents of the header are accurate or
beni gn.

For exanple, a nalicious nmessage creator mght send spam nail that
includes a expiry date in the past, in the hope that recipients wll
not see or report the mail, and then adaptive spamfilters would use
it as non-spamtraining material. A creator mght include a date in
the imediate future in the hope that a recipient would see and act
on a nessage, but could not find it later to conplain about it. O a
creator nmight include a date in the distant future in the hope that
the message would stay in a recipient’s inbox and woul d be nore
likely to be read.

Wil e the header field can be useful to determine howto display a
message to a user, it is unlikely to be useful to determ ne whether
or not the nessage is wanted or is fraudul ent.

8. Acknow edgement s
Thi s docunent was inforned by discussions with and/or contributions

fromBarry Lei ba, Al exey Ml nikov, Jonathan Loriaux, Charles Sauthier
and Si non Bressier.
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10.

| ANA Consi der ati ons

I ANA is requested to update an existing entry in the Permanent
Message Headers Field Names registry

(https://ww. i ana. or g/ assi gnnent s/ nessage- header s/ nessage-
headers. xht m )

Header field nane: Expires
Applicabl e protocol: mail
Status: standard
Aut hor/ Change controller: |ETF
Speci fication docunent: this docunent
I mpl ement ati on Status
| Delete this section before publication

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

The description of inplenmentations in this section is intended to
assist the ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any tndividual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a tatalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the tenefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

The web site at https://ww. zerocarbon. email/

(https://ww. zerocarbon.email/) has a list of dozens of organizations
that say they support use of the header, including mailbox providers,
outgoing mail service providers, and bulk mail users.
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Pi erre-Yves Dubreucq has witten an add-on for the Thunderbird MJA
whi ch can be configured to nove or del ete nessages that have passed
their expiration date. It has a GPLv3 license.

htt ps://addons. t hunder bi rd. net/ en- US/ t hunder bi r d/ addon/ enmi | -
expi rati on-manager/ (https://addons.thunderbird. net/en-
US/ t hunder bi r d/ addon/ enei | - expi rati on- manager/)
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