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Abst r act

A protocol that allows enail applications to set up nmail accounts and
rel ated accounts with only the email address and password.

It defines how service providers can publish the account
configuration, so that email|l applications can automatically find a
wor ki ng configuration. It reduces setup friction for their users,
and calls to the support for the service provider

Al t hough the discovery process starts with an enmail address, the
protocol is not limted setting up email accounts, but can al so set
up cal endar, contact and file sync, video conference accounts and
ot her accounts that are connected to the same user account.

This protocol uses a well-known address and DNS | ookups, based on the
emai | address domain, to find the XML configuration file for the
service provider.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps:// benbucksch. gi t hub. i o/ aut oconfi g-spec/draft-ietf-nmail maint-
autoconfig.htm . Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-ietf-nail nmaint-autoconfig/.

Di scussion of this docunent takes place on the mail maint Wrking
Goup mailing list (mailto:mailmint@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ mail maint/. Subscribe at
https://ww.ietf.org/mailman/listinfo/nailnaint/.

Source for this draft and an issue tracker can be found at
https://github. com benbucksch/ aut oconfi g- spec.
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1.

I nt roducti on

Configuring email, cal endar and contacts client applications for a

gi ven user account at a specific service provider is often a tedious,
error-prone and unnerving process. Even technical users struggle to
find the right conbination of hostnanme, port nunber, security
protocol s, authentication nmethods and forns of username. Less
techni cal users often abort entirely. This difficulty is one of the
primary factors why nmany users use provider-specific applications

whi ch use proprietary internal protocols instead of generic provider-
i ndependent client applications that use open protocols specified by
the IETF. This in turn leads to significantly |less choice for end
users in their everyday user experience for conmunication, already
today. Long-term this leads to an errosion of standards support and
the ability for end users to use the software of their choice.

This protocol allows users to set up their existing email account in
a email client application, by entering only their nane, enmail
address, and password. The application, by means of the Autoconfig
protocol specified here, will determine all the other paraneters that
are required, including | MAP or POP3 hostnane, TLS configuration,
form of username, authentication nethod, and other settings, and

Ii kewi se for SMIP. Cal endar, contact and file sync, video conference
accounts and other accounts that are connected to the same user
account can be set up at the same tine.

The protocol works by first determ ning the domain fromthe emai
address, and then querying well-known URLs at the enmail provider,
which return the configuration parameters in conputer-readable form
Failing that, various fallback sources can be applied, |ike a comon
dat abase of configurations for large email providers who do not
directly support this protocol, or other mechanisns to determ ne the
configuration.

Wil e this Autoconfig protocol was originally conceived for
configuring mail clients, it can also be used for accounts of other
types, like contacts and cal endar sync, chat, video conference, or
online publishing. The primary concept and limtation here is that
these accounts are hosted by the sanme provider as the email address.

This protocol is in active production use since 15 years by mmjor
emai | clients, and the configuration database contains configurations
for over 80%of all email accounts.
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2.

Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

| mpl enent ati ons
Currently, this protocol or parts of it has been inplenented by:
* Thunderbird (https://thunderbird. net)
* Parula (https://parul a. beonex. com
* Evolution (https://projects.gnone.org/evolution/)
*  KMail (https://userbase. kde. org/ KMai |)

* Kontact (https://ww.kontact. org)

* K9 Mail (https://k9nmail.app) and Thunderbird Mbile
(https://ww. t hunderbird. net/ nobile/)

* FairEmail (https://email.faircode. eu)

* NextC oud email (https://apps.nextcloud. com apps/ nail)
* Delta Chat (https://delta.chat/)

and likely other mail clients.

A large nunber of email domains already use AutoConfig to provide the
configuration to nail clients and all ow an autonatic setup.

Sone mail servers automatically provide AutoConfig files that foll ow
this specification, including Stalwart (https://stalw art/), Mil cow
(https://mailcow email/) and many ot hers.

Dat a f or mat

Whet her the ISP or a common central database returns the
configuration, the resulting document MJST have the foll ow ng data
format and qualities.

The format is in [XM.]. The MM type is text/xm.
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The seconds bel ow define the XML and its neaning. Mst sections
start with a concrete exanple of the elenents that they define.

4.1. XM configuration file exanple
The foll owi ng exanpl e shows the syntax of the XML configuration file.

<?xm version="1.0"?>
<clientConfig version="1.2">
<enuai | Provi der id="exanple.cont>
<donmi n>exanpl e. conx/ donai n>
<domai n>exanpl e. net </ donai n>

<di spl ayNanme>CGoogl e Wor kspace</ di spl ayName>
<di spl ayShor t Nane>Gwhi | </ di spl ayShort Name>

<l-- type=

"imap": | MAP

"pop3": POP3

"jmap": JMAP

"ews": Mcrosoft Exchange Web Services

"activesync": Mcrosoft ActiveSync
-->
ncomi ngServer type="imp">
<host nane>i map. exanpl e. conk/ host name>
<port >993</ port >
<I--
"plain": no encryption
"SSL": TLS on TLS-specific port
"STARTTLS": nmandatory upgrade to TLS via STARTTLS
-->
<socket Type>SSL</ socket Type>
<l-- Authentication nethods:
"password-cleartext”: SASL PLAIN, LOG N or protocol-native |ogin.
"passwor d-encrypted": SASL CRAM MD5, DI GEST-MD5 etc. Not TLS
"TLS-client-cert": TLS client certificate on TLS | ayer
"QAut h2": Provider MJUST adhere to section "QAut h2 requirements".
"none": No authentication

<

Mul tipl e <authentication> el enents per server
configuration are valid. Cients will pick the first
one that they support.
-->
<aut henti cati on>passwor d- cl eart ext </ aut henti cati on>
<user nane>%EMAl LADDRESSY%</ user name>
</i ncom ngServer >

<l-- There can be multiple inconing servers,
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and even multiple | MAP server configs.

The first configuration is the preferred one, but the user or
or client can choose the alternative configs. -->

ncom ngServer type="pop3">

<host nane>pop. exanpl e. conx/ host nane>

<port >995</ port >

<socket Type>SSL</ socket Type>

<aut hent i cati on>passwor d- cl eart ext </ aut henti cati on>

<user nanme>%MAl LADDRESSY</ user nanme>

</i ncom ngServer >

<

<l-- Needed only for | MAP or POP3 -->
<out goi ngServer type="sntp">
<host nane>snt p. googl emai | . conx/ host name>
<port >587</ port>
<socket Type>STARTTLS</ socket Type>
<l-- smp-auth (RFC 2554, 4954) or other auth nechanism -->
<aut henti cati on>passwor d- cl eart ext </ aut henti cati on>
<user nane>%EMAl LADDRESSY%/ user name>
</ out goi ngSer ver >

<i ncom ngServer type="jnap">
<url >https://jmp. exanpl e. conx/ url >
<l-- Authentication nethods
"basic": RFC 7617
"digest": RFC 7616
"QAut h2": Provi der MJUST adhere to section "QAut h2 requirements”.
-->
<aut henti cat i on>0Aut h2</ aut henti cati on>
<aut henti cati on>basi c</ aut henti cati on>
<user nane>%EMAl LADDRESSY%</ user name>
</ i ncom ngServer >

<i ncom ngServer type="ews">
<url >https://mail.exanpl e. conl EANS/ Exchange. asnx</ url >
<user nane>%EMAl LADDRESSY</ user name>
<aut henti cati on>basi c</ aut henti cati on>

</ i ncom ngServer >

<i ncom ngServer type="activesync">
<url >https://mail.exanple.conl M crosoft-Server-ActiveSync</url>
<user nane>%EMAl LADDRESSY</ user nanme>
<aut henti cat i on>0Aut h2</ aut henti cati on>

</ i ncom ngServer >

<docunentation url="https://ww. exanpl e. com hel p/mai l /">

<descr | ang="en">Configure mail app for | MAP</descr>
<descr |ang="de">Email nit | MAP konfigurieren</descr>
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</ docunent ati on>
</ enmni | Provi der >

<addr essbook type="carddav" >
<url >https://contacts. exanpl e. conl renot e. php/ dav</url >
<aut henti cati on>basi c</ aut henti cati on>
<user nane>%MAl LADDRESS%</ user nane>

</ addr essbook>

<cal endar type="cal dav">
<url >https://cal endar. exanpl e. conm renot e. php/ dav</url >
<aut henti cati on>basi c</ aut henti cati on>
<user nane>%MAl LADDRESS%</ user nane>

</ cal endar >

<l-- Upload files, allowing the user to share them
This can be used to send links instead of attachnents,
or to set up a file sync folder on the user’s desktop
-->

<fil eShare type="webdav">
<url >https://share. exanpl e. coni r enot e. php/ dav</url >
<aut henti cati on>basi c</ aut henti cati on>
<user nane>%EMAl LADDRESSY</ user nanme>

</fil eShare>

<chat Server type="xnpp">
<url >wss://exanpl e. com 5281/ xnpp- websocket </ ur| >
<aut henti cati on>basi c</ aut henti cati on>
<user nane>%EMAl LADDRESSY/ user nanme>

</ chat Server >

<chat Server type="xnpp">
<host nane>xnpp. exanpl e. conx/ host nane>
<port >5223</ port >
<socket Type>TLS</ socket Type>
<aut henti cati on>passwor d- cl eart ext </ aut henti cati on>
<user nane>%MAl LADDRESS%</ user nane>
</ chat Server >

<vi deoConf erence type="opental k">
<url>https://tal k. exanpl e. conl | ogi n</ url >
<aut hent i cati on>QAut h2</ aut henti cati on>
<user nanme>%MAl LADDRESS%</ user nanme>

</ vi deoConf er ence>

<l-- QAuth2 configuration for native public client apps.
Gves e.g. clientlD, expiry, and |ogin page.
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The provider MJST adhere to "Open Cient QAuth2 profile".
-->
<oAut h2>
<aut hURL>ht t ps: / /| ogi n. exanpl e. cont aut h</ aut hURL>
<t okenURL>ht t ps:/ /| ogi n. exanpl e. conf t oken</t okenURL>
<i ssuer >l ogi n. exanpl e. conx/ i ssuer >
<scope>l MAP POP3 SMIP Cal DAV Car dDAV WebDAV of fl i ne_access</scope>
<client| D>open</clientl|D>

<l-- optional -->
<cl i ent Secr et >gi ve- me- your - passwor d</ cl i ent Secr et >
</ oAut h2>

<client ConfigUpdate url="https://ww. exanpl e.conf config/mil.xm" />
</ client Config>
4.2. dobal elenents

The file starts with an XM. header, e.g. <?xm version="1.0"?>, and
is encoded in UTF-8 wi t hout BOM

4.2.1. clientConfig
The root elenment of the XML file is <clientConfig version="1.2">
The version is 1.2 for the version defined in this specification. 1.1
is a conpatible previous version of this protocol: [Autoconfigl.1].
H gher versions are for future specifications. The client MJST NOT
reject a configuration file solely based on the version nunber.

4.2.2. enuil Provider
<emai | Provi der id="exanple.con' >
El ement <enmil Provider> is within the root elenment. This element has
no semanti c purpose and exists for |egacy reasons only, but its
content is significant.
The id is a unique string that typically matches the primary domain
of the provider. The syntax of the IDis the sane as for domain and
host nane.
Wthin <email Provi der> are <domai n>, <di spl ayNanme> and
<di spl ayShort Nane>, <docunentation>, <incom ngServer> and
<out goi ngSer ver >

4.2.3. domain
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<domai n>exanpl e. conk/ donai n>
<domai n>exanpl e. net </ domai n>
<domai n pur pose="nx">exanpl e- hosti ng. conk/ domai n>

The content of the <domai n> el ement defines which email addresses
this config is valid for. For exanple, a configuration with
<domai n>exanpl e. conk/ domai n> is valid for email address
fred@xanpl e. com

Mul tipl e <dormai n> el enents may be included, which neans that the
configuration is valid for all of these domains. Their order has no
meani ng - they nay be sorted by nunmber of users, inportance to the
provi der, or al phabethically.

<domai n purpose="nx"> specifies the domain nanme of the MX server of
this provider. It is used during the configuration file |ookup using
MX server nanes, as specified in Section 5.3 MX .. If the emil
address that is to be configured has an MX server that is within the
domai n gi ven by <domai n purpose="nx"> then this configuration is
applicable for that email address. Adding the purpose attribute is
RECOMVENDED.

4.2.4. displayNane and di spl ayShort Nane

<di spl ayNane>Googl e Wor kspace</ di spl ayNanme>
<di spl ayShor t Nane>QGWai | </ di spl ayShor t Nane>

The <di spl ayNane> el enment contains the name of the provider, e.g. as
preferred by the marketing of the provider itself. |t SHOULD be no
| onger than 30 characters, but MJUST be no | onger than 60 characters.

The <di spl ayShort Nane> el enment contai ns the name of the provider, as
typically used by end users. It SHOULD be no | onger than 12
characters, and it MJUST NOT be | onger than 20 characters.

Both el enents may used to display the provider or account nane by the
mail client U, which has reasonabl e expectations on | ength and
expr essi veness.

The <di spl ayShort Nanme> in particular may be used by the mail client
together with the enail address as partial base for the account nane,
and during everyday use of the app to represent the account, so it
SHOULD be short, distinctive and represent the provider in the way
end users refer and think of it.

4.3. docunentation
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<docunentation url ="https://ww. exanpl e. com hel p/ mail /">
<descr | ang="en">Configure mail app for | MAP</descr>
<descr |ang="de">Email mt | MAP konfigurieren</descr>
</ docunent ati on>

This is purely informational and not required for the automatic
set up.

This el ement contains the end-user hel p webpage at the provider that
describes the mail server settings. The configuration my be based
on that page, but does not necessarily have to match it, e.g. when a
better configuration is available than the one described on the
webpage.

The url attribute contains the URL of the webpage. The <descr>
content describes the content and purpose of the page and why it’'s
referenced here. Miltiple <descr> elenents with different |ang
attributes are allowed, whereby the lang attribute contains the
2-letter 1SO | anguage code, like the HTML | ang attri bute.

4.4. Server sections
<i ncom ngServer type="jnmap">, <cal endar type="carddav"> etc.

* The type attribute specifies the wire protocol that this server
uses. See Section 4.5 _type_ bel ow.

* <incom ngServer> specifies the server that the mail client
retrieves email fromand subnits changes to. In nany protocols,
this server is also used for sending email.

* <outgoingServer> is used for sending, if <incom ngServer> does not
support that directly. This is currently used only for SMIP in
conmbi nation with | MAP and POP3

* <inconmi ngServer> and <out goi ngServer> are within el ement
<emui | Provi der >, whereas <cal endar>, <addressbook>, <fil eShare>,
<chat Server > and <vi deoConference> are within the root el enent
<clientConfig> i.e. one |level higher. Qher than that, they work
t he sane.
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* In sone protocols, the <incom ngServer> server additionally
provi des cal endars, addressbooks, and other data. For such
protocol s, the sane server is not repeated in other specific
server sections |like <calendar>  Calendar-only clients supporting
such mul ti-purpose protocols MIST read the <i ncom ngServer>
(nonewithstanding that it’'s within | egacy el ement <emmil Provi der>)
and test and use the parts of the protocol needed for their
functionality.

1. Miltiple server sections

Server sections of the sane type (like <incon ngServer> or

<cal endar>) nmay appear nultiple times in the same configuration file.
In this case, the one listed first is preferred by the configuration
provider. Unless the client has specific other requirements, it
SHOULD pi ck the first config.

The client may deviate fromthis recomendati on, because

* the client doesn’t support a higher-priority protocol, e.g. a JVAP
configuraion is listed first and is the nost preferred, but the
client does not support JMAP yet, or

* the client doesn’t support a configuration setting, e.g. it
doesn’t support STARTTLS, or the configuration specifies only an
QAut h2 authentication and the client either doesn’t inplenent
QAut h2, or there is a problemin the QAuth2 flow with this
provi der, or

* the client has a specific policy to prefer another configuration,
e.g. a STARTTLS configuration is listed before a direct TLS
config, and the client has a policy of preferring direct TLS, or
i kewise the client prefers | MAP over POP3

Server types, elenents and protocols that the client does not support
MUST be ignored and the client MJST continue to parse the other
server sections, which may contain configs that the client
under st ands and supports. The client ignores the file only if there
is no supported and working configuration found.

type

The type attribute on the server section elenent specifies the wire
protocol that this server uses.
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O her protocol nanes can be added using an | ANA registry. See the
correspondi ng section bel ow.

4.6. URL-based protocols

<i ncom ngServer type="jnap">
<url >https://jmap. exanpl e. conl sessi on</url >
<aut henti cati on>basi c</ aut henti cati on>
<user nane>%MAl LADDRESS%</ user nane>

</i ncom ngServer >

For server sections with protocols that are based on HTTPS or other
URLs, the follow ng el enents are supported:

4.6.1. url
Exanmpl e: <url >https://jmp. exanpl e. conl sessi on</url >

The content of the <url> element contains the [URL] where to contact
the server.

The URL scheme will nornmally be HTTPS and the URL starts with
https:// ([HTTP], Section 4.2.2). Some protocols may use ot her
schenes, e.g. WbSockets wss:// ([WbSocket], Section 3).

4.6.2. authentication

Exanpl e: <aut hentication systenr"http">basic</authentication> or
<aut henti cat i on>0Aut h2</ aut henti cati on>

The content of the <authentication> el ement defines which HITP

aut hentication method to use. The systen="http" attribute signals
that the value refers to a WWV Aut henti cate mechani sm but the
attribute is optional when a https: or wss: URL is used.

* pasic: Authenticate to the HITP server using WWMAut henti cat e:
Basi c. See [HTTP-Basi c-Auth].

* digest: Authenticate to the HITP server using WWV Aut henti cat e:
Di gest. See [ HTTP-Di gest - Aut h]

* QAut h2: Authenticate to the HTTP server using WWMAut henti cat e:
Bearer. See [QAuth2], Section 3. The provider MJST adhere to the
requirenents defined in Section 7.4 _QAuth2 requirenents_. Note:
The XML el enent for QAuth2 is
<aut henti cati on>QAut h2</ aut henti cati on> wi thout system attri bute.
<aut henti cation system="http">Bearer</authentication> is invalid.
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The rules as specified in Section 4.7.4.2 _Miltiple authentication
alternatives_ and Section 4.7.4.3 _Authentication verification and
fall back_ apply here as well.

4.6.3. usernane
<user nane>%EMAI LADDRESSY/ user name> or <user name>fred</ user nanme>

The usernane to use for the authentication nethod.

Pl acehol ders MUST be repl aced before using the actual value. See
Section 4.8 _Pl acehol ders_.

4.7. TCP-based protocols

For server sections with protocols that are based on TCP, the
foll owi ng el enents are supported

<i ncom ngServer type="inap">
<host nane>i map. exanpl e. conx/ host name>
<port >993</ port >
<socket Type>SSL</ socket Type>
<aut henti cati on>passwor d- cl eart ext </ aut henti cati on>
<user nane>%EMAl LADDRESSY</ user name>

</i ncom ngServer >

4.7.1. hostnane
<host nane>i map. exanpl e. conx/ host nane>

The content of the <hostnanme> el enent contains the fully qualified
host name of the server.

4.7.2. port
<port >993</ port >
The content of the <port> elenment is an integer and contains the TCP
port nunber at the hostnane. The port is typically specific to the
conbi nation of the wire protocol and socket Type.

4.7.3. socket Type
<socket Type>SSL</ socket Type>

The content of the <socket Type> el enent specifies whether to use
direct TLS, STARTTLS, or none of these.
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* SSL: Directly contact the TCP port using TLS. TLS version 1.2
[ TLSv1. 2] or higher SHOULD be used. Hi gher versions may be
required based on security situation, server support, and client
pol i cy deci sions.

* STARTTLS: Contact the TCP port first using an unencrypted plain
socket, then upgrade to TLS using the protocol -specific STARTTLS
specification [ STARTTLS]. Wth this configuration, STARTTLS MUST
be used and TLS MJST be used after the STARTTLS upgrade. |If the
upgrade to TLS fails for whatever reason, the client MJST
di sconnect and MJST NOT try to authenticate. This prevents
downgrade attacks that could otherw se steal passwords, user data,
and i npersonate users

* plain: Unencrypted connection, with neither TLS nor STARTTLS. May
be needed for local servers. Deprecated.

4.7.3.1. TLS validation

In all cases where TLS is used, either directly or using STARTTLS,
the client MJIST validate the TLS certificate and ensure that the
certificate is valid for the hostnane given in this config. |[If not,
or if the TLS certificate is otherwise invalid, the client MJST

ei ther di sconnect or MAY warn the user of the dangers and ask for
user confirmation. Such fallback with warning and confirmation is
all owed only at original configuration and MJUST NOT be all owed during
normal everyday connection

If the server had a valid TLS certificate during origina
configuration and the TLS certificate is later invalid during nornmal
connection, the client MJST di sconnect.

As an exception, if the problemis that the TLS certificate expired
recently, the client MAY choose to not consider that a failure during
normal connection and MAY use ot her recovery nechani sns.

4.7.4. authentication
<aut henti cati on>passwor d- cl eart ext </ aut henti cati on>
The content of the <authentication> el enent defines which
aut hentication nmethod to use. This can be either an authentication

defined by the wire protocol, or a SASL schene, or a successor to
SASL.
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* password-cleartext: Send password in the clear. Uses either the
native authentication nethod defined by the wire protocol (if that
is based on pl aintext passwords), or a SASL authentication scheme
like SASL PLAIN or SASL LOG N, or a successor

* password-encrypted: An encrypted or hashed password mechani sm
I ncl udes SASL CRAM MD5 [ CRAM MD5], DI GEST- MD5 [ DI GEST- MD5], SCRAM
SHA- 256- PLUS [ SCRAM, and successors. TLS by itself does not
qual i fy as password-encrypt ed.

* NTLM Legacy W ndows | ogin nechani sns NTLM or NTLM/2

* GSSAPI: [Kerberos] or [GSSAPI], a single-signon nmechani sm based on
TCP.

* TLS-client-cert: On the SSL/TLS | ayer, after server request, the
client sends a TLS client certificate for the user, possibly after
letting the user select confirmit. Uses SASL EXTERNAL schene
[ SASL], Appendix A

* QAuth: QAuth. SASL OAUTHBEARER [ SASL- QAut h2] (current) or XOAUTH2
(deprecated) or successors. The provider MJST adhere to the
requirenents defined in Section 7.4 _QAuth2 requirenents_.

* client-1P-address: Server can be used w thout any explicit
authentication, and the client is admtted based on its IP
address. This may be the case for sone SMIP servers on |oca
networks. Not supported on the Internet. Deprecated, because it
br eaks nobil e devi ces.

4.7.4.1. Reconmendi ng specific SASL schenes
<aut henti cati on system="sasl " >SCRAM SHA- 256- PLUS</ aut henti cati on>

A specific SASL schene [ SASL] MAY be specified using the specific
SASL aut hentication scheme name, e.g. SCRAM SHA- 256- PLUS [ SCRAM . To
signal that, the <authentication> el ement SHOULD have the system
attribute set to value sasl, i.e. <authentication system"sasl">.

In such a case, the server configuration section SHOULD al so specify
a nore generic authentication nechanismas a |lower priority
alternative. That would nmake clients use the specific authentication
mechani sm if they support it, and other clients will use the nore
generic authentication mechani sm

Bucksch Expires 8 May 2026 [ Page 17]



I nternet-Draft aut oconfig Noverber 2025

4.7.4.2. Miltiple authentication alternatives

The <aut hentication> el ement may appear nultiple tines within a
server section. In this case, they are ordered fromthe nost to the
| east preferred nethod, based on the policy of the provider

If a client does not support a specific authentication schene, or
does not have the conditions to use it, e.g. the client does not have
a Client IDfor this QAuth2 server, then the client MJST skip this
<aut henti cati on> el ement and use the next in the list instead.

If none of the authentication nmethods are supported by the client,
the client MJUST ignore that server section and use the renaining
server sections.

4.7.4.3. Authentication verification and fall back

The client SHOULD test the configuration during setup, with an actua
aut hentication attenpt.

If the authentication fails, the client decides based on the

aut hentication error code how to proceed. For exanple, if the

aut hentiocation nethod itself failed, or the error code indicates a
systemic failure, the client SHOULD use a |lower-priority

aut hentication nethod fromthe |ist.

If the authentication method is working, but the error code indicated
that the usernane or password was wong, then the client MAY ask the
user to correct the password.

For that reason, the server SHOULD be specific in the error codes and
allow the client to distinguish between

* an unsupported or non-working authentication nethod or other
systemc failures

* the client being rejected by the server

* the user being blocked fromlogin

* the user authentication failing due to wong password or usernane
* other reasons

If the server were to return the same error code for all these cases,
the client might tell the user that the password is wong, and the

user starts attenpting other passwords, potentially revealing
passwords to ot her higher-val ue assets, which is highly dangerous.
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If the authentification succeeded, the client SHOULD take note of the
wor ki ng configutation and use that for all subsequent connecti ons,
until an explicit reconfiguration occurs. During normal everyday
operation, the client SHOULD NOT fallback nor attenpt nultiple
di fferent authentication nethods.

4.7.5. user name
<user nane>%EMAl LADDRESS%</ user name> or <user nane>f r ed</ user name>
The usernane to use for the authenticati on nethod.

Pl acehol ders MUST be repl aced before using the actual value. See
next Section 4.8 _Placehol ders_.

4.8. Placehol ders
The <usernanme> val ue nmay contain pl acehol ders

The foll owi ng special substrings in the value MJST be replaced by the
client, before the value is actually used.

T T Ty +
| %EMAI LLOCALPART% | Part before @in the E- | fred |
| | Mail-Address | |
o e e oo o e e e e e i eee oo n o e e oo +
| %EMAI LDOVAI N% | Part after @in the E | exanpl e.com |
| | Mail-Address | |
o e e e e oo oo o e e e e e e e e a oo - o e e e e oo oo +
Table 2

Sone clients MAY al so support the sane placehol ders for the fields
<host nane>, <url>, <authURL> <tokenURL>, <issuer>, <displayNane> and
<di spl ayShor t Nane>.

4.9. XM validation
The client SHOULD validate that the configuration file is valid XM,
and if the XML syntax is invalid, the client SHOULD ignore the entire

file. In contrast, if there are nmerely unknown el ements or
attributes, the client MJUST NOT ignore the file.
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The client SHOULD regard only the elenents and attributes that are
supported by the client, and MJST ignore the others that are unknown
to the client.

The client may optionally want to validate the XM. before parsing it.
This is not required. |If the client choses to validate, the

val i dati on MJST ignore unknown el ements and attributes and MJUST NOT
drop or ignore a configuration that contains unknown el enents and
attributes. This is required to allow future extensions of the
format w thout breaking existing clients.

5. Configuration retrieval by mail clients

The mail client application, when it needs the configuration for a
given email address, will performseveral steps to retrieve the
configuration fromvarious sources

The steps are ordered by priority. They may all be requested at the
same time, but a higher priorty result that is avail able SHOULD be
preferred over a |lower priority one, even if the lower priority one
is available earlier. Exceptions apply when a higher priority result
is either invalid or outdated, or the fetch method is | ess secure.
Lower priority requests MAY be cancelled, if a valid higher priority
result has been successfully received. The priority is expressed
bel ow with the nunber before the URL or location, with | ower nunbers
meani ng hi gher priority, e.g. 1.2 has higher priority than 4.1.

In the URLs bel ow, %&EMAI LADDRESS% SHALL be replaced with the enmai
address that the user entered and wi shes to use, and %EMAI LDOVAI N%
SHALL be replaced with the enail domain extracted fromthe enail
address. For exanple, for fred@xanple.com the email domain is
exanpl e.com and for fred@est.cs.exanple.net, the email domain is
test. cs. exanpl e. net .

For full support of this specification, all "Required" and
"Recommended" nechani sns MUST be i npl enented and working. For
partial support of this specification, all "Required" nechani sns MJST

be inplemented and working, and in this case, the inplenmentor SHALL
make explicit when advertizing or referring to Autoconfig that there
is only partial support of this specification

5.1. Mail provider
The first step is to directly ask the mail provider and allowit to
return the configuration. This step ensures that the protocol is

decentralized and the nail provider is in control of the
configuration issued to mail clients.
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* 1.1. https://autoconfig. %EMAI LDOVAI N% mai | / confi g-
v1. 1. xm ?emai | addr ess=%MAI LADDRESS% ( Requi red. enmil address is

Opt i onal )

* 1.2, https://%MAl LDOVAI N4 . wel | - known/ aut oconfi g/ mai | / confi g-
vl. 1. xnm (Optional)

* 1.3. http://autoconfig. “EMAI LDOVAI N% mai | / config-v1. 1. xn
(Optional)

For exanpl e:

* 1.1. https://autoconfig.exanple.conlmail/config-
v1l. 1. xm ?emai | addr ess=fred@xanpl e. com

* 1.2. https://exanple.com.well-known/autoconfig/ mail/config-
vl. 1. xn

* 1.3. http://autoconfig.exanple.commail/config-v1. 1. xn

Step 1.3. is mainly for |egacy servers. Many current deployments use
this HTTP URL.

5.1.1. Custonzing the configuration for a specific user

To allow the mail provider to return a configuration adjusted for
that mail box, the client sends the ermail address as query paraneter
in URL 1.1.

For exanple, a global conmpany might want to | ocate the nail box
geographically close to the user, in the sane country or even in the
same of fice buil ding.

However, while the protocol allows for such heterogenous
configurations, mail providers are di scouraged fromdoing so, and are
i nstead encouraged to provide one single configuration for all their
users. For exanple, DNS resolution based on |ocation, mail proxy
servers, or other techni ques as necessary, can be used to route the
traffic and host the mail efficiently.

Thi s mechani smal so all ows the Autoconfig server to map the enmil
address to a usernane that cannot be expressed using the Placehol ders
(see Section 4.8). However, this nmethod is discouraged. |nstead,
the email server login should accept enmil addresses as usernanme, and
doing the mapping to internal usernames at login tinme, which avoids
the need for the client to know a different usernane.
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Aut oconfig servers that custom ze the returned configuration file to
the emai|l address should avoid that enail addresses can be tested for
validity by hostile parties |like spammers or attackers. For that
reason, Autoconfig servers SHOULD return a real configuration, even
if the emnil address sent as URL paraneter does not exist. |If the
query contains a non-existing email address, the server should not
return an error nor a fake configuration, but rather a randomrea
configuation, e.g. a random host out of the pool of real hosts.
Supporting nmail clients should test the |ogin before completing
setup, so spelling mstakes in the emnil address will be signaled to
the user as login error in |ater stages of the setup process.

5.2. Central database

The 1SPDB is a central database that contains the configurations for
nmost mail providers with a market share larger than 0.1% and
contains configurations for half of the emnil accounts in the world.

This is a useful fallback that allows mail clients to support nmail
provi ders which do not host a configuration server described in the
previous step. This can increase the success rate of finding a valid
configuration up to 10-fold.

The mail client application may choose the mail configuration
dat abase provider. A public mail configuration database is avail able
at base URL https://vl.ispdb.nnet/.

% SPDB% bel ow i s the base URL of that database.
* 2.1. % SPDBY&EMAI LDOVAI N% ( Recommended)
For exanpl e:

* 2.1. https://vl.ispdb. net/geol ogist.com (https://vl.ispdb. net/
geol ogi st. com

5.3. M

Many conpani es do not nmaintain their own mail server, but let their
emai | be hosted by a hosting conpany, which is then responsible for
the email of dozens or thousands of domains. For these hosters, it
may be difficult to set up the configuration server (step 1.1.) with
valid TLS certificate for each of their custoners, and to convince
their custoners to nodify their root DNS specifically for Autoconfig.
On the other side, the |ISPDB can only contain the hosting company and
cannot know all their customers. To handl e such domains, the
protocol first needs to find the server hosting the enmil.
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If the previous nechanisns yield no result, the client SHOULD perform
a DNS MX | ookup on the email domain, and retrieve the MX server
(incom ng SMIP server) for that domain. Only the highest priority MX
host name i s considered. Fromthat MX hostnane, 2 values are

extract ed:

* Extract only the second-1evel domain fromthe MX hostname, and use
that as val ue for %WXBASEDOVAI N% To determ ne the second-| evel
domai n, use the Public Suffic List (https://publicsuffix.org) or a
simlarly suited nethod, to correctly handl e domains |ike .co.uk
and . com au.

* Renove the first component fromthe MX hostnane, i.e. everything
up to and including the first ., and use that as value for
%VXFULLDOVAI N% Use it only if it is longer than %WXBASEDOVAI N%

For exanpl e:

*  For nx.exanple.com the MXFULLDOMAI N and MXBASEDOVAI N are both
exanpl e. com

* For nx.exanpl e.co.uk, the MXFULLDOVAI N and MXBASEDOMAI N are both
exanpl e. co. uk.

* For nx.prem um europe. exanpl e.com the MXFULLDOVAIN is
prem um eur ope. exanpl e. com and t he MXBASEDOVAI N i s exanpl e. com

Then, attenpt to retrieve the configuration for these MX donmains,
usi ng the previous nethods:

* 3.1. https://autoconfig. AWXFULLDOVAI N mai | / confi g-
v1. 1. xm ?emai | addr ess=%MAI LADDRESS% ( Requi red. enmil address is

Opt i onal )

* 3.2. https://autoconfig. WXBASEDOVAI N% i | / confi g-
vl. 1. xnl ?enmi | addr ess=%MAI LADDRESS% ( Recommended. enmi | address is

Optional)
* 3.3. % SPDBYAVXFULLDOVAI N% ( Recommrended)
* 3.4. % SPDBYAVXBASEDOVAI N%% ( Recomrended)
For exanpl e:

* 3.1. https://autoconfig.prem um europe. exanpl e. com mai |l / confi g-
vl. 1. xnml ?emmi | addr ess=fred@xanpl e. com
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5.
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* 3.2. https://autoconfig.exanple.conlnmail/config-
v1l. 1. xm ?emai | addr ess=fred@xanpl e. com

* 3.3. https://vl.ispdb. net/prem um europe. exanpl e. com

* 3.4. https://vl.ispdb. net/exanple.com
4. Local disk

For testing purposes, a mail client may want to define a |ocation on
the disk, relative to the application installation directory, or
relative to the user configuration directory, which may contain a
configuration file for a specific domain, and which the mail client
will use, if the above methods fail.

* 4.1, %JSER_CONFI GURATI ON_DI R% i sp/ Y“&EMAI LDOVAI N% xm (Opti onal )

* 4.2, Y%\PP_I NSTALL_DI RY i sp/ YEMAI LDOVAI N% xm  ( Opt i onal )

For exanpl e:

* 4.1. /hone/fred/.config/acrmenail app/isp/exanpl e.com xn

* 4.2, |opt/acnenail app/isp/ exanpl e. com xm

5. O her nechanisns

A mil client may want to inplenent other nechanisns to find a
configuration, for exanple Exchange AutoDi scover, DNS-SRV [ RFC6186],
or heuristic guessing. |If the mail client inplenments such
alternative nethods, and if they are | ess secure than sone of the
mechani sms provi ded here, the alternative methods SHOULD be
considered only with lower priority (as defined above) than the nore

secure mechani sns defined here. For evaluating other nmechani sns, use
simlar criteria as outlined in Section 8 _Security considerations_.

6. Manual configuration

If the above nechanisns fail to provide a working configuration, or
if the user explicitly chooses so, the mail client SHOULD give the
end user the ability to manually enter a configuration, and use that
configuration to configure the account.

Configuration validation
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1.

2

3.

User approval

I ndependent of the mechanisnms used to find the configuration, before
using that configuration, the mail client SHOULD di spl ay that
configuration to the end user and let himconfirmit. Wile doing
So:

* At |least the second-1evel domain name(s) of the hostnanes invol ved
MJST be shown clearly and with high prom nence.

* To avoid spoofing, the client MUST NOT cut off parts of |ong
second-| evel domains. At |east 63 characters MJST be displ ayed.

* Care SHOULD be taken with international characters that | ook |ike
ASClI | characters, but have a different code.

Logi n test

After the user confirned the configuration, the mail client SHOULD
test the configuration, by attenpting a login to each server
configured. Only if the login succeeded, and the server is working,
shoul d the configuration be saved and retrieving and sending mail be
started.

QAut h2 wi ndows

If the configuration contains QAuth2 authentication, or any other

ki nd of authentication that uses a web browser with URL redirects,
the mail client MJUST show the full URL or the second-I|evel domain of
the current page to the end user, at all times, including after page
changes, URL changes, or redirects. The authentication start URL nmay
be the emanil hoster, but it redirects to a corporate server for

| ogin, and then back to the hoster. This allows for setups where the
hoster is not allowed to see the plaintext passwords.

Showi ng the URL or hostnane allows the end user to verify that he is
logging in at the expected page, e.g. the login server of their
company, instead of the email hoster’s page. It is inportant that
the user verifies that he enters the passwords on the right domain.

Configuration publishing by nmail providers

Mai | service providers who want to support this specification and
publish the mail configuration for their own mail service, so that
mai |l client apps can be automatically configured, MJST follow this
section as guideline and MJUST respect the definitions in this
speci fication.
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* Configuration fields MJST NOT contain invalid or non-working
configuration data.

* The provided configuration MUST be working, and SHOULD use st ate-
of -the-art security.

* Configurations MJST be public and MJST NOT require authentication
(see bel ow).

Configuration location for single domain

The configuration file SHOULD be published at the URL for step 1.1.,
i.e.

* https://autoconfig. YEMAI LDOVAI N% mai | / confi g-v1. 1. xm

e.g. for fred@xanpl e.com

* https://autoconfig.exanple.conmmil/config-vl.1.xm
Configuration location for domain hosters

For mail providers which host entire donains for their business
custoners, the sane URL as listed in the previous section is

preferred.

Al ternatively, the configuration file SHOULD be published at the
| ocations for step 3.1. and 3.2., i.e.

* https://autoconfig. YWXFULLDOVAI N mai | / confi g-vi1. 1. xm

* https://autoconfig. %XBASEDOVAI N9 mai | / config-v1.1.xm

For exanple, if the MX server for custoner dommin exanple.net is

K. prem um eur ope. exanpl e.com then the configuration file should be
at both

* https://autoconfig.prem um europe. exanpl e. conml mai |l / config-v1. 1. xm
* https://autoconfig.exanple.com mail/config-vil. 1. xm

No aut hentication for config

Any of the above URLs for retrieving the configuration file MJST NOT
require authentication, but MJST be public.
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This is because the configuration information in the Autoconfig file
i ncludes the authentication nethod. Wthout the Autoconfig file, the
client does not know whi ch authentication nmethod is required and

whi ch usernane formto use (e.g. usernane fred or fred@xanple.com or
frediEXAMPLE). G ven that this infornmation is required for

aut hentication, the Autoconfig file itself cannot require

aut henti cati on.

7.4. CQAuth2 requirenents

If QAuth2 is used, the QAuth2 server MJST adhere either to the
[QAut h2d ient] specification, including all SHOULD requirenents
stated in those.

The provider MJIST allow any client application that acts on behal f of
the end user who the mailbox is for. Failure to do so inplies a
cartell or nonopolistic behavior to | ock out conpeting enail
applications fromfulfilling their purpose on behal f of end users,
whi ch may be contrary to laws in multiple countries.

The QAut h2 server MJST

* accept the client IDthat is given in the configuration file, or
if that is not given,

* inmplenment Dynamic Cient Registration [RFC7591] in the way as
defined by [QAuth2C ient] and accept the resulting Cient ID,

without client secret. It MAY support nultiple of those nethods

The server MJUST NOT enpl oy any nethods at any point to block or
hi nder clients applications that are acting on behal f of end users.

The specifications above contain requirenents for expiry tines and
the | ogin page, which are needed for nail client applications to
wor k, and MJUST be foll owed.

The QAut h2 scope MUST include all services defined in this
configuration file, so that a single user login is sufficient for al
services. The resulting refresh and access tokens MJUST be valid for
all services defined in the configuration file, including for al
URL- based protocols |ike Cal DAV and all TCP-based protocols I|ike

| MAP.

8. Security Considerations
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8.1. Risk

If an attacker can provide a forged configuration, the provided mnai
host name and aut hentication server can be controlled by the attacker,
and the attacker can get access to the plain text password of the
user. The attack can be inplenented as man-in-the-mddle, so the end
user mght receive mail as expected and never notice the attack

An attacker gaining the plain text password of a real user is a very
significant threat for the organization, not only because mail itself
can contain sensitive information and can be used to issue orders
within the organization that have w de-rangi ng i npact, but given
singl e-sign-on solutions, the sane usernanme and password may give
access to other resources at the organization, including other
computers or, in the case of admn users, even adminstrative access
to the core of the entire organization

Mul ti-factor authentication m ght not defend agai nst such attacks,
because the user may believe to be logging into his ermail and
therefore conply with any nulti-factor authentication steps required.

8.2. DNS

Any protocol that relies on DNS without further validation, e.g.

http, should be considered insecure. This also applies to the DNS MX
| ookup and the https calls that base on its results, as described in
Section 5.3 _MX_.

One possible mtigation is to use nmultiple different DNS servers and
verify that the results match, e.g. to use the native DNS resol ver of
the operating system and additionally also query a hardcoded DoH
(DNS over HITPS) server.

Nonet hel ess, the result should be used with care. [|f such configs
are used, the end user MJST explicitly confirmthe config,
particularly the resulting second-|level dommins. See Section 6.1
_User approval _.

8.3. HITP

HTTP requests nmay be intercepted, redirected, or altered at the
network level. See Section 8.1 Risk above.

Even if an http URL redirects to a https URL, and the domain of the

https URL cannot be validated against the email domain, that is stil
i nsecure.
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For that reason, clients MJUST prefer HTTPS over HTTP during
configuration retrieval, within the sane retrieval nethod.

If such configs fromHITP are used, the end user MJST explicitly
confirmthe config, particularly the resulting second-|evel donains.
See Section 6.1 _User approval _.

8.4. Configuration updates

Part of the security properties of this protocol assunme that the
timeframe of possible attack is limted to the nonment when the user
manual |y sets up a new nail client. This noment is triggered by the
end user, and a rare action - e.g. naybe once per year or even |ess,
for typical setups -, so an attacker has limted chances to run an
attack. While not a conplete protection on its own, this reduces the
risk significantly.

However, if the mail client does regular configuration updates using
this protocol, this security property is no |longer given. For
regul ar configuration updates, the mail client MJST use only
mechani sms that are secure and cannot be tanpered with by an active
attacker. Furthernore, the user SHOULD still approve configuration
changes.

But even with all these protections inplenented, the mail client
vendor should make a security assessment for the risks of making such
regul ar updates. The mail client vendor should consider that servers
can be hacked, and nobst users sinply approve changes proposed by the
app, so these give only a limted protection.

8.5. Server security

Gven that mail clients will trust the configuration, the server
delivering the configuration file needs to be secure. A static web
server offers better security. The server software SHOULD be updated
regul arly and hosted on a dedi cated secure server with al

unnecessary services and server features turned off.

For the |1SPDB, additions and nodifications to the configurations are
applicable to all respective users and nust be nade with care. The
authenticity of the configuration MJST be verified fromauthorative
sources. Server hostnanmes MJST be conpared with the email donain
names they are serving, and if they differ, the ownership of the
server hostnames MJST be vali dated

The risk is mtigated to sone degree by Section 6.1 _User approval .
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9. Alternatives consi dered
9.1. DNSSEC

Due to their top-level domain, sonme domai ns do not have [ DNSSEC]
available to them even if they would like to deploy it.

Even where the top-1evel domain supports it, DNSSEC is currently
depl oyed in only 1% of domains, with adoption rates falling instead
of rising, due to the difficulties of admnnistrating it correctly.

Ther ef ore, DNSSEC cannot be relied on in this specification, and DNS
must be considered insecure for the purposes of this specification

9.2. DNS SRV

DNS SRV protocol s [ DNS-SRV] [ RFC6186] are not used here, for 2
reasons:

1. DNS SRV relies on insecure DNS and the configuration can
therefore be trivially spoofed by an attacker. See al so DNSSEC
above.

2. DNS SRV does not provide all the necessary configuration
paraneters. For exanple, we need all of:

* the usernane form (fred@xanple.com or fred, or fred\EXAMPLE, or
even a usernanme with no relation to the enmnil address)

* authentication nmethod (password, CRAM MD5, QAuth2, SSL client
certificate)

* authentication method paraneters (e.g. QAuth parameters)

and other paraneters. |f any of these paraneters are not configured
right, the configuration won't work. While these paranmeters could
theoretically be added to DNS SRV, that woul d nmean a new
specification and render the idea void that this is a protocol that
al ready exists, is standardi zed and deployed. It is unlikely that
all DNS SRV records woul d be updated with the new val ues. Therefore,
it does not solve the probl em

This specification was created as an answer to these deficiencies and
provides an alternative to DNS SRV.
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9. 3.

10.

10.

CAPABI LI TI ES

Depl oyments in the wild fromactual |SPs show that protocol-specific
commands to find avail able authentication nethods, e.g. | MAP
CAPABI LI TIES or POP3 CAPA, are not reliable. Many enmmil servers
advertize authentication methods that do not work.

Sone | MAP servers are default configured to Iist all SASL

aut henti cati on met hods that have corresponding libraries installed on
the system independent on whether they are actually configured to
work. The client receives a long |list of authentication nethods, and
many of them do not work. Additionally, the server response may be
only "authentication failed" and may not indicate whether the nethod
failed due to | ack of configuration, or because the password was

w ong. Because sonme authentication servers |ock the account after 3
failed login attenpts, and it nmay also fail due to unrel ated reasons
(e.g. usernane form wong password, etc.), the client cannot blindly
i ssue countless login attenpts. Locking the account nust be avoi ded.
So, sinply attenpting all methods and seeing whi ch one works is not
an option for the email client.

Additionally, sone enmmil servers advertize [Kerberos] / [GSSAPI], but

when trying to use it, the nethod fails, and also runs into a long 2
mnute tinmeout in sonme cases. End users consider that to be a broken

app.

Addi tionally, such commands are protocol specific and have to be
inmplemented in nultiple different ways.

Finally, some non-nail protocols may not support capabilties commands
that include authentication nethods.

| ANA Consi der ations
1. Registration

IANA will create the following registry in a new registry group
called "Mail Autoconfig":

Regi stry Name: "Autoconfig Protocol Type Nanes"

Regi stration Procedure: Specification Required, per [RFC8126],
Section 4

Desi gnat ed Expert: The author of this docunent.
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10. 2. Contents

Tabl e,
(URL or TCP

or URL/TCP),

aut oconfig

with fields El ement (al phanumneric),
Nanme, Specification,

The registrations need to define:

* El enent:
*  Type:

*  Base:

Type (al phanuneric),
and Additiona

The XML el enent wrapping the server section

Whet her the protoco

The type attribute value of the server section

is URL-based or TCP-based,

* Name: The comonly used nane of the protoco

* Specification:

* Additional

El enent s:

their meani ng.

10.3. Initial registration
=+t —-———————————+4————+4———————————
| El errent | Type | Base| Nane
I I I I
[ e ool sl ool s oo
| i ncom ngServer | map | URL | JIVAP
I I I I
- S I R
| i ncom ngServer | i map | TCP | | MAP
I I I I
o e e e e o - o m e e e - T
| i ncom ngServer | pop3 | TCP | POP3
o e oo - M R
| out goi ngServer|smtp | TCP | SMTP
I - T
| cal endar | cal dav | URL | Cal DAV
o e e e e o - o m e e e - T
| addr essbook | car ddav | URL | Car dDav
o e oo - M R
| fil eShare | webdav | URL | WebDAV
I IR T
| chat Ser ver | xrmpp | URL | XMPP
I I I I
R S R
| chat Ser ver | xmppt cp | TCP | XMPP
- I R
| chat Server | mat ri x | URL | Matri x
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Base
El enent s

and

(Optional) Protocol -specific XM. el enents and

RFC 8620, RFC 8621, RFC
8887, RFC 9610 et a

| RFC 9051 or
| al

| 7395

RFC 3501,

| https://spec. matrix.org
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R S Fom e e e e o e e e e e e e e oo oo
| i ncom ngServer | ews | URL | Exchange |
| | | [veb |
| | | | Services |
S N L St
| i ncom ngServer|activeSync |URL | ActiveSync |
R S Fom e e e e o e e e e e e e e oo oo
| i ncom ngServer | graph | URL | M crosoft |
I I | G aph I
o e e o - R Fom e o e e e e a e oo oo
Table 3

aut oconfig Noverber 2025

| | | | (https://spec.matrix. org)|

The Additional Elenents field is enpty in all of the initial val ues.
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