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Abst r act

OSPF Router Link State Advertisenments (LSAs) use fixed-fornmat

encodi ngs that always include advertised links in the default SPF
(Shortest Path First) conputation. For non-default SPF conputati ons,
e.g., flexible algorithnms as described in RFC 9350, advertised OSPF
links are used in the default SPF conputation even if this is not
intended. In order to advertise these links and not use themin the
base SPF cal culation, the nmetric LSLinklinfinity (Oxffff) is used to
specify that the link is unreachable. |If all OSPF routers in an OSPF
area support this functionality and have advertised the capability
via an area-scoped OSPF Router-Information LSA, then |inks advertised
with a netric of LSLinkinfinity are considered unreachabl e.

MaxReachabl eLi nkMetric (Oxfffe) is defined to provide backward
compatible reachability in specifications that previously specified
adverti senent of MaxLinkMetric (Oxffff). This docunment updates RFC
5443, RFC 6987, RFC 8379, and RFC 8770 with respect to the

adverti senent of MaxReachabl eLi nkMetric (Oxfffe) rather than

MaxLi nkivetric (Oxffff).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roducti on

OSPF Router Link State Advertisenents (LSAs) use fixed-fornmat

encodi ngs that al ways include advertised links in the default SPF
(Shortest Path First) conputation. For exanple, a |link may be
required for Traffic Engineering (TE) paths but not intended for hop-
by-hop routing. Another exanple is an OSPF |ink used exclusively by
a Flexible Algorithm[RFCO350] but excluded fromthe default

al gorithm

In order to advertise these |links as unreachable, the nmetric
LSLi nklnfinity (Oxffff) is used to specify that the link is
unreachabl e and OSPF routers supporting this specification wll
exclude the Iink from SPF cal cul ati ons (subject to backward-
conpatibility, refer to Section 3.2).

Stub Router Advertisenment [RFC6987] defines MaxLinkMetric (Oxffff) to
indicate a router-LSA link should only be used for transit IP traffic
as a last resort. When an OSPF router supports the Unreachabl e Link
capability defined in this docunment, OSPF Stub Router |links are
adverti sed as MaxReachabl eLi nkMetric (Oxfffe) rather than

MaxLi nkiMetric (Oxffff). This docunent updates [ RFC6987] and

[ RFC8770] with respect to the advertisement of MaxReachabl eLi nkMetric
rat her than MaxLi nkMetri c.

Simlarly, Label Distribution Protocol (LDP) IGP Synchronization

[ RFC5443] specifies OSPF advertisenent of MaxLinkMetric (Oxffff) to
indicate that while the OSPF adjacency is in FULL state, LDP has not
been synchroni zed between the two neighbors and transit traffic is
di scouraged. This document updates [RFC5443] with respect to the
adverti sement of MaxReachabl eLi nkMetric rather than MaxLinkMetric.

Finally, OSPF Graceful Link Shutdown [ RFC8379] specifies OSPF
adverti senent of MaxLinkMetric (Oxffff) to indicate that the OSPF
link will be taken out of service and usage transit traffic is
di scouraged. This docunment updates [RFC8379] with respect to the
adverti sement of MaxReachabl eLi nkMetric rather than MaxLinkMetric.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Use Cases

2.1. Case 1: Traffic Engineering

A network topology is shown in Figure 1. The OSPF |ink between Node
A and Eis only to be used for traffic engineering. Since the OSPF
link is advertised by default, it will be included in the base SPF
calculation for the default topol ogy and may be used for hop-by-hop
routing in the default topol ogy.

TE Link
/ \

/ \
N C----- E
I I I
I I I
I I I
B------ D----- F

Figure 1: Network Topol ogy
2.2. Case 2: Flexible Al gorithm

A network topology is shown in Figure 2. The |inks between nodes A
and B and between C and D are to be used exclusively for a flex-

al gorithm [ RFC9350] devoted to specific traffic. These |inks have an
Ext ended Administrative Goup (EAG [RFC7308] attribute specifying
the "Red" col or.

*kkkkk*

A----- C-mn-- E

N _

| * | * | #xxxxx: "Rad" |ink
| * | * I

B------ D----- F

*kkkkk*

Figure 2: Network Topol ogy
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Fl ex- Al gorithm 128 is enabled on Nodes A, B, C, and D, with an EAG
rule including "Red" and the Metric-Type is designated to be a type
other than the OSPF metric. OSPF will compute routes for Flex-

Al gorithm 128 using these links. The topology associated with Flex-
Al gorithm 128 is shown in Figure 3.

A******C
* *

* *
* *
B******D

Fi gure 3: Topol ogy of Flex-Algorithm 128

The "Red" links are used by Flex-Algorithm 128 cal cul ati on. However,
these "Red" links are also included in the default algorithm

cal cul ation [ RFC9350] since they are reachable. Note that |inks used
by the default algorithmare omitted fromFigure 3 for clarity.

If the OSPF nmetrics for all the "Red" links are advertised as
unreachabl e, they will be excluded fromthe default SPF cal cul ati on
as shown in Figure 4. This allows the "Red" links fromAto B and C

to Dto be used exclusively by the Flex-Al gorithm 128 cal cul ation

Figure 4: Base SPF Topol ogy Excl udi ng Unreachabl e Li nks
3. LSLinklnfinity-Based Sol ution
3.1. Unreachabl e Link Advertisement
Thi s docunment specifies that if the OSPF netric of alink is
advertised as LSLinklinfinity (Oxffff), it MJST NOT be consi dered
during the associated SPF computation. This applies to both the

Fl ex- Al gorithm SPF [ RFC9350] and the base SPF as |ong as
LSLinklnfinity is specified for the OSPF netric.
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3.

2

While the interpretation of LSLinkinfinity is only required in the
base topol ogy as ot her topol ogi es are optional [RFC4915], OSPF
routers supporting this specification MIST consistently interpret

LSLi nklnfinity as unreachabl e during the associ ated SPF conputati on.
Interpretation of LSLinklnfinity as unreachable is also applicable to
Fl ex- Al gorithm SPF conput ati ons [ RFC9350] which use the OSPF |ink
metric.

An OSPF netric with LSLinkInfinity indicating a link is unreachable
is applicable to the follow ng TLVs/LSAs:

*  The Router-LSA [ RFC2328] [ RFC5340]
* The Router-Link TLV of OSPFv3 E-Router-LSA [ RFC8362]
Unr eachabl e Li nk Backward Conpatibility

Prior to this specification, OSPF treated links with an advertised
metric of LSLinklnfinity as reachable [ RFC2328]. Hence, parti al

depl oynent of this specification may result in routing |oops due to
inconsistent interpretation of LSLinklnfinity. For exanple, in the
network shown in Figure 5, link D-F is advertised with LSLinkinfinity
(65535/0xffff). Router B supports LSLinklnfinity as unreachable, but
router A doesn’t. Router A considers link DF as reachable, and the
shortest path to Fis A->B->D->F. Router B considers link D-F as
unreachabl e, and the shortest path to Fis B->A->C->E->F. As a
result, A forwards the packets to B, but B returns themto A, which
results in a routing | oop

40000 40000 Traffic: A->F
A----- C----- E A considers link D-F as reachabl e
| | A's shortest path: A->B->D >F
5| | 5 B considers link D-F as unreachabl e
| | B's shortest path: B->A->C >E->F
B------ D----- F
5 65535

Figure 5: Inconsistent LSLinklnfinity Interpretation Causing Loops

To provide backward conpatibility, this docunent specifies that
routers supporting LSLinklnfinity for unreachabl e |inks support
advertisement of an area-scoped Router Information (RI) LSAwith a
Rout er Functional Capabilities TLV [RFC7770] including the follow ng
Rout er Functional Capability Bit. The value of the bit is controlled
by configuration as specified in Section 4.1
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B ool oo s s s s 1
| Bit | Capabilities |
[ il el
| TBD | Unreachabl e Link support |
+----- I T +

Table 1

OSPF Routers MJST NOT treat links with an advertised netric of

LSLi nklnfinity as unreachable unless all routers in the OSPF area,
i.e., all routers with Router-LSAs in the area Link State Database
(LSDB), have advertised this capability in an OSPFv2 Router

I nformati on Opaque LSA or an OSPFv3 Router Information LSA. If all
OSPF Routers in the area have advertised this capability, then links
with an advertised netric of LSLinklnfinity MJST be treated as
unreachabl e. \When the nunber of routers in the area not supporting
the Unreachabl e Link Capability changes to 0 or fromO to greater
than 0, all OSPF routers in the area MJUST recal cul ate their routes.

In normal operation, it is possible that an area-scoped OSPF Rl LSA
will fail to reach all routers in an area in a tinmely manner. For
exanple, if a new router not supporting the the Unreachabl e Link
Capability joins an area that previously only had CSPF routers
advertising support of the Unreachable Link Capability, then it may
take sonme time for the OSPF RI LSA to propagate to all routers.
VWhile it is propagating, the routers in the area will gradually
detect the presence of a router that does not support the capability
and will revert to treating links with MaxLi nkMetric as being
reachable. During the propagation tinme, this inconsistency of

MaxLi nkMetric interpretati on between OSPF routers can result in
transient routing | oops.

3.3. Stub Router Advertisenent Backward Conpatibility

Stub Router Advertisenent [RFC6987] defines MaxLinkMetric (Oxffff) to
indicate a router-LSA |ink should not be used for transit traffic.

When an OSPF router supports the Unreachabl e Link capability defined
in this docunent, the OSPF stub router MaxLinkMetric (Oxffff) MJIST be
updat ed to MaxReachabl eLi nkietric (Oxfffe). This docunent updates

[ RFC6987] and [RFC8770] with respect to the advertisenent of
MaxReachabl eLi nkMetric rather than MaxLi nkMetric.

When an OSPF router supports [ RFC6987] and the Unreachabl e Link
capability defined in this document, it MJST support advertisenent

all its non-stub links with a link cost of MaxReachabl eLi nkMetric
(Ooxfffe). Since MaxLinkMetric will not be used to indicate a link is
unreachabl e unless all OSPF routers in the area support this
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3.

3.

4.

4.

specification as specified in Section 3.2, all routers in the area

wi Il also support the usage of MaxReachabl eLi nkMetric to di scourage
the usage of stub router links for transit traffic. |If there are any
OSPF routers in the area that do not support the Unreachabl e Link
capability, then all OSPF routers in the area will treat |inks
advertised with a cost MaxLinkMetric as reachable (Section 3.2).

4. Label Distribution Protocol (LDP) |IGP Synchronization Backward
Conpatibility

LDP | GP Synchroni zati on [ RFC5443] specifies OSPF advertisenment of
MaxLi nkMetric (Oxffff) to indicate that while the OSPF adjacency is
in FULL state, LDP has not been synchronized between the two

nei ghbors and transit IP traffic is discouraged. Wen an OSPF router
supports the Unreachabl e Link capability defined in this docunent,
the usage of OSPF MaxLinkMetric (Oxffff) to discourage usage of the
link until LDP is "fully operational" MJST be updated to

MaxReachabl eLi nkMetric (Oxfffe). It is inmportant to keep the link in
the topology to allow IP traffic to use the link as a last resort in
case of LDP packets between OSPF router |oopbacks addresses or a
network failure. This docunment updates [RFC5443] with respect to the
advertisenment of MaxReachabl eLi nkMetric rather than MaxLinkMetri c.

5. OSPF Graceful Link Shutdown Backward Conpatibility

OSPF Graceful Link [RFC8379] specifies OSPF advertisement of

MaxLi nkMetric (Oxffff) to indicate that the link is going to be taken
down and transit traffic is discouraged. Wen an OSPF router
supports the Unreachabl e Link capability defined in this docunent,
the usage of OSPF MaxLinkMetric (Oxffff) to discourage usage of a
link prior to it being taken out of service MJST be updated to
MaxReachabl eLi nkMetric (Oxfffe). It is inmportant to keep the link in
the topology to allow IP traffic to use the link as a |last resort
prior to planned shutdown. This docunent updates [RFC8379] with
respect to the advertisenent of MaxReachabl eLi nkMetric rather than
MaxLi nkiMetri c.

Oper ational Considerations
1. Configuration Paraneters
Support of the Unreachable Link capability MJST be configurable. The
default MJUST be to not advertise the capability, i.e., the functional
capability in the area-scoped OSPF Router Information LSA is false.
In sone networks, the operator may still want |inks wth nmaxi num

metric (Oxffff) to be treated as reachable. For exanple, when the
cost of links is automatically conputed based on the inverse of the
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link’s bandwi dth and there is a mx of |ow speed and hi gh-speed
links, the computation may result in the maxi mumnetric. Hence,

i mpl ement ati ons supporting this docunent and auto-costing MJST limt
the maxi mum conput ed cost to MaxReachabl eLi nkMetric (Oxfffe). An
exanpl e of auto-costing would be to automatically set the link netric
to be inversely proportional to the link bandwidth (refer to the

aut o-cost feature in the ietf-ospf.yang [ RFC9129]).

4.2. YANG Data Mode

This section defines three YANG [ RFC7950] nodul es. Modul e i ana- ospf -
functional -cap-bits defines the identities for OSPF Functiona
Capabilities as per the "OSPF Router Functional Capability Bits" | ANA
registry [I ANA-OSPF-FC-Bits]. Mddule ietf-ospf-functional-capability
and nodul e ietf-ospf-unreachable-l1inks can be used to configure and
manage t he usage of OSPF LSLinklnfinity for unreachable |inks as
defined in this docunment, which augnents the OSPF YANG data node

[ RFC9129] and the YANG Data Mddel for Routing Managenent [ RFC8349].

Thi s docunent uses the graphical representation of data nodel per
[ RFC8340] .

4.2.1. Tree for OSPF Functional Capability

The foll owing shows the tree diagramof the nodule for OSPF
Functi onal Capability:

nmodul e: ietf-ospf-functional-capability

augnent /rt:routing/rt:control-plane-protocols
[rt:control-pl ane- protocol / ospf: ospf/ospf:areas
[ ospf:areal ospf:interfaces/ospf:interface
[ ospf: dat abase/ ospf: i nk-scope-1|sa-type
[ ospf:link-scope-I|sas/ospf:I|ink-scope-I|sa/ospf:version
[ ospf: ospfv2/ ospf: ospfv2/ ospf: body/ ospf: opaque
[ ospf:ri-opaque/ ospf:router-capabilities-tlv:

+--ro router-functional -capabilities
+--ro functional -capability* i dentityref

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane- protocol / ospf: ospf/ospf: areas
[ ospf: areal ospf: dat abase/ ospf: area- scope-|sa-type
[ ospf: area-scope-| sas/ ospf: area- scope-| sa/ ospf: version
[ ospf: ospfv2/ ospf: ospfv2/ ospf: body/ ospf: opaque
[ospf:ri-opaque/ospf:router-capabilities-tlv:

+--ro router-functional -capabilities
+--ro functional -capability* identityref

augnent /rt:routing/rt:control-plane-protocols
[rt:control-pl ane- protocol / ospf: ospf/ospf: dat abase
[ ospf:as-scope-|sa-type/ ospf:as-scope-|sas
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[ ospf: as-scope-|sal/ ospf:version/ospf: ospfv2
[ ospf: ospfv2/ ospf: body/ ospf: opaque/ ospf:ri-opaque
[ospf:router-capabilities-tlv:
+--ro0 router-functional -capabilities
+--ro functional -capability* i dentityref
augnment /rt:routing/rt:control-plane-protocols
[rt:control-pl ane- protocol / ospf: ospf/ospf:areas
[ ospf:areal ospf:interfaces/ospf:interface
[ ospf: dat abase/ ospf: i nk-scope-| sa-type
[ ospf:link-scope-|sas/ospf:|ink-scope-I|sal/ospf:version
[ ospf: ospfv3/ ospf: ospfv3/ ospf: body
[ospf:router-information/ospf:router-capabilities-tlv:
+--ro router-functional -capabilities
+--ro functional -capability* i dentityref
augnment /rt:routing/rt:control-pl ane-protocols
[rt:control -pl ane- protocol / ospf: ospf/ospf: dat abase
[ ospf:as-scope-|sa-type/ ospf:as-scope-|sas
[ ospf: as-scope-|sal/ ospf:version/ospf:ospfv3
[ ospf: ospfv3/ ospf: body/ ospf:router-information
/ospf:router-capabilities-tlv:
+--ro router-functional -capabilities
+--ro functional -capability* identityref
augnent /rt:routing/rt:control-plane-protocols
/rt:control-pl ane- protocol / ospf: ospf/ospf:areas
[ ospf: areal ospf: dat abase/ ospf: area- scope-1sa-type
[ ospf: area-scope-| sas/ ospf: area- scope-| sa/ ospf: version
[ ospf: ospfv3/ ospf: ospfv3/ ospf: body
[ospf:router-information/ospf:router-capabilities-tlv:
+--ro router-functional -capabilities
+--ro functional -capability* i dentityref

4.2.2. Tree for OSPF Advertising Unreachabl e Links

The foll owi ng shows the tree diagram of the nodule for OSPF
Adverti sing Unreachabl e Links:

nmodul e: i etf-ospf-unreachabl e-1inks

augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane- protocol / ospf: ospf/ospf: areas
[ ospf:area
+--rw unreachabl e- i nk-adverti sement
+--rw enabl ed? bool ean
augrment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane- protocol / ospf: ospf/ospf: areas
[ ospf:areal ospf:interfaces/ospf:interface:
+--rw adverti se-unreachabl e-1ink? bool ean
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4.2.3. | ANA Mdul e for OSPF Functional Capability Bits

| ANA has created a registry titled "OSPF Router Functional Capability
Bits" under the "QOpen Shortest Path First (OSPF) Paranmeters" registry
group to identify OSPF Router Functional Capabilities. Mdule iana-
ospf-functional -cap-bits is an | ANA-nai nt ai ned nodul e, whi ch defines
the identities for the OSPF Functional Capabilities as in the | ANA
"OSPF Router Functional Capability Bits" registry.

This nodule is maintained by ANA and will be updated if and when
there is any change to the registry.

Thi s docunment defines the initial version of the | ANA-nmaintained YANG
modul e for OSPF Router Functional Capabilities that mirrors the | ANA
"OSPF Router Functional Capability Bits" registry

[ ANA-CSPF-FC-Bits]. The latest version of this YANG nodule is
avai |l abl e at TBD.

Note to the RFC Editor: Please renpve this nodule in the version to
be published as RFC

This docunment defines the initial version of the | ANA-nmaintai ned YANG
nmodul e for OSPF Router Functional Capabilities that mirrors the | ANA
"OSPF Router Functional Capability Bits" registry

[ 1 ANA- CSPF- FC-Bi t s] .

<CODE BEG NS> file "iana-ospf-functional -cap-bits@026-01-28. yang"
nmodul e i ana- ospf-functional -cap-bits {
yang-version 1.1;
namespace "urn:ietf:paramnms: xm:ns:yang:"
+ "iana-ospf-functional -cap-bits";
prefix iana-ospf-fc-bits;

organi zati on

"Internet Assigned Nunmbers Authority (1ANA)";
cont act

"Internet Assigned Numbers Authority

| CANN

12025 Waterfront Drive, Suite 300
Los Angel es, CA 90094- 2536

United States of Anerica

Tel : +1 310 301 5800
<mai | t 0: i ana@ ana. or g>";
description
"This YANG nodul e defines the identities for OSPF Router
Functional Capabilities.
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Thi s YANG nodul e is maintained by | ANA and reflects the ' OSPF
Rout er Functional Capability Bits’ registry.

Copyright (c) 2026 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet er s)

This initial version of this YANG nodule is part of RFC XXXX
(https://ww. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

The | atest version of this YANG nodul e is avail able at
https://ww. i ana. or g/ assi gnnent s/ yang- par aneters.";

revision 2026-01-28 {
description
"Initial version";
ref erence
"RFC XXXX: Advertising Unreachabl e Links in OSPF";

}

identity functional-capability {
description
"Base identity for OSPF Router Functional Capabilities. The
functional capabilities are defined in | ANA OSPF Router
Functional Capability Bits registry.";
}

identity unreachable-link {
base functional -capability;
description
"Indicates that the OSPF router is capable of advertising
unreachabl e links.";
ref erence
"RFC XXXX: Advertising Unreachabl e Li nks in OSPF";

}
}
<CCDE ENDS>
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4.2.4. YANG Modul e for OSPF Functional Capability
The following is the YANG nodul e for OSPF Functional Capability:

<CODE BEG NS> file "ietf-ospf-functional-capability@026-01-28.yang"
modul e ietf-ospf-functional-capability {
yang-version 1.1;
nanespace "urn:ietf:paranms:xm:ns:yang:"
+ "ietf-ospf-functional -capability"”;
prefix ospf-fc;

import ietf-routing {
prefix rt;
reference
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA Version)";
}
import ietf-ospf {
prefix ospf;
reference
"RFC 9129: YANG Data Mddel for the OSPF Protocol";
}
i mport iana-ospf-functional-cap-bits {
prefix iana-ospf-fc-bits;
ref erence
"RFC XXXX: Advertising Unreachabl e Links in OSPF";

}

organi zati on
"I ETF Link State Routing (LSR) Working G oup";
cont act
"WG Web: <https://datatracker.ietf.org/wg/lsr/>
WG List: <mailto:lsr@etf.org>

Aut hor : Yi ngzhen Qu
<mai | t 0: yqu@ ut ur ewei . conw
Aut hor : Acee Lindem
<mai |l to: acee.ietf@nmail.conr
Aut hor : Li yan Gong
<mai | t 0: gongl i yan@hi nanobi | e. con®
Aut hor : Wei gi ang Cheng
<mai | t o: chengwei gi ang@hi nanobi | e. con>
Aut hor : Changwang Lin
<mai | t o: | i nchangwang. 04414@3c. conp
Aut hor : Ran Chen
<mai | t o: chen. ran@te.com cn>";
description
"Thi s YANG nodul e defines the operational state for
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Functional Capability in OSPF as defined in RFC 7770.

Copyright (c) 2026 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revision 2026-01-28 {
description
"Initial version";
ref erence
"RFC XXXX: Advertising Unreachabl e Links in OSPF";

}

groupi ng router-functional -capabilities {
description
"Grouping for OSPF router capabilities TLV types.";
ref erence
"RFC 7770: Extensions to OSPF for Advertising Optiona
Rout er Capabilities";
contai ner router-functional -capabilities {
| eaf-1ist functional-capability {
type identityref {
base iana-ospf-fc-bits:functional-capability;
}
description
"List of functional capabilities. This |ist
contains the identities for the functiona
capabilities supported by the router.”;
}
description
"OSPF Router Functional identity definitions.";
}

}

augrment "/rt:routing/"
+ "rt:control -pl ane-protocol s/rt:control -pl ane-protocol /"
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"ospf: ospf/ospf:areas/ospf:areal”
"ospf:interfaces/ospf:interfacel/ospf: database/"
"ospf:link-scope-I|sa-type/ospf:link-scope-|sas/"”
"ospf:link-scope-|salospf:version/ospf:ospfv2/"
"ospf: ospfv2/ ospf: body/ ospf: opaque/ ospf:ri-opaque/"
"ospf:router-capabilities-tlv" {
when "derived-fromor-self(/rt:routing/"

+ "rt:control -pl ane-protocol s/"

+ "rt:control -plane-protocol /rt:type, "ospf:ospfv2 )" {

description

"This augnentation is only valid for OSPFv2.";

}

description
"OSPFv2 (Opaque Link-Scoped Router-Information LSA Router
Functional capabilities.";
uses router-functional -capabilities;
ref erence
"RFC 7770: Extensions to OSPF for Advertising Optiona
Rout er Capabilities";

++ 4+ + + +

}

augrment "/rt:routing/"
"rt:control -plane-protocol s/rt:control -pl ane-protocol /"
"ospf: ospf/ospf:areas/"
"ospf: areal ospf: dat abase/ "
"ospf: area-scope-|sa-type/ ospf: area-scope-|sas/"
"ospf: area-scope-| sal/ ospf: version/ospf:ospfv2/™"
"ospf: ospfv2/ ospf: body/ ospf: opaque/ "
"ospf:ri-opaque/ ospf:router-capabilities-tlv" {
when "derived-fromor-self(/rt:routing/"

+ "rt:control -pl ane-protocol s/"

+ "rt:control -plane-protocol /rt:type, 'ospf:ospfv2 )" {

description

"This augnentation is only valid for OSPFv2.";

}

description
"OSPFv2 (Opaque Area- Scoped Router-Information LSA Router
Functional capabilities.";
uses router-functional -capabilities;
ref erence
"RFC 7770: Extensions to OSPF for Advertising Optiona
Rout er Capabilities";

++ 4+ + + ++

augrment "/rt:routing/"
+ "rt:control -pl ane-protocol s/rt:control -pl ane-protocol /"
+ "ospf: ospf/ospf: dat abase/"
+ "ospf:as-scope-| sa-type/ospf:as-scope-|sas/"
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+ "ospf:as-scope-| sal/ospf:version/ospf:ospfv2/”
+ "ospf: ospfv2/ ospf: body/ ospf: opaque/"
+ "ospf:ri-opaque/ospf:router-capabilities-tlv" {
when "derived-fromor-self(/rt:routing/"
+ "rt:control -pl ane-protocol s/"
+ "rt:control -plane-protocol /rt:type, 'ospf:ospfv2 )" {
description
"This augnentation is only valid for OSPFv2.";
}

description
"OSPFv2 Opaque AS-Scoped Router-Information LSA Router
Functional capabilities.";
uses router-functional -capabilities;
ref erence
"RFC 7770: Extensions to OSPF for Advertising Optiona
Rout er Capabilities";

}

augnment "/rt:routing/"
"rt:control -plane-protocol s/rt:control-pl ane-protocol /"
"ospf: ospf/ospf:areas/ospf:area/”
"ospf:interfaces/ospf:interfacel/ ospf: database/"
"ospf:link-scope-|sa-type/ospf:link-scope-|sas/"
"ospf:link-scope-I|salospf:version/ospf:ospfv3/"
"ospf: ospfv3/ ospf: body/ospf:router-information/"
"ospf:router-capabilities-tlv" {
when "derived-fromor-self(/rt:routing/”

+ "rt:control -pl ane-protocol s/"

+ "rt:control -plane-protocol /rt:type, 'ospf:ospfv3 )" {

description

"This augnentation is only valid for OSPFv3.";

}

description
" OSPFv3 Li nk-Scoped Router-Information LSA Router
Functional capabilities.";
uses router-functional -capabilities;
reference
"RFC 7770: Extensions to OSPF for Advertising Optional
Rout er Capabilities”;

+++ + + + +

augnment "/rt:routing/"

"rt:control -plane-protocol s/rt:control-pl ane-protocol /"
"ospf: ospf/ ospf: dat abase/ ™"

"ospf:as-scope-|sa-type/ ospf:as-scope-I|sas/™

"ospf: as-scope-|sal/ ospf:version/ospf:ospfv3/"

"ospf: ospfv3/ ospf: body/ospf:router-informtion/"
"ospf:router-capabilities-tlv" {

++ 4+ + + +
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when "derived-fromor-self(/rt:routing/"
+ "rt:control -pl ane-protocol s/"
+ "rt:control -plane-protocol /rt:type, "ospf:ospfv3 )" {
description
"This augnentation is only valid for OSPFv3.";
}

description
"OSPFv3 Area- Scoped Router-Information LSA Router
Functional capabilities.";
uses router-functional -capabilities;
ref erence
"RFC 7770: Extensions to OSPF for Advertising Optiona
Rout er Capabilities";

augrment "/rt:routing/"
"rt:control -plane-protocol s/rt:control-pl ane-protocol /"
"ospf: ospf/ospf:areas/"
"ospf: areal ospf: dat abase/ "
"ospf: area-scope-|sa-type/ ospf: area-scope-|sas/"
"ospf: area-scope-| sal/ ospf: version/ospf:ospfv3/™"
"ospf: ospfv3/ospf:body/ospf:router-informtion/"
"ospf:router-capabilities-tlv" {
when "derived-fromor-self(/rt:routing/"

+ "rt:control -pl ane-protocol s/"

+ "rt:control -plane-protocol /rt:type, 'ospf:ospfv3 )" {

description

"This augnentation is only valid for OSPFv3.";

}

description
"OSPFv3 AS- Scoped Router-Infornmati on LSA Router
Functional capabilities.";
uses router-functional -capabilities;
ref erence
"RFC 7770: Extensions to OSPF for Advertising Optiona
Rout er Capabilities";

++ 4+ + + ++

}
}
<CODE ENDS>

4.2.5. YANG Modul e for OSPF Advertising Unreachabl e Links

The following is the YANG nodul e for OSPF Advertising Unreachabl e
Li nks:
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<CODE BEG NS> file "ietf-ospf-unreachabl e-1inks@026-03-10. yang"
modul e i et f-ospf-unreachabl e-1inks {
yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:"
+ "ietf-ospf-unreachabl e-1inks";
prefix ospf-unreach-1ink;

inmport ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NMDA Version)";
}
i mport ietf-ospf {
prefix ospf;
ref erence
"RFC 9129: YANG Data Mbdel for the OSPF Protocol";

}

organi zati on
"I ETF Link State Routing (LSR) Working G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wg/lsr/>
WG List: <mailto:lsr@etf.org>

Aut hor : Yi ngzhen Qu
<mai | t 0: yqu@ ut ur ewei . conp

Aut hor : Acee Lindem
<mai | to: acee.ietf @nuil.conr

Aut hor : Li yan Gong
<mai | t 0: gongl i yan@hi nanobi | e. conm>

Aut hor : Wi gi ang Cheng
<mai | t o: chengwei gi ang@hi nanobi | e. conw

Aut hor : Changwang Lin
<mai | t o: | i nchangwang. 04414@3c. con®

Aut hor : Ran Chen
<mai | to: chen.ran@te.comcn>";

description

"Thi s YANG nodul e defines the configuration and operationa

state for Advertising Unreachable Links in OSPF as defined

in RFC XXXX

Copyright (c) 2026 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terns contained in, the Revised BSD License
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set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revisi on 2026-03-10 {
description
"lInitial version";
ref erence
"RFC XXXX: Advertising Unreachabl e Links in OSPF";

}

augrment "/rt:routing/rt:control-plane-protocols/”

+ "rt:control -pl ane- prot ocol / ospf: ospf/"
+ "ospf:areas/ospf:area” {

when "derived-fromor-self(../../../rt:type, ’ospf:ospfv2 ) or
+ "derived-fromor-self(../../../rt:type, "ospf:ospfv3d )" {

description

"Thi s augnents the OSPF routing protocol when used.";

}

description
"Thi s augnents OSPF protocol with unreachable |ink
advertisenent.";
cont ai ner unreachabl e-1i nk-advertisenment {
| eaf enabl ed {
type bool ean;
default "fal se";
description
"Controls the interpretation of MaxLi nkMetrc as
unreachabl e and the advertisenment of the unreachabl e
link capability for the area. It is enabl ed when set
to true and di sabl ed when set to false.";

}

description
"OSPF unreachabl e link adverti senent paraneters."”;
}

}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane- protocol / ospf:ospf/"
+ "ospf:areas/ospf:areal/ospf:interfaces/ospf:interface" {
when "derived-from(/rt:routing/rt:control-plane-protocol s/"
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+ "rt:control -plane-protocol /rt:type, 'ospf:ospfv2') or "
+ "derived-from(/rt:routing/rt:control-plane-protocol s/"
+ "rt:control -plane-protocol /rt:type, "ospf:ospfv3 )" {
description
"This augnents the OSPF interfaces.";
}

| eaf advertise-unreachable-link {
type bool ean;
must "not(../advertise-unreachable-link = "true’ and "
+ "/rt:routing/rt:control-pl ane-protocol s/"
+ "rt:control -pl ane- prot ocol / ospf: ospf/ospf:areas/"
+ "ospf:areal"
+ "ospf-unreach-1ink:unreachabl e-1i nk-advertisenment/"
+ "ospf-unreach-1link:enabled = 'false )" {
error-nessage "The interface cannot be advertised "
+ "as unreachable (true) unless the "
+ "unreachabl e-| i nk-adverti senent capability is "
+ "enabled (true).";
description
"Ensures an interface isn't explicitly advertised as
unreachabl e unl ess the OSPF instance | evel capability is
enabl ed.";

default "false";
description
"Specifies that the Iink should be advertise with a metric
of MaxLinkMetric (OxFFFF) in the default topol ogy.";
}
description
"Augnent OSPF interfaces with anoption to advertise the |ink
as unreachable.";

}
}
<CODE ENDS>

5. Security Considerations

A comprom sed OSPF router could advertise changes to its Unreachabl e
Link capability rapidly resulting in repeated route recal cul ati ons on
routers in the area supporting this specification (Section 3.2).
Hence, it is RECOMVENDED that routers supporting this specification
al so support the SPF back-off delay al gorithm described in [ RFC8405].

The security considerations for [ RFC2328], [RFC5340], [RFC6987], and
[ RFC7770] are also applicable to this protocol extension
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The ietf-ospf-unreachabl e-1inks YANG nodul e and the ietf-ospf-
functional -capability YANG nodul e each define a data nodel that is
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These YANG based
managenment protocols (1) have to use a secure transport |ayer (e.qg.
SSH [ RFC4252], TLS [I-D.ietf-tls-rfc8446bis], and QU C [ RFC9000]) and
(2) have to use mutual authentication

The NETCONF Access Control Mdel (NACM [RFC8341] provides the neans
to restrict access for particular NETCONF or RESTCONF users to a pre-
configured subset of all availabl e NETCONF or RESTCONF protoco
operations and content.

There are a nunber of data nodes defined in the ietf-ospf-

unr eachabl e-1i nks YANG nodul e that are witabl e/ creatabl e/ del etable
(i.e., "config true", which is the default). Al witable data nodes
are likely to be sensitive or vulnerable in some network
environments. Wite operations (e.g., edit-config) and del ete
operations to these data nodes w thout proper protection or

aut henti cation can have a negative effect on network operations. The
nmodi fication of these data nodes w thout proper protection can
prevent interpretation of the OSPF LSLinkinfinity netric as
unreachable or result in a link being advertised as unreachabl e.

[ ospf: ospf/ospf:areas/ospf:areal ospf-unreach-1ink: unreachabl e-
I'i nk-adverti sement/ ospf-unreach-1ink: enabl ed

[ ospf: ospf/ospf:areas/ospf:areal ospf:interfaces/ospf:interface/
ospf-unreach-1ink:adverti se-unreachabl e-1ink

Some of the readabl e data nodes in the ietf-ospf-unreachabl e-1inks
YANG nodul e may be consi dered sensitive or vulnerable in sonme network
environments. Exposure of the OSPF unreachable |ink configuration
may be useful in nounting a Denial-of-Service (DoS) attacks. These
are the readabl e data nodes:

[ ospf: ospf/ospf:areas/ospf:areal ospf-unreach-1ink: unreachabl e-
I'i nk-adverti sement/ ospf-unreach-1ink: enabl ed

[ ospf: ospf/ospf:areas/ospf:areal ospf:interfaces/ospf:interface/
ospf-unreach-1ink:adverti se-unreachabl e-1ink

6. | ANA Consi derati ons
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6.1. Registering OSPF Router Functional Capability Bits

Thi s docunent defines a new bit in the registry "OSPF Router
Functional Capability Bits" (https://ww.iana. org/assi gnnments/ospf-
par anet er s/ ospf - paranet ers. xht m #rout er-functi onal - capability):

[ ety ey el
| Bit Nunmber | Capability Name | Reference |
[ i e ey el
| TBD | Unreachable Link | This docunment |
I I i T ) I i +

6.2. Registering YANG Mdul es

The 1 ANA is requested to assign three new URIs fromthe | ETF XM
registry ([ RFC3688]). Authors are suggesting the follow ng UR s:

URI: urn:ietf:parans: xm :ns:yang:iana-ospf-functional -cap-bits
Regi strant Contact: The |IESG
XM.: N A, the requested URI is an XM. nanespace

URI: urn:ietf:parans:xm:ns:yang:ietf-ospf-functional-capability
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace

URI: urn:ietf:parans: xn:ns:yang:ietf-ospf-unreachabl e-links
Regi strant Contact: The | ESG
XM: N A the requested URI is an XML nanmespace

Thi s docunent al so requests three new YANG nodul e names in the YANG
Modul e Nanes registry ([ RFC6020]) with the foll ow ng suggestion :
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Nane: iana-ospf-functional-cap-bits

Mai nt ai ned by | ANA? Y

Nanespace: urn:ietf:parans: xm:ns:yang:iana-ospf-functional-cap-bits
Prefix: iana-ospf-fc-bits

Ref erence: RFC XXXX

Nane: ietf-ospf-functional-capability
Mai nt ai ned by | ANA? N
Nanespace: urn:ietf:paranms: xm :ns:yang:
i etf-ospf-functional-capability
Prefix: ospf-fc
Ref erence: RFC XXXX

Nane: ietf-ospf-unreachable-1inks

Mai nt ai ned by | ANA? N

Nanmespace: urn:ietf:parans: xm:ns:yang:ietf-ospf-unreachabl e-1inks
Prefix: ospf-unreach-Iink

Ref erence: RFC XXXX

6.3. | ANA Modul e for OSPF Functional Capability Bits

This docunent defines the initial version of the | ANA-mai ntai ned

"i ana- ospf-functional -cap-bits" YANG nodul e (Section 4.2). The nost
recent version of the YANG nodule is avail able fromthe "YANG

Par armet er s" regi stry [l ANA- YANG Par anet er s] .

IANA is requested to add this note to the registry:

| New val ues nust not be directly added to the "iana- ospf-

| functional -cap-bits" YANG nodul e. They nust instead be added to

| the "OSPF Router Functional Capability Bits" registry in the "Open
| Shortest Path First (OSPF) Paraneters" registry group

| [l ANA-OSPF-FC-Bits].

When a value is added to the "OSPF Router Functional Capability Bits"
registry, a new "identity" statenment needs to be added to the "iana-

ospf-functional -cap-bits" YANG nodul e. The nanme of the "identity" is
t he Iower:case nane provided in the registry with all spaces repl aced

with - . The "identity" statenment should have the foll owi ng sub-
statenents defined

"base": Contains ’'functional -capability’.

"description": Cont ai ns the non-abbrevi ated OSPF capability bit
nane fromthe registry.

"reference": Replicates the reference(s) fromthe registry with
the title of the docunent(s) added.
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I ANA is requested to add this note to [| ANA- CSPF- FC-Bits]:

| When this registry is nodified, the YANG nodul e "i ana- ospf -
| functional -cap-bits" nust be updated as defined in RFC XXXX.
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