Net wor k Wor ki ng G oup Z. Hu
I nternet-Draft Huawei
I ntended status: Standards Track D. Ye
Expires: 6 March 2026 Ci sco
Y. Qu

Fut urewei Technol ogi es

X. CGeng

Q M

Huawei

2 Septenber 2025

YANG Data Model for I1S-1S SRv6
draft-ietf-1sr-isis-srv6-yang-08

Abst r act

Thi s docunent defines a YANG data nodel that can be used to configure
and nmanage |S-1S Segnent Routing over the |Pv6 Data Pl ane.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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Overvi ew

YANG [ RFC7950] is a data definition |anguage used to define the
contents of a conceptual data store that all ows networked devices to
be managed usi ng NETCONF [ RFC6241]. YANG is proving rel evant beyond
its initial confines, as bindings to other interfaces (e.g., REST)
and encodi ngs other than XM. (e.g., JSON) are being defined.
Furthernmore, YANG data nodels can be used as the basis for

i mpl ementation of other interfaces, such as CLI and programatic

APl s.

Thi s docunent defines a YANG data nodel that can be used to configure

and nanage |S-1S Segnent Routing over the |Pv6 Data Pl ane [ RFC9352],

and it is an augnentation to the IS-1S YANG data nodel [RFC9130].
IS-1S SRv6

This docunent defines a nodel for IS 1S SRv6 feature. It is an
augnentation of the 1S-1S base nodel .
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The 1S-1S SRv6 YANG nodul e requires support for the base srvé

modul e[| -D.ietf-spring-srv6-yang], which defines the global srv6
configuration independent of any specific routing protoco
configuration, and support of 1S-1S base nodel [RFC9130] which
defines basic IS 1S configuration and state. This nodul e uses types
defined in [RFC6991]. It also references [ RFC8349], and [ RFC9020].

The figure bel ow describes the overall structure of the isis-srvé
YANG nodul e:

nmodul e: ietf-isis-srve
augnment /rt:routing/rt:control-plane-protocols
/rt:control -plane-protocol/isis:isis:
+--rw srv6-cfg

| +--rw enabl e? bool ean

| +--rw default-1locator? bool ean

| +--rw | ocator-nanme* -> [/rt:routing/sr:segnent-routing
| /srv6: srv6/ |l ocators/| ocator/ name
| +--rw persistent-end-x-sid? bool ean

+--rw mcro-| oop-avoi dance

+--rw srv6-enabl e? bool ean
+--rw srv6-rib-updat e-del ay? uintl6
augnent /rt:routing/rt:control-plane-protocols
/rt:control-plane-protocol/isis:isis/isis:fast-reroute:
+--rw srv6-ti-lfa {srve-ti-Ifa}?
+--rw enabl e? bool ean
augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -plane-protocol/isis:isis/isis:database
lisis:levels/isis:lIsp/lisis:router-capabilities:
+--ro v6-capability

| +--ro flags? i dentityref
+--ro nsd
+--ro max-sl? uint8

+--ro0 max-end- pop? uint8

+--ro max- h_encap? uint8

+--ro0 max-end_d? uint8

augrment /rt:routing/rt:control-pl ane-protocols
/rt:control -pl ane-protocol /isis:isis/isis:database
lisis:levels/isis:|sp/isis:extended-is-neighbor/isis:neighbor
+--1r0 srv6-adj acency-sids
+--ro0 end-x-sid* [sid]

+--ro func-fl ags? i dentityref

+--ro algorithnf uint8

+--ro weight? uint8

+--ro endpoi nt-func

| +--ro flags? identityref
| +--ro endpoint-func? i dentityref

| +--ro undefined-endpoint-func? uintl6
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+--ro sid srv6-si d-val ue
+--ro nei ghbor-id? isis:systemid
+--ro0 Ssrv6-sid-structure

+--ro0 | b-1ength? uint8

+--ro I n-length? uint8

+--ro fun-1ength? uint8
+--ro arg-length? uint8
augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -plane-protocol/isis:isis/isis:database
lisis:levels/isis:|Isp/isis:nt-is-neighbor/isis:neighbor
+--r0 srv6-adj acency-sids
+--ro end-x-sid* [sid]

+--ro func-fl ags? i dentityref
+--ro algorithnf uint8
+--ro weight? uint8
+--ro0 endpoi nt-func
| +--ro flags? i dentityref
| +--ro endpoint-func? i dentityref
| +--ro undefined-endpoint-func? uintl16
+--ro sid srv6-si d-val ue
+--ro nei ghbor-id? isis:systemid
+--ro srv6-sid-structure

+--ro0 | b-1ength? uint8

+--ro I n-length? uint8

+--ro fun-1ength? uint8
+--ro arg-length? uint8
augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -plane-protocol/isis:isis/isis:database
lisis:levels/lisis:|sp:
+--ro srv6-locators
+--ro0 srv6-locator* []

+--ro m-id? uint16
+--ro locator-entries* []
+--ro flags* identityref
+--ro metric? ui nt 32
+--ro algorithn? uint8
+--ro | oc-size? uint8
+--ro locator? i net:ipv6-address-no-zone
+--ro0 sub-tlv-len? uint8

+--ro srv6-end-sids
| +--ro end-sid* [sid]

| +--ro flags* i dentityref

| +--ro endpoi nt-func

| | +--ro flags* i dentityref
| | +--ro endpoint-func? identityref
| | +--ro undefined-endpoint-func? ui nt 16

| +--ro sid srv6-si d-val ue

I

+--ro srv6-sid-structure
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| +--ro | b-1ength? uint8
| +--ro I n-length? uint8
| +--ro fun-Iength? uint8
| +--ro arg-length? uint8

+--ro external -prefix-flag? bool ean
+--ro readvertisenent-flag? bool ean
+--ro0 node-fl ag? bool ean
+--ro0 ipvé4-source-router-id? i net:ipv4-address
+--ro0 i pv6-source-router-id? i net:ipv6-address

augnment /rt:routing/rt:control-plane-protocols
/rt:control -plane-protocol/isis:isis/isis:interfaces
lisis:interfacel/isis:adjacencies/isis:adjacency:
+--ro end-x-sid* [val ue]

+--ro val ue srv6-si d-val ue

+--ro weight? uint8

+--r0 protection-requested? bool ean

+--r0 persistent? bool ean

+--ro algorithnf uint8

+--ro endpoi nt-func
+--ro flags? i dentityref
+--ro endpoi nt-func? identityref

+--ro0 undefi ned-endpoi nt-func? uintl6
3. |S-1S SRv6 configuration
3.1. SRv6 activation

IS-1S SRv6 activation is achieved by setting the "enable" leaf to
true. This action triggers the advertisenent of SRv6 extensions
according to the configuration paraneters defined in the base SRv6
nmodul e.

3.2. Locator setting

The basi ¢ SRv6 nodul e defines the relevant |ocator |eaves. Wen the
IS-1S SRv6 nodul e is enabl ed, set the |ocator using the follow ng
approach: first, check if the default locator is being used. If it
is not, then use the specified locator. This strategy is inplemented
by adding the "default-locator” and "l ocator-nanme" | eaves.

3.3. IP Fast reroute
The 1S-1S SRv6 nodel augnments the fast-reroute container in the IS 1S

base module with a | eaf that enables TI-LFA (Topol ogy | ndependent
LFA) .
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3.4. Mcrol oop avoi dance

The 1S-1S SRv6 nmpodel augnents the mcro-| oop-avoi dance cont ai ner
This container includes the "srv6-enable" |eaf, which activates SRv6
for mcrol oop avoi dance.

4. 1S-1S SRv6 YANG Mbdul e

<CODE BEG@ NS> file "ietf-isis-srv6@025-03-01. yang"
nmodul e ietf-isis-srvé {
yang-version 1.1;
nanespace "urn:ietf:paranms: xn:ns:"
+ "yang:ietf-isis-srve";
prefix isis-srve6;

inmport ietf-routing {
prefix rt;
ref erence
"RFC8349: A YANG Data Model for
Rout i ng Management (NVDA Version)";
}
inmport ietf-isis {
prefix isis;
ref erence
"RFC 9130: YANG Data Mbdel for the IS-1S Protocol”;
}
inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Conmon YANG Data Types";

}
import ietf-segnent-routing {
prefix sr;
ref erence
"RFC 9020: YANG Data Model for Segnent
Routing";
}

i mport ietf-srv6-base {
prefix srve;
ref erence
"draft-ietf-spring-srv6-yang: YANG Data
Model for SRv6 Base and Static";
}

organi zati on

"I ETF LSR - Link State Routing Wrking G oup"
cont act

"WG Web: <https://datatracker.ietf.org/wg/lsr>
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WG List: <mailto:lsr@etf.org>

Aut hor : Zhi bo Hu
<mai | t 0: huzhi bo@wuawei . cone
Aut hor : Dan Ye
<mai | t 0: daye@i sco. conp
Aut hor : Yi ngzhen Qu
<mai | to: yi ngzhen.ietf @mail.conr
Aut hor : Q ufang Ma

<mai | t o: maqi uf angl@uawei . conr
description
"The YANG nodul e defines the configuration and operational state
for 1S-1S extension to support Segnent Routing over |Pv6 data
pl ane as defined in RFC9352.

Thi s YANG nodel conforns to the Network Managenent
Dat astore Architecture (NDMA) as described in RFC 8342.

Copyright (c) 2025 | ETF Trust and the persons identified as
aut hors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

The key words ' MUST', ' MUST NOT', ' REQU RED , ' SHALL', ' SHALL
NOT", *SHOULD , 'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revisi on 2025-03-01 {
description
"Initial revision.";
reference
"RFC XXXX: YANG Data Mddel for IS 1S SRv6";

}

/* ldentities */
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identity SRV6_END FUNC TYPE {
description
"Base identity type for srv6 endpoint function code points.";

}

identity SRV6_END FUNC_PSP_USP_USD {
base SRV6_END FUNC_TYPE;
description
"End (May support PSP, USP, USD).";
}

identity SRV6_END X FUNC_PSP_USP_USD {
base SRV6_END FUNC_TYPE;
description
"End. X(May support PSP, USP, USD)";

}

identity SRV6_END T_FUNC_PSP_USP_USD {
base SRV6_END FUNC_TYPE;
description
"END (May support PSP, USP, USD)";

}

identity SRV6_END FUNC DX6 {
base SRV6_END FUNC_TYPE;
description
"End. DX6. ";

}

identity SRV6_END FUNC DXx4 {
base SRV6_END FUNC_TYPE;
description
"End. DX4.";

}

identity SRV6_END FUNC DT6 {
base SRV6_END FUNC_TYPE;
description
"End. DT6. ";

}

identity SRV6_END FUNC DT4 {
base SRV6_END FUNC_TYPE;
description
"End. DT4.";

}
i dentity SRV6_END FUNC DT64 {
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base SRV6_END FUNC TYPE
description
"End. DT64. ";
}

identity SRV6_END FUNC OP {
base SRV6_END FUNC TYPE
description
"END.OP .";
}

identity SRV6_END FUNC OTP {
base SRV6_END FUNC TYPE
description
"END. OTP .";
}

identity srv6-capability-bit {
description
"Base identity for SRv6 capability sub-TLV bits.";
ref erence
"RFC 9352: |S-1S Extensions to Support Segment Routing over
the I Pv6 Data Pl ane";

}

identity o-bit {
base srv6-capability-bit;
description
"Oflag.";
ref erence
"RFC 9259: (Operations, Administration, and Miintenance (OAM
in Segrment Routing over |Pv6 (SRv6)";
}

identity srv6-end-sid-bit {
description
"Base identity for SRv6 End SID sub-TLV bits.";
}

identity srve-locator-bit {
description
"Base identity for SRv6 |ocator TLV bits.";
}

identity d-bit {
base srv6-locator-bit;
description
"D-flag. up/down bit as described in RFC 5305.";
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}

identity srv6-endx-sid-bit {
description
"Base identity for SRv6 End. X SID sub-TLV bits.";

}

identity b-bit {
base srv6-endx-sid-bit;
description
"B-flag. Backup flag. If set, the End. X sid is
eligible for protection.”;

}

identity s-bit {
base srv6-endx-sid-bit;
description
"S-flag. Set flag. Wien set, the End. X sid refers to
a set of adjacencies (and therefore May be assi ghed
to other adjacencies as well.";

}

identity p-bit {
base srv6-endx-sid-bit;
description
"P-flag. Persistent flag. Wien set, the End. X sid is
persistently allocated, i.e., the End.x sid val ue
remai ns consi stent across router restart and/or
interface flap.";

}
[* typedef */

typedef srv6-sid-val ue {
type inet:ipv6-address-no-zone;
description
"16 Cctets encoded sid value.";

}

/* Features */
feature srve-ti-lfa {

description
"Enhance SRv6 FRR with ti-Ilfa support”;

}
/* Groupings */
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groupi ng srv6-sid-structures {
description
"This group defines SRv6 SID Structure sub-sub-TLV.";
contai ner srv6-sid-structure {
description
"SRv6 SID Structure sub-sub-TLV is used to advertise
the structure of the SRv6 SID as defined in RFC 8986.";
| eaf Ib-length {
type uint8;
description
"SRv6 SID Locator Block length in bits.";

}
| eaf In-length {
type uint8;
description
"SRv6 SID Locator Node length in bits.";
}

| eaf fun-length {
type uint8;
description
"SRv6 SID Function length in bits.";

| eaf arg-length {
type uint8;
description
"SRv6 SID Argunent length in bits.";
}

}
}

groupi ng srv6-capability {
description
"SRV6 capability grouping.”;
contai ner vb-capability {
description
"SRv6 capability.";
leaf-1ist flags {
type identityref {
base srv6-capability-bit;
}

description
"SRv6 Capability sub-TLV flag bits list.";
}

}
}

groupi ng srv6-endpoi nt-func {
description
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"This group defines srv6é endpoint function";
cont ai ner endpoi nt-func {
description
"Srv6 Endpoint function Descriptor."”;
leaf-1ist flags {
type identityref {
base srv6-end-sid-bit;
}
description
"SRv6 End SID sub-TLV flag bits list. No flags
are currently being defined.";

| eaf endpoint-func {
type identityref {
base isis-srv6: SRV6_END FUNC TYPE
}
description
"The endpoi nt function.";

| eaf undefi ned- endpoint-func {
type uint 16;
description
"Unknown endpoint func value.";
}
}
}

groupi ng srv6-end-sid {
description

"SRv6 Segnent Identifier(SID) with Endpoint functions.

leaf-1ist flags {
type identityref {
base srv6-end-sid-bit;
}

description
"SRv6 end sid flags.";
}

uses srv6-endpoi nt -func;
| eaf sid {
type srv6-sid-val ue;
description
"SRV6 sid value.";

// sub-sub-tlvs

uses srv6-sid-structures;

}

groupi ng srv6-locator {
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description
"This group defines srv6 locator tlv.";
leaf nm-id {
type uintl1l6 {
range "0..4095";
}

description
"Mul titopol ogy ldentifier as defined in RFC5120.";
}

list |ocator-entries {
description
"Locator entries in an SRv6 |l ocator tlv.";
leaf-1ist flags {
type identityref {
base srv6-locator-bit;
}

description
"Flags for SRv6 |ocator TLV.";

| eaf metric {
type uint32;
description
"Metric value.";
}

| eaf al gorithm {
type uint8;
description
"Associ ated algorithm™";

| eaf | oc-size {
type uint8;
description
"Nunmber of bits in the |locator field.";

| eaf | ocator {
type inet:ipv6-address-no-zone;
description
"Advertised SRV6 | ocator.";

| eaf sub-tlv-len {
type uint8;
description
"Number of octets used by sub-tlvs.";
}
cont ai ner srv6-end-sids {
description
"This contains list of srvé end sids.";
list end-sid {
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key "sid";
description
"List of SRV6 SRv6 Segnent Identifiers (SID)
wi th Endpoi nt functions.";
uses srv6-end-si d;
}
}
uses isis:prefix-reachability-attributes;
uses isis:prefix-ipv4-source-router-id;
uses isis:prefix-ipv6-source-router-id;
}
}

groupi ng srv6-adj acency-sid {
description
"SRv6 sid associated with an adjacency.";
| eaf-1ist func-flags {
type identityref {
base srv6-endx-sid-bit;
}

description
"Flags for SRv6 end x SID.";

| eaf al gorithm {
type uint8;
description
"Associ ated al gorithm™;
}

| eaf weight {
type uint8;
description
"The val ue represents the weight of the End. X sid
for the purpose of |oad bal ancing.”;
}
uses srv6-endpoi nt-func;
| eaf sid {
type srv6-sid-val ue;
description
"SRV6 sid value.";

}
| eaf neighbor-id {
type isis:systemid,;
description
"Describes the system I D of the nei ghbor
associated with the SID value. This is only
used on LAN adj acencies.";

/'l sub-sub-tlvs
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uses srv6-sid-structures;

}

groupi ng srv6-adj acency-state {
description
"This group will extend adjacency state.";
list end-x-sid {
key "val ue";
config fal se;
| eaf val ue {
type srv6-sid-val ue;
description
"Val ue of the Adj-SID.";

}
| eaf weight {
type uint8;
description
"Wei ght associated with the End. X SID. ";

| eaf protection-requested {
type bool ean;
description
"Set to True if the End. X SID
must be protected.”;
}
| eaf persistent {
type bool ean;
description
"Persistent flag. Wien set, the End. X sid is persistently
all ocated, i.e., the End. X sid val ue renai ns consi stent
across router restart and/or interface flap.";

| eaf al gorithm {

type uint8;

description

"Associ ated al gorithm?";

}
uses srv6-endpoi nt -func;
description

"List of End. X Segnent |Ds.";

}

}
/* Cfg */
augrment "/rt:routing/"

+ "rt:control -pl ane-protocol s/rt:control -pl ane-protocol "
+ "/isis:isis" {
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when "derived-fromor-self(../rt:type, "isis:isis )" {
description
"This augnent |S-1S routing protocol when used";
}

description
"This augnents |1S-1S protocol configuration
with SRv6.";
cont ai ner srv6-cfg {
| eaf enable {
type bool ean;
default "false";
description
"Enabl es SRv6 protocol extensions.";

| eaf default-locator {
type bool ean;
default "fal se";
description
"Enable IS-1S segnent-routing I Pv6 with default Locator.";

}
| eaf-1ist |ocator-nane {
when "../default-locator = "false " {
description
"Only applies to non default locator.";
}
type leafref {
path "/rt:routing/sr:segment-routing/srv6: srve”
+ "/srv6:locators/srv6: | ocator/srv6: nane";
}
description
"Enable IS-1S segnent-routing I Pv6 with specified Locator.";
}

| eaf persistent-end-x-sid {
type bool ean;
default "false";
description
"Enabl e the persistent nature of End. X sid";
}
description
"Configuration about IS-1S segnent-routing |IPv6.";
}

cont ai ner micro-| oop-avoi dance {
| eaf srv6-enable {
type bool ean;
default "fal se";
description
"Enabl e SRv6 avoi d-m crol oop. Depend on SR | Pv6 Enable.";
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| eaf srv6-rib-update-delay {
type uint16 {
range "1000..10000";
}

units "ns";
default "5000";
description
"Set the route delivery delay for SRv6 avoi d-m crol oop
Depend on SR | Pv6 Enable.";

}

description
"Enable I S-1S avoid-mcrol oop.";
}

}

augrment "/rt:routing/"
+ "rt:control -pl ane-protocol s/rt:control -pl ane-protocol "
+ "lisis:isis/isis:fast-reroute" {
when "derived-fromor-self(../../rt:type, "isis:isis’)" {
description
"This augnent |S-1S routing protocol when used";
}

description
"This augnents IS-ISIPFRRwith IPV6 TILFA ";
container srve-ti-lfa {
if-feature "srvé6-ti-lfa";
| eaf enable {
type bool ean;
description
"Enabl es SRv6 TI-LFA conputation.”;
}

description
"SRv6 TI-LFA configuration."”;
}

}
/* Operational states */

augrment "/rt:routing/"

+ "rt:control -pl ane-protocol s/rt:control -pl ane-protocol "
+ "/isis:isis/isis:database/isis:|evels/isis:|sp"
+ "lisis:router-capabilities" {

when "derived-fromor-self(../../../.. /.. /Irt:type, "isisiisis’ )" {

description

"This augnent |S-1S routing protocol when used";

}

description
"This augnents |S-1S protocol router capability.";
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uses srv6-capability;
uses srv6: srv6- nsd- si gnal ed;

}

augrment "/rt:routing/"
+ "rt:control -pl ane-protocol s/rt:control -pl ane-protocol "
+ "lisis:isis/isis:database/isis:|levels/isis:|sp"
+ "/isis:extended-is-neighbor/isis:neighbor" {
when "derived-fromor-self(../../../1../1..[../rt:type,"
+ "isis:iisis’)" {
description
"This augnent |S-1S routing protocol when used.";
}

description
"This augnents |1S-1S protocol neighbor.";
cont ai ner srv6-adjacency-sids {
description
"This defines svr6 end-x sids for the adjacency.";
list end-x-sid {
key "sid";
uses srv6-adj acency-sid;
description
"List of end-x sids.";
}
}
}

augrment "/rt:routing/"

+ "rt:control -pl ane-protocol s/rt:control -pl ane-protocol "
+ "/isis:isis/isis:database/isis:|levels/isis:|sp"
+ "/isis:m-is-neighbor/isis:neighbor" {

when "derived-fromor-self(../../../[../1../[../rt:type,"
+ "isis:iisis’ )" {

description

"This augnent |IS-1S routing protocol when used.";

}

description
"This augnents |1S-1S protocol neighbor.";
cont ai ner srv6-adjacency-sids {
description
"This defines svr6 end-x sids for the adjacency.";
list end-x-sid {
key "sid";
uses srv6-adj acency-sid;
description
"List of end-x sids.";

Hu, et al. Expires 6 March 2026 [ Page 18]



I nternet-Draft YANG Data Model for 1S 1S SRv6e Sept enber 2025

}

augrment "/rt:routing/"
+ "rt:control -pl ane-protocol s/rt:control -pl ane-protocol "
+ "lisis:isis/isis:database/isis:|levels/isis:lsp" {
when "derived-fromor-self(../../../../Irt:type, "isis:isis’ )" {
description
"This augnent |S-1S routing protocol when used.”;
}
description
"This augnents |1S-1S protocol LSDB with SRv6 |ocator tlvs.";

contai ner srv6-locators {
description
"SRv6 | ocator tlvs.";
list srv6e-locator {
description
"List of SRv6 locator tlv.";
uses srv6-1ocator;
}
}
}

augnment "/rt:routing/"
+ "rt:control -pl ane-protocol s/rt:control -pl ane-protocol "
+ "/isis:isis/isis:interfaces/isis:interface"
+ "/isis:adjacencies/isis:adjacency” {
when "derived-fromor-self(../../../1../1../rt:type,"
+ "isis:iisis’)" {
description
"This augnent |S-1S routing protocol when used.";
}
description
"This augnents |1S-1S protocol operational state
with segnent routing.";
uses srv6-adj acency-state;

}
/* Notifications */

}
<CODE ENDS>
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5

Hu,

Security Considerations

The YANG nodul es specified in this docunent define a schema for data
that is designed to be accessed via network nmanagenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl enment secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the nmeans to restrict access for particular NETCONF or
RESTCONF users to a pre-configured subset of all avail able NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
writable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

lisis:isis/srv6-cfg

/isis:isis/mcro-|oop-avoi dance

lisis:isis/srve-ti-lfa
Witable data nodes represent the configuration of 1S 1S SRv6, mcro-
| oop avoi dance and ti-Ilfa enablement. The ability to nodify IS-1S
SRv6 rel ated configuration may allow the entire IS-1S domain to be
conmprom sed, and traffic could be hijacked.
Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

lisis:lIsp/lisis:router-capabilities/v6-capability

lisis:Isplisis:router-capabilities/srv6-nsd

lisis:lIsplisis:extended-is-neighbor/isis:neighbor/srv6-adjacency-
si ds

lisis:lIsplisis:m-is-neighbor/isis:neighbor/srv6-adjacency-sids
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lisis:|sp/srv6-1ocators
lisis:interfacel/isis:adjacencies/isis:adjacency/end-x-sid

Exposure of the LSDB will expose the detailed topology of the network
and router capabilities, and may facilitate other attacks.
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Appendi x A, Configuration exanpl es

The following is an XM. exanple using 1S 1S SRv6 YANG nodul e.
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<routing xm ns="urn:ietf:parans: xm :ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<isis xmns="urn:ietf:parans: xm:ns:yang:ietf-isis">
<srv6-cf g>
<enabl e>t rue</ enabl e>
<def aul t -1 ocat or >f al se</ def aul t-1 ocat or>
<l ocat or - nane>DOVD_AL®&)</ | ocat or - nane>
<per si st ent - end- x- si d>t r ue</ per si st ent - end- x- si d>
</ srv6-cfg>
<mi cr o-| oop- avoi dance>
<srv6- enabl e>t r ue</ srv6- enabl e>
<srv6-ri b-updat e- del ay>2000</ srv6-ri b- updat e- del ay>
</ m cr o-1 oop- avoi dance>
</isis>
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</routing>

<routing xm ns="urn:ietf:params:xm :ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<isis xmns="urn:ietf:parans: xm:ns:yang:ietf-isis">
<fast-reroute>
<srve6-ti-Ifa>
<enabl e>t r ue</ enabl e>
</srv6-ti-Ifa>
</fast-reroute>
</isis>
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</routing>

The following is the correspondi ng exanpl e using JSON fornat.
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{
"control - pl ane-protocol s": {
"control - pl ane-protocol ": {
"isis": {
"srve-cfg": {
"enabl e": "true",
"default-locator": "false",
"l ocat or-nane": "DOVD_AL®D",
"persistent-end-x-sid": "true"
"m cro-| oop-avoi dance": {
"srv6-enable": "true"
"srv6-rib-updat e-del ay": "2000"
}
}
}
}
}
{
"control - pl ane-protocol s": {
"control -pl ane-protocol ": {
"isis": {
"fast-reroute": {
"srve-ti-Ifa": {
"enable": "true"
}
}
}
}
}
}
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