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Abstract

Enhanced VPNs aimto deliver VPN services with enhanced
characteristics, such as guaranteed resources, latency, jitter, etc.,
so as to support custoners requirenents for connectivity services

wi th these enhanced characteristics. Enhanced VPN requires

i ntegration between the overlay VPN connectivity and the
characteristics provided by the underlay network. A Network Resource
Partition (NRP) is a subset of the network resources and associ ated
policies on each of a connected set of links in the underlay network.
An NRP could be used as the underlay to support one or a group of
enhanced VPN servi ces.

In sone network scenarios, each NRP can be associated with a uni que
| ogi cal network topology. This docunent describes a nmechanismto
build the SR-based NRPs using IS-1S Milti-Topol ogy together with
other well-defined | S-1S extensions.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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1. Introduction

Enhanced VPNs aimto deliver VPN services wth enhanced
characteristics, such as guaranteed resources, latency, jitter, etc.,
SO0 as to support custoners requirenents for connectivity services

wi th these enhanced characteristics. Enhanced VPN requires

i ntegration between the overlay VPN connectivity and the
characteristics provided by the underlay network. [RFC9543]

di scusses the general framework, conponents, and interfaces for
requesting and operating network slices using | ETF technol ogi es.
Network slice is considered as one target use case of enhanced VPNs.

[ RFC9543] al so introduces the concept of the Network Resource
Partition (NRP), which is a subset of the buffer/queui ng/scheduling
resources and associ ated policies on each of a connected set of links
in an underlay network. An NRP can be associated with a |ogica
networ k topology to select or specify the set of |inks and nodes

i nvol ved. [RFC9732] specifies the framework of NRP-based enhanced
VPNs and descri bes the candi date conponent technol ogies in different
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network planes and network layers. An NRP could be used as the
underlay to neet the requirenent of one or a group of enhanced VPN
services. To neet the requirenent of enhanced VPN services, a number
of NRPs can be created, each with a subset of network resources

al | ocated on network nodes and links in a custonized topol ogy of the
physi cal networKk.

[1-D.ietf-spring-resource-aware-segnments] introduces resource

awar eness to Segrment Routing (SR) [ RFC8402]. The resource-aware S| Ds
have additional semantics to identify the set of network resources
avai l abl e for the packet processing action associated with the SIDs.
As described in [I-D.ietf-spring-sr-for-enhanced-vpn], the resource-
aware SIDs can be used to build SR-based NRPs with the required

net wor k topol ogy and network resource attributes to support enhanced
VPN services. |In an SR-based data pl ane, Segnent ldentifiers (SIDs)
can be used to represent both the topological instructions and a
subset of network resources on the network nodes and |inks which are
allocated to an NRP. The SR SIDs and the associ ated topol ogy and
resource attributes of an NRP need to be distributed using a contro
pl ane.

In sone network scenarios, the required nunber of NRPs could be
smal |, and it can be assuned that each NRP is associated with an

i ndependent topol ogy and has a set of dedicated or shared network
resources. For such scenarios, this docunent describes a sinplified
mechanismto build SR-based NRPs. It proposes to use IS 1S Milti-
Topol ogy [ RFC5120] with segnent routing [ RFC8667] to define the

i ndependent network topol ogy of each NRP. The network resources and
other TE attributes of an NRP can be advertised using IS-1S MI with
the Traffic Engineering (TE) extensions defined in [ RFC5305] and

[ RFC8570]. The resource-aware segnents can be used with this
approach to provide resource-guaranteed SR-based NRPs, while the
normal SR segments nmay al so be used to provide SR-based NRPs wth
shared network resources in the forwardi ng pl ane.

Al ternate enhancenments will be proposed to provide a flexible
combi nation of the topol ogy and resource attribute to build a
relatively large nunber of NRPs. The detail ed mechanismis out of
the scope of this docunent.

2. Advertisenment of Topology Attribute for SR-based NRP

As each SR-based NRP is associated with a network topol ogy, the

topol ogy attribute and SR SIDs of NRPs need to be advertised, so that
the SR shortest path could be cal cul ated using the topol ogy of the
corresponding NRP. In this docunent, IS-IS M and IS-1S SR are
reused for advertising the topology and SR SIDs of NRPs.
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IS-1S Multi-Topology (M) [RFC5120] has been defined to create

i ndependent topol ogies in one network. |In [RFC5120], MI-based TLVs
are introduced to advertise topol ogy-specific link-state information.
The Mr-specific Link or Prefix TLVs are defined by addi ng additiona
two bytes, which includes 12-bit Mr-ID field in front of the I SN TLV
and I P or | Pv6 Reachability TLVs. This provides the capability of
speci fying the custom zed attributes of each topol ogy. Wen each NRP
is associated with an i ndependent network topol ogy, MI-1D could be
used as the identifier of NRP in the control plane.

IS-1S Ml can be used with segnent routing based data plane. Thus the
topol ogy attribute of an SR based NRP could be advertised using M
with segnment routing. The IS-1S extensions to support the

adverti senent of topol ogy-specific MPLS SIDs are specified in

[ RFC8667]. Topol ogy-specific Prefix-SIDs can be advertised by
carrying the Prefix-SID sub-TLVs in the IS IS TLV 235 (MI IP
Reachability) and TLV 237 (MI | Pv6 | P Reachability). Topol ogy-
specific Adj-SIDs can be advertised by carrying the Adj-SID sub-TLVs
in S 1S TLV 222 (MI-1SN) and TLV 223 (M | S Neighbor Attribute)

[ RFC5311]. The topol ogy-specific Prefix-SIDs and Adj-SIDs can be
resour ce-aware segnents or nornmal SR segnents.

The 1S-1S extensions to support the adverti senent of topol ogy-
specific SRv6 Locators and SIDs are specified in [ RFC9352]. The

t opol ogy-specific SRv6 | ocators are advertised using SRv6 Locat or

TLV, and SRv6 End SIDs inherit the MI-1D fromthe parent |ocator

The topol ogy-specific End. X SID are advertised by carrying SRv6 End. X
SID sub-TLVs in the IS 1S TLV 222 (MI-1SN) and TLV 223 (Mr IS

Nei ghbor Attribute). The topol ogy-specific SRv6 | ocators can be
resource-aware |ocator or normal SRv6 | ocator, and accordingly the

t opol ogy-specific SRv6 SIDs can be resource-aware SRv6 segnents or
normal SRv6 segnents.

3. Advertisenment of Resource Attribute for SR-based NRP

In order to performconstraint based path conputation for each NRP on
the network controller or on the ingress nodes, the network resource
attributes and other attributes associated with each NRP need to be
advertised. In this docunment, IS-1S MI is reused to advertise

topol ogy-specific TE attributes for different NRPs.

On each network link, the information of the network resources and
other attributes associated with an NRP can be specified by
advertising the TE attributes sub-TLVs [ RFC5305] and [ RFC8570] in the
IS-1S TLV 222 (MI-1SN) and TLV 223 (MI IS Nei ghbor Attribute)

[ RFC5311] of the correspondi ng topol ogy.
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When Maxi mum Li nk Bandwi dth sub-TLV is advertised in the MI-1SN TLV
of a topology, it indicates the amount of |ink bandwi dth allocated to
the corresponding NRP. The bandwidth allocated to an NRP can be

excl usive for services utilizing the corresponding NRP. The usage of
other TE attributes in topol ogy-specific TLVs is out of the scope of
thi s docunent.

Editor’s note: It is noted that advertising per-topology TE
attributes was considered as a possible feature in future when the
encoding of IS 1S nulti-topology was defined in [ RFC5120].

4. Forwardi ng Pl ane Operations

For SR-MPLS data planes, the Adj-SIDs and Prefix-SIDs associated with
the same NRP can be used together to build SR-MPLS paths with the

t opol ogi cal and resource constraints of the NRP taken into
consideration. A Prefix-SIDis associated with the paths cal cul ated
in the topology corresponding to the NRP. An outgoing interface is
determined for each path. |In addition, the resource-aware prefix-SID
can steer the traffic to use the subset of network resources

all ocated to the NRP on the outgoing interface for packet forwarding.
A forwarding entry is installed in the forwardi ng pl ane using the
MPLS | abel that corresponds to the Prefix-SID associated with the

t opol ogy corresponding to the NRP. A resource-aware Adj-SID s
associ ated with a subset of network resources allocated to the NRP on
the link it identifies, and can be used together with the prefix-SlDs
of the sane NRP to build SR-MPLS TE pat hs using the NRP

For SRv6 data planes, the SRv6 SIDs associated with the same NRP can
be used together to build SRv6 paths with the topol ogi cal and
resource constraints of the NRP taken into consideration. An SRv6
Locator is a prefix which is associated with the paths calculated in
the topol ogy corresponding to the NRP. An outgoing interface is
determ ned for each path. In addition, the resource-aware SRv6
Locator prefix also steers the traffic to use the subset of network
resources which are allocated to the NRP on the outgoing interface
for packet forwarding. A forwarding entry for the SRv6 Locat or
prefix is installed in the forwardi ng pl ane for the topol ogy
corresponding to the NRP. A resource-aware End. X SID is associ at ed
with a subset of network resources allocated to the NRP on the link
it identifies, and can be used together with other types of SRv6 Sl Ds
of the same NRP to build SRv6 TE paths using the NRP
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1.

Scal ability Considerations

The nmechani sm described in this document assumes that each NRP is
associated with a unique nulti-topology, so that the MI-1Ds can be
reused to identify the NRPs in the control plane. While this brings
the benefit of sinplicity, it also has sone limtations. For

exanple, it nmeans that even if multiple NRPs share the sane topol ogy,
they would still need to be identified using different MI-I1Ds in the
control plane, then independent path conputation needs to be executed
for each NRP. Thus the nunber of NRPs supported in a network nmay be
dependent on the nunber of topol ogies supported, which is related to
bot h the nunber of topologies supported in the protocol and the
control plane overhead which the network nodes could acconpdate. The
mechani sm described in this docunment is considered useful for network
scenarios in which the required number of NRPs is small, as no
control protocol extension is required. For network scenarios where
the nunber of required NRPs is |large, nore scal able solution would be
needed, which may require further protocol extensions and
enhancenments. A detailed analysis about the NRP scalability and the
possi bl e optim zations for supporting a |large nunmber of NRPs is
described in [I-D.ietf-teas-nrp-scalability].

Security Considerations

Thi s docunent introduces no additional security vulnerabilities to
IS-1S.

The nmechani sm proposed in this docunent is subject to the sane
vul nerabilities as any other protocol that relies on |GPs.

I ANA Consi derations
Thi s docunent does not request any | ANA acti ons.
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