Net wor k Wor ki ng G oup T. Przygi enda

I nternet-Draft S. Hegde
I ntended status: Standards Track Juni per Net wor ks
Expires: 6 January 2026 5 July 2025

Fl oodi ng Reduction Al gorithnms Framework
draft-ietf-1sr-isis-flood-reduction-arch-00

Abst r act

Thi s docunent introduces a franework to deploy multiple flood
reduction algorithms within the sanme | GP domain in an interoperable
f ashi on.
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I nt roducti on

Scenarios exist where nmultiple distributed (or centralized) flood
reduction algorithns may be depl oyed sinultaneously within an | GP
domai n. These scenari os necessitate certain agreed on cooperative
behavi ors between the involved algorithnms to ensure the correctness
of the overall solution. This is true in both pernmanent and
transient (i.e., mgration) deploynent cases. Fortunately, existing
graph theory concepts allow to provide gui dance toward the design of
algorithms with the necessary properties to ensure their

i nt eroper abl e coexi stence.

Thi s docunent presents the necessary requirements for the involved
algorithms and the details of a franmework for their interoperable
depl oynent. Al though running nultiple algorithnms sinmultaneously may
not be a preferred operational choice, it is necessary if the
mgration fromone algorithmto another with mni mal network
disruption is a priority. A migration itself nay be caused by the
di scovery of defects in the deployed algorithns or the depl oynent of
new al gorithns that offer inprovenents

Dealing with interoperability or |lack thereof between this franmework
and ot her published frameworks such as e.g. [RFC9667] is explicitly
out side the scope of this docunent.

Fl oodi ng Pruner Framework
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2.1. Definitions and Axi ons

This section outlines a franework that all ows the operation of
multiple different flood reduction algorithns (called _flooding
pruners_ or _pruners_ fromhere on) in an interoperable fashion

An inmportant observation upfront, which will becorme clear later in
this section, is that full, non-optimzed fl ooding presents a speci al
case of a pruner itself. Normal flooding includes all adjacencies

wi t hout any pruning, and hence we nane it the _zero-pruner_ or
_zero" _ for short.

2.1.1. Maxi mum of One Fl ooding Pruner on a Node

This framework permts the use of at nobst one pruner on each node.

It allows to change a specific pruner at any tine on any subset of
nodes in the network while limting the inpact to the node itself and
possi bly the re-convergence of a set of nodes within its connected
component .

2.1.2. Connected Conponent

A _connected conponent _ (or conponent for short) is defined as a
subset of nodes running the sane pruner (denoted as A) where each of
the nodes can be connected to all other nodes by a path that
traverses only nodes that run A. (Cbserve that there well nmay be in
the network multiple conmponents that are not connected, but that run
the same pruner. W denote a conponent for pruner P as P|, and if
two di sjoint conmponents running P are present in the network, we
denote those as P|’ and P|’'’.

Zero-pruners al so build conponents denoted as Z| and its prines.
Anot her way to visualize conponents is to consider a network running
mul tiple pruners as "islands running non-zero algorithns" that are
connected to each other by conponents running zero-pruners (i.e.
usi ng normal fl oodi ng).

2.1.3. Flooding Connected Dom nating Sets

A pruner may choose within its conponent a subset of links to flood

whi | e maki ng sure that the conponent renains connected. In other
words, after suppressing flooding on sone |inks within the component
there nust still exist paths consisting of the remaining |inks that

connect each pair of nodes in the conmponent. W use for such
remaining links the term _flooding connected dom nating set_ or CDS
for short (nore precisely, a not necessarily |oop-free edge

dom nating set). Such a CDS is colloquially often called _flooding
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topology_ in context of flood reduction algorithnms. A sinple
spanning tree is an easily visualized special case of a CDS. W
denote such a CDS for a conmponent Al as Al*. Al * is often not unique
for a conponent and nmany different sets of |inks can be a CDS. Nor
is it required that a CDS has to be |oop-free since there may be nmany
different paths on the CDS between two nodes in a conponent.
Therefore, it is possible in a nost extrene case that each LSP is

fl ooded on a different CDS.

To sunmari ze the section above in sinple terns, a pruner mnmust choose
at | east one set of flooding links that guarantees that all
i nformati on can reach all the nodes in the conmponent.

2.1.4. Rules for Flooding Pruners

Any flood reduction algorithmexpecting to interoperate with other
algorithms within this framework but without having to understand
their behavior MJST adhere to the following rules. O herw se, the
al gorithm cannot be expected to accommpdate other algorithms in the
network at the sane tinme or is in other words a ship in the night.

1. Each node of a pruner (except the zero-pruner) MJST advertise in
its fl ooded node information the currently active pruner. It
MUST al so understand such informati on as advertised by other
nodes in the network. A node running a pruner MJST NOT assume
inmplicitly that a node is a _zero-pruner_ or supports or runs the
same al gorithm However, any pruner can safely assune that any
node that does not advertise any running pruner in its node
i nformati on MUST be a zero-pruner. Chserve that a pruner does
not need to understand how the al gorithm of another pruner
operates (or even whether it is centralized, centrally signalled
or fully distributed). The only requirenent is that every pruner
uses the sanme signaling information provided in this framework
whi ch indicates the pruner currently running.

2. A pruner MJST NOT prune links in conponents other than the one it
participates in or assune flooding behavior on links in other
components (except in the case of a _zero-pruner_ where the
flooding is well understood). In other words, each pruner is
all owed to prune sone |links fromflooding, but only strictly
within its own conponent.

3. A flooding pruner A MIST also include in its flooding CDS al
links to adjacent conponents running a non _zero-pruner_
different fromA. A node running pruner P that is different from
the zero-pruner_ SHOULD include in its flooding CDS all links to
zero-pruners. |t MAY use the known behavior the _zero-pruner_
for further optimzations. Nevertheless, such optinizations MJST
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NOT assune that there is just a single Z| in the network. This
is sufficient (but strictly speaking, nore than necessary) to
guarantee that the overall set of flooding CDSes within each
conponent creates an overall flooding CDS over the whol e network
In other words, the resulting set of links that still flood
connects all nodes in the network.

Thi s docunent does not consider other approaches that guarantee a
pruner property on e.g. a clique, i.e. a subgraph where every vertex
is neighbored to all other vertices in the clique. It assunes that
such "ship in the night conponents" can be considered zero-pruners
due to their inplicit guarantee of correct flooding to nodes that are
part of their conponent where connected to other conponents.

2.2. Beneficial Properties of the Flooding Pruner Franmework

Nodes are free to use any kind of pruner to calculate optinized
flooding. Any node of conputation, distributed or centralized, wll
work fine as long as it adheres to Section 2.1.4. Per Section 2.1.2
a node will becorme part of one and exactly one conponent after
choosing a pruner.

The framework allows but does not assune any centralized instance or
election in a conponent. Conputation and comunication wthin each
component is completely independent of other conponents.

A node is free to choose a different pruner or a _zero-pruner_ at any
point in tinme independent of all other nodes. It may end up in

anot her conponent or become a _zero-pruner_ with the nmaxi mum i npact
consisting of re-conmputation within two conponents that see such node
| eave or join. For a distributed algorithm it is likely that only
the adj oi ni ng nodes have to adjust their pruning decisions. That is
to say, the framework all ows for node-by-node depl oynent or mgration
of pruners without networkw de reconputation of optimzed fl oodi ng.
This is obviously critical to the stability of |arge networks that
may not converge within reasonable tinme if the whole network were to
revert to zero-pruning due to networkw de inpact. However, such
behavi or cannot be excluded, for exanple, in case of election

probl ens due to m sconfiguration or topol ogi cal separation of nodes
if the whole network runs a single pruner relying on centralized
election. The network itself cannot ensure correctness of a pruner
or prevent a pruner having a blast radius of the whole conponent
dependi ng upon the al gorithmand further signaling used.

Al t hough the franmework provides extrene operational flexibility when
depl oying pruners, the nost |likely scenarios are a node-by-node

depl oynent of a single pruner in addition to a zero-pruner or, if the
necessity arises, a node-by-node mgration to another pruner
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2.3. Exanple
I ncluded in HTM./ PDF only
Figure 1: Network of M xed Pruners

Figure 1 illustrates a network with three pruners running. Two
components run pruner A and are denoted as A’ and Al'’ and one
component runs pruner B. Remaining three components run the _zero-
pruner_ algorithm (annotated as Z|', Z|'', and Z|'''). CDSes within
conmponents are shown by indicating the links that were pruned from
flooding as crossed out. Additionally, the links that are included
to connect the CDS of the conmponent following the rules listed in
Section 2.1.4 have been nmade thicker. Despite multiple algorithns
and conponents being present in the network, the conplete graph is
obviously still covered by the invol ved CDSes.

Figure 1 also illustrates why the overall CDS can easily be nore than
just a spanning tree of the overall network. A node seeing its

nei ghbor runni ng another al gorithm cannot al ways deci de based on

| ocal know edge whether the |ink should be included in flooding or
not. Such a decision could be based on the overall view of the
networ k usi ng sone global tie-breaking algorithm However, due to
the potential long flooding paths and one-link mniml cuts, such an
algorithmis not considered here but could be proposed in the future.

2.4. Signaling

The only signaling required by this framework is a Sub-TLV of the IS
I'S Router Capability TLV-242 that is defined in [ RFC7981] with the
followi ng format. The Sub-TLV MJUST be advertised by a node that is
actively running any pruner except a zero-pruner. The absence of
this Sub-TLV signifies within this framework a node being a ’zero-
pruner’ or an algorithmbehaving within its conponent in an

equi val ent fashion while al so guaranteeing flooding on |links where it
connects to other conponents.

The Sub-TLV MJST be flooded within a Router Capability TLV that is
strictly area scoped and is never |eaked between |evels.

0 1 2
012345678901234567890123
b Lk Tl o e ek
| Type | Lengt h | Algorithm |
i T S S O S i o S

Figure 2
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*  Type: TBD1
* Length: 1

* Algorithm 8 bits of a nuneric identifier as allocated in the "IGP
Al gorithm Type For Conputing Fl oodi ng Topol ogy" registry.

3. Security Considerations

Thi s docunent outlines a framework for extensions to an | GP protocol
for operation on high-density network topol ogies. |nplenentations
SHOULD i npl enent crypt ographi c authentication conpliant to e.g.

[ RFC5304], and shoul d enabl e other security neasures in accordance
with the best common practices for the relevant | GP protocol.
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