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Abst r act

I n dense topol ogi es (such as data center fabrics based on the d os
and butterfly though not Iimted to those; in fact any |arge topol ogy
or one with relatively high degree of connectivity qualifies here)

I GP fl oodi ng nechani sns designed originally for rather sparse
topol ogi es can "overflood", or in other words generate too many

i dentical copies of sane information arriving at a given node from
other devices. This normally results in |onger convergence tines and
hi gher resource utilization to process and discard the superfluous
copi es. Flooding algorithm extensions that restrict the amount of

fl oodi ng performed can be constructed and can reduce resource
utilization significantly, while inproving convergence perfornmance.

One such flooding nodification (based on previous art) optinized for
operational considerations, described further in Section 2, is
described in this docunent.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. MANET-Based, Load-Bal anci ng Fl oodi ng Extensi on

The foll owi ng section describes a distributed algorithmsimlar to
and based on those inplenented in OSPF to support nobile ad-hoc

net wor ks, as described in [RFC5449],[ RFC5614]. These sol utions have
been wi dely inplenented and depl oyed.
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1.1. Enpirical Evidence of Correctness and Efficiency | nprovenent

Laboratory tests based on a well known open source codebase show t hat
nodi fications simlar to the algorithmpresented here reduce flooding
in alarge scale emulated butterfly network topol ogy significantly.
Under unnodified floodi ng procedures internedi ate systens receive, on
average, 40 copies of any changed LSP fragnent in a 2’500 nodes
butterfly network. Wth the changes described in this docunent said
systens received, on average, two copi es of any changed LSP fragnent.
In many cases, only a single copy of each changed LSP was received
and processed per node. In terns of perfornmance, overall convergence
times were cut in roughly half. Oher topol ogi es under
experinmentation in CLOS networks using another inplenmentation show
simlar performance and simul ati ons of the extension indicate
significant reductions in flooding vol unes.

An early version of mechani snms described here has been inplenented in
the FR Routing open source routing stack as part of ‘fabricd' daenon
and the described nodification has been inplement by conmerci al
vendor s.

1.2. Flooding Mdifications

This section describes detailed nodifications to the IS-1S floodi ng
process to reduce the full topology to a dom nating connected set of

links used for flooding. It does at the sane tinme bal ance the
remai ning flooding across all links in the topology to prevent hot-
spots.

1.2.1. Exanpl e Network

Fol I owi ng spine and leaf fabric will be used in further description
of the introduced nodifications.
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+==—=4+ +==—==+ H====+ +====4+ +====+ +====+
| 2A| | 1B | | 1C| | 1D | | 1E| | 1F | (TO)
+====+ +====+ +====+ +====+ +====+ +====+

===+ ===+ ===+ H4==——=+ ===+ ===+
| 2A | | 2B| | 2C| | 2D | | 2E| | 2F | (T1)
+==—=4+ +==—==+ H====+ +====4+ +====+ +====+

+====+4+ +====+ +====+ +====+ +====+ +====+
| 3A | | 3B| | 3C| | 3D| | 3E| | 3F | (T2
===+ ===+ ===+ H4==——=+ ===+ ===+

+==—==+ J4====+ F====+ HJ====+ F====+4 F====+
| 4A ] | 4B | | 4C| | 4D | | 4E | | 4F | (T1)
+====+4 H====4 F====4 F====+4 4====4 f====+
===+ ===+ ===+ H4==——=+ ===+ ===+
| 5A| | 5B| | 5C| | 5D| | B5E | | 5F | (TO)
+==—==+ J4====+ F====+ HJ====+ F====+4 F====+
Figure 1
The above picture does not contain the connections between devices
for readability purposes. The reader should assune that each device
in a given layer is connected to every device in the |ayer above it
in a butterfly network fashion. For instance:
* bBA is connected to 4A, 4B, 4C, 4D, 4E, and 4F
* BB is connected to 4A, 4B, 4C, 4D, 4E, and 4F

* 4A is connected to 3A, 3B, 3C, 3D, 3E, 3F, 5A 5B, 5C, 5D, 5E, and

5F

* 4B is connected to 3A, 3B, 3C, 3D, 3E, 3F, 5A, 5B, 5C, 5D, 5E, and
5F

* etc.

The tiers or stages of the fabric are narked for easier reference.
Alternate representation of this topology is a "folded dos" with T2
being the "top of the fabric" and TO representing the | eaves.

1.2.2. Optimzing Flooding

The sinplest way to conceive of the solution presented here is in two
st ages:
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* Stage 1. Forward Optim zation

- Find the group of internmediate systens that will all flood to
the sane set of neighbors as the local IS

- Decide (deterministically) which subset of the internediate
systens within this group should re-flood any received LSPs

* Stage 2: Reverse Optimzation

- Find neighbors on the shortest path towards the origin of the
change

- Do not flood towards these nei ghbors

The first stage is best explained through an illustration. 1In the
network above, if S5A transnmits a nodified Link State Protocol Data
Unit (LSP) to 4A-4F, each of 4A-4F nodes will, in turn, flood this

nmodi fied LSP to 3A (for instance). Wth this, 3Awll receive 6
copies of the nodified LSP, while only one copy is necessary for the
i ntermedi ate systens shown to converge on the sane view of the
topology. |If 4A-4F could determine that all of themwll all flood
i dentical copies of the nodified LSP to 3A, it would be possible for
all of them except one to decide not to flood the changed LSP to 3A

The technique used in this draft to determ ne such flooding group is
for each internmedi ate systemto cal cul ate a special SPT (shortest-
pat h spanning tree) fromthe point of view of the transmtting

nei ghbor. As next step, by setting the nmetric of all links to 1 and
truncating the SPT to two hops, the local IS can find the group of

nei ghbors it will flood any changed LSP towards and the set of

i ntermedi ate systens (not necessarily neighbors) which will also
flood to this sane set of neighbors. |If every internediate systemin
the flooding set perfornms this sanme calculation, they will all obtain
the sane fl oodi ng group

Once such a flooding group is determ ned, the nenbers of the flooding
group will each (independently) choose which of the menbers shoul d
re-flood the received information. A comon hash function is used
across a set of shared variables so each nenber of the group cones to
the sane conclusion as to the designated floodi ng nodes. The group
menmber which is in such a way ‘selected” to flood the changed LSP
does so nornmally; the remai ning group nmenbers suppress the flooding
of the LSP initially.

Each IS cal cul ates the special, truncated SPT separately, and

determ nes which IS should fl ood any changed LSPs i ndependent!|y based
on a common hash function. Because these cal cul ations are perforned
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usi ng both a view of the network shared by all nodes (based on the
common |ink state database) and additionally a comon hash functi on,
each menber of the flooding group will make the sanme deci si on under
converged conditions. |In the transitory state of nodes having
potentially different view of topol ogies the flooding nay either
overflood or in worse case not flood enough for which we introduce a
" qui ck-patching’ nechanismlater but ultimately will converge due to
periodic CSNP origi nati on per normal protocol operation

The second stage is sinpler, consisting of a single rule: do not
flood nodified LSPs al ong any of the shortest paths towards the
origin of the nodified LSP. This rule relies on the observation that
any 1S between the origin of the nodified LSP and the | ocal IS should
receive the nodified LSP fromsone other IS closer to the source of
the modified LSP. 1t is worth to observe that if all the nodes that
shoul d be designated to flood within a peer group are pruned by the
second stage the receiving node is at the ‘tail-end" of the flooding
chain and no further flooding will be necessary. Also, per normnal
protocol procedures flooding to the node fromwhich the LSP has been
received will not be perforned.

1.2.3. Optimzation Process Details

Thi s section provides nornmative description of the specification
Any node inplementing this solution MJST exhi bit external behavior
that conforns to the algorithns provided

Each internediate systemwi |l determ ne whether it should re-fl ood
LSPs as described below. Wen a nodified LSP arrives froma
Transmitting Neighbor (TN), the result of the follow ng al gorithm
obt ai ns the necessary deci sion

Step 1: Build the Two-Hop List (THL) and Renote Nei ghbor’s List (RNL)
of nodes:

A) Set all link netrics to 1

B) Calculate an SPT truncated to 2 hops fromthe perspective of TN
The cal cul ati on MJST consi der any adjacency to a neighbor via a
P- Node as a single hop and hence not include P-Nodes on THL or
RNL. Usual bidirectional checks MJST be perforned during the
construction of SPT. Links in all topologies per [ RFC5120] MJST
be used in the SPT construction. Overload condition of nodes
MJUST be ignored during the cal cul ation

C) For each ISthat is two hops away (has a netric of 2 in the
truncated SPT) from TN
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i If the ISis the LSP originator, skip
ii. If the IS is a neighbor of the LSP originator, skip

iii. If the ISis on the shortest path fromthe TN towards the
originator of the nodified LSP, skip

iv. If the ISis *not* on the shortest path fromthe TN towards
the originator of the nodified LSP, add it to THL

D) Add each ISthat is one hop away from TN to the RNL

Step 2: Sort nodes in RNL by systemIDs, fromthe | east value to the
greatest conparing the node IDs byte wise starting with the "nost
significant” or "left" byte.

Step 3: Shift the fragnent nunber of the received LSP fragment down
by 3 bits. The shifting of the fragnent nunber in the hashes will
put 8 sequent fragnments onto the sane flooding subgraph to mnim ze
re-ordering. Use fletcher 16 checksum over the shifted IDto

cal culate a nunber H  The variant used is the common sinplified
version replacing nodul o operation with a shift. Several reference
checksum are provided in Figure 2

0102. 0304. 0506. 00. 00 checksum $6215 md% 2, 3, 4, 5, 6) 01, 02, 01, 04, 05
0102. 0304. 0506. 00. 07 checksum $6215 md% 2, 3, 4, 5, 6) 01, 02, 01, 04, 05
0102. 0304. 0506. 00. OF checksum $6316 md% 2, 3, 4, 5, 6) 00, 01, 02, 01, 04
0001. 0203. 0405. 00. 01 checksum $410F md% 2, 3, 4, 5, 6) 01, 02, 03, 00, 05

Figure 2: Reference Checksumns

RNum i s the nunber of nodes in the RNL. Consequently, set Nto the H
MOD of RNum (N=H MOD RNum). Wth that Nwill be |ess than the nunber
of menmbers of RNL. (footnote 1. this allows for sone bal anci ng of
LSPs coming from same system |D).

Step 4: Starting with the Nth menber of RNL: where N is the index
into the nenbers in RNL, with index starting fromzero (index val ue
zero is assigned to the IS with | owest systemid):

A If THL is enpty or the wal k wrapped around, finish the algorithm
B) If this menmber of RNL is the local calculating IS, it MJST re-

flood the nodified LSP to at | east the renmining nenbers in the
THL it is adjacent to; finish the algorithm
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© If this menber of the RNL signals capability to run or is running
anot her fl ood reduction extension nove to the next nmenber of RNL

D) Renove all nenbers of THL connected to (adjacent to) this nenber
of RNL

E) Myve to the next menber of RNL, wrapping to the beginning of RNL
i f necessary

This description is leaning towards clarity rather than opti nal
performance when i npl enent ed

1.2.4. Flooding Failures

It is possible that during initial convergence or in sone failure
nodes the flooding will be inconplete due to the optim zations
outlined. Specifically, if are-flooder fails, or is sonehow

di sconnected fromall the links across which it should be re-
flooding, an LSP could be only partially distributed through the
topol ogy. To speed up convergence under such partition failures
(observe that periodic CSNPs will under any circunstances converge
the topol ogy though at a slower pace), an internedi ate system which
does not re-flood a specific LSP (or fragment) SHOULD:

A) Set a short, configurable timer which should be significantly
shorter than CSNP interval used

B) Wien the tiner expires, send Partial Sequence Nunber Packet
(PSNP) of all LSPs that have *not* been re-fl ooded during the
timer runtine to _all_ neighbors unless an up-to-date PSNP or
CSNP has been already received fromthe nei ghbor

C) Per normal protocol procedures process any Partial Sequence
Nunber Packets (PSNPs) received that indicate that nei ghbors
still have older versions of the LSP will |ead to the usual
synchroni zati on of the databases that are out of sync due to
optinized fl ooding.

During processing of received CSNPs or PSNPs indicating requests for
a newer version the resulting flooding MJUST NOT try to use optim zed
fl oodi ng distribution.

If the arriving LSP is older than the one held currently in LSDB the
recei ving node SHOULD set the SRMlag on TN interface if the
interface is on the shortest flooding path fromthe originator to the
recei ver of the nodified LSP
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I f any such re-synchronizati ons above a configurable threshold is
required (i.e. PSNPs are sent to the neighbors and are answered with
requests or CSNPs are indicating significant msses of distributed
LSPs), an inplenentation SHOULD notify the network operator via the
accordi ng nmechani sm about the condition

1.2.5. Deploynent Considerations

A node depl oying this algorithmon point-to-point |inks MJST send
_periodic_ CSNPs on such links. This does not represent a dramatic
change gi ven nost depl oyed i npl enentations today already exhibit this
behavi or to prevent possible slow synchronization of |S-1S database
across such links and to provide additional periodic consistency
guar ant ees.

1.2.6. Inplenentation Considerations

The cal cul ati ons descri bed here seem conpl ex, which might |ead the
reader to conclude that the cost of calculation is so rmuch higher
than the cost of flooding that this optinization is counter-
productive. First, The description provided here is designed for
clarity rather than optimal calculation. Second, many of the

i nvol ved cal cul ations can be easily perforned in advance and stored,
rat her than being performed for each LSP occurrence and each

nei ghbor. Optim zed versions of the process descri bed here have been
i mpl emented, and do result in strong convergence speed gains.

Further, a node that decides that the cal culations involved may
generate an excessive burden during massive topol ogy fluctuations
events, and may negatively affect overall protocol behavior, can
decide to not apply reduction rules tenporarily for any set of LSPs
and fully flood those until the conditions abate.

An inplenentation in a node MAY choose i ndependently of others to
provide a configurable paraneter to allow for nore than one node in
R\NL to re-flood, e.g. it may re-flood even if it’s only the nenber
that would be chosen fromthe RNL if a double coverage of THL is
required. The nodifications to the algorithmare sinple enough to
not require further text.

An i npl enentation should pay particular attention that the case of a
stale LSP with a higher version that persists in the network stil

wor ks correctly in case the originator reboots and starts with | ower
versi on. Though the flooding of an LSP back to originator is
suppressed by this extension the normal PSNP and CSNP procedures
shoul d trigger re-origination by the source of a higher version
correctly.
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2. Operational Considerations

The extension introduced to flooding in this docunment exhibits many
desirabl e properties inportant for large production |S-1S networks.

This extension is designed to be depl oyable without initia
configuration and bal ances the reduced flooding not only on a single
or fewtrees but uses the information about the origin of the
fragment to spread the | oad across whol e topol ogy.

3. Security Considerations

Thi s docunent outlines flooding algorithmnodification to the I1S-1S
protocol for operation nost useful at |large scale or in high density
networ k topol ogi es. The extension does not present any new attack
vectors even if nodes start to advertise a byzantine attack of
signalling that they run the extension while still follow ng standard
behavior. As always, ISIS inplenentations SHOULD i nplenment 1S-1S
crypt ographi ¢ authentication, as described in [RFC5304], and should
enabl e other security neasures in accordance to best comon practices
for the I'S-1S protocol

4. | ANA Section

IANA is requested to allocate a TBD value in 1-127 range with
description of "Mdified MANET Reduction" further referring to this
docunent as specification in the "I GP Algorithm Type For Conputing
Fl oodi ng Topol ogy" registry.
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Appendi x A.  Fl oodi ng Exampl e

Assune, in the network specified in exanple given in Section 1.2.1,
that 5A fl oods sonme nodified LSP towards 4A-4F and we only use a
single node to re-flood. To determ ne whether 4A should flood this
LSP to 3A-3F:

*

5A is TN, 4A calculates a truncated SPT from5A s perspective with
all link metrics set to 1

4A builds THL, which contains 3A, 3B, 3C, 3D, 3E, 3F, 5B, 5C, 5D,
5E and 5F

4A buil ds RNL, which contains 4A 4B, 4C, 4D, 4E and 4F, sorting it by
the systemID

4A conputes hash on the received LSP-ID to get N, assune Nis 1 in
this case

Since 4A is the 1st nenber of RNL and there are nenbers in THL, 4A
must re-flood; the |loop exits
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