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Abstract

An I P prefix may be configured as anycast and as such the sane val ue
can be advertised by multiple routers. It is useful for other
routers to know that the advertisement is for an anycast prefix.

Thi s docunent defines a new flag in the OSPFv2 Extended Prefix TLV
Flags to advertise the anycast property. The docunent al so specifies
a conpani on YANG nodul e for managi ng this function.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

An I P prefix may be configured as anycast and as such the sane val ue
can be advertised by multiple routers. It is useful for other
routers to know that the advertisement is for an anycast prefix.

[ RFC7684] defines OSPFv2 Opaque LSAs based on Type-Lengt h-Val ue (TLV)
tuples that can be used to associate additional attributes with
prefixes or links. The OSPFv2 Extended Prefix TLV that is contained
in the CSPFv2 Extended Prefix Opaque LSA is used to advertise

addi tional attributes associated with a prefix.

Extensions related to the anycast property of prefixes have been
specified for 1S 1S [RFC9352] and OSPFv3 [ RFC9513], even though those
docunents are related to Segnent Routing over |Pv6, the anycast
property applies to any I P prefix advertisenent. This docunent
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defines a flag to advertise the anycast property for a prefix
advertisenent in OSPFv2 in the Flags field of the OSPFv2 Extended
Prefix TLV Flags (section 2.1 of [RFC7684]). The docunent al so
specifies a conpani on YANG nodul e for nanaging this function

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. OSPFv2 Anycast Property Adverti senent

An I P prefix may be configured as anycast and it is useful for other
routers to know that the advertisenment is for an anycast prefix.

In the context of the flags defined in this docunment, the term’set’
means the bit is set to 1, and the term’clear’ neans the bit is set
to O.

A flag is introduced in OSPFv2 Extended Prefix TLV Flags [RFC7684] to
advertise the anycast property:

Val ue: TBD
Description: Anycast Flag (ACfl ag)

The only meaning of the ACG-flag is that the prefix is intended to be
advertised by nultiple nodes.

VWhen a prefix is configured as anycast, the AC-flag MIJST be set.
O herwise, this flag MJST be cl ear.

The AC-flag and the N-flag (section 2.1 of [RFC7684]) MJST NOT both
be set. The reception of an advertisement with both the N-flag and
AC-flag set MJST be considered a configuration anonmaly, and N-fl ag
MJST be ignored. Additionally, the detection of such a conflicting
adverti senent SHOULD be | ogged as an operational error(subject to
rate-limting).

The AC-flag MJIST be preserved when the OSPFv2 Extended Prefix Opaque
LSA is re-advertised into other areas.

The sane prefix can be advertised by nultiple routers, and that if at

| east one of themsets the AC-flag in its advertisenent, the prefix
i s considered as anycast.
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A prefix that is advertised by a single node and without an AC-fl ag
i s considered a node-specific prefix.

Anycast prefixes SHOULD be consistently nanaged throughout the
network. Since an AC-flag set takes precedence in identifying
anycast property, stale configurations should be strictly nonitored.

3. BGP- LS Adverti sement

[ RFC9085] defines the Prefix Attribute Flags TLV for BGP-LS that
carries prefix attribute flags information, and the Flags field of
this TLV is interpreted according to OSPFv2 [ RFC7684]. Thus the
Flags field of the BGP-LS Prefix Attribute Flags TLV al so conveys the
anycast property introduced by this docunent.

4. YANG Data Mde
YANG [ RFC7950] is a data definition |anguage used to define the
contents of a conceptual data store that all ows networked devices to
be managed usi ng NETCONF [ RFC6241] or RESTCONF [ RFC8040].
This section defines a YANG data nodel that can be used to manage the
usage of OSPFv2 Anycast Property as defined in this docunent, which
augnents the OSPF YANG data nodel [RFC9129] and the YANG Data Mode
for Routing Management [ RFC8349].

4.1. Tree for the YANG Data Mbddel

Thi s docunent uses the graphical representati on of data nodels per
[ RFC8340] .

The foll owi ng shows the tree diagram of the nodul e:
nmodul e: ietf-ospf-anycast-flag
augnment /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol / ospf: ospf/ospf:areas/ospf:area
[ospf:interfaces/ospf:interface:
+--rw anycast-fl ag? bool ean

4.2. YANG Data Mddel for OSPFv2 Anycast Property Advertisenent

The followi ng is the YANG nodul e:
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<CODE BEG NS> file "ietf-ospf-anycast-flag@025-08-28. yang"
modul e i etf-ospf-anycast-flag {
yang-version 1.1;
namespace
"urn:ietf:parans: xn:ns:yang:ietf-ospf-anycast-flag";
prefix ospf-anycast-flag;

inmport ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing
Managenment (NVDA Version)";
}
i mport ietf-ospf {
prefix ospf;
ref erence
"RFC 9129: YANG Data Mddel for the OSPF Protocol";

}

organi zati on
"I ETF LSR - Link State Routing Wrking G oup”
cont act
"WG Web: <https://datatracker.ietf.org/wg/lsr/>
WG List: <mailto:lsr@etf.org>

Aut hor : Ran Chen

<mai | to: chen.ran@te. com cn>
Aut hor : Det ao Zhao

<mmi | t 0: zhao. det ao@t e. com cn>

Aut hor : Pet er Psenak
<mai | t 0: ppsenak@i sco. conp
Aut hor : Ket an Tal aul i kar

<mailto: ketant.ietf@mail.conr
Aut hor : Changwang Lin
<mai | t o: | i nchangwang. 04414@3c. con®";

description
"Thi s YANG nodul e adds the support of managi ng an OSPFv2
prefix as anycast.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
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(https://trustee.ietf.org/license-info).

Al'l revisions of IETF and | ANA published nodul es can
be found at the YANG Paraneters registry group
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet ers) ;

This version of this YANG nodule is part of RFC XXXX;
see the RFC itself for full legal notices.";

revision 2025-11-18 {
description
"Initial version";
reference
"RFC XXXX: OSPFv2 Anycast Property Advertisenent"”;

}

identity ac-flag {
base ospf: ospfv2-extended-prefix-flag;
description
"Indicates that the prefix is configured as anycast.";

}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control - pl ane-protocol / ospf: ospf/"
+ "ospf:areas/ospf:areal/ospf:interfaces/ospf:interface" {
when "derived-from(/rt:routing/rt:control-plane-protocol s/"
+ "rt:control -plane-protocol /rt:type, ’"ospf:ospfv2 )" {
description
"This augnents the OSPFv2 interface.";
}

description
"This augnents OSPFv2 interface with anycast
property advertisenent.";
| eaf anycast-flag {
type bool ean;
default "false";
description
"Indicates that the prefix is an anycast address,
if set to 1. It indicates a node-specific prefix
if set to 0.";

}
<CODE ENDS>
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5. |1 ANA Consi derations
Thi s docunent requests allocation for the follow ng registry.
5.1. OSPFv2 Extended Prefix TLV Flags Registry

Thi s docunent requests the allocation of new value in the "OSPFv2
Ext ended Prefix TLV Fl ags" registry:

TBD: AC-fl ag (Anycast Fl ag).

5.2. OSPFv2 Anycast Flag YANG Modul e Registry

I ANA is requested to register the following URI in the "ns" registry

within the "I ETF XM. Regi stry” group ([RFC3688]):

URI: urn:ietf:parans:xm:ns:yang:ietf-ospf-anycast-flag
Regi strant Contact: The | ESG
XM: N A the requested URI is an XM. nanespace

I ANA is requested to register the foll owing YANG nodul e in the "YANG
Modul e Nanes" registry ([ RFC6020]) within the "YANG Paraneters”
registry group.

nane: ietf-ospf-anycast-flag

Mai nt ai ned by | ANA? N

nanespace: urn:ietf:parans: xm :ns:yang:ietf-ospf-anycast-flag
prefix: ospf-anycast-flag

reference: RFC XXXX

6. Security Considerations
6.1. Protocol Security Considerations

Procedures and protocol extensions defined in this docunent do not
af fect the OSPFv2 security nodel. See the "Security

Consi derations"section of [RFC7684] for a discussion of OSPFv2
security.

The newly introduced AC-flag, which MJST be either set or clear,

i ntroduces operational dependencies that inpact the senmantic validity
of the advertised prefix. The correct semantic interpretation of the
AC-flag relies on both router inplementation support for the flag and
accurate operator configuration of the anycast route. Consequently,
recei vers MJST consider the possibility of m sconfiguration or

i nconsi stent inplementation when relying on the AC-flag for
forwardi ng or security decisions.
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6.2. YANG Security Considerations

This section is nodeled after the tenplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407his].

The "ietf-ospf-anycast-flag" YANG nodul e defines data nodel that is
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These protocols have to
use a secure transport layer (e.g., SSH [RFC4252], TLS [ RFC8446], and
QUI C [ RFC9000]) and have to use nmutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., config true, which is the
default). These data nodes can be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. Specifically, the follow ng subtrees
and data nodes have particular sensitivities/vulnerabilities:

[ ospf: ospf/ospf:areas/ospf:areal ospf:interfaces/ospf:interface/
ospf-anycast-fl ag: anycast-fl ag

As specified in Section 2, the AC-flag and the N-flag MJUST NOT both
be set to 1. An attacker or a msconfiguration that violates this
rule creates a configuration anonmaly. The handling of such anonalies
is defined in Section 2. Modifications to these data nodes wi thout
proper protection could prevent interpreting the |IPv4 prefix as
anycast or node-specific.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environnments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

[ ospf: ospf/ospf:areas/ospf:areal ospf:interfaces/ospf:interface/
ospf-anycast-fl ag: anycast-fl ag

Exposure of the OSPF |ink state database may be useful in mounting
Deni al - of - Servi ce (DoS) attacks.
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Unaut hori zed access to any data node of these subtrees can discl ose
the operational state information of the OSPF protocol on a device.

There are no particularly sensitive RPC or action operations.
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