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Abstract

Thi s docunent describes a YANG data nodel to use with the Locator/ID
Separation Protocol (LISP). This nodel can be used to configure and
monitor the different control plane and data plane el enents that
enabl e a LI SP net work.

The YANG nodul es in this docunment conformto the Network Managenent
Dat astore Architecture (NVDA) defined in [ RFC8342].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Locator/1D Separation Protocol (LISP) defines several network

el ements subject to be configured. This docunent presents YANG data
nodel s that are required for basic configuration of all major LISP

[ RFCO301] elements. The nodels al so capture sone essenti al
operational data elements as well. The rationale behind these nodels
is toextend '"ietf-routing’” with LISP specifics, and although a
networ k device might inplement several LISP roles simultaneously, the
nodel has been divided into different nodul es for ease of managenent
and to better represent the separation between the different |ogica
LI SP el enents.

1.1. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]
[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

1.2. Tree Diagrans

Thi s docunent uses the graphical representation of data nodels
defined in [ RFC8340].

1.3. Prefi xes

The tabl e bel ow provides a sutmary of the prefixes used by this
docunent .
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E ool oo s e
| Prefix | YANG nodul e | Reference
[} g — e ————————(—————————————— Ll pp—p—p——(—(———
| lisp | Tetf-lisp | Section 2
R o m e U +
| if | ietf-interfaces | [ RFC8343]
S Fom oo S +
| lisp-at | ietf-lisp-address-types | Section 7
TS o e e e e e e oo R +
| yang | ietf-yang-types | [ RFC6991]
R o m e S +
| rt | ietf-routing | [ RFC8349] |
S Fom e S +
| ni | ietf-network-instance | [ RFC8529] |
TS o e e e e e e oo R +
| lisp-itr | ietf-lisp-itr | Section 3
R o m e U +
| inet | ietf-inet-types | [ RFC6991]
S oo S +
| lisp-etr | ietf-lisp-etr | Section 4
TS o e e e e e e oo R +
| lisp-ms | ietf-lisp-nmapserver | Section 5
R Fom oo U +
| lisp-mr | ietf-lisp-nmapresolver | Section 6
S Fom e S +

Table 1: Prefixes and correspondi ng YANG nodul es
2. LISP Mdul e

This is the base LISP nodule. It is further augnented by the LISP
device role specific nodul es defined el sewhere in this docunent.

2.1. Mdule Structure
modul e: ietf-lisp

augnment /rt:routing/rt:control-pl ane-protocols
[rt:control-plane-protocol
+-rwlisp

+--rw | ocator-sets
| +--rwlocator-set* [|ocator-set-nane]
| +--rw | ocat or - set - nane lisp-at:id-type
| +--rw (locator-type)?
| +--:(local -interface)
| | +--rwinterface* [interface-ref]
| | +--rw interface-ref if:interface-ref
| | +--rwopriority? uint8
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+--rw wei ght ?
+--rw mnulticast-priority?
+--rw mul ti cast-wei ght?
:(general -l ocator)
+--rw locator* [locator-id]
+--rw locator-id
+--rw | ocat or - addr ess
| +--rw address-type

July 2025

ui nt8
ui nt 8
ui nt 8

lisp-at:id-type

i sp-address-fam |y-ref

+--rw (address)?
+--:(no- addr ess)
| +--rw no-address?
+--:(ipvd)
|  +--rwipv4?

enpty

| i net:ipv4-address

+--: (i pv4-prefix)

|  +--rwipvd-prefix?

| i net:ipva-prefix

+--:(ipv6)
|  +--rwipv6?

| i net:ipv6-address

+--: (i pv6-prefix)

|  +--rwipv6e-prefix?

| i net:ipv6-prefix

+--:(mac)
|  +--rw mac?
| yang: mac- addr ess

| +--rw distingui shed-nane?
| di sti ngui shed- nane-type

+--: (as-nunber)
| +--rw as-nunber?

| i net: as- nunber

+--:(nul |l - addr ess)

| +--rw null-address

| +--rw address?
+--:(afi-list)
|  +--rwafi-Ilist

enpty

| +--rw address-1list* si mpl e- addr ess

+--:(instance-id)
+--rw instance-id

+--rw instance-id? i nstance-id-type

+--rw mask- | engt h? uint8

+--rw addr ess?

si mpl e- addr ess

+--rw as- nunber - | caf

+--rw as?

I
I
I
I
+--:(as-nunber-|I caf)
I
I
| +--rw address?

Expi res 8 January 2026
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I
I
I
|
I
I
I
I
I
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I
I
I

i net: as- nunber
si npl e- addr ess
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+--: (application-data)
| +--rw application-data
| +--rw address?
| | si npl e- addr ess
| +--rw protocol ? uint8
| +--rwip-tos? i nt32
| +--rw | ocal -port-1 ow?
| | i net: port-nunber
| +--rw | ocal - port-hi gh?
| | i net: port - nunber
| +--rw renote-port-| ow?
| | i net: port-nunber
| +--rw renot e-port-hi gh?
| i net: port-nunber
+--:(geo- coordi nat es)
| +--rw geo-coordinates
| +--rw |l atitude? bits
| +--rw | atitude-degrees? uint8
| +--rw | atitude-nm nutes? uint8
| +--rw | atitude-seconds? uint8
| +--rw | ongi tude? bits
| +--rw | ongi t ude- degr ees? uintl6
| +--rw | ongi t ude- m nut es? uint8
| +--rw | ongi t ude- seconds? uint8
| +--rw altitude? i nt32
| +--rw address?
| si mpl e- addr ess
+--:(nat-traversal)
| +--rw nat-traversal
| +--rw ms-udp-port? uintl6
| +--rw etr-udp-port? uintl16
| +--rw gl obal -etr-rloc?
| | si mpl e- addr ess
| +--rw ms-rloc?
| | si npl e- addr ess
| +--rw private-etr-rloc?
| | si mpl e- addr ess
| +--rwrtr-rlocs*
| si mpl e- addr ess
+--:(explicit-locator-path)
| +--rwexplicit-locator-path
| +--rw hop* [hop-id]
| +--rw hop-id id-type
| +--rw address? si mpl e- addr ess
| +--rwlrs-bits? bits
+--: (source-dest - key)
I
I

+--rw source? si npl e- addr ess

Expi res 8 January 2026
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| +--rw dest? si mpl e- addr ess
| +--: (key-val ue- addr ess)

| +--rw key-val ue- addr ess
I

I

I

I

| +--rw key? si npl e- addr ess
| | +--rw val ue? si npl e- addr ess
| +--rwopriority? uint8

| +--rw wei ght ? uint8

| +--rw multicast-priority? uint8

| +--rw mul ti cast-wei ght? uint8

+--rw lisp-role* [lisp-role-type]

| +--rwlisp-role-type lisp-role-ref

+--rw lisp-router-id
| +--rwsite-id? ui nt 64
|  +--rw xtr-id? lisp:xtr-id-type
+--rw vpns
+--rw vpn* [instance-id]
+--rw instance-id lisp-at:instance-id-type
+--rw iid-nane
-> / ni:network-instances/ network-i nstance/ name

2.2. Mbdule Definition

<CCODE BEG NS> file "ietf-1isp@024-10-20.yang"
modul e ietf-lisp {
yang-version 1.1;
nanespace "urn:ietf:parans:xm:ns:yang:ietf-lisp";
prefix lisp;

inmport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Mddel for Interface Managenent"”;

}

/1l RFC Ed.: replace occurrences of XXXX with actual RFC nunber
/1 and renove this note

inmport ietf-lisp-address-types {
prefix lisp-at;
ref erence
"RFC XXXX: LI SP YANG nodel ";

}
import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Common YANG Data Types";
}
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import ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA version)"

}
i mport ietf-network-instance {
prefix ni;
ref erence
"RFC 8529: YANG Model for Network |nstances”;
}

organi zati on
"I ETF LI SP (Locator/1D Separation Protocol) Wrking G oup"”;
cont act
"WG Web: <https://datatracker.ietf.org/wg/lisp/>
WG List: <mailto:lisp@etf.org>

Edi t or: Vi na Ermagan
<mai | t 0: er magan@nmui | . con>

Edi t or: Al berto Rodri guez-Nata
<mmi | t 0o: nat al @i sco. con®

Edi t or: Reshad Rahman
<mai | t o: reshad@ahoo. com>";
description
"Thi s YANG nodul e defines the generic paraneters for LISP
The nodul e can be extended by vendors to define vendor-specific
LI SP parameters and policies.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices

reférence
"RFC XXXX";

revision 2024-10-20 {
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description

"Initial revision.";
ref erence

"RFC XXXX";

}

/*
ldentity definitions
*/

identity lisp {
base rt:control -pl ane-protocol ;
description
"LI SP protocol .";
ref erence
"RFC 9301: Locator/ID Separation Protocol (LISP) Control Plane";

}

identity lisp-role {
description
"LISP router role.";

}

identity itr {
base lisp-role;

description
"LISP ITR ";

}

identity pitr {
base lisp-role;
description
"LISP PITR ";

}

identity etr {
base lisp-role;

description
"LISP ETR. ";

}

identity petr {
base lisp-role;
description
"LI SP PETR. ";

}

i dentity mappi ng-system {
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description
"Mappi ng Systeminterface";

}

i dentity singl e-node-nmappi ng-system {
base mappi ng-system
description
"Logically singular Map Server.";

}

identity map-reply-act {
description
"Defines the lisp map-cache ACT type.";
reference "https://ww.iana. org/assi gnnents/|isp-paraneters”
+ "/lisp-parameters. xhtm # i sp-act -val ue”;

}

identity no-action {
base map-reply-act;
description
"Mapping is kept alive and no encapsul ati on
occurs.";

}

identity natively-forward {
base map-reply-act;
description
"Mat chi ng packets are not encapsul ated or
dropped but natively forwarded.";

}

identity send-map-request {
base map-reply-act;
description
"Mat chi ng packets invoke Map- Requests.";

}

identity drop-no-reason {
base map-reply-act;
description
"Mat chi ng packets are dropped.";

}

identity drop-policy-denied {
base map-reply-act;
description
"Mat chi ng packets are dropped (due to policy).";
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identity drop-auth-failure {
base map-reply-act;
description
"Mat chi ng packets are dropped (due to authentication
failure).";

}

identity auth-algorithm {
description
"Base identity for the authentication mechani sns supported by
LI SP. *;
reference "https://ww.iana. org/assignnents/|isp-paraneters”
+ "/lisp-paranmeters. xhtm # i sp- key-i d- nunber s"

}

identity no-auth-al gorithm{
base aut h-al gorithm
description
"No aut hentication.”;

}

i dentity hmac-sha-1-96-none {
base aut h-al gorithm
description
"MAC = HMAC SHA- 1- 96 (RFC2404), KDF = none.";
}

identity hmac-sha-256-128-none {
base aut h-al gorithm
description
"MAC = HMAC- SHA- 256- 128 (RFC4868), KDF = none.";

}

i dentity hnmac-sha- 256-128- HKDF- SHA2562 {
base aut h-al gorithm
description
"MAC = HMAC SHA- 256- 128, KDF = HKDF- SHA2562 ( RFC4868).";
}

typedef mappi ng-systemref {
type identityref {
base mappi ng-system
}
description
"Mappi ng Systemreference.”;

typedef lisp-role-ref {
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type identityref {
base lisp-role;
}
description
"LISP role reference.";

}

typedef map-reply-action {
type identityref {
base map-reply-act;
}
description
"Map- Reply action reference.";

}

typedef eid-id {
type lisp-at:id-type;
description

July 2025

"Type encodi ng of |isp-addresses to be generally used in EID

keyed lists.";
}

typedef auth-algorithmtype {
type identityref {
base aut h-al gorithm
}
description
"Aut hentication algorithmreference.";

}

typedef xtr-id-type {
type binary {
| ength "16";
}
description
"128-bit xTR identifier.";

}

groupi ng | ocator-properties {

description

"Properties of a RLOC. ";
| eaf priority {

type uint8;

description

"Locator priority.";

}

| eaf weight {
type uint8;

Er magan, et al. Expi res 8 January 2026
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description
"Locator weight.";

|l eaf multicast-priority {
type uint8;
description
"Locator’s multicast priority.";

| eaf multicast-weight {
type uint8;
description
"Locator’s nulticast weight.";
}
}

groupi ng | ocat ors-groupi ng {
description
"Grouping that defines a list of LISP |ocators.";
list locator {
key "l ocator-id";
description
"List of routing locators.";
| eaf locator-id {
type lisp-at:id-type;
description
"Locator id.";
}

cont ai ner | ocator-address {
uses lisp-at:|isp-address;
description
"The | ocator address provided in LISP canonica
address format.";
}
uses | ocator-properties;
}
}

groupi ng | ocal -1 ocat ors-groupi ng {
description
"Grouping that defines a list of LISP |ocators.";
list interface {
key "interface-ref";
description
"The address type of the locator.";
| eaf interface-ref {
type if:interface-ref;
description
"The name of the interface supporting the locator.";
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}
uses | ocator-properties;
}
}

groupi ng mappi ng {
description
"Grouping that defines a LISP napping.";
container eid {
uses |lisp-at:|isp-address;
description
"End-host ldentifier (EID) to be napped to a list of
| ocators.";

leaf tine-to-live {
type uint32;
units "m nutes";
description
"Mapping validity period in mnutes (as per RF6830).";

| eaf creation-time {
type yang: date-and-ti ne;
config fal se;
description
"Ti me when the mapping was created.";

| eaf authoritative {
type bits {
bit A{
description
"Authoritative bit.";
}
}

description
"Bit that indicates if mapping conmes froman
authoritative source.";

| eaf static {
type bool ean;
default "fal se";
description
"This | eaf should be true if the mapping is static.";

choice locator-list {
description
"l'ist of locators are either negative, or positive.";
case negative-nappi ng {
| eaf map-reply-action {
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type map-reply-action;
description

"Forwardi ng action for a negative mapping.";

}
}
case positive-nmapping {
container rlocs {
uses | ocat or s-groupi ng;
description
"List of locators for a positive mapping.";

}
}
}
}

groupi ng nmappi ngs {
description
"Grouping that defines a list of LISP nmappings.";
list vpn {
key "instance-id";
description
"VPN to which the mappi ngs bel ong.";
| eaf instance-id {
type leafref {
path "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -plane-protocol/lisp:lisp"
+ "/lisp:vpns/lisp:vpn"
+ "/lisp:instance-id";
}
description
"VPN identifier.";
}

cont ai ner mappi ngs {
description
"Mappi ngs within the VPN ";
I'ist mapping {
key "eid-id";
description
"List of EID to RLOCs mappings.";
|l eaf eid-id {
type eid-id;
description
"Id that uniquely identifies a mapping.";
}

uses mappi ng;
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}

groupi ng aut h-key {
description
"Grouping that defines authentication keys.";
cont ai ner authentication-keys {
description
"Multiple authentication keys can be defined.";
list authentication-key {
key "aut h-key-id";
description
"Aut hentication key paraneters.";
| eaf auth-key-id {
type lisp-at:id-type;
description
"Identifier of the authentication key.";
}

leaf-list auth-algorithmid {
type lisp:auth-algorithmtype;
description
"Aut hentication algorithmused with the key.";

| eaf aut h-key-val ue {
type string;
description
"Clear text authentication key.";
}

}
}
}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol " {
when "derived-fromor-self(rt:type, "lisp:lisp’ )" {
description
"This augnmentation is only valid for a control-plane protoco
i nstance of LISP.";
}
description
"LI SP protocol ietf-routing nodul e control-plane-protoco
augnentation.”;
container lisp {
description
"Paranmeters for the LISP subsystem";
contai ner |ocator-sets {
description
"Cont ai ner that defines a named | ocator set which can be
ref erenced el sewhere.";
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list |ocator-set {

key "l ocator-set-nanme";
description

"Multiple |l ocator sets can be defined.";
| eaf | ocator-set-nanme {

type lisp-at:id-type;

description

"Locat or set nane.";

choi ce | ocator-type {
description
"Locator sets can be based on local interfaces, or
general |ocators.";
case local -interface {
uses | ocal -1 ocat or s- gr oupi ng;
description
"List of locators in this set based on | oca
interfaces.";
}
case general -1 ocator {
uses | ocat ors-groupi ng;
description
"List of locators in this set based on
|isp-address.”;
}
}
}
}
list lisp-role {
key "lisp-role-type";
description
"List of lisp device roles such as M5, MR | TR
PITR, ETR or PETR "“;
| eaf lisp-role-type {
type lisp-role-ref;
description
"The type of LISP device - identity derived fromthe
"lisp-device’ base identity.";
}
}

container lisp-router-id {

when "../lisp-role/lisp-role-type = "'lisp:itr’ or
../lisp-role/lisp-role-type = "lisp:pitr’ or
../lisp-role/lisp-role-type = 'lisp:etr’ or
.Ilisp-role/lisp-role-type = 'lisp:petr’" {

desc%iption
"Only when ITR, PITR, ETR or PETR ";
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description
"Site-1D and xTR-1D of the device.";
| eaf site-id {
type ui nt 64;
description
"Site ID";

leaf xtr-id {
type lisp:xtr-id-type;
description
"XTR ID.";
}
}

cont ai ner vpns {

when "../lisp-role/lisp-role-type = 'lisp:itr’ or
../lisp-rolel/lisp-role-type = '"lisp:pitr’ or
../lisp-rolel/lisp-role-type = 'lisp:etr’ or
.Ilisp-role/lisp-role-type = 'lisp:petr’" {

desc}iption
"Only when | TR, PITR ETR or PETR ";

}

description
"VPNs. ";

list vpn {
key "instance-id";
uni que "iid-name";

description
"List of VPNs.";
| eaf instance-id {
type lisp-at:instance-id-type;
description
"VPN identifier. The value 0 for instance-id nmust be
used for the default VRF.";

| eaf iid-name {
type leafref {
pat h "/ni:network-instances/ni:network-instance"
+ "/ ni:nanme";

mandat ory true;
description
"Name of VPN (e.g. VRF) to which an instance-id is
bound. Each instance-id is bound to a different VPN ";
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}
<CODE ENDS>
LI SP-1 TR Mbdul e

Thi s nodul e captures the configuration data nodel
I ngress Tunnel Router or LISP (p)I TR  The nodel
operational data el enents.

3.1. NMbdule Structure

modul e: ietf-lisp-itr
augnment /rt:routing/rt:control-pl ane-protocols
/rt:control -plane-protocol /lisp:lisp
+--rwitr!
+--rw rl oc- probing!
| +--rwinterval?
| +--rwretries? uint8
| +--rwretries-interval ? uint16
+--rwitr-rlocs? | eaf r ef
+--rw map-resol vers
| +--rw map-resolver*
+--rw proxy-etrs
| +--rw proxy-etr-address*
+--rw map- cache
+--ro size? ui nt 32
+--ro limt? ui nt 32
+--rw vpn* [instance-id]
+--rw instance-id
+--rw nmappi ngs
+--rw mappi ng* [eid-id]
+--rweid-id
+--rweid
| +--rw address-type

ui nt 16

i net:ip-address

| eaf r ef

+--rw (address)?
+--:(no-address)
| +--rw no-address?
+--: (i pvd)
|  +--rwipv4?

+--: (i pv4-prefix)
|  +--rwipvd-prefix?

+--:(ipvb)
|  +--rwipv6?

Er magan, et al. Expi res 8 January 2026
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of a LISP (proxy)
al so captures sone

i net:ip-address

eid-id

i sp-address-fam |y-ref

enpty

| i net:ipv4-address

| inet:ipvéd-prefix

| i net:ipv6-address
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+--: (i pv6-prefix)

| +--rwipv6e-prefix?
inet:ipv6-prefix

+--:(mac)

|  +--rw mac?

| yang: mac- addr ess

+--:(di stingui shed- nane)

| +--rw distingui shed- name?

July 2025

di sti ngui shed- nane-type

+--: (as-nunber)
| +--rw as-nunber?
i net: as-nunber

--:(null -address)

+--rw nul | - address

+--rw address? enpty

--:(afi-list)

+--rw afi-list

+--rw address-1list* si npl e- addr ess

--:(instance-id)
+--rw instance-id

+--rw instance-id? i nstance-id-type

+--rw mask-1 engt h? uint8
si npl e- addr ess

+--rw address?

+--rw as- nunber - | caf

+--rw as? i net: as- nunber
+--rw address? si mpl e- addr ess

+

I

|

+

I

I

+

I

|

I

I

+--: (as-nunber - | caf)
I

I

|

+--: (application-data)

| +--rw application-data

| +--rw address?

| +--rw protocol ?

| +--rwip-tos?

| +--rw | ocal - port-| ow?

| | i net: port - nunber
| +--rw | ocal - port-hi gh?

| | i net: port-nunber
| +--rw renote-port-I ow?

| | i net: port-nunber
| +--rw renot e-port-high?
| i net: port - nunber
+--: (geo- coordi nat es)

| +--rw geo-coordinates

| +--rw | atitude?

| +--rw | atitude-degrees?
| +--rw | atitude-m nutes?
| +--rw | atitude-seconds?
| +--rw | ongi tude?

| +--rw | ongi t ude- degr ees?

Expi res 8 January 2026

si npl e- addr ess
uint8
int32

bits
ui nt 8
ui nt 8
ui nt 8
bits
ui nt 16
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+--ro creation-tine?
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| +--rw | ongi t ude- m nut es?
| +--rw | ongi t ude- seconds?
| +--rw altitude?

| +--rw address?
+--:(nat-traversal)

| +--rwnat-traversa

| +--rw ms-udp-port?

| +--rw etr-udp-port?

| +--rw gl obal -etr-rloc?

| +--rw ns-rloc?

| +--rw private-etr-rloc?
| +--rwrtr-rlocs*
+--:(explicit-1ocator-path)

| +--rwexplicit-locator-path
| +--rw hop* [hop-id]
| +--rw hop-id

| +--rw addr ess?

I
+- -
I

|

I
+- -

. (sour ce- dest - key)

+--rw sour ce-dest - key
+--rw source?
+--rw dest?

: (key-val ue- addr ess)

+--rw key-val ue- addr ess

July 2025

uint8
uint8
i nt32
si npl e- addr ess

uintl16
uintl16
si mpl e- addr ess
si npl e- addr ess
si npl e- addr ess
si npl e- addr ess

id-type
si npl e- addr ess
+--rwlrs-bits? bits

si mpl e- addr ess
si npl e- addr ess

+--rw key?
+--rw val ue?

si mpl e- addr ess
si mpl e- addr ess

ui nt 32
yang: dat e-and-ti ne

+--rw authoritative? bits

+--rw static?

bool ean

+--rw (locator-list)?

+- -

+--: (negati ve- mappi ng)
+--rw nmap-reply-action?
+--: (positive-mappi ng)

map-repl y-action

rwrlocs

+--rw locator* [locator-id]

Expi res 8 January 2026

+--rw | ocator-id
| lisp-at:id-type
+--rw | ocat or - addr ess
| +--rw address-type
i sp-address-fam |y-ref

+--rw (address)?

+--:(no- address)

| +--rw no-address?

| enpty

+--:(ipvd)

|  +--rwipv4?

| i net:ipv4-address
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+--: (i pv4-prefix)
|  +--rwipvd-prefix?
| inet:ipvéd-prefix
+--:(ipvb)
|  +--rwipv6?
| i net:ipv6-address
+--: (i pv6-prefix)
| +--rwipv6e-prefix?
inet:ipv6-prefix
+--:(mac)
|  +--rw mac?
yang: mac- addr ess
+--:(di stingui shed- nane)
| +--rw distingui shed- name?
di sti ngui shed- nane-type
+--: (as-nunber)
| +--rw as-nunber?
i net: as-nunber
+--:(null -address)
| +--rw null-address
| +--rw address? enpty
+--:(afi-list)
|  +--rwafi-list
| +--rw address-1list*
| si mpl e- addr ess
+--:(instance-id)
| +--rwinstance-id
| +--rw instance-id?
| | i nstance-i d-type
| +--rw mask- | engt h? uint8
| +--rw address?
| si mpl e- addr ess
+--:(as-nunber-| caf)
| +--rw as-nunber-| caf
| +--rw as?
| | i net: as-nunber
| +--rw address?
| si mpl e- addr ess
+--:(application-data)
| +--rw application-data
| +--rw address?
| | si npl e- addr ess
| +--rw protocol ?
| | uint8
| +--rwip-tos?
| | int32
| +--rw | ocal - port-| ow?
| | i net: port-nunber
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| +--rw | ocal - port-high?

| | i net: port-nunber
| +--rw renote-port-| ow?

| | i net: port - nunber
| +--rw renot e-port-high?
| i net: port-nunber

+--rw address?
si npl e- addr ess

+--: (geo- coordi nat es)

| +--rw geo-coordinates

| +--rw latitude?

| | bits

| +--rw | atitude-degrees?

| | uint8

| +--rw | atitude-m nutes?
| | uint8

| +--rw | atitude-seconds?

| | uint8

| +--rw | ongi tude?

| | bits

| +--rw | ongi t ude- degr ees?
| | uint16

| +--rw | ongi t ude- m nut es?
| | uint8

| +--rw | ongi t ude- seconds?
| | uint8

| +--rw altitude?

| | int32

I

I

--:(nat-traversal)
+--rw nat-traversal
+--rw ms-udp-port?
| uint16
+--rw etr-udp-port?
| ui nt 16

+

I

I

I

I

I

| +--rw gl obal -etr-rloc?
| | si npl e- addr ess

| +--rw ns-rloc?

| | si npl e- addr ess

| +--rw private-etr-rloc?

| | si npl e- addr ess

| +--rwrtr-rlocs*

| si npl e- addr ess
+--:(explicit-1ocator-path)

| +--rwexplicit-locator-path

| +--rw hop* [hop-id]

| +--rw hop-id id-type
| +--rw addr ess?

| | si npl e- addr ess
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| +--rwlrs-bits? bits
+--:(source-dest - key)
| +--rw source-dest-key
| +--rw source?
| | si npl e- addr ess
| +--rw dest?
| si mpl e- addr ess
+--: (key-val ue- addr ess)
+--rw key-val ue- addr ess

+--rw key? si npl e- addr ess
+--rw val ue? si npl e- addr ess
+--rwopriority? uint8
+--rw wei ght ? uint8
+--rw multicast-priority? uint8
+--rw mul ti cast-wei ght? uint8

3.2. Mbdule Definition

<CCDE BEG NS> file "ietf-1lisp-itr@024-10-20.yang"
modul e ietf-lisp-itr {
yang-version 1.1;
nanespace "urn:ietf:paranms: xnm:ns:yang:ietf-lisp-itr";
prefix lisp-itr;

/1l RFC Ed.: replace occurrences of XXXX with actual RFC numnber
/1 and renmpve this note

inmport ietf-lisp {
prefix |isp;
ref erence
"RFC XXXX: LI SP YANG nodel ";
}
inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";
}
inmport ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA version)";

}

organi zati on

"I ETF LI SP (Locator/1D Separation Protocol) Working G oup"
cont act

"WG Web: <http://tools.ietf.org/wy/lisp/>
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WG List: <mailto:lisp@etf.org>

Edi t or: Vi na Ermagan
<mai | t 0: ermagan@nai | . con®

Edi t or: Al berto Rodri guez-Nata
<mai | t 0: nat al @i sco. con®

Edi t or: Reshad Rahman
<mai | t 0: reshad@ahoo. cons";
description
"Thi s YANG nodul e defines the generic paraneters for a LISP
I TR The nodul e can be extended by vendors to define
vendor - speci fic parameters and policies.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices
reference
"RFC XXXX";

revisi on 2024-10-20 {
description
"Initial revision.";
ref erence
"RFC XXXX";
}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -plane-protocol/lisp:lisp" {
when "lisp:lisp-role/lisp:lisp-role-type = "'lisp:itr’ or
lisp:lisp-role/lisp:lisp-role-type = "lisp:pitr’'" {
description
"Augnent is valid when LISP role type is ITR or PITR ";
}

description

"This augnents the LISP devices list with (P)ITR specific
paranmeters. ",
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container itr {
presence "LISP (P)I TR operation enabl ed";
description
"I TR paraneters.”;
contai ner rloc-probing {
presence "RLOC probing active";
description
"RLOC- pr obi ng parameters.";
| eaf interval {
type uint 16;
units "seconds";
description

"Interval in seconds for resending the probes.";

| eaf retries {
type uint8;
description

"Nunmber of retries for sending the probes.";

| eaf retries-interval {
type uint 16;
units "seconds";
description

July 2025

"Interval in seconds between retries when sendi ng probes.

The action taken if all retries fai

i mpl ement ati on specific.";
}
oo
leaf itr-rlocs {
type leafref {

path "/rt:routing/rt:control-pl ane-protocol s"
+ "/rt:control -plane-protocol/lisp:lisp"
+ "/lisp:locator-sets/lisp:locator-set”

+ "/lisp:locator-set-nanme";

}

description

to receive is

"Reference to a locator set that the (P)ITR includes in

Map- Request s";
}
cont ai ner map-resolvers {
description

"Map- Resol vers that the (P)I TR uses.";

| eaf-1ist map-resol ver {
type inet:ip-address;
description

"Each Map-Resolver within the |ist of Map-Resolvers.";

Er magan, et al. Expi res 8 January 2026
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cont ai ner proxy-etrs {
when "../../lisp:lisp-role/lisp:lisp-role-type="lisp:itr’" {
description
"Container exists only when LISP role type is ITR";
}
description
"Proxy ETRs that the | TR uses.";
| eaf-1ist proxy-etr-address {
type inet:ip-address;
description
"Proxy ETR RLOC address.";
}
}

cont ai ner map- cache {
| eaf size {
type uint32;
config fal se;
description
"Current nunber of entries in the ElDto-R.LOC map-cache.";
}
leaf limt {
type uint32;
config fal se;
description
" Maxi mum per ni ssi bl e nunber of entries in the EIDto-RLCC
map- cache. ";
}
uses |isp: mappi ngs;
description
"EID to RLOCs nmappi hgs cache.";
}
}
}

}
<CODE ENDS>

4. LI SP-ETR Mbdul e
Thi s nodul e captures the configuration data nodel of a LISP (proxy)
Egress Tunnel Router or (p)ETR  The nodel al so captures sone
operational data el enents.

4.1. Mbdule Structure
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I
|
I
I
I
I
+
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ietf-lisp-etr
augnment /rt:routing/rt:control-pl ane-protocols
[rt:control -plane-protocol/lisp:lisp
+--rw nep-servers
+--rw map- server* [ ms-address]
+--rw ms- addr ess i net:ip-address
+--rw aut henti cati on-keys
+--rw aut henti cati on-key* [auth-key-id]
+--rw aut h-key-id lisp-at:id-type
+--rw auth-al gorithmid* l'isp:auth-algorithmtype
+--rw aut h- key- val ue? string
--rw | ocal -ei ds
+--rw vpn* [instance-id]
+--rw instance-id | eaf r ef
+--rw eids
+--rw |l ocal -eid* [eid-id]
+--rweid-id lisp:eid-id
+--rw ei d- addr ess
| +--rw address-type
| i sp-address-fam | y-ref
+--rw (address)?
+--:(no-address)
| +--rw no-address? enpty

Er magan,

I

I

I

I

| +--:(ipvd)

| |  +--rwipv4?

| | i net:ipv4-address
| +--: (i pvéd-prefix)
| |  +--rwipva-prefix?
| | i net:ipva-prefix
| +--:(ipv6)

| |  +--rwipve?

| | i net:ipv6-address
| +--: (i pv6-prefix)

| |  +--rwipv6-prefix?

| | i net:ipv6-prefix
| +--:(mac)

| |  +--rw mac?

| | yang: mac- addr ess
| +--: (di stingui shed- nane)

| | +--rw distingui shed- nane?
I

I

|

I

I

I

| di sti ngui shed- nane-type

+--: (as-nunber)

| +--rw as-nunber?

| i net: as-nunber
+--:(nul |l - addr ess)

| +--rw null-address

et al. Expi res 8 January 2026
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| +--rw address? enpty
+--:(afi-list)

|  +--rwafi-list

| +--rw address-1list*
+--:(instance-id)

| +--rwinstance-id

| +--rw instance-id?

| +--rw mask-1 engt h?

| +--rw address?

+--: (as-nunber-| caf)

|  +--rw as-nunber-1 caf

| +--rw as?

| +--rw address?
+--:(application-data)

| +--rw application-data

| +--rw addr ess?

| +--rw protocol ?

| +--rwip-tos?

| +--rw | ocal -port-1 ow?

| | i net: port-nunber
| +--rw | ocal - port-hi gh?

| | i net: port - nunber
| +--rw renote-port-| ow?

| | i net: port-nunber
| +--rw renot e-port-hi gh?
| i net: port-nunber
+--:(geo- coordi nat es)

| +--rw geo-coordinates

| +--rw |l atitude?

| +--rw | atitude-degrees?
| +--rw | atitude-m nutes?
| +--rw | atitude-seconds?
| +--rw | ongi tude?

| +--rw | ongi t ude- degr ees?
| +--rw | ongi t ude- m nut es?
| +--rw | ongi t ude- seconds?
| +--rw altitude?

| +--rw address?
+--:(nat-traversal)

| +--rwnat-traversa

| +--rw ns-udp-port?

| +--rw etr-udp-port?

| +--rw gl obal -etr-rloc?

| +--rw ms-rloc?

| +--rw private-etr-rloc?
| +--rwrtr-rlocs*
+--:(explicit-locator-path)

| +--rwexplicit-locator-path

Expi res 8 January 2026
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si npl e- addr ess

i nstance-id-type
uint8
si mpl e- addr ess

i net: as- nunber
si mpl e- addr ess

si npl e- addr ess
uint8
i nt32

bits

ui nt8
ui nt8
ui nt 8
bits

ui nt 16
ui nt8
ui nt8
int32
si mpl e- addr ess

ui nt 16
uintl6
si mpl e- addr ess
si mpl e- addr ess
si mpl e- addr ess
si npl e- addr ess
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| +--rw hop* [hop-id]
| +--rw hop-id id-type
| +--rw address? si mpl e- addr ess
| +--rw lrs-bits? bits
+--: (source-dest - key)
| +--rw source-dest-key
| +--rw source? si mpl e- addr ess
| +--rw dest? si mpl e- addr ess
+--: (key-val ue- addr ess)
+--rw key-val ue- addr ess

+--rw key? si npl e- addr ess

+--rw val ue? si npl e- addr ess
+--rw rlocs? | eaf r ef
+--rw record-ttl? ui nt 32
+--rw want - map- noti fy? bool ean
+--rw proxy-reply? bool ean

+--rw registration-interval ? uintl6
4.2. Mbdul e Definition

<CODE BEG@ NS> file "ietf-lisp-etr@024-10-20.yang"
nmodul e ietf-lisp-etr {
yang-version 1.1;

nanespace "urn:ietf:paranms: xn:ns:yang:ietf-lisp-etr";
prefix lisp-etr;

/1 RFC Ed.: replace occurrences of XXXX with actual RFC nunber
/1 and renpve this note
import ietf-lisp {
prefix lisp;
reference "RFC XXXX: LI SP YANG nodel ;
}
inmport ietf-lisp-address-types {
prefix lisp-at;
reference "RFC XXXX: LI SP YANG nodel ";
}
inmport ietf-inet-types {
prefix inet;
reference "RFC 6991: Conmon YANG Data Types";
}
inmport ietf-routing {
prefix "rt";
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA version)";
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organi zati on
"I ETF LI SP (Locator/1D Separation Protocol) Wrking G oup"”;
cont act
"WG Web: <http://tools.ietf.org/wg/lisp/>
WG List: <mailto:lisp@etf.org>

Edi t or: Vi na Ermagan
<mai | t 0: ermagan@nmai | . con»

Edi tor: Al berto Rodri guez-Nata
<mmi | t 0o: nat al @i sco. con®

Edi t or: Reshad Rahman
<mai | t o: reshad@ahoo. com>";
description
"Thi s YANG nodul e defines the generic paraneters for a LISP
ETR. The nodul e can be extended by vendors to define
vendor - speci fic paranmeters and policies.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices

",
’

reference "RFC XXXX";

revision 2024-10-20 {
description
"Initial revision.";
ref erence
"RFC XXXX";

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -plane-protocol/lisp:lisp" {
when "lisp:lisp-role/lisp:lisp-role-type ="'lisp:etr’ or
lisp:lisp-role/lisp:lisp-role-type = "lisp:petr’" {
description
"Augnent is valid when LISP device type is (P)ETR ";
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description
"This augnents the LISP devices list with (P)ETR specific
parameters.";
container etr {
presence "LISP (P)ETR operation enabl ed";
description
"(P)ETR paraneters.";

cont ai ner map-servers {
when "../../lisp:lisp-role/lisp:lisp-role-type="lisp:etr’" {
description
"Cont ai ner exists only when LISP device type is ETR ";
}

description
"Map- Servers that the ETR uses.";
list map-server {
key "ns-address";
description
"Each Map-Server within the Iist of Map-Servers.";
| eaf mns-address {
type inet:ip-address;
description
" Map- Server address.";
}

uses |isp: aut h-key;
}
}

contai ner |ocal-eids {
when "../../lisp:lisp-role/lisp:lisp-role-type="lisp:etr’" {
description
"Cont ai ner exists only when LISP device type is ETR ";
}

description
"VPNs served by the ETR ";
list vpn {
key "instance-id";
description
"VPN for local-EIDs.";
| eaf instance-id {
type leafref {
path "/rt:routing/rt:control-pl ane-protocol s"
+ "/rt:control -plane-protocol/lisp:lisp"
+ "/lisp:vpns/lisp:vpn"
+ "/lisp:instance-id";
}
description
"VPN identifier.";
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}

contai ner eids {
description
"ElIDs served by the ETR ";
list local-eid {
key "eid-id";
description
"List of local EIDs.";
|l eaf eid-id {
type lisp:eid-id;
description
"Unique id of local EID";
}

cont ai ner ei d-address {
uses lisp-at:|isp-address;
description
"EID address in generic LISP address format.";

| eaf rlocs {
type leafref {
path "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -plane-protocol /lisp:lisp"
+ "/lisp:locator-sets/lisp:locator-set”
+ "/lisp:locator-set-nanme";
}
description
"Locator set mapped to this local EID.";
}

| eaf record-ttl {
type uint32;
uni ts mnutes;
description
"Validity period of the EID to RLOCs mappi ng
provided in Map-Replies.";
}
| eaf want-map-notify {
type bool ean;
default "true";
description
"Flag which if set in a Map-Regi ster requests that
a Map-Notify be sent in response.”;
}
| eaf proxy-reply {
type bool ean;
default "fal se";
description
"Flag which if set in a Map-Regi ster requests that
the Map- Server proxy Map-Replies for the ETR ";
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}

| eaf registration-interval {
type uint 16;
units "seconds";
default "60";
description
"Interval between consecutive Map-Registers.";

}
<CODE ENDS>
5. LI SP- Map- Server Modul e

Thi s nodul e captures the configuration data nodel of a LISP Map
Server [RFC9301]. The nodel al so captures sonme operational data
el ement s.

5.1. Mdule Structure
modul e: ietf-Iisp-nmapserver

augnent /rt:routing/rt:control-plane-protocols
/rt:control -plane-protocol/lisp:lisp:
+--rw map-server!
+--rw sites
| +--rwsite* [site-id]
+--rwsite-id ui nt 64
+--rw aut henti cati on-keys
| +--rw authentication-key* [auth-key-id]

| +--rw aut h-key-id lisp-at:id-type
| +--rw auth-al gorithmid* l'isp:auth-algorithmtype
| +--rw aut h- key- val ue? string
+--rw xtr-ids* [xtr-id]
+--rw xtr-id ui nt 64

+--rw aut henti cati on-keys
+--rw aut henti cati on-key* [auth-key-id]
+--rw aut h-key-id lisp-at:id-type
+--rw aut h-al gorithmid*
| |l'isp:auth-algorithmtype
+--rw aut h- key-val ue? string

+--rw vpns
| +--rwvpn* [instance-id]
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+--rw mappi ng* [eid-id]
+--rweid-id
+--rw ei d- address
| +--rw address-type
| i sp-address-fam |y-ref
+--rw (address)?
+--:(no-address)
| +--rw no-address?
+--:(ipvd)
|  +--rwipv4d?
| i net:ipv4-address
+--: (i pvéd-prefix)
|  +--rwipv4d-prefix?
| inet:ipvéd-prefix
+--:(ipv6)
|  +--rwipv6?
| i net:ipv6-address
+--:(i pv6-prefix)
| +--rwipv6e-prefix?
| inet:ipv6-prefix
+--:(mac)
|  +--rw mac?
| yang: mac- addr ess
+--:(di stingui shed- nane)

July 2025

lisp-at:instance-id-type

lisp:eid-id

enpty

| di sti ngui shed- nane-type

+--: (as-nunber)
| +--rw as-nunber?
| i net : as- nunber
+--:(null - addr ess)
| +--rw null-address
| +--rw address? enpty
+--:(afi-list)
| +--rwafi-list
| +--rw address-1list*
+--:(instance-id)
+--rw instance-id

si mpl e- addr ess

+--rw instance-id? i nstance-id-type

+--rw nmask-1 engt h? uint8

+--rw addr ess?

+--rw as- nunber - | caf

si npl e- addr ess

+--rw as? i net: as- nunber
+--rw address? si npl e- addr ess

:(application-data)

I

I

I

I

+--:(as-nunber- | caf)
I

I

I

+- -

| +--rw application-data

Expi res 8 January 2026

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| | +--rw distingui shed- nane?
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
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| +--rw address?

| +--rw protocol ?

| +--rwip-tos?

| +--rw | ocal -port-1 ow?

| | i net: port-nunber

| +--rw | ocal - port-high?

| | i net: port-nunber

| +--rw renote-port-I| ow?

| | i net: port-nunber

| +--rw renot e-port-high?

| i net: port-nunber

+--: (geo- coordi nat es)

| +--rw geo-coordinates

| +--rw latitude?

| +--rw | atitude-degrees?

| +--rw | atitude-m nutes?

| +--rw | atitude-seconds?

| +--rw | ongi tude?

| +--rw | ongi t ude- degr ees?

| +--rw | ongi t ude- m nut es?

| +--rw | ongi t ude- seconds?

| +--rw altitude?

| +--rw address?

+--:(nat-traversal)

| +--rwnat-traversa

| +--rw ms-udp-port?

| +--rw etr-udp-port?

| +--rw gl obal -etr-rloc?

| +--rw ms-rloc?

| +--rw private-etr-rloc?

| +--rwrtr-rlocs*

--:(explicit-1ocator-path)
+--rw explicit-locator-path

+--rw hop* [hop-id]

July 2025

si mpl e- addr ess
uint8
i nt32

bits

ui nt 8
ui nt 8
ui nt8
bits

uint16
ui nt 8
ui nt 8
int32
si npl e- addr ess

uint 16
uint 16
si npl e- addr ess
si npl e- addr ess
si npl e- addr ess
si mpl e- addr ess

+--rw hop-id id-type
+--rw address? si npl e- addr ess
+--rwlrs-bits? bits

+--rw sour ce-dest - key
+--rw source?
+--rw dest?
--:(key-val ue- addr ess)
+--rw key-val ue- addr ess
+--rw key?
+--rw val ue?

+
I
I
I
I
I
+--:(source-dest - key)
I
I
I
+

+--rw site-id*
+--rw nor e-specifics-accept ed?
+--rw mappi ng- expiration-ti neout ?

Expi res 8 January 2026

si npl e- addr ess
si npl e- addr ess

si mpl e- addr ess
si mpl e- addr ess
ui nt 64
bool ean
intl6
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+--ro first-registration-tinme?

yang: dat e-and-ti ne

+--ro last-registration-time?

yang: date-and-ti ne

+--rw mappi ng-records

+--rw mappi ng-record* [xtr-id]
+--rw xtr-id
| lisp:xtr-id-type
+--rw site-id?
+--rweid
| +--rw address-type

|'isp-address-fam |y-ref

+--rw (address)?
+--:(no- address)
| +--rw no-address?
+--:(ipvd)
|  +--rwipvd?

| i net:ipv4-address

+--: (i pv4-prefix)
|  +--rwipvd-prefix?

| inet:ipvéd-prefix

+--:(ipvb)
|  +--rwipv6?

| i net:ipv6-address

+--: (i pv6-prefix)
| +--rwipv6e-prefix?

| inet:ipv6-prefix

+--:(mac)
|  +--rw mac?

+--:(di stingui shed- nane)

| +--rw distingui shed- name?

July 2025

ui nt 64

enpty

| di sti ngui shed- nane-type

+--: (as-nunber)
| +--rw as-nunber?

| i net:as-numnber

+--:(null -address)
| +--rw null-address

| +--rw address? enpty

+--:(afi-list)
+--rw afi-list

--:(instance-id)
+--rw instance-id
+--rw instance-id?

_—_

+--rw mask- | engt h?

Expi res 8 January 2026

+--rw address-1list*
si mpl e- addr ess

| i nstance-i d-type

I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
| | yang: mac- addr ess
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
| uint8
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+--rw address? si mpl e- addr ess

+--rw explicit-locator-path
+--rw hop* [hop-id]
+--rw hop-id id-type

I

+--:(as-nunber-| caf)

| +--rw as-nunber-| caf

| +--rw as? i net: as-nunber

| +--rw address? si npl e- addr ess
+--:(application-data)

| +--rw application-data

| +--rw address?

| | si mpl e- addr ess

| +--rw protocol ? uint8
| +--rwip-tos? i nt 32
| +--rw | ocal -port-1 ow?

| | i net: port-nunber

| +--rw | ocal - port - hi gh?

| | i net: port-nunber

| +--rw renote-port-| ow?

| | i net: port-nunber

| +--rw renot e-port-high?

| i net: port-nunber
+--:(geo- coordi nat es)

| +--rw geo-coordinates

| +--rw | atitude? bits
| +--rw | atitude-degrees? uint8
| +--rw | atitude-m nutes? uint8
| +--rw | atitude-seconds? uint8
| +--rw | ongi tude? bits
| +--rw | ongi t ude- degr ees? uint 16
| +--rw | ongi t ude- m nut es? uint8
| +--rw | ongi t ude- seconds? uint8
| +--rw altitude? i nt32
| +--rw address?

| si mpl e- addr ess
+--:(nat-traversal)

| +--rwnat-traversal

| +--rw nms-udp-port? uintl6
| +--rw etr-udp-port? uintl6
| +--rw gl obal -etr-rloc?

| | si mpl e- addr ess

| +--rw nms-rloc?

| | si npl e- addr ess

| +--rw private-etr-rloc?

| | si npl e- addr ess

| +--rwrtr-rlocs*

| si mpl e- addr ess
+--:(explicit-Iocator-path)

I

I

I
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| +--rw address? si mpl e- addr ess
| +--rwlrs-bits? bits
+--:(source-dest - key)
| +--rw source-dest-key
| +--rw source? si npl e- addr ess
| +--rw dest? si npl e- addr ess
+--: (key-val ue- addr ess)
+--rw key-val ue- addr ess

+--rw key? si mpl e- addr ess
+--rw val ue? si npl e- addr ess
+--rwtime-to-live? ui nt 32

+--ro creation-tinme?
| yang: dat e-and-ti ne
+--rw authoritative? bits
+--rw static? bool ean
+--rw (locator-list)?
+--:(negati ve- mappi ng)
| +--rw map-reply-action?
| map-repl y-action
+--:(posi tive-mappi ng)
+--rwrlocs
+--rw locator* [locator-id]
+--rw | ocator-id
| lisp-at:id-type
+--rw | ocat or - addr ess
| +--rw address-type
| i sp-address-fam |y-ref
| +--rw (address)?
| +--:(no-address)
| | +--rw no-address?
I I enpty
| +--:(ipvd)
| |  +--rwipv4?
| | i net:ipv4-address
| +--: (i pvéd-prefix)
| |  +--rwipv4-prefix?
| | i net:ipva-prefix
| +--:(ipv6)
| |  +--rwipve?
| | i net:ipv6-address
| +--: (i pv6-prefix)
| |  +--rwipv6-prefix?
| | i net:ipv6-prefix
| +--:(mac)
| |  +--rw mac?
| | yang: mac- addr ess
| +--: (di stingui shed- nane)
| | +--rw distingui shed-nanme?
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di sti ngui shed- nane-type

: (as- nunber)
+--rw as- numnber ?
i net: as- nunber
:(nul | -address)
+--rw nul | - addr ess

+--rw address? enpty
c(afi-list)
+--rw afi-list

+--rw address-1list*
si npl e- addr ess
s (instance-id)
+--rw instance-id
+--rw instance-id?
| i nstance-id-type
+--rw mask-1 engt h?
| uint8
+--rw addr ess?
si mpl e- addr ess
: (as- nunber -1 caf)
+--rw as- nunber - | caf
+--rw as?
| i net: as- nunber
+--rw addr ess?
si mpl e- addr ess
:(application-data)
+--rw application-data
+--rw addr ess?
| si npl e- addr ess
+--rw protocol ?
| uint8
+--rwip-tos?
| i nt32
+--rw | ocal - port-| ow?
| i net: port-nunber
+--rw | ocal - port-high?
| i net: port-nunber
+--rw renote-port-| ow?
| i net: port-nunber
+--rw renot e-port-high?
i net: port-nunber
: (geo-coor di nat es)
+--rw geo- coor di nat es
+--rw latitude?
| bits
+--rw | atitude-degrees?
| uint8
+--rw | atitude-m nutes?
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+--rw address?
si mpl e- addr ess

| | uint 8

| +--rw | atitude-seconds?
| | uint8

| +--rw | ongi tude?

| | bits

| +--rw | ongi t ude- degr ees?
| | ui nt 16

| +--rw | ongi t ude- m nut es?
| | uint8

| +--rw | ongi t ude- seconds?
| | uint8

| +--rw altitude?

| | i nt 32

I

|

--:(nat-traversal)
+--rw nat-traversa
+--rw ms-udp-port?
| ui nt 16
+--rw etr-udp-port?
| uint 16

+
I
I
I
I
|
| +--rw gl obal -etr-rloc?
| | si npl e- addr ess
| +--rw ns-rloc?
| | si npl e- addr ess
| +--rw private-etr-rloc?
| | si npl e- addr ess
| +--rwrtr-rlocs*
| si npl e- addr ess
+--:(explicit-1ocator-path)
| +--rwexplicit-locator-path
| +--rw hop* [hop-id]
| +--rw hop-id
I I i d-type
| +--rw addr ess?
| | si npl e- addr ess
| +--rw lrs-bits?
| bits
+--:(source-dest-key)
| +--rw source-dest-key
| +--rw source?
| | si npl e- addr ess
| +--rw dest?
| si mpl e- addr ess
+--: (key-val ue- addr ess)
+--rw key-val ue- addr ess
+--rw key?
| si npl e- addr ess
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| +--rw val ue?
| si mpl e- addr ess

I I

I I

| | +--rwopriority? uint8
| | +--rw wei ght? uint8
| | +--rw multicast-priority? uint8
| | +--rw mul ticast-wei ght? uint8
| +--ro0 counters

| +--ro discontinuity-tinme yang: dat e-and-ti ne
| +--r0 map-registers-in? yang: count er 64

| +--1r0 map-registers-in-auth-fail ed? yang: count er 64

| +--ro map-notify-records-out? yang: count er 64

| +--ro0 proxy-reply-records-out? yang: count er 64

| +--ro0 map-requests-forwarded-out ? yang: count er 64
+--rw mappi ng- systemtype? I'i sp: mappi ng- syst em r ef

+--r0 sunmary

| +--ro nunber-configured-sites? ui nt 32

| +--ro nunber-registered-sites? ui nt 32

| +--ro af-datum

| +--ro af-data* [address-type]

| +--ro address-type

| | lisp-at:lisp-address-fam|y-ref
| +--ro nunber-configured-ei ds? ui nt 32
| +--ro0 nunber-regi stered-eids? ui nt 32
+--r0 counters

+--ro discontinuity-tinme yang: dat e-and-ti ne
+--r0 map-registers-in? yang: count er 64
+--1r0 map-registers-in-auth-fail ed? yang: count er 64
+--ro0 map-notify-records-out? yang: count er 64
+--ro proxy-reply-records-out? yang: count er 64
+--r0 map-requests-forwarded-out ? yang: count er 64

5. 2. Modul e Definition

<CODE BEG NS> file "ietf-lisp-mapserver @024-10-20. yang"
nmodul e ietf-Ilisp-mapserver {
yang-version 1.1;
nanespace "urn:ietf:paranms: xnl:ns:yang:ietf-Iisp-mapserver";
prefix |isp-ns;

/1 RFC Ed.: replace occurrences of XXXX with actual RFC nunber
/1 and renove this note

import ietf-lisp {
prefix lisp;
ref erence
"RFC XXXX: LI SP YANG nodel ";
}

inmport ietf-lisp-address-types {
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prefix lisp-at;
ref erence
"RFC XXXX: LI SP YANG nodel *;

}
import ietf-yang-types {
prefix yang;
reference
"RFC 6991: Common YANG Data Types";
}
inmport ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NMDA version)";
}

organi zati on
"I ETF LI SP (Locator/1D Separation Protocol) Wrking G oup";
cont act
"WG Web: <http://tools.ietf.org/wg/lisp/>
WG List: <mailto:lisp@etf.org>

Edi t or: Vi na Er nmagan
<mai | t o: er magan@nmi | . con>

Edi t or: Al berto Rodri guez- Nat al
<mai | to: nat al @i sco. conp

Edi t or: Reshad Rahman
<mai | t 0: reshad@ahoo. con";
description
"Thi s YANG nodul e defines the generic paranmeters for a LISP
Map- Server. The nodul e can be extended by vendors to define
vendor - speci fic paraneters and policies.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices
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ref erence
"RFC XXXX";

revision 2024-10-20 {
description

"Initial revision.";

ref erence

}

"RFC XXXX";

identity ms {
base lisp:lisp-role;
description

}

"LI SP Map- Server.";

groupi ng ns-counters {
description

"Grouping that defines map-server counters.";

cont ai ner counters {

Er magan,

config fal se;
description
"Container for the counters.";
| eaf discontinuity-time {
type yang: date-and-ti ne;
mandat ory true;
description
"The time on the nbst recent occasion at which any
of these counters suffered a discontinuity.";
}
| eaf map-registers-in {
type yang: count er 64;
description
"Number of incom ng Map- Regi ster nmessages.";
}
| eaf map-registers-in-auth-failed {
type yang: count er 64;
description
"Number of incom ng Map- Regi ster messages fail ed
aut hentication.”;
}
| eaf map-notify-records-out {
type yang: count er 64;
description
"Nurmber of outgoing Map-Notify records.”;
}
| eaf proxy-reply-records-out {
type yang: count er 64;

et al. Expi res 8 January 2026
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description
"Number of outgoing proxy Map-Reply records.";
}
| eaf map-requests-forwarded-out {
type yang: count er 64;
description
"Nurmber of outgoi ng Map- Requests forwarded to ETR ";

}
}
}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -plane-protocol/lisp:lisp" {
when "lisp:lisp-role/lisp:lisp-role-type = "'lisp-ms:ns’ " {
description
"Augnent is valid when LISP device type is Map-Server.";
}

description
"This augnments the LISP devices list with Mp-Server
specific paraneters.";
cont ai ner map-server {
presence "LI SP Map- Server operation enabl ed”;
description
"Map- Server paraneters.";
container sites {
description
"Sites to accept registrations from";
list site {
key "site-id";
description
"Site that can send registrations.";
| eaf site-id {
type uint 64;
description
"Site ID.";
}

uses |isp: aut h-key;
list xtr-ids {
key "xtr-id";
description
"XTR-1D specific configuration.";
| eaf xtr-id {
type uint 64;
description
"XTR ID.";
}
uses |isp: aut h-key;

}
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}
}

cont ai ner vpns {
description
"VPNs for which the Map-Server accepts registrations.";
list vpn {
key "instance-id";
description
"VPN i nstances in the Map-Server.";
| eaf instance-id {
type lisp-at:instance-id-type;
description
"VPN identifier.";
}

cont ai ner mappi ngs {
description
"ElDs registered by device.";
I'ist mapping {
key "eid-id";
description
"List of EIDs registered by device.";
|l eaf eid-id {
type lisp:eid-id;
description
"Id of the EID registered.”;
}

cont ai ner ei d-address {
uses |lisp-at:|isp-address;
description
"EID in generic LISP address format registered
with the Map-Server.";

leaf-list site-id {
type ui nt 64;
description
"Site ID";
}

| eaf nore-specifics-accepted {
type bool ean;
default "fal se";
description
"Flag indicating if nore specific prefixes
can be registered.";
}
| eaf mappi ng-expiration-ti meout {
type intl6;
units "seconds";
default "180"; //3 times the nmapregister int
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description
"Time before mapping is expired i f no new
registrations are received.";

| eaf first-registration-tinme {
type yang: date-and-ti ne;
config fal se;
description
"Time at which the first registration for this
El D was received.";

| eaf last-registration-tine {
type yang: date-and-ti ne;
config fal se;
description
"Time at which the last registration for this EID
was received.";
}
cont ai ner mappi ng-records {
description
"Dat astore of registered mappings.";
i st mapping-record {
key "xtr-id";
description
"Regi stered mapping.";
leaf xtr-id {
type lisp:xtr-id-type;
description
"XTR ID.";

| eaf site-id {
type uint 64;
description

"Site ID.";
}
uses |isp: mappi ng;
}
}
}
}

uses ms-counters;
}
}
| eaf mappi ng-systemtype {
type |isp: mappi ng-systemr ef;
description
"A reference to the mappi ng system";
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contai ner sunmmary {
config fal se;
description
"Summary state information.";
| eaf nunber-configured-sites {
type uint32;
description
"Number of configured LISP site.s";

| eaf nunber-registered-sites {
type uint32;
description
"Number of registered LISP sites.";
}

cont ai ner af-datum {
description
"Nurmber of configured ElDs per each AF.";
list af-data {
key "address-type";
description
"Nurmber of configured EIDs for this AF.";
| eaf address-type {
type lisp-at:lisp-address-famly-ref;
description
"AF type.";

| eaf nunber-configured-eids {
type uint32;
description
"Nurmber of configured EIDs for this AF.";

}
| eaf nunber-registered-eids {
type uint32;
description
"Nurmber of registered EIDs for this AF.";
}
}
}
}
uses ms-counters;
}
}
}
<CODE ENDS>
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6. LI SP-Map- Resol ver Mdul e

Thi s nodul e captures the configuration data nodel of a LISP Map
Resol ver [RFC9301]. The nodel al so captures sone operational data
el ement s.

6.1. Mdule Structure
modul e: ietf-1isp-mapresol ver

augnent /rt:routing/rt:control-plane-protocols
/rt:control -plane-protocol/lisp:lisp
+--rw map-resol ver
+--rw mappi ng- systemtype? I'i sp: mappi ng- syst em r ef
+--rw ns- addr ess? i net:ip-address

6.2. Mdule Definition

<CCODE BEG NS> file "ietf-1isp-mapresol ver @024- 10-20. yang"
modul e ietf-1lisp-mapresol ver {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-Iisp-nmapresolver”;
prefix lisp-nr;

/1l RFC Ed.: replace occurrences of XXXX with actual RFC numnber
/1 and renmpve this note

inmport ietf-lisp {
prefix |isp;
ref erence
"RFC XXXX: LI SP YANG nodel ";
}
inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";
}
inmport ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA version)";

}

organi zati on

"I ETF LI SP (Locator/1D Separation Protocol) Working G oup"
cont act

"WG Web: <http://tools.ietf.org/wy/lisp/>

Er magan, et al. Expi res 8 January 2026 [ Page 49]



| nt er net -

Draft LI SP- YANG July 2025

WG List: <mailto:lisp@etf.org>

Edi t or: Vi na Ermagan
<mai | t 0: ermagan@nai | . con®

Edi t or: Al berto Rodri guez-Nata
<mai | t 0: nat al @i sco. con®

Edi t or: Reshad Rahman
<mai | t 0: reshad@ahoo. cons";

description
"Thi s YANG nodul e defines the generic paraneters for a LISP

Map- Resol ver. The nodul e can be extended by vendors to define
vendor - speci fic parameters and policies.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices

ref erence
"RFC XXXX";

revisi on 2024-10-20 {
description

"Initial revision.";

ref erence

}

"RFC XXXX";

identity mr {
base lisp:lisp-role;
description

}

"Ll SP Map- Resol ver.";

augrment "/rt:routing/rt:control-plane-protocol s"

+ "/rt:control -plane-protocol/lisp:lisp" {

when "lisp:lisp-role/lisp:lisp-role-type = " "lisp-m:nm’" {
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"Augnent is valid when LISP device type is Map-Resol ver."
}
description
"This augnents the LISP devices list with Map-Resol ver
specific paraneters."”;
cont ai ner map-resol ver {
presence "LI SP Map- Resol ver operation enabl ed”;
description
" Map- Resol ver parameters.”;
| eaf mappi ng-systemtype {
type |isp: mappi ng-systemr ef;
description
"A reference to the mapping system?";

| eaf ns-address {
when "../mappi ng- systemtype="
+ "' |isp:singl e-node- mappi ng-system ";
type inet:ip-address;
description
"Address to reach the Map-Server when
I'i sp-nr:singl e-node-mappi ng-systemis being used."”;
}
}
}

}
<CODE ENDS>
7. LI SP- Address- Types Modul e

Thi s nodul e captures the various LISP address types, and is an
essential building block used in other LISP nodul es.

7. 1. Modul e Definition

<CODE BEG NS> file "ietf-1isp-address-types@024-10-20.yang"
modul e ietf-1lisp-address-types {
yang-version 1.1;
nanespace "urn:ietf:paranms:xm :ns:yang:ietf-Iisp-address-types";
prefix | addr;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";
}

import ietf-yang-types {

prefi x yang;
ref erence
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"RFC 6991: Commobn YANG Data Types";
}

organi zati on
"I ETF LI SP (Locator/ID Separation Protocol) Wrking G oup"”;
cont act
"W Web: <http://tools.ietf.org/wy/lisp/>
WG List: <mailto:lisp@etf.org>

Edi tor: Vi na Er nagan
<mai | t 0: ermagan@nui | . con®

Edi t or: Al berto Rodriguez-Nata
<mai | to: nat al @i sco. conp

Edi t or: Reshad Rahman
<mai | t 0: reshad@ahoo. con";
description
"Thi s YANG nodul e defines the LI SP Canoni cal Address Formats
(LCAF) for LISP. The mpodul e can be extended by vendors to
define vendor-specific paraneters

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices

",
’

/1 RFC Ed.: replace XXXX with actual RFC number and renove
/1 this note

ref erence
"RFC XXXX";

revisi on 2024-10-20 {
description
"Initial revision.";
ref erence
"RFC XXXX";

Er magan, et al. Expi res 8 January 2026 [ Page 52]



I nternet-Draft LI SP- YANG July 2025

}

identity lisp-address-famly {
description
"Base identity fromwhich identities describing LI SP address
famlies are derived.";

}

identity no-address-afi {
base |isp-address-famly;
description
"I ANA Reserved.";

}

identity ipvéd-afi ({
base |isp-address-famly;
description
"I ANA | Pv4 address famly.";

}

identity ipvé4-prefix-afi {
base |isp-address-famly;
description
"I ANA | Pv4 address family prefix.";

}

identity ipv6e-afi ({
base |isp-address-famly;
description
"I ANA | Pv6 address famly.";

}

identity ipve-prefix-afi {
base |isp-address-famly;
description
"I ANA | Pv6 address family prefix.";

}

identity mac-afi {
base |isp-address-famly;
description
"I ANA MAC address fanmily.";

}

identity distinguished-nane-afi {
base |isp-address-famly;
description
"I ANA Di stingui shed Nane address fanily.";
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}

identity as-nunmber-afi {
base |isp-address-famly;
description
"I ANA AS Nunber address famly.";

}

identity lcaf {
base |isp-address-famly;
description
"I ANA LI SP Canoni cal Address Format address fanmily.";

}
identity null-address-|caf {
base | caf;
description
"Nul | body LCAF type.";
}
identity afi-list-Icaf {
base | caf;
description
"AFl - Li st LCAF type.";
}
identity instance-id-Icaf {
base | caf;
description
"I nstance-1 D LCAF type.";
}
identity as-nunber-|caf {
base | caf;
description
"AS Nunber LCAF type.";
}
identity application-data-Icaf {
base | caf;
description
"Application Data LCAF type.";
}
identity geo-coordinates-|caf {

base | caf;
description
" Ceo- coordi nates LCAF type.";
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}
identity opaque-key-I|caf {
base | caf;
description
"Opaque Key LCAF type.";
}
identity nat-traversal-Icaf {
base | caf;
description
"NAT- Traver sal LCAF type.";
}
identity nonce-locator-Icaf {
base | caf;
description
"Nonce- Locat or LCAF type.";
}
identity multicast-info-Ilcaf {
base | caf;
description
"Multicast Info LCAF type.";
}
identity explicit-locator-path-Icaf {
base | caf;
description
"Explicit Locator Path LCAF type.";
}
identity security-key-Ilcaf {
base | caf;
description
"Security Key LCAF type.";
}
identity source-dest-key-I|caf {
base | caf;
description
"Sour ce/ Dest LCAF type.";
}
identity replication-list-Icaf {

base | caf;
description
"Replication-List LCAF type.";
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}

identity json-data-nodel -|caf {
base | caf;
description
"JSON Data Model LCAF type.";

}

identity key-val ue-address-|caf {
base | caf;
description
"Key/ Val ue Address LCAF type.";

}

identity encapsul ation-format-|caf {
base | caf;
description
"Encapsul ati on Format LCAF type.";

}

identity service-path-|caf {
base | caf;
description
"Service Path LCAF type.";

}

typedef instance-id-type {
type uint32 {
range "0..16777215";
}
description
"Defines the range of values for an Instance ID.";

}

typedef service-path-id-type {
type uint32 {
range "0..16777215";
}
description
"Defines the range of values for a Service Path ID.";
}

typedef di stingui shed-nane-type {
type string;
description
"Di stingui shed Nane address.";
ref erence
"http://ww.iana. org/assi gnnent s/ addr ess-fani | y- nunber s/
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address-fam | y-nunbers. xhtm ";

}

typedef sinple-address {

type union {
type inet:ip-address;
type inet:ip-prefix;
type yang: mac- addr ess;
type distingui shed- nane-type,;
type inet:as-nunber;

}

description
"Uni on of address types that can be part of LCAFs.";

}

typedef |isp-address-famly-ref {
type identityref {
base |isp-address-famly;
}
description
"LI SP address famly reference.”;

}

typedef |caf-ref {
type identityref {
base | caf;
}
description
"LCAF types reference.";

}

typedef id-type {
type string {
length "1..64";
pattern '[a-zA-Z0-9][a-zA-Z0-9\- _.:]*";
}
description
"Pattern and length for general ids."

}

grouping |isp-address {
description
"Ceneric LISP address.";
| eaf address-type {
type lisp-address-famly-ref;
mandat ory true;
description
"Type of the LISP address.";
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choi ce address {
description
"Various LISP address types, including IP, MAC, and LCAF.";
| eaf no-address {
when "../address-type = 'l addr:no-address-afi’" {
description
"When AFl is 0."

}
type enpty;
description
"No address.";
}

| eaf ipvd {
when "../address-type = 'l addr:ipv4-afi’" {
description
"When AFl is |IPv4.";
}
type inet:ipv4-address;
description
"l Pv4 address.";

| eaf ipvéd-prefix {
when "../address-type
description
"When AFl is |Pv4."

"laddr:ipvd-prefix-afi’" {

}
type inet:ipvéd-prefix;
description

"I Pv4 prefix."”;
}
| eaf ipv6 {
when "../address-type = 'l addr:ipv6-afi’" {
description
"When AFl is IPv6.";
}

type inet:ipv6-address;
description
"I Pv6 address.";

}
| eaf ipv6-prefix {
when "../address-type = 'l addr:ipv6e-prefix-afi’" {
description
"When AFl is IPv6.";
}
type inet:ipv6-prefix;
description
"I Pv6 address.";
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| eaf mac {
when "../address-type
description

}
type yang: mac- addr ess;
description
"MAC address.";
}

| eaf distingui shed-nane
when "../address-type

description
"VWhen AFl is disti

"When AFl is MAC ";

}

I SP- YANG July 2025

"laddr:mac-afi’ " {

’

{

= 'l addr: di stingui shed-nane-afi’'" {

ngui shed- nane. ";

type di stingui shed- nane-type;

description
"Di stingui shed Nane
}

| eaf as-nunber {
when "../address-type
description
"When AFl is as-nu
}
type inet:as-nunber;
description
"AS Nunber.";
}

contai ner null-address {
when "../address-type
description
"When LCAF type is
}
description
"Nul I body LCAF type
| eaf address {
type enpty;
description
"AFl address.";

}
}

container afi-list {
when "../address-type
description
"When LCAF type is
}
description
"AFIl - Li st LCAF type

Er magan, et al. Expi res

address. ";

= 'l addr: as-nunmber-afi’" {

mber.";

= 'laddr:null -address-lcaf’" {

null.";

"o,
’

= 'laddr:afi-list-lcaf’" {

AFI - List.";

",
’
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ref erence
"RC8060: LISP Canoni cal Address Format (LCAF)
#section-4.10";
|l eaf-1ist address-list {
type sinpl e-address;
description
"Li st of AFl addresses.";
}
}

container instance-id {
when "../address-type = 'laddr:instance-id-Ilcaf’" {
description
"When LCAF type is Instance ID as per RFCB060.";
}

description
"I nstance | D LCAF type.";
ref erence
"RC8060: LI SP Canoni cal Address Format (LCAF)
#section-4.1";
| eaf instance-id {
type instance-id-type;
description
"I nstance | D val ue.";
}

| eaf mask-1ength {
type uint8;
description

"Mask length.";

| eaf address {
type sinpl e-address;
description
"AFl address.";
}
}

cont ai ner as-nunber-1|caf {
when "../address-type = 'l addr:as-nunber-1lcaf’" {
description
"When LCAF type is AS-Nunber.”;
}

description
"AS Nunber LCAF type.";
reference
"RC8060: LISP Canoni cal Address Format (LCAF)
#section-4.2";
| eaf as {
type inet:as-nunber;
description
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"AS nunber.";
}
| eaf address {
type si npl e-address;
description
"AFl address.";
}
}

cont ai ner application-data {

July 2025

when "../address-type = 'l addr:application-data-lcaf’" {

description

}

description
"Application Data LCAF type.";
reference

"When LCAF type is Application Data.";

"RC8060: LISP Canonical Address Format (LCAF)

#section-5.1";
| eaf address {
type sinpl e-address;
description
"AFl address.";

| eaf protocol {
type uint8;
description
"Protocol nunber.";
}

| eaf ip-tos {

type int32;

description
"IP TGS, IPv6 TC, or Flow Labe

| eaf | ocal-port-1ow {
type inet: port-nunber;
description
"Low end of |ocal port range.";
}

| eaf | ocal-port-high {
type inet: port-nunber;
must '. >= ../local-port-|ow ;
description
"Hi gh end of |ocal port range.";
}
| eaf renote-port-|ow {
type inet: port-nunber;
description
"Low end of renpbte port range.";
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}

| eaf renote-port-high {
type inet:port-nunber;
must '. >= ../renpte-port-low ;
description
"H gh end of renmpbte port range.";

}
}
cont ai ner geo-coordi nates {
when "../address-type = 'l addr: geo-coordinates-lcaf’" {

description
"When LCAF type is Geo-coordinates.";
}

description
"Geo-coordi nates LCAF type. Coordinates are specified
using the WS 84 (World Geodetic System 1984) reference
coordi nate system This YANG nodel follows the Geo-
coordi nates format used in RFC 8060.";
reference
"RC8060: LISP Canoni cal Address Format (LCAF)
#section-4.3";
| eaf latitude {
type bits {
bit N {
description
"Latitude bit.";

}
}

description
"Bit that selects between North and South |atitude.";

}
| eaf | atitude-degrees {
type uint8 {
range "0 .. 90",
}

description
"Degrees of latitude.";

}
| eaf | atitude-mnutes {
type uint8 {
range "0..59";
}

description
"M nutes of latitude.";

| eaf | atitude-seconds {

type uint8 {
range "0..59";
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}

description
"Seconds of latitude.";

| eaf | ongitude {
type bits {
bit E {
description
"Longitude bit.";
}
}

description
"Bit that selects between East and West | ongitude.";

| eaf | ongitude-degrees {
type uintl1l6 {
range "0 .. 180";
}
description
"Degrees of |ongitude.";

| eaf | ongitude-m nutes {
type uint8 {
range "0..59";
}
description
"M nutes of |ongitude.";
}
| eaf | ongitude-seconds {
type uint8 {
range "0..59";
}
description
"Seconds of |ongitude.";
}
| eaf altitude {
type int32;
description
"Height relative to sea level in meters."”;

| eaf address {
type sinpl e-address;
description

"AFl address.";
}
oo
contai ner nat-traversal {
when "../address-type = 'laddr:nat-traversal -lcaf’" {
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description
"When LCAF type is NAT-Traversal.";
}

description
"NAT- Traversal LCAF type.";
reference
"RC8060: LI SP Canoni cal Address Format (LCAF)
#section-4.4";
| eaf ms-udp-port {
type uint 16;
default "4342";
description
" Map- Server UDP port.";

| eaf etr-udp-port {
type uint 16;
description

"ETR UDP port.";

| eaf global-etr-rloc {
type sinpl e-address;
description
"d obal ETR RLOC address.”;
}

| eaf nms-rloc {
type sinpl e-address;
description
" Map- Server RLOC address.";
}

| eaf private-etr-rloc {
type sinpl e-address;
description
"Private ETR RLOC address.";

leaf-list rtr-rlocs {
type sinpl e-address;
description
"List of RTR RLOC addresses.";

}
}
contai ner explicit-locator-path {
when "../address-type = 'laddr:explicit-locator-path-lcaf’" {

description
"When LCAF type type is Explicit Locator Path.";
}

description

"Explicit Locator Path LCAF type.";
ref erence
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"RC8060: LI SP Canoni cal Address Format (LCAF)
#section-4.6";
list hop {
key "hop-id";
order ed- by user;
description
"List of locator hops fornming the explicit path.";
| eaf hop-id {
type id-type;
description
"Unique identifier for the hop.";

| eaf address {
type sinpl e-address;
description
"AFl address.";
}

leaf Irs-bits {
type bits {
bit | ookup {
description
"Lookup bit.";

bit rloc-probe {
description
"RLOC- probe bit.";
}

bit strict {
description
"Strict bit.";
}
}

description
"Flag bits per hop.";

}
}
}
cont ai ner source-dest-key {
when "../address-type = 'l addr:source-dest-key-lcaf’" {

description
"When LCAF type type is Source/Dest.";
}

description
"Sour ce/ Dest LCAF type.";
ref erence
"RC8060: LISP Canonical Address Format (LCAF)
#section-4.8";
| eaf source {
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type sinpl e-address;
description
"Source address.”;

}
| eaf dest {
type sinpl e-address;
description
"Destination address.";

}
}
cont ai ner key-val ue-address {
when "../address-type = 'l addr: key-val ue-address-1caf’" {
description
"When LCAF type type is Key/Val ue Address.";
}

description
"Key/ Val ue Address LCAF type.";
ref erence
"RC8060: LI SP Canoni cal Address Format (LCAF)
#section-5.5";
| eaf key {
type si npl e-address;
description
"Address as Key.";

| eaf val ue {
type sinpl e-address;
description

"Address as Value.";
}
}
}
}

}
<CODE ENDS>
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9. | ANA Consi derations

The 1 ANA is requested to as assign a new nanespace URI fromthe | ETF
XM registry.

Thi s document registers the foll owi ng namesace URIs in the | ETF XM
registry [ RFC3688]:

URI: wurn:ietf:params:xm:ns:yang:ietf-lisp
Regi strant Contact: The | ESG
XM.: N A the requested URI is an XM. nanmespace.

URI: wurn:ietf:params:xm:ns:yang:ietf-lisp-itr
Regi strant Contact: The | ESG
XM.: NA the requested URI is an XM. namespace.

URI: wurn:ietf:parans:xm:ns:yang:ietf-lisp-etr
Regi strant Contact: The |ESG
XM: N A the requested URI is an XML nanespace.

URI: wurn:ietf:params:xm:ns:yang:ietf-Iisp-nmapserver
Regi strant Contact: The | ESG
XM.: N A the requested URI is an XM. nanmespace.

URI: wurn:ietf:params:xm:ns:yang:ietf-Ilisp-nmapresol ver
Regi strant Contact: The | ESG
XM.: NA the requested URI is an XM. namespace.

URI: wurn:ietf:paranms:xm:ns:yang:ietf-lisp-address-types
Regi strant Contact: The | ESG
XM: N A, the requested URI is an XML nanespace.

Thi s docunent registers the follow ng YANG nodul es in the "YANG
Modul e Nanes" registry [ RFC6020]:

Nanme: ietf-lisp

Nanmespace: urn:ietf:paramnms:xm:ns:yang:ietf-1isp
Prefix: lisp

Ref erence: RFC XXXX

Nane: ietf-lisp-itr

Nanespace: urn:ietf:params:xm:ns:yang:ietf-lisp-itr
Prefix: lisp-itr

Ref erence: RFC XXXX

Nanme: ietf-lisp-etr

Nanespace: urn:ietf:params:xm:ns:yang:ietf-1lisp-etr
Prefix: lisp-etr
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10.

Ref erence: RFC XXXX

Nane: ietf-lisp-mapserver
Nanespace: urn:ietf:parans:xnl:ns:yang:ietf-Iisp-napserver
Prefix: lisp-ns

Ref er ence: RFC XXXX

Nanme: ietf-1isp-mapresolver
Nanespace: urn:ietf:params:xm:ns:yang:ietf-1isp-mapresol ver
Prefix: lisp-nr

Ref erence: RFC XXXX

Nane: ietf-1isp-address-types

Nanespace: urn:ietf:params:xm:ns:yang:ietf-1isp-address-types
Prefix: lisp-at

Ref erence: RFC XXXX

These nodul es are not nmintai ned by | ANA
Security Considerations

The YANG nodul es specified in this docunent define a schenma for data
that is designed to be accessed via network nmanagenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |layer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The NETCONF access control nodel [RFC8341] provides the neans to
restrict access for particular NETCONF or RESTCONF users to a pre-
configured subset of all avail abl e NETCONF or RESTCONF protoco
operations and content.

The security considerations of LISP control-plane [ RFCO9301] and LISP
dat a- pl ane [ RFC9300] as well as the LISP threat analysis [RFC7835]
apply to this YANG nodel .

There are a nunber of data nodes defined in this YANG nodul e that are
writable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes nmay be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

[rt:routing/rt:control-plane-protocols/rt:control-plane-protocol/
lisp:lisp/
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Access to the locator-sets node nay nodi fy which interfaces are used
for data and/or control traffic as well as affect the | oad bal anci ng
of data-plane traffic. Access to the lisp-role node may prevent the
device fromperformits intended data-plane and/ or control-plane
operation. Access to the router-id node allows to nodify the unique
identifier of the device, which may result in disruption of its LISP
control -pl ane operation. Access to the vpn node may allow to
redirect data-plane traffic to erroneous |ocal or renote network

i nst ances.

/[rt:routing/rt:control-plane-protocol s/rt:control -plane-
protocol /lisp:lisp/lisp: map-server

Access to the sites node can prevent authorized devices from

regi stering mappings in the Map-Server and/or allow unauthorized
devices to so. Access to the vpn node can result in corrupted
mappi ng sate that may propagate across the LI SP network, potentially
resulting in forwarding of data-plane traffic to arbitrary
destinations and general disruption of the data-plane operation
Access to mappi ng-systemtype and/ or ddt-mappi ng-system nodes may
prevent the device to connect to the Mapping Systeminfrastructure
and consequentially to attract Map- Request nessages.

/[rt:routing/rt:control-plane-protocol s/rt:control -plane-
protocol /lisp:lisp/lisp: map-resol ver

Access to mappi ng-systemtype, ms-address and/or ddt-nmappi ng-system
nodes may prevent the device to connect to the Mapping System
infrastructure and forward Map- Request nessages.

[rt:routing/rt:control-plane-protocol s/rt:control -plane-
protocol /lisp:lisp/lisp:itr

Access to the rloc-probing node can increase the control-pl ane
overhead in the device or affect the capability of the device to
detect failures on the underlay. Access to the itr-rlocs node may
prevent the device fromgetting Map-Reply messages. Access to the
map-resol vers node can prevent the device fromsending its Mp-
Request nessages to valid Map-Resolvers. Access to the proxy-etrs
nodes can affect the capability of the device to send data-pl ane
traffic towards non-LISP destinations. Access to the map-cache node
can result in forwarding of data-plane traffic to arbitrary
destinations and general disruption of data-plane operation

[rt:routing/rt:control-plane-protocol s/rt:control -plane-
protocol /lisp:lisp/lisp:etr
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Access to the map-servers node can prevent the device from
registering its |ocal mappings into the Mapping System Access to
the | ocal -ei ds node can di srupt data-plane operation on the device
and/or result in the device registering corrupted mappings into the
Mappi hg System

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

/[rt:routing/rt:control-plane-protocols/rt:control -plane-protocol/
lisp:lisp

Access to the | ocator-sets node can expose the |locators the device is
using for its control and/or data operation. Access to the lisp-role
node can disclose the LISP roles instantiated at the device which
facilitates mounting attacks against the device. Access to the
router-id node can expose the unique identifier of device which may
allow a third party to track its control -pl ane operation and/ or

i npersonate the device. Access to the vpn node can | eak the |oca
mappi ng between LISP Instance I Ds and | ocal network instances.

[rt:routing/rt:control-plane-protocol s/rt:control -plane-
protocol /lisp:lisp/lisp: map-server

Access to the sites node can expose the credentials used to register
mappi ngs and al | ow unaut hori zed devices to do so. Access to the vpn
node can expose the nmappings currently registered in the device,

whi ch has privacy inplications. Access to the nmappi ng-systemtype
node may reveal the Mapping Systemin use which can be used to nount
attacks agai nst the device and/or the Mapping System Access to the
summary and counters nodes nmay expose operational statistics of the
devi ce.

[rt:routing/rt:control-plane-protocol s/rt:control -plane-
protocol /lisp:lisp/lisp:map-resol ver

Access to the mappi ng-systemtype node may reveal the Mapping System
in use which can be used to nount attacks agai nst the device and/or
the Mapping System Access to the ns-address and/or ddt-mappi ng-
system nodes can | eak the information about the Mapping System
infrastructure used by the device, which can be used to bl ock

communi cati on and/or nount attacks against it.

[rt:routing/rt:control-plane-protocol s/rt:control -plane-
protocol /lisp:lisp/lisp:itr
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11.

Access to the rloc-probing node can expose if and how the device is
usi ng control -plane signaling to probe underlay |locators. Access to
the itr-rlocs node may disclose the addresses the device is using to
recei ve Map-Reply nmessages. Access to the map-resol vers node can
expose the Map- Resol vers used by the device, which can be used to
mount attacks agai nst the device and/or the Mapping System Access
to the proxy-etrs node can disclose the PETRs used by the devi ce,

whi ch can be used to nount attacks agai nst the device and/or PETRs.
Access to the map-cache node can expose the mappings currently cached
in the device, which has privacy inplications.

/rt:routing/rt:control-plane-protocol s/rt:control -plane-
protocol /lisp:lisp/lisp:etr

Access to the map-servers node can expose the credentials used by the
device to register mappings into the Mappi ng System all owi ng an

unaut hori zed device to inpersonate and regi ster mappi ngs on behal f
the authorized device. Access to the |ocal-eids node can expose the
Il ocal EIDs currently being served by the device, which has privacy

i mplications.

/rt:routing/rt:control-plane-protocol s/rt:control -plane-
protocol /lisp:lisp/lisp:address-types

Access to the geo-coordi nates node can expose geographical |ocation
i nformati on about the devi ces/networks/users, which has privacy
i nplications.
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Appendi x A. Data Mddel exanples

This section presents sone sinple and illustrative exanples on how to
configure LISP.

A.1. LISP protocol instance

The following is an exanple configuration for a LISP protocol
instance with the nane "LISP1". There are also 2 VNIs configured.
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<?xm version="1. 0" encodi ng="UTF-8"?>
<config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<net wor k- i nst ances
xm ns="urn:ietf:parans: xm :ns:yang:ietf-network-instance">
<net wor k- i nst ance>
<name>VRF- BLUE</ nane>
<vrf-root/>
<enabl ed>t r ue</ enabl ed>
</ net wor k- i nst ance>
<net wor k- i nst ance>
<nanme>VRF- RED</ nanme>
<vrf-root/>
<enabl ed>t r ue</ enabl ed>
</ net wor k- i nst ance>
</ net wor k- i nst ances>
<routing xm ns="urn:ietf:parans: xm :ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type xmns:lisp="urn:ietf:parans: xm :ns:yang:ietf-lisp">
lisp:lisp
</type>
<nane>L| SP1</ nane>
<lisp xm ns="urn:ietf:parans: xm:ns:yang:ietf-lisp">
<lisp-rol e>
<lisp-role-type>etr</lisp-role-type>
</lisp-rol e>
<lisp-role>
<lisp-role-type>itr</lisp-role-type>
</lisp-rol e>
<vpns>
<vpn>
<i nst ance-i d>1000</i nst ance-i d>
<i i d- nane>VRF- BLUE</ i i d- name>
</ vpn>
<Vpn>
<i nst ance-i d>2000</i nstance-i d>
<i i d- nane>VRF- RED</ i i d- nanme>
</vpn>
</ vpns>
</lisp>
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</routing>
</ config>
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A 2. LISP ITR

The followi ng is an exanmple configuration for ITR functionality under
"LISP1". There are 2 Map-Resol vers confi gured

<?xm version="1. 0" encodi ng="UTF-8"?>
<config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<routing xm ns="urn:ietf:paranms:xm :ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type xmns:lisp="urn:ietf:parans: xm :ns:yang:ietf-lisp">
lisp:lisp
</type>
<name>L| SP1</ nane>
<lisp xmns="urn:ietf:parans: xm:ns:yang:ietf-lisp">
<lisp-rol e>
<lisp-role-type>itr</lisp-role-type>
</lisp-role>
<itr xmins="urn:ietf:parans:xm :ns:yang:ietf-lisp-itr">
<map-resol ver s>
<map-resol ver >2001: db8: 203: 0: 113: : 1</ map-r esol ver >
<map-resol ver >2001: db8: 204: 0: 113: : 1</ map-r esol ver >
</ map-resol vers>
<litr>
</lisp>
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</ routing>
</ config>

A. 3. LISP ETR

The following is an exanple configuration for ETR functionality under
"LISP1". There are 2 Map-Servers and 2 |ocal ElIDs configured.

<?xm version="1.0" encodi ng="UTF-8""?>
<config xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<net wor k- i nst ances
xm ns="urn:ietf:parans: xnm :ns:yang:ietf-network-instance">
<net wor k- i nst ance>
<name>VRF- BLUE</ nane>
<vrf-root/>
<enabl ed>t r ue</ enabl ed>
</ net wor k- i nst ance>
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<net wor k- i nst ance>
<nane>VRF- RED</ nanme>
<vrf-root/>
<enabl ed>t r ue</ enabl ed>
</ networ k-i nst ance>
</ networ k-i nst ances>
<routing xmns="urn:ietf:parans: xm :ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type xmins:lisp="urn:ietf:parans:xm:ns:yang:ietf-lisp">
lisp:lisp
</type>
<name>L| SP1</ nane>
<lisp xm ns="urn:ietf:paranms:xm:ns:yang:ietf-lisp">
<lisp-role>
<lisp-role-type>etr</lisp-role-type>
</lisp-rol e>
<lisp-router-id>
<site-id>1</site-id>
</lisp-router-id>
<vpns>
<vpn>
<i nstance-i d>1000</i nst ance-i d>
<i i d- nane>VRF- BLUE</i i d- nanme>
</ vpn>
<vpn>
<i nst ance-i d>2000</i nst ance-i d>
<i i d- nane>VRF- RED</ i i d- nanme>
</ vpn>
</ vpns>
<etr xmns="urn:ietf:parans:xm :ns:yang:ietf-lisp-etr">
<map- servers>
<map- server >
<ms- addr ess>2001: db8: 203: 0: 113: : 1</ ns- addr ess>
<aut henti cati on- keys>
<aut henti cati on- key>
<aut h- key-i d>key1</ aut h- key-i d>
<aut h-al gorithmid>
hmac- sha- 256- 128
</ auth-al gorithmid>
<aut h- key- val ue>*Kye"$$1#gb91U04zpa</ aut h- key- val ue>
</ aut henti cati on- key>
</ aut henti cati on- keys>
</ map- server >
<map- server >
<ms- addr ess>2001: db8: 204: 0: 113: : 1</ ns- addr ess>
<aut henti cati on- keys>
<aut henti cati on- key>
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<aut h- key-i d>key1</ aut h- key-i d>
<aut h-al gorithmid>
hmac- sha- 256- 128
</auth-al gorithmid>
<aut h- key- val ue>*Kye"$$1#gb91U04zpa</ aut h- key- val ue>
</ aut henti cati on- key>
</ aut henti cati on- keys>
</ map- server >
</ map- servers>
<l ocal - ei ds>
<Vpn>
<i nstance-i d>1000</i nstance-i d>
<ei ds>
<l ocal -ei d>
<i d>2001: db8: 400: 0: 100: : 0</i d>
<ei d- addr ess>
<address-type xm ns:|lisp-at=
"urn:ietf:parans: xm:ns:yang:ietf-1isp-address-types">
lisp-at:ipv6-prefix-afi
</ addr ess-type>
<i pv6- prefi x>2001: db8: 400: 0: 100: : / 80</i pv6- prefi x>
</ ei d- addr ess>
</l ocal -ei d>
</ ei ds>
</ vpn>
<vpn>
<i nst ance-i d>2000</i nst ance-i d>
<ei ds>
<l ocal - ei d>
<i d>2001: db8: 800: 0: 200: : 0</i d>
<ei d- addr ess>
<address-type xm ns:|lisp-at=
"urn:ietf:parans: xm:ns:yang:ietf-1isp-address-types">
lisp-at:ipv6e-prefix-afi
</ addr ess-type>
<i pv6- prefi x>2001: db8: 800: 0: 200: : / 80</i pv6- prefi x>
</ ei d- addr ess>
</l ocal -ei d>
</ ei ds>
</ vpn>
</l ocal -ei ds>
</etr>
</lisp>
</ control - pl ane-protocol >
</ control - pl ane- prot ocol s>
</routing>
</ config>
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A. 4. LI SP Map- Server

The following is an exanple configuration for Map-Server
functionality under "LISP1". There are 2 nappings confi gured.

<?xm version="1. 0" encodi ng="UTF-8"?>
<config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<routing xm ns="urn:ietf:paranms:xm :ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type xmns:lisp="urn:ietf:parans: xm :ns:yang:ietf-lisp">
lisp:lisp
</type>
<name>L| SP1</ nane>
<lisp xmns="urn:ietf:parans: xm:ns:yang:ietf-lisp">
<lisp-rol e>
<lisp-role-type xmns:|isp-ns=
"urn:ietf:parans: xm:ns:yang:ietf-1isp-mapserver">
lisp-ns:ns
</lisp-rol e-type>
</lisp-rol e>
<map- server xm ns=
"urn:ietf:parans:xm:ns:yang:ietf-1lisp-mapserver">
<sites>
<site>
<site-id>l</site-id>
<aut henti cati on- keys>
<aut henti cati on- key>
<aut h- key-i d>key1</ aut h- key-i d>
<aut h-al gorithmid>
hmac- sha- 256- 128
</ auth-al gorithmid>
<aut h- key- val ue>* Kye"$$1#gh91U04zpa</ aut h- key- val ue>
</ aut henti cati on- key>
</ aut henti cati on- keys>
</site>
</sites>
<vpns>
<vpn>
<i nstance-i d>1000</i nstance-i d>
<mappi ngs>
<mappi ng>
<ei d-id>1l</eid-id>
<ei d- addr ess>
<address-type xmns:lisp-at=
"urn:ietf:parans:xm:ns:yang:ietf-1isp-address-types">
lisp-at:ipv6-prefix-afi

Er magan, et al. Expi res 8 January 2026 [ Page 78]



I nternet-Draft LI SP- YANG July 2025

</ addr ess-type>
<i pv6- prefix>2001: db8: 400: 0: 100: : / 80</i pv6- prefi x>
</ ei d- addr ess>
</ mappi ng>
</ mappi ngs>
</ vpn>
<vpn>
<i nst ance-i d>2000</i nst ance-i d>
<mappi ngs>
<mappi ng>
<eid-id>1l</eid-id>
<ei d- addr ess>
<address-type xm ns:|lisp-at=
"urn:ietf:parans: xm :ns:yang:ietf-1isp-address-types">
lisp-at:ipv6e-prefix-afi
</ addr ess-type>
<i pv6- prefi x>2001: db8: 800: 0: 200: : / 80</i pv6- prefi x>
</ ei d- addr ess>
</ mappi ng>
</ mappi ngs>
</ vpn>
</ vpns>
</ map- server >
</lisp>
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</routing>
</ config>
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