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1. Introduction

Thi s docunent describes extensions to the Locator/ldentifier

23
23
23
23
23
23
23
23
24
24
24
24
24
24
24

Separation Protocol (LISP) [RFC9300] and [ RFC9301] for Traffic

Engi neering (TE) features. For clarity, this docunent adopts
definition of Traffic Engineering provided in [ RFC9522].

t he

Specifically, TE in the Internet context is defined as conprising

three nmain conponents: policy, path steering, and resource

managerment. This docunent primarily focuses on the path stee
aspect of TE, by specifying how Explicit Locator Paths (ELPS)
used to guide traffic through specific intermedi ate Tunnel Ro
(XTRs) in a LISP network. Elenents of policy may be inplicit
supported where operator intent is reflected in ELP sel ection
resource managenent is assumed to be handl ed by external cont

ring
can be
uters
ly

, and

r ol

systens or network nmanagenent tools. A detailed discussion of those

aspects is out of scope for this docunent.

Thi s docunent is published on the Experinental track to reflect the
maturity level of the technology described. It is not intended to

define a bounded experinment with explicit success or failure
criteria.

The nechani sns descri bed introduce a traffic engineering capability
within the LISP architecture that has not yet accunul ated sufficient

operational experience for Standards Track publication

When LI SP routers encapsul ate packets to other LISP routers,

the path

stretch is typically 1. Mre explicitly, the path stretch refers to
the ratio between the I ength of the actual path used to forward
traffic and the |l ength of the shortest possible path between the sane

endpoints. 1In a path stretch of 1, the packet travels on the

shortest path fromthe encapsul ating I ngress Tunnel Router (ITR) to
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the decapsul ati ng Egress Tunnel Router (ETR) at the destination site.
The direct path is determ ned by the underlying routing protocol and
metrics it uses to find the shortest path.

This specification will exam ne how re-encapsul ati ng tunnel s

[ RFC9300] can be used so a packet can take an adninistratively
specified path, a congestion avoi dance path, a failure recovery path,
or multiple | oad-shared paths, as it travels fromITRto ETR By

i ntroducing an Explicit Locator Path (ELP) |ocator encodi ng see

[ RFC8060] section 4.6, an | TR can encapsul ate a packet to a Re-
Encapsul ati ng Tunnel Router (RTR) which decapsul ates the packet, then
encapsul ates it to the next locator in the ELP

Thi s docunent is part of a devel opment effort to include Traffic
engineering in LISP. It is not part of an experiment, as not al
experinmental RFCs are necessarily part of an experinent. It is

rat her about the maturity | evel of the technology. This makes it
clear that the designation reflects maturity rather than a bounded
experinent, and that the document does not define explicit success/
failure criteria.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al

capital s, as shown here

2. Definition of Terms

Refer to [RFCO300] for authoritative definitions for terns Endpoint
Identifier (EID), Routing Locator(RLOC), Ingress Tunnel Router (ITR)
Egress Tunnel Router (ETR), Re-encapsul ating Tunnel Router (RTR),
Tunneling Routers (xTR), Proxy-Egress Tunnel Router (PETR), Proxy

I ngress Tunnel Router (PITR), and Recursive Tunneling. The other
ternms defined in this section add to the canonical definition to
reflect the design considerations in this specification. Note: In
this docunment, 'xTR is used inclusively to refer to I TRs, ETRs, and
RTRs, as required by context.

Explicit Locator Path (ELP): An ELP is an explicit list of RLOCs
indicating internediate RTRs that a packet is intended to traverse
en route to its destination. The list can define a strict order
when each RLOC rmust be visited in sequence. However, the path
fromone RTR to another is deternined by the underlying routing
protocol and how the infrastructure assigns nmetrics and policies
for the path. The definition of an ELP is found in section 3 of
[ RFCB8060] .

Farinacci, et al. Expi res 19 August 2026 [ Page 4]



I nternet-Draft LI SP Traffic Engi neering February 2026

3.

Re- Encapsul ati ng Tunnel Router (RTR): An RTR as defined in [ RFC9300]
acts as an I TR (or PITR) by making a deci sion where to encapsul ate
the packet based on the next locator in the ELP towards the fina
destination ETR

Overvi ew
Typically, a packet’s path from Source EID (seid) to Destination EID
(deid) travels through the locator core via the encapsulating ITR
directly to the decapsul ating ETR as the foll owi ng di agram
illustrates:

Legend:
seid: Packet is originated by source EID ' seid
dei d: Packet is consuned by destination EID '’ deid

A B, C, D: Core routers in different ASes.

--->: The physical underlay topol ogy supported by routing
pr ot ocol s.

===> . A nulti-hop underlay path to realize a LISP tunnel between
LI SP routers.

In Figure 1 bel ow, the encapsul ation tunnel path between |ITR and ETR
is realized by underlay routers (A, B, C, D) so packets can be
delivered which are sent by EID seid to destination EID deid.

Core Network
Source site (R ) Destination Site
E S + ( ) TS +
\ ( ) /
| seid ITR ---(--->A-->B-->C-->D---)---> ETR dei d
I ay ( ) AR I
CERRREEE o« ) e +
[l (e ) I
[l [l
LI SP Tunnel

Figure 1: Typical Data Path fromITR to ETR
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In Figure 2, we introduce the RTRs 'X and 'Y which creates the
opportunity for a tunnel encapsul ation path between LISP routers X
and Y. For packets encapsulated by ITRto ETR, it nay be desirable
to route around the link B-->C. One could provide an ELP of (X, Y,
etr) to achieve this:

Cor e Net wor k

Source site (R ) Destination Site
E S + ( ) TS +
I \ ( ) / I
| seid ITR---(--->A-->B-->C-->D---)---> ETR dei d
I I ( / n ) AN I
I I ( I \ ) [\ I
oo SO v | )l - +

|| ( X ======> Y ) ||

| | ( AN | | ) | |

I CEEEEETS IEEEEEEEES []------- ) I

[ | [ | [ | [ |

LI SP Tunnel LI SP Tunne

Figure 2: ELP tunnel path ITR ==> X, then X ==> Y, and then Y ==> ETR

In this case, the LISP router | TR encapsulates to X, and then X re-
encapsul ates to Y, and then finally Y re-encapsulates to ETR

There are various reasons why the path from’'seid to 'deid nmay want
to avoid the path fromBto C. To list a few

* There may not be sufficient capacity provided by the networks that
connect B and C toget her.

* There nmay be a policy reason to avoid the ASes that make up the
pat h between B and C.

* There may be a failure on the path between B and C which nakes the
pat h unreliabl e.

* There nmay be nmonitoring or traffic inspection resources close to
RTRs X and Y that do network accounting or neasurenent.

* There may be a chain of services performed at RTRs X and Y
regardless if the path fromITR to ETRis through B and C
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4.

Explicit Locator Paths

The notation for a general formatted ELP is (x, y, etr), see

[ RFC8060] (section 4.6 for packet format details, S-bit and L-bit
definition), provides the list of RTRs a packet can travel through to
reach the final tunnel hop to the ETR

The procedure for using an ELP at each tunnel hop is as foll ows:

1. The ITRw Il retrieve the ELP fromthe mappi ng database. If no
ELP is returned fromthe mapping system follow typica
procedures from [ RFC9301]. Wen an ELP is returned, an ELP
validity check MJUST be perforned as detailed in Section 4.4.

2. The ITRw Il encapsulate the packet to RLOC "x'. If the S-bit is
not set in the ELP, then the I TR MAY encapsul ate to subsequent
XTRs in the ELP list. Oherw se, when the S-bit is set and an
XTR determi nes the RLOC is not reachable, it MJST NOT use any of

the remaining entries in the ELP list and drop the packet. If
the L-bit is set, then the I TR does a mappi ng system | ookup on
EID’ ' x’ to obtain an RLOC, call it x’. Subsequent behaviors are

based on RLOC x’.

3. The RTRwith RLOC 'x’ will decapsulate the packet. It wll use
the decapsul at ed packet’s destination address as a | ookup into
the mappi ng database to retrieve the ELP. |If an Explicit Locator

Pat h cannot be retrieved fromthe mapping system the ITR foll ows
the fallback behavior defined in [ RFC9301] and encapsul at es
packets using the standard RLOC set returned in the napping entry
for the destination EID

4. RIR’'x’ will encapsulate the packet to RTRwith RLOC 'y'.

5. The RTRwith RLOC 'y’ wi Il decapsul ate the packet. It wll use
t he decapsul at ed packet’s destination address as a | ookup into
t he mappi ng database to retrieve the ELP

6. RTR'y’ will encapsul ate the packet on the final tunnel hop to
ETR with RLOC 'etr’.

7. The ETR will decapsul ate the packet and deliver the packet to the
EID inside of its site.

The specific encoding format for the ELP can be found in [ RFC3060].

It is defined that an ELP will appear as a single encoded | ocator in
a |l ocator-set. Say for instance, we have a mapping entry for ElD
prefix 192.0.2.0/24 (or if IPv6 2001: db8:200::/48) that is reachable
via 4 locators. Two |locators are being used as active/active and the
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other two are used as active/active if the first two go unreachabl e

(as noted by the priority assignments bel ow).

mappi ng entry woul d | ook |ike:

El D- prefix:
Locat or - set :

El D- prefix:
Locat or - set :

192.0.2.0/ 24

ETR-A: priority 1, weight
ETR-B: priority 1, weight
ETR-C. priority 2, weight
ETR-D: priority 2, weight

2001: db8: 200: : / 48

ETR-A: priority 1, weight
ETR-B: priority 1, weight
ETR-C. priority 2, weight
ETR-D: priority 2, weight

50
50
50
50

50
50
50
50

This is what the

If an ELP is going to be used to have a policy path to ETR- A and

possi bly another policy path to ETR B,

the | ocator-set would be

encoded as follows (for each exanple ELP entry within an RLOC-record
bel ow, S-bit=1, L-bit=0, P-bit=0):

El D- prefix:
Locat or - set :

El D- prefix:
Locat or - set :

192.0.2.0/ 24

(x, y, ETRRA): priority 1,
(g, r, ETR-B): priority 1,
ETR- C priority 2,
ETR- D priority 2,

2001: db8: 200: :/ 48

(x, y, ETRRA): priority 1,
(g, r, ETR-B): priority 1,
ETR- C priority 2,
ETR- D priority 2,

wei ght
wei ght
wei ght
wei ght

wei ght
wei ght
wei ght
wei ght

50
50
50
50

50
50
50
50

The mapping entry with ELP |ocators is registered to the mapping
dat abase system see [RFC9301] for details, just

mappi ng entry woul d.

ETR(s) that are assigned and own the ElID prefix.
destination site nakes the choice of the RTRs in the ELP.

Al ternatively,

done via a general

i ke any ot her

That

The registration is typically performed by the

is, the

it may be common practice for a third-party system
(not an ETR network entity) to register

provi sioni ng system for exanple.

ELP mappi ngs.

Thi s can be

pur pose Software Defined Network (SDN)

Anot her case where a | ocator-set can be used for fl ow based | oad-
sharing across nmultiple paths to the sane destination site:

Fari nacci ,

et al.

Expi res 19 August

2026
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El D prefix: 192.0.2.0/ 24
Locator-set: (x, y, ETR-A): priority 1, weight 75
(q, r, ETR-A): priority 1, weight 25

El D- prefix: 2001: db8: 200: :/ 48
Locator-set: (x, y, ETR-A): priority 1, weight 75
(g, r, ETRRA): priority 1, weight 25

Using this mapping entry, an I TR would load split 75% of the EID
flows on the (x, y, ETR-A) ELP path and 25% of the EID fl ows on the
(g, r, ETRRA) ELP path. |If any of the ELPs go down, then the other
can take 100% of the load. For mappi ng system | ookups and nap-cache
managenent, see [RFC9300] for details.

4.1. ELP Re-optim zation

ELP re-optim zation is a process of changing the RLOCs of an ELP due
to underlying network change conditions. Just |ike when there is any
| ocator change for a locator-set, the procedures fromthe main LISP
speci fication [ RFC9300] are foll owed.

When a RLOC from an ELP is changed, Map-Notify nessages [ RFC9301] can
be used to informthe existing RTRs in the ELP so they can do a

| ookup to obtain the | atest version of the ELP. Map-Notify nessages
can al so be sent to new RTRs in an ELP so they can get the ELP in
advance to receiving packets that will use the ELP. This can

m ni m ze packet |oss during mappi ng database | ookups in RTRs.

4.2. Using Recursion

In the previous exanples, we showed how an | TR encapsul ates using an
ELP of (x, y, etr). Wen a packet is encapsulated by the I TR to RTR
"x', the RTR may want a policy path to RTR 'y and run another |eve
of re-encapsulating tunnels for packets destined to RTR’'y’. In this
case, the L-bit is set to 1, RTR'x’ does not encapsul ate packets to
"y’ but rather perforns a mappi ng dat abase | ookup on the address 'y’,
whi ch returns an ELP-based | ocator record for a path to RTR’'y’, and
encapsul ates packets to the first-hop of the returned ELP. [|f the
ELP path to RTR'y’ is an internal path within a LISP site, the

| ookup for RTR 'y’ can be done via a private mapping system The
decision to use address 'y’ as an encapsul ati on address versus a

| ookup address is based on the L-bit setting for "y’ in the ELP
entry. The decision and policy of ELP encodings are |local to the
entity which registers the EID-prefix associated with the ELP

Anot her exanple of recursion is when the | TR uses the ELP (x, y, etr)

to first prepend a header with a destination RLOC of the ETR and then
prepend anot her header and encapsul ate the packet to RTR'x'. Wen
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RTR ' x’ decapsul ates the packet, rather than doing a mappi ng dat abase
| ookup on RTR 'y’ as the | ast exanple showed, RTR 'x’ instead does a
mappi ng dat abase | ookup on ETR "etr’. In this scenario, RTR’x' can
choose an ELP fromthe | ocator-set by considering the source RLCC
address of the I TR versus considering the source ElD.

This additional |evel of recursion also brings advantages for the
provider of RTR'x' to store less state. Since RTR'x’ does not need
to |l ook at the inner nost header, it does not need to store EID
state. It only stores an entry for RTR 'y which many EID fl ows
could share for scaling benefits. The locator-set for entry 'y’
could either be a list of typical locators, a list of ELPs, or a
conbi nati on of both. Another advantage is that packet |oad-splitting
can be acconplished by exam ning the source of a packet. |If the
source is an I TR versus the source being the |ast-hop of an ELP the

| ast-hop selected, different forwarding paths can be used.

4.3. ELP Selection based on Policy Service

Paths to an ETR coul d be sel ected based on operator-defined policies.
Packets froma set of sources that have prem um service can use ELP
pat hs that are | ess congested whereas nornal sources use ELP paths
that conpete for | ess resources or use |longer paths for best effort
servi ce.

Usi ng source/destination | ookups into the mappi ng database can yield
different ELPs. For exanple, a premumservice flowwth
(source=198.51. 100.1, dest=192.0.2.1) or for |IPv6
(source=2001: db8: 100: : 1, dest=2001: db8: 200:: 1) can be described by
using the foll owing napping entry:

El D prefi x: (198.51.100. 0/ 24, 192.0.2.0/24)
Locator-set: (x, y, ETR-A): priority 1, weight 50
(q, r, ETRA): priority 1, weight 50

El D prefi x: (2001: db8: 100: : /48, 2001: db8: 200: :/48)
Locator-set: (x, y, ETR-A): priority 1, weight 50
(q, r, ETR-A): priority 1, weight 50

And all other best-effort sources would use different nmapping entry
descri bed by:
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EID-prefix:  (0.0.0.0/0, 192.0.2.0/24)

Locator-set: (x, x', vy, y', ETRA): priority 1, weight 50
(g, 9, r, r', ETRA): priority 1, weight 50

El D- prefix: (::/0, 2001: db8: 200::/48)

Locator-set: (x, X', vy, y, ETRA): priority 1, weight 50
(9, g, r, r', ETRA): priority 1, weight 50

If the source/destination | ookup is coupled with recursive | ookups,
then an I TR can encapsul ate to the ETR, prepending a header that

sel ects source address | TR-1 based on the prem um class of service
source, or selects source address ITR-2 for best-effort sources with
normal class of service. The ITR then does another |ookup in the
mappi ng dat abase on the prepended header using | ookup key
(source=I TR 1, dest= 192.0.2.1) or for IPv6 (source=ITR-1

dest =2001: db8: 200:: 1), that returns the followi ng mappi ng entry:

El D prefi x: (ITR-1, 192.0.2.0/24)
Locator-set: (x, y, ETR-A): priority 1, weight 50
(q, r, ETR-A): priority 1, weight 50

El D prefi x: (ITR-1, 2001:db8:200::/48)
Locator-set: (x, y, ETR-A): priority 1, weight 50
(g, r, ETRRA): priority 1, weight 50

And all other sources would use different mapping entry with a | ookup
key of (source=ITR-2, dest= 192.0.2.1) or for IPv6 (source=lITR-2,
dest =2001: db8: 200:: 1) :

El D prefi x: (ITR-2, 192.0.2.0/24)

Locator-set: (x, X', y, y, ETRA): priority 1, weight 50
(g, 9, r, r', ETRA): priority 1, weight 50

EID-prefix: (ITR2, 2001:db8: 200: :/48)

Locator-set: (x, X', vy, Yy, ETRA): priority 1, weight 50
(g9, g9, r, r', ETRA): priority 1, weight 50

This will scale the mapping system better by having fewer source/
destination conbinations. Refer to the Source/ Dest LCAF type
described in [ RFC8060] for encoding EIDs in Map- Request and Map-
Regi st er nessages.

4.4. Packet Loop Avoi dance
An ELP that is first used by an I TR MUST be inspected for encoding

| oops. |If any RLOC appears nore than once in the ELP, the ELP MJST
NOT be used.
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Since it is expected that multiple mapping systems will be used,
there can be a | oop across ELPs when registered in different nmapping
systens. The TTL copying procedures for re-encapsul ating tunnels and
recursive tunnels in [ RFC9300] MJST be foll owed.

TTL-based loop mitigation is used as a pragmatic safeguard, not a
formal | oop prevention mechanism A possible proper encoding | oop
checks (e.g., ELP inspection for possible loops) will be inplenmented
in future standards track specifications.

5. RLOC Probing by RTRs

Since an RTR knows the next tunnel hop to encapsulate to, it can

moni tor the reachability of the next-hop RTR As long as the next-
hop RTR sets the P-bit in the ELP list entry, the RTR can use RLOC
probing according to the procedures in [RFC9301]. Wen the RLOCC is
det ermi ned unreachabl e by the RLOC-probi ng nechani sns, the RTR can
use another locator in the locator-set. That could be the final ETR
a RLCC of another RTR, or an ELP where it MJST search for itself and
use the next RLOC in the ELP list to encapsul ate to.

RLOC- probi ng can al so be used to neasure delay on the path between
RTRs and when it is desirable switch to another |ower delay ELP

6. ELP Probing

Si nce an ELP-node knows the reachability of the next ELP-node in a
ELP by using RLOC probing, the sumof reachability can deternine the
reachability of the entire path. A head-end | TR RTR/ PI TR can
determine the quality of a path and decide to select one path from
anot her based on the telenetry data gathered by RLOC-probing for each
encapsul ati on hop

ELP- Probi ng uses the RLOC- Probi ng nechani smdefined in [ RFC9301], but
i s executed between each pair of adjacent RLOCs along the Explicit
Locator Path (ELP), rather than solely fromthe ITRto the final hop

However, for telemetry and network managenment reasons, the | TR coul d

al so RLOC-probe the ETR directly to see how a non TE path (the
underl ay path) conpares
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Servi ce Chai ni ng

An ELP can be used to depl oy services at each re-encapsul ati on point
in the network. One exanple is to inplenent a packet scrubber
service when a destination EID is being DoS attacked. That is, when
a DoS attack is recognized when the encapsul ation path is between | TR
and ETR, an ELP can be registered for a destination EID in the
mappi ng dat abase system The ELP can include an RTR so the I TR can
encapsul ate packets to the RTR, the latter will decapsul ate and
del i ver packets to a scrubber service device. The scrubber could
decide if the offending packets are dropped or allowed to be sent to
the destination EID. 1In which case, the scrubber delivers packets
back to the RTR, which encapsulates themto the ETR

I nt erwor ki ng Consi derations

[ RFC6832] defines procedures for how non-LISP sites talk to LISP
sites. The network el ements defined in the |nterworking
specification, the Proxy-ITR (PITR) and Proxy-ETR (PETR) (as well as
their multicast counterparts defined in [RFC6831]) can participate in
LISP-TE. That is, a PITR and a PETR can appear in an ELP |list and
act as an RTR

Not e when an RLCC appears in an ELP, it can be of any address famly.
There can be a mix of IPv4 and | Pv6 | ocators present in the sane ELP.
This can provide benefits where islands of one address-famly or the
other are supported and connectivity across themis necessary. For

i nstance, an ELP can | ook |ike:

(x4, ad6, b64, y4, etr)

VWhere an IPv4 ITR will encapsul ate using an |Pv4 RLOC ' x4’ and ' x4
could reach an IPv4 RLOC 'a46’, but RTR 'a46’ encapsul ates to an | Pv6
RLOC ' b64’ when the network between themis IPv6-only. Then RTR
"b64’ encapsul ates to IPv4 RLOC "y4' if the network between themis
dual - st ack.

Note that RTRs can be used for NAT-traversal scenarios
[1-D.ermagan-lisp-nat-traversal] as well to reduce the state in both
an XTR that resides behind a NAT and the state the NAT needs to

mai ntain. |In this case, the xTR only needs a default nap-cache entry
pointing to the RTR for outbound traffic and all renote | TRs can
reach El Ds through the XxTR behind a NAT via a single RTR (or a smal
set RTRs for redundancy).

RTRs have sonme scaling features to reduce the nunber of |ocator-set
changes, the anpbunt of state, and control packet overhead:
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* VWen ITRs and PITRs are using a small set of RTRs for
encapsul ating to "orders of magnitude" nore ElID Prefixes, the
probability of |ocator-set changes is limted to the RTR RLOC
changes versus the RLOC changes for the ETRs associated with the
EID-prefixes if the ITRs and PITRs were directly encapsulating to
the ETRs. This conmes at an expense in packet expansion, but
dependi ng on RTR pl acenent, this expense can be mtigated.

* \When RTRs are on-path between many pairw se EID flows, |ITRs and
PI TRs can store a small nunber of coarse El D prefixes.

* RTRs can be used to help scale RLOC Probing. Instead of |ITRs
RLOC- Probi ng all ETRs for each destination site it has cached, the
I TRs can probe a snaller set of RTRs which in turn, probe the
destination sites.

Mul ti cast Consi derations

LI SP mul ti cast forwardi ng behavior is specified in
[I-Dietf-lisp-rfc6831lbis] and [I-D.ietf-1isp-rfc8378bis]. The
mul ti cast considerations described in this section build upon those
speci fications.

ELPs have application in multicast environments. Just |ike RTRs can
be used to provide connectivity across different address famly

i sl ands, RTRs can hel p concatenate a multicast region of the network
to one that does not support native multicast.

In multicast forwarding, the full locator-set is used to replicate
packets toward all applicable RLOCs. Locator weights are not used
for selection in multicast scenarios and therefore have no
operational nmeaning in this context.

Note that there are various conbinations of connectivity that can be
acconpl i shed with the depl oynment of RTRs and ELPs:

*  Providing nulticast forwardi ng between | Pv4-only-unicast regions
and | Pv4-nul ticast regions.

* Providing multicast forwarding between | Pv6-only-uni cast regions
and | Pv6-nul ticast regions.

* Providing nulticast forwardi ng between |Pv4-only-unicast regions
and | Pv6-nul ticast regions.

* Providing multicast forwarding between | Pv6-only-unicast regions
and | Pv4-nul ticast regions.
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*  Providing nmulticast forwardi ng between | Pv4-multicast regions and
| Pv6-nul ticast regions.
An ITR or PITR can do a (S EID, G |ookup into the mappi ng dat abase.
What can be returned is a typical |ocator-set that could be nmade up

of the various RLOC addresses:

Multicast EID key: (S-EID, G

Locat or - set : ETR-A: priority 1, weight 25
ETR-B: priority 1, weight 25
gl: priority 1, weight 25
g2: priority 1, weight 25

Figure 3: An entry for host 'S-EID sending to application group 'G

The | ocator-set above can be used as a replication list. That is,
some RLOCs |isted can be unicast RLOCs and sone can be delivery group
RLOCs. A unicast RLOC in this case is used to encapsul ate a

mul ti cast packet originated by a nulticast source EID into a unicast
packet for unicast delivery on the underlying network. ETR-A could
be an I Pv4 unicast RLOC address and ETR-B could be a | Pv6 uni cast
RLCC addr ess.

A delivery group address is used when a nulticast packet originated
by a multicast source EID is encapsulated in a multicast packet for
mul ticast delivery on the underlying network. G oup address ’'gl’
could be an I Pv4 delivery group RLOC and group address g2’ could be
an | Pv6 delivery group RLOC.

Flexibility for these various types of connectivity conbinations can
be achi eved and provi ded by the mappi ng dat abase system And the RTR
pl acenment allows the connectivity to occur where the differences in
network functionality is |ocated.

Extendi ng this concept by allowing ELPs in |ocator-sets, one could
have this |ocator-set registered in the mappi ng database for (S-EID,
G . For exanple:

Multicast EID key: (S-EID, Q
Locat or - set : (x, vy, ETR-A): priority 1, weight 50
(a, g, b, ETR-B): priority 1, weight 50

Figure 4: Using ELPs for nmulticast flows

In the above situation, an | TR woul d encapsul ate a mnul ticast packet
originated by a nmulticast source EID to the RTR with unicast RLCC
"x'. Then RTR 'x’ woul d decapsul ate and uni cast encapsulate to RTR
y'" ("x' or 'y’ could be either IPv4 or IPv6 unicast RLOCs), which
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woul d decapsul ate and uni cast encapsulate to the final RLOC ' ETR-A'.
The ETR " ETR-A" woul d decapsul ate and deliver the multicast packet
natively to all the receivers joined to application group "G inside
the LISP site.

Let's look at the ITR using the ELP (a, g, b, ETRB). Here the
encapsul ati on path would be the | TR uni cast encapsul ates to unicast
RLOC "a’. RTR'a multicast encapsulates to delivery group 'g’. The
packet gets to all ETRs that have joined delivery group 'g so they
can deliver the nmulticast packet to joined receivers of application
group 'G in their sites. RTR'b' is also joined to delivery group
"g’. Since it isinthe ELP, it will be the only RTR that unicast
encapsul ates the nulticast packet to ETR 'ETR-B' . Lastly, 'ETR B
decapsul ates and delivers the nulticast packet to joined receivers to
application group "G in its LISP site.

As one can see there are all sorts of opportunities to provide

mul ticast connectivity across a network with non-congruent support
for multicast and different address-famlies. One can also see how
usi ng the mappi ng dat abase can allow fl exible forns of delivery
policy, rerouting, and congestion control managenent in nulticast
envi ronments.

Manageabi l ity and Operational Considerations

Thi s section discusses manageability and operational considerations
for the use of Explicit Locator Paths (ELPs), follow ng the guidance
in [ RFC5706] .

ELPs are typically provisioned based on operator objectives, such as
steering traffic through or away from specific network locations. In
practice, ELPs are commonly conputed and configured by an SDN
controller with topol ogy and policy awareness, or manually by a

net wor kK admi ni strator.

Moni toring and troubl eshooting of ELP-based forwarding reuse existing
LI SP nechani sns. No new nonitoring tools are introduced by this
specification. Operators may rely on existing control-pl ane
visibility and RLOC- Probi ng mechani snms to validate reachability and
per f or mance.

Thi s specification does not define explicit signaling or |ogging
requi renents when ELP-based forwarding results in packet drops.
Loggi ng at the dataplane is generally discouraged due to performance
consi derati ons.
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Val idation of ELP correctness is expected to occur at provisioning or
registration tine. As Map-Servers do not validate the contents of
ELPs, operators and control -pl ane systens are responsible for
ensuring correctness of ELP configuration

Explicit Locator Paths are scoped to a single mapping system Wen
mul ti pl e mappi ng systenms are depl oyed, adm nistrative coordination is
required to ensure consistent ELP provisioning and interpretation
across systens.

Thi s specification does not require support for the LISP YANG nodel .
The nechani sns described in this docunment operate independently of
any YANG based configuration or telemetry.

Future LI SP YANG nodel s may include support for policy or fault
reporting related to ELP usage, but such capabilities are outside the
scope of this docunent.

Depl oyment | ncentives

Thi s docunent specifies a LISP-based nechanismto influence the
sequence of LISP encapsul ation hops by sel ecting internmedi ate Routing
Locators (RLOCs). The prinmary objective is to enable traffic
steering that may be difficult or inpractical to achieve using
underl ay routing alone, while keeping steering state confined to the
control plane.

Explicit Locator Paths allow an operator to direct LISP-encapsul ated
traffic through sel ected LI SP-capabl e Re-encapsul ati ng Tunnel Routers
(RTRs). This capability is particularly useful in deploynments where
Segnment Routing or other underl ay-based steering nechani sns are
unavail abl e or undesirable. Steering intent is expressed solely
through the selection and ordering of RLOCs returned by the mapping
system and used for encapsul ation, w thout introducing any new per-
packet header fields beyond those already defined for LISP. Only
routers acting as explicit via-points need to support RTR
functionality, therefore ubiquitous LISP deploynment across the entire
domain is not required

As with any nechani smthat introduces internedi ate forwardi ng nodes,
operators shoul d assess policy and security inplications. There may
be policy reasons to avoid certain underlay segnments that woul d
otherw se be traversed when encapsul ati ng between specific RTRs.
Wil e an XxTR does not directly control the underlay path between two
RLOCs, selecting different intermediate RTR RLOCs al | ows an oper at or
to indirectly influence which underlay segnents are traversed by

LI SP-encapsul ated traffic.
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13.

14.

14.

In cases of failure or persistent degradation affecting the
encapsul ati on path between internediate RTRs the mechani sm descri bed
here does not replace underlay protection or fast reroute nmechani sns.
Instead, it enables an overlay steering choice: when | oss or
degradation toward a sel ected RTR RLOC is detected, an alternative
RTR RLOC can be sel ected as the next hop in the Explicit Locator
Path. Reachability validation can reuse existing LI SP RLOC- Probing
procedures to ensure that the forwardi ng conmponent at an RTR is
reachabl e before traffic is steered toward it.

Finally, Explicit Locator Paths nmay be used to ensure traversa
through a specific sequence of service-capabl e nodes, regardl ess of
the default underlay path between the I TR and ETR  The intent of
this document is not to standardize a general -purpose service
chaining architecture. Rather, when LISP is already depl oyed for
mappi ng and encapsul ation, the sane nechani sns can be reused to
direct traffic through sel ected LI SP-capabl e nodes that provide
required processing, wthout introducing new service chaining

f ramewor ks or protocol s.

Security Considerations

When an RTR receives a LI SP encapsul ated packet, it can | ook at the
outer source address to verify that RLOC is the one listed as the
previous hop in the ELP list. |If the outer source RLOC address
appears before the RLOC whi ch matches the outer destination RLOC
address, the decapsulating RTR (or ETRif |ast hop), MJIST choose to
drop the packet as it indicates there is a loop. Loop detection is
considered a configuration issue, not a security vulnerability in the
context of this draft.

Furt hernmore, the docunent does not claimto prevent interception on
the Internet; such risks exist on any path and are typically
mtigated using higher-layer security nechanisns.

I ANA Consi derations
Thi s docunent does not make any request to | ANA
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