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1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al

capital s, as shown here

2. Introduction

Thi s docunent describes extensions to the Locator/ldentifier
Separation Protocol (LISP) for traffic engineering features.

When LI SP routers encapsul ate packets to other LISP routers, the path
stretch is typically 1, nmeaning the packet travels on the shortest
path fromthe encapsulating | TR to the decapsul ating ETR at the
destination site. The direct path is determnined by the underlying
routing protocol and metrics it uses to find the shortest path.

This specification will exam ne how re-encapsul ati ng tunnel s

[ RFC9300] can be used so a packet can take an administratively
specified path, a congestion avoidance path, a failure recovery path,
or multiple | oad-shared paths, as it travels fromITRto ETR By
introducing an Explicit Locator Path (ELP) |ocator encoding

[ RFC8060], an I TR can encapsul ate a packet to a Re-Encapsul ating
Tunnel Router (RTR) which decapsul ates the packet, then encapsul ates
it to the next locator in the ELP

3. Definition of Terns

Refer to [RFCO300] for authoritative definitions for terms EID, RLOC
RTR, and Recursive Tunneling. The other terns defined in this
section add to the canonical definition to reflect the design
considerations in this specification

Explicit Locator Path (ELP): The ELP is an explicit list of RLOCs
for each RTR a packet SHOULD travel along its path toward a fina
destination ETR (or PETR). The list MAY be a strict ordering
where each RLOC in the list is visited. However, the path from
one RTR to another is determined by the underlying routing
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protocol and how the infrastructure assigns nmetrics and policies
for the path. The definition of an ELP is found in section 3 of
[ RFC8060] .

Re- Encapsul ati ng Tunnel Router (RTR): An RTR as defined in [ RFC9300]
acts as an I TR (or PITR) by making a decision where to encapsul ate
the packet based on the next locator in the ELP towards the final
destination ETR

4. Overview

Typically, a packet’s path fromsource EID to destination EID travels

through the |l ocator core via the encapsulating ITR directly to the

decapsul ating ETR as the following diagramillustrates:

Legend:

seid: Packet is originated by source EID 'seid .

dei d: Packet is consuned by destination EID ' deid .

A B, C D: Corerouters in different ASes.

--->: The physical underlay topol ogy supported by routing
pr ot ocol s.

===>: A nulti-hop underlay path to realize a LISP tunnel between
LI SP routers.

In Figure 1 bel ow, the encapsul ation tunnel path between |ITR and ETR
is realized by underlay routers (A, B, C, D) so packets can be
delivered which are sent by EID seid to destination ElID deid.

Cor e Net wor k

Source site O L E TR ) Destination Site
S . + ( ) S - +
\ ( ) /
| seid ITR ---(--->A-->B-->C-->D---)---> ETR deid |
| Il ( ) A |
heeoeeoee L F ) e +
[l (e ) I

I

LI SP Tunnel

Figure 1. Typical Data Path fromITR to ETR
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In Figure 2, we introduce RTRs 'X and 'Y which creates the
opportunity for a tunnel encapsul ation path between LISP routers X
and Y. For packets encapsulated by ITRto ETR, it nay be desirable
to route around the link B-->C, one could provide an ELP of (X Y,etr)
to achieve this:

Cor e Net wor k

Source site (R ) Destination Site
E S + ( ) TS +
I \ ( ) / I
| seid ITR---(--->A-->B-->C-->D---)---> ETR dei d
I I ( / n ) AN I
I I ( I \ ) [\ I
oo SO v | )l - +

|| ( X ======> Y ) ||

| | ( AN | | ) | |

I CEEEEETS IEEEEEEEES []------- ) I

[ | [ | [ | [ |

LI SP Tunnel LI SP Tunne

Figure 2: ELP tunnel path ITR ==> X, then X ==> Y, and then Y ==> ETR

In this case, the LISP router | TR encapsulates to X, and then X re-
encapsul ates to Y, and then finally Y re-encapsulates to ETR

There are various reasons why the path from’'seid to 'deid nmay want
to avoid the path fromBto C. To list a few

* There may not be sufficient capacity provided by the networks that
connect B and C toget her.

* There nmay be a policy reason to avoid the ASes that make up the
pat h between B and C.

* There may be a failure on the path between B and C which nakes the
pat h unreliabl e.

* There nmay be nmonitoring or traffic inspection resources close to
RTRs X and Y that do network accounting or neasurenent.

* There may be a chain of services performed at RTRs X and Y
regardless if the path fromITR to ETRis through B and C
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5.

Explicit Locator Paths

The notation for a general formatted ELP is (x, y, etr), see
[ RFC8060] for packet format details, represents the list of RTRs a
packet can travel through to reach the final tunnel hop to the ETR

The procedure for using an ELP at each tunnel hop is as foll ows:

1. The ITRw Il retrieve the ELP fromthe mappi ng database. If no
ELP is returned fromthe mappi ng system follow typica
procedures from [ RFC9301]. Wen an ELP is returned, an ELP
validity check MJUST be perforned as detailed in Section 5. 4.

2. The ITRw Il encapsulate the packet to RLOC "x'. If the S-bit is
not set in the ELP, then the I TR MAY encapsul ate to subsequent
XTRs in the ELP list. Qherw se, when the S-bit is set and an
XTR determ nes the RLOC is not reachable, it MJST NOT use any of
the remaining entries in the ELP list and drop the packet. |If
the L-bit is set, then the | TR does a mappi ng system | ookup on
EID’'x’ to obtain an RLOC, call it x', which it then encapsul ates
to.

3. The RTRwith RLOC 'x’ will decapsulate the packet. It wll use
t he decapsul at ed packet’s destination address as a | ookup into
t he mappi ng database to retrieve the ELP

4. RIR’x’ will encapsulate the packet to RTRwith RLOC 'y’.

5. The RTRwith RLOC 'y’ will decapsulate the packet. It wll use
t he decapsul at ed packet’s destination address as a | ookup into
t he mappi ng database to retrieve the ELP

6. RTR'y’ will encapsul ate the packet on the final tunnel hop to
ETR with RLOC 'etr’.

7. The ETR will decapsul ate the packet and deliver the packet to the
EID inside of its site.

The specific encoding format for the ELP can be found in [ RFC3060].

It is defined that an ELP will appear as a single encoded |ocator in
a |l ocator-set. Say for instance, we have a mapping entry for ElD
prefix 192.0.2.0/24 (or if ipv6 2001: db8:200::/48) that is reachable
via 4 locators. Two locators are being used as active/active and the
other two are used as active/active if the first two go unreachabl e
(as noted by the priority assignments below). This is what the
mappi ng entry woul d | ook |ike:
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El D prefix:
Locat or - set :

El D prefi x:
Locat or - set :
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192.0.2.0/ 24

ETR-A: priority 1, weight
ETR-B: priority 1, weight
ETR-C. priority 2, weight
ETR-D. priority 2, weight

2001: db8: 200: :/ 48

ETR-A: priority 1, weight
ETR-B: priority 1, weight
ETR-C. priority 2, weight
ETR-D. priority 2, weight

50
50
50
50

50
50
50
50

May 2025

If an ELP is going to be used to have a policy path to ETR-A and

possi bly another policy path to ETR B,

the | ocator-set would be

encoded as follows (for each exanple ELP entry within an RLOC-record
bel ow, S-bit=1, L-bit=0, P-bit=0):

El D prefi x:
Locat or - set :

El D prefi x:
Locat or - set :

192.0.2.0/ 24

(x, vy, ETR-A): priority 1,
(q, r, ETR-B): priority 1,
ETR-C priority 2,
ETR- D priority 2,

2001: db8: 200::/ 48

(x, vy, ETR-A): priority 1,
(q, r, ETR-B): priority 1,
ETR-C priority 2,
ETR- D priority 2,

wei ght
wei ght
wei ght
wei ght

wei ght
wei ght
wei ght
wei ght

50
50
50
50

50
50
50
50

The mapping entry with ELP |ocators is registered to the mapping
dat abase system see [RFCO9301] for details, just

mappi ng entry woul d.

ETR(s) that are assigned and own the ElID prefix.
destination site nakes the choice of the RTRs in the ELP.

Al ternatively,

done via a general

i ke any ot her

That

The registration is typically performed by the

is, the

it may be common practice for a third-party system
(not an ETR network entity) to register

ELP mappi ngs.

This can be

pur pose SDN provisioning system for exanple.

Anot her case where a | ocator-set can be used for flow based | oad-
sharing across multiple paths to the sane destination site:

Fari nacci ,

et al.

Expi res 14 Novenber 2025
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El D prefix: 192.0.2.0/ 24
Locator-set: (x, y, ETR-A): priority 1, weight 75
(q, r, ETR-A): priority 1, weight 25

El D- prefix: 2001: db8: 200: :/ 48
Locator-set: (x, y, ETR-A): priority 1, weight 75
(g, r, ETRRA): priority 1, weight 25

Using this mapping entry, an I TR would load split 75% of the EID
flows on the (x, y, ETR-A) ELP path and 25% of the EID fl ows on the
(g, r, ETRRA) ELP path. |If any of the ELPs go down, then the other
can take 100% of the load. For mappi ng system | ookups and nap-cache
managenent, see [RFC9300] for details.

5.1. ELP Re-optimzation

ELP re-optim zation is a process of changing the RLOCs of an ELP due
to underlying network change conditions. Just |ike when there is any
| ocator change for a locator-set, the procedures fromthe main LISP
speci fication [ RFC9300] are foll owed.

When a RLOC from an ELP is changed, Map-Notify nessages [ RFC9301] can
be used to informthe existing RTRs in the ELP so they can do a

| ookup to obtain the | atest version of the ELP. Map-Notify nessages
can al so be sent to new RTRs in an ELP so they can get the ELP in
advance to receiving packets that will use the ELP. This can

m ni m ze packet |oss during mappi ng database | ookups in RTRs.

5.2. Using Recursion

In the previous exanples, we showed how an | TR encapsul ates using an
ELP of (x, y, etr). Wen a packet is encapsulated by the I TR to RTR
"x', the RTR may want a policy path to RTR 'y and run another |eve
of re-encapsulating tunnels for packets destined to RTR’'y’. In this
case, the L-bit is set to 1, RTR'x’ does not encapsul ate packets to
"y’ but rather perforns a mappi ng dat abase | ookup on the address 'y’,
which returns a ELP-based |l ocator record for a path to RTR'y’', and
encapsul ates packets to the first-hop of the returned ELP. [|f the
ELP path to RTR'y’ is an internal path within a LISP site, the

| ookup for RTR 'y’ can be done to a private mapping system The
decision to use address 'y’ as an encapsul ati on address versus a

| ookup address is based on the L-bit setting for "y’ in the ELP
entry. The decision and policy of ELP encodings are |local to the
entity which registers the EID-prefix associated with the ELP

Anot her exanple of recursion is when the | TR uses the ELP (x, y, etr)

to first prepend a header with a destination RLOC of the ETR and then
prepend anot her header and encapsul ate the packet to RTR'x'. Wen
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RTR ' x’ decapsul ates the packet, rather than doing a mappi ng dat abase
| ookup on RTR 'y’ the | ast exanple showed, instead RTR ' x' does a
mappi ng dat abase | ookup on ETR "etr’. In this scenario, RTR’x' can
choose an ELP fromthe | ocator-set by considering the source RLCC
address of the I TR versus considering the source ElD.

This additional |evel of recursion also brings advantages for the
provider of RTR'x' to store less state. Since RTR'x’ does not need
to |l ook at the inner nost header, it does not need to store EID
state. It only stores an entry for RTR 'y which many EID fl ows
could share for scaling benefits. The locator-set for entry 'y’
could either be a list of typical locators, a list of ELPs, or

conbi nati on of both. Another advantage is that packet |oad-splitting
can be acconplished by exam ning the source of a packet. |If the
source is an I TR versus the source being the |ast-hop of an ELP the

| ast-hop selected, different forwarding paths can be used.

5.3. ELP Selection based on Cl ass of Service

Paths to an ETR may want to be sel ected based on different cl asses of
service. Packets froma set of sources that have prem um service can
use ELP paths that are | ess congested where normal sources use ELP
pat hs that conpete for |ess resources or use |onger paths for best
effort service.

Usi ng source/destination | ookups into the mappi ng database can yield
different ELPs. For exanple, a premumservice flowwth
(source=198.51. 100.1, dest=192.0.2.1) or for ipv6
(source=2001: db8: 100: : 1, dest=2001: db8: 200:: 1) can be described by
using the foll owing napping entry:

El D prefi x: (198.51.100. 0/ 24, 192.0.2.0/24)
Locator-set: (x, y, ETR-A): priority 1, weight 50
(q, r, ETRA): priority 1, weight 50

El D prefi x: (2001: db8: 100: : /48, 2001: db8: 200: :/48)
Locator-set: (x, y, ETR-A): priority 1, weight 50
(q, r, ETR-A): priority 1, weight 50

And all other best-effort sources would use different nmapping entry
descri bed by:
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EID-prefix:  (0.0.0.0/0, 192.0.2.0/24)

Locator-set: (x, x', vy, y', ETRA): priority 1, weight 50
(g, 9, r, r', ETRA): priority 1, weight 50

El D- prefix: (::/0, 2001: db8: 200::/48)
Locator-set: (x, X', vy, y, ETRA): priority 1, weight 50
(g, 9, r, r', ETRRA): priority 1, weight 50

If the source/destination | ookup is coupled with recursive | ookups,
then an I TR can encapsul ate to the ETR, prepending a header that

sel ects source address | TR-1 based on the prem um class of service
source, or selects source address ITR-2 for best-effort sources with
normal class of service. The ITR then does another |ookup in the
mappi ng dat abase on the prepended header using | ookup key
(source=I TR 1, dest= 192.0.2.1) or for ipv6 (source=ITR-1

dest =2001: db8: 200:: 1)that returns the foll owi ng napping entry:

El D prefi x: (ITR-1, 192.0.2.0/24)
Locator-set: (x, y, ETR-A): priority 1, weight 50
(q, r, ETR-A): priority 1, weight 50

El D prefi x: (ITR-1, 2001:db8:200::/48)
Locator-set: (x, y, ETR-A): priority 1, weight 50
(g, r, ETRRA): priority 1, weight 50

And all other sources would use different mapping entry with a | ookup
key of (source=ITR-2, dest= 192.0.2.1) or for ipv6 (source=lTR-2,
dest =2001: db8: 200: : 1) :

El D prefi x: (ITR-2, 192.0.2.0/24)

Locator-set: (x, X', y, y, ETRA): priority 1, weight 50
(g, 9, r, r', ETRA): priority 1, weight 50

EID-prefix: (ITR2, 2001:db8: 200: :/48)

Locator-set: (x, X', vy, Yy, ETRA): priority 1, weight 50
(g9, g9, r, r', ETRA): priority 1, weight 50

This will scale the mapping system better by having fewer source/
destination conbinations. Refer to the Source/ Dest LCAF type
described in [ RFC8060] for encoding EIDs in Map- Request and Map-
Regi st er nessages.

5.4. Packet Loop Avoi dance

An ELP that is first used by an I TR MUST be inspected for encoding
|l oops. |If any RLOC appears twice in the ELP, it MJST NOT be used.

Farinacci, et al. Expi res 14 Novenber 2025 [ Page 10]



I nternet-Draft LI SP Traffic Engi neering May 2025

Since it is expected that multiple mapping systems will be used,
there can be a | oop across ELPs when registered in different nmapping
systens. The TTL copying procedures for re-encapsul ating tunnels and
recursive tunnels in [ RFC9300] MJST be foll owed.

6. RLCC Probing by RTRs

Since an RTR knows the next tunnel hop to encapsulate to, it can

moni tor the reachability of the next-hop RTR As long as the next-
hop RTR sets the P-bit in the ELP list entry, the RTR can use RLOC
probing according to the procedures in [RFC9301]. Wen the RLCC is
det ermi ned unreachabl e by the RLOC-probi ng nechani sns, the RTR can
use another locator in the locator-set. That could be the final ETR
a RLOC of another RTR, or an ELP where it MJST search for itself and
use the next RLOC in the ELP list to encapsul ate to.

RLOC- probi ng can al so be used to neasure delay on the path between
RTRs and when it is desirable switch to another |ower delay ELP

7. ELP Probing

Since an ELP-node knows the reachability of the next ELP-node in a
ELP by using RLOC probing, the sumof reachability can deternine the
reachability of the entire path. A head-end | TR RTR/ PI TR can
determine the quality of a path and decide to select one path from
anot her based on the telenetry data gathered by RLOC-probing for each
encapsul ati on hop

ELP- probi ng mechani smdetails can be found in
[1-D.filyurin-1isp-elp-probing].

8. Service Chaining

An ELP can be used to depl oy services at each re-encapsul ati on point
in the network. One exanple is to inplenment a honey-pot service when
a destination EID is being DoS attacked. That is, when a DoS attack
is recogni zed when the encapsul ation path is between | TR and ETR, an
ELP can be registered for a destination EID to the mappi ng dat abase
system The ELP can include an RTR so the I TR can encapsul ate
packets to the RTR which will decapsul ate and deliver packets to a
scrubber service device. The scrubber could decide if the offending
packets are dropped or allowed to be sent to the destination EID. In
whi ch case, the scrubber delivers packets back to the RTR which
encapsul ates to the ETR
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9

I nt erwor ki ng Consi derations

[ RFC6832] defines procedures for how non-LISP sites talk to LISP
sites. The network el enents defined in the |Interworking
specification, the proxy ITR (PITR) and proxy ETR (PETR) (as well as
their multicast counterparts defined in [ RFC6831]) can participate in
LISP-TE. That is, a PITR and a PETR can appear in an ELP list and
act as an RTR

Not e when an RLOC appears in an ELP, it can be of any address-famly.
There can be a mx of IPv4 and | Pv6 | ocators present in the sanme ELP.
This can provide benefits where islands of one address-famly or the
other are supported and connectivity across themis necessary. For

i nstance, an ELP can | ook Iike:

(x4, ad6, b64, y4, etr)

Where an IPv4 I TR will encapsulate using an | Pv4 RLOC ' x4' and ' x4’
could reach an IPv4 RLOC 'a46’, but RTR 'a46’ encapsulates to an | Pv6
RLOC ' b64’ when the network between themis IPv6-only. Then RTR
"b64’ encapsul ates to IPv4 RLOCC "y4’ if the network between themis
dual - st ack.

Note that RTRs can be used for NAT-traversal scenarios
[1-D.ermagan-lisp-nat-traversal] as well to reduce the state in both
an xTR that resides behind a NAT and the state the NAT needs to

mai ntain. In this case, the xTR only needs a default nap-cache entry
pointing to the RTR for outbound traffic and all renpte | TRs can
reach El Ds through the XxTR behind a NAT via a single RTR (or a snall
set RTRs for redundancy).

RTRs have some scaling features to reduce the number of |ocator-set
changes, the anount of state, and control packet overhead:

* \When ITRs and PITRs are using a snmall set of RTRs for
encapsul ating to "orders of magnitude" nore ElID prefixes, the
probability of l|ocator-set changes are linmted to the RTR RLOC
changes versus the RLOC changes for the ETRs associated with the
ElID-prefixes if the ITRs and PITRs were directly encapsulating to
the ETRs. This cones at an expense in packet stretch, but
dependi ng on RTR pl acenent, this expense can be mtigated.

*  \When RTRs are on-path between many pairwi se EID flows, | TRs and
PITRs can store a small nunber of coarse El D prefixes.
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10.

* RTRs can be used to help scale RLOC probing. Instead of ITRs
RLOC- probing all ETRs for each destination site it has cached, the
I TRs can probe a snaller set of RTRs which in turn, probe the
destination sites.

Mul ti cast Consi derations

ELPs have application in multicast environnents. Just |ike RTRs can
be used to provide connectivity across different address famly

i slands, RTRs can hel p concatenate a nulticast region of the network
to one that does not support native multicast.

Note there are various conbi nati ons of connectivity that can be
acconpl i shed with the deployment of RTRs and ELPs:

* Providing multicast forwarding between | Pv4-only-unicast regions
and | Pv4-nul ticast regions.

* Providing nmulticast forwardi ng between | Pv6-only-unicast regions
and | Pv6-nul ticast regions.

* Providing multicast forwarding between | Pv4-only-unicast regions
and | Pv6-nul ticast regions.

* Providing nmulticast forwardi ng between | Pv6-only-unicast regions
and | Pv4-nul ticast regions.

* Providing multicast forwarding between |Pv4-multicast regions and
| Pv6-nul ticast regions.

An I TR or PITR can do a (S-EID,G |ookup into the nmappi ng dat abase.

VWhat can be returned is a typical |ocator-set that could be made up
of the various RLOC addresses:

Multicast EID key: (S-EID, QG

Locat or - set: ETR-A: priority 1, weight 25
ETR-B: priority 1, weight 25
gl: priority 1, weight 25
g2: priority 1, weight 25

Figure 3: An entry for host 'S-EID sending to application group 'G
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The | ocator-set above can be used as a replication list. That is
some RLOCs |isted can be unicast RLOCs and sone can be delivery group
RLOCs. A unicast RLOC in this case is used to encapsul ate a
mul ti cast packet originated by a nulticast source EID into a unicast
packet for unicast delivery on the underlying network. ETR-A could
be an | Pv4 unicast RLOC address and ETR-B coul d be a | Pv6 uni cast
RLCC addr ess.

A delivery group address is used when a nulticast packet originated
by a multicast source EID is encapsulated in a nulticast packet for
mul ticast delivery on the underlying network. G oup address ’'gl’
could be an I Pv4 delivery group RLOC and group address 'g2’' could be
an |1 Pv6 delivery group RLCC

Flexibility for these various types of connectivity conbinations can
be achi eved and provi ded by the nmappi ng dat abase system And the RTR
pl acement allows the connectivity to occur where the differences in
network functionality is |ocated.

Extendi ng this concept by allowing ELPs in |ocator-sets, one could
have this | ocator-set registered in the mappi ng dat abase for (S-EID
G . For exanple:

Mul ticast EID key: (S-EID, ©
Locat or - set: (x, y, ETR-A): priority 1, weight 50
(a, g, b, ETR-B): priority 1, weight 50

Figure 4: Using ELPs for multicast flows

In the above situation, an | TR woul d encapsul ate a multicast packet
originated by a nulticast source EID to the RTR with unicast RLCC
"x'. Then RTR 'x’ woul d decapsul ate and uni cast encapsulate to RTR
"y’ ('x’ or 'y could be either IPv4 or IPv6 unicast RLOCs), which
woul d decapsul ate and uni cast encapsulate to the final RLOC ' ETR-A'.
The ETR ' ETR-A" woul d decapsul ate and deliver the multicast packet
natively to all the receivers joined to application group 'G inside
the LISP site.

Let’s look at the ITR using the ELP (a, g, b, ETR-B). Here the
encapsul ati on path woul d be the I TR uni cast encapsul ates to uni cast
RLOC "a’. RTR 'a multicast encapsulates to delivery group 'g’. The
packet gets to all ETRs that have joined delivery group 'g so they
can deliver the nulticast packet to joined receivers of application
group 'G in their sites. RTR'b’ is also joined to delivery group
"g’. Since it isinthe ELP, it will be the only RTR that unicast
encapsul ates the nulticast packet to ETR "ETR-B'. Lastly, 'ETR B
decapsul ates and delivers the nulticast packet to joined receivers to
application group "G inits LISP site.
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11.

12.

13.

13.

As one can see there are all sorts of opportunities to provide

mul ticast connectivity across a network with non-congruent support
for multicast and different address-famlies. One can also see how
usi ng the mappi ng dat abase can allow flexible forns of delivery
policy, rerouting, and congestion control nmanagenent in nulticast
envi ronnent s.

Security Consi derations

When an RTR receives a LI SP encapsul ated packet, it can | ook at the
outer source address to verify that RLOC is the one listed as the
previous hop in the ELP list. |If the outer source RLOC address
appears before the RLOC which natches the outer destination RLOC
address, the decapsulating RTR (or ETR if last hop), MJIST choose to
drop the packet as it indicates there is a | oop.

I ANA Consi derati ons

Thi s docunent does not make any request to | ANA
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