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Abstract

Thi s docunent defines a canonical address format encoding used in
Locator/ 1D Separation Protocol (LISP) control nessages and in the
encodi ng of | ookup keys for the LISP Mappi ng Dat abase System

Thi s docunent obsol etes RFC 8060.
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license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent.
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Code Conponents
i ncl ude Revi sed BSD Li cense text as
Provi sions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1.

I nt roducti on

The LI SP architecture and protocol [RFC9300] [ RFC9301] introduces two
nanespaces: Endpoint ldentifiers (EIDs) and Routing Locators (RLOCs).
To provide flexibility for current and future applications, these

val ues can be encoded in LISP control messages using a general syntax
that includes Address Fanily Identifier (AFlI), length, and val ue
fields.

The defined AFls include |IPv4 and | Pv6 addresses, which are formatted
as foll ows:

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| AFl =1 | | Pv4 Address ... |
T S S T i o S S e i e S I S i S
| ... | Pv4 Address |

e e ol ol T R R TR R SR SRR
Figure 1: |Pv4-Encoded Address

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| AFl = 2 | | Pv6 Address ... |
B i s T T i i o S o T Ji I
| ... |Pv6 Address ... |
e L o i e S  th o i R S
| ... |Pv6 Address ... |
i e e R e o o e i ol S N B S
| ... |Pv6 Address ... |
B i s T T i i o S o T Ji I
| ... | Pv6 Address |
R i T S e E

Fi gure 2: |Pv6- Encoded Address

Thi s docunent describes the AFls used by LISP along with their

encodi ngs and introduces the LISP Canoni cal Address Format (LCAF)
that can be used to define the LISP-specific encodings for arbitrary
AFl val ues.

Specific detailed uses for the LCAF Types defined in this docunent
may be found in separate use-case docunents. The same LCAF Type may
be used by nore than one use-case.

Thi s docunent obsol etes [ RFC8060].
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2. Term nol ogy
2.1. Requirements Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2.2. Definition of Terns

Readers are expected to be fanmiliar with the term nol ogy defined in
[ RFC9300] .

3. LI SP Canonical Address Format Encodi ng

| ANA has assigned AFl val ue 16387 (0x4003) to the LISP Canonica
Address Format (LCAF). This specification defines the encoding
format of the LISP Canonical Address (LCA).

The AFI definitions in [AFN] only all ocate code-points for the AFI
value itself. The length of the address or entity that follows is
not defined and is inplied based on conventional experience. LISP
uses the foll owi ng AFls:

| O | Unspecified Nul I (see Section 3 of [RFC9300])

| | Encoded Address

N o e e e e oo - o e e e e e e e e e e mmmemao - +
| 1 | 1Pv4 | 4 |
S o e e e e oo o e e e e e e e e e e e e oo oo +
| 2 | 1Pv6 | 16 |
Fom e oo o e e oo S +
| 6 | 802 MAC Address | 6 |
N o e e e e oo - o e e e e e e e e e e mmmemao - +
| 17 | Distinguished | Variable: can be derived fromthe

| | Nane | Length field. (see Section 4.1.3)

Fom e o e e e oo o m e e e e e e e e mee oo s +
| 16387 | LCAF | Variable. (see Section 4) |
R o o m m e e e e e e e e e e e eo oo s +

Table 1: LISP Address Famlies

The first 6 octets of a LISP Canonical Address Format are foll owed by
a variabl e nunber of fields of variable length (Payl oad):

Ret ana, et al. Expires 11 July 2026 [ Page 4]
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdl | FI ags |
i I i S s S e S N S
| Type | Rsvd2 | Length |
i I T i I S L Sk A SRR N SRR S
| . . . (Payload) . . . |
B i s T T i i o S o T Ji I

Figure 3: LISP Canonical Address Format Header

Rsvdl: this field is reserved for future use and MJST be transmtted
as 0 and ignored on receipt.

Flags: this 8-bit fieldis for future definition and use. It MJST
be set to zero on transni ssion and ignored on receipt.

Type: indicates the Type of the LISP Canonical Address Format
encodi ngs. The values are summari zed in Table 2 (Section 6).
Unr ecogni zed Types MJST be silently ignored.

Rsvd2: this field is reserved for future use and MJST be transmtted
as 0 and ignored on receipt. This field is Type-specific.

Length: this 16-bit field indicates the length in octets of the LISP
Canoni cal Address Payl oad.

[ RFC9301] states RLOC-records based on an | P address are sorted when
encoded in control nessages, so the | ocator-set has consistent order
across all xTRs for a given EID. The sort order is based on sort-key
{AFl, RLOC-address}. When an RLOC based on an | P address is LCAF
encoded, the sort-key is {AFl, LCAF-Type, RLOC-address}. Therefore,
when a |l ocator-set has a mx of AFl records and LCAF records, they
are ordered fromsnallest to | argest AFl val ue.

4. LI SP Canoni cal Address Types

The foll owi ng sections specify the format of the currently defined
set of Type val ues.

Type 0 is used to indicate a "Null Body", which requires the Length

value to be set to 0. |If the Length value is not 0, the Type 0 MJST
be silently ignored.

Ret ana, et al. Expires 11 July 2026 [ Page 5]
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4.1. The AFl List LCAF Type

The AFlI List LCAF Type (Type 1) is used to carry a variabl e nunber of
addresses in a single LCAF instance. The Payload of this LCAF Type
is a sequence of one or nore AFl-encoded addresses. The AFlI List
LCAF Type can be used in a variety of applications, sone of which are
described in the follow ng subsections.

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| AFl = 16387 | Rsvdl | Fl ags |
i e e R e s o e e o i i o S U S S
| Type =1 | Rsvd?2 | Lengt h |
B i s T T i i o S o T Ji I
| AFI | Address ... |
e L o i e e R th o i R S
| Addr ess | AFI |
i e e R e s o i e e b i S I N S T
| Address ... |
B i s T T i i o S o T Ji I

Figure 4: AFl List LISP Canonical Address Fornmat

AFl:  an AFl value from Table 1.

Address: this field contains an address value in accordance to the
AFl preceding it. It's length is variable and is determ ned by
the AFl. See Table 1 for details.

The AFlI List LCAF can contain one or nore AFl/Address pairs.

4.1.1. Binding IPv4 and | Pv6 Addresses
When header translation between IPv4 and IPv6 is desirable, a LISP

Canoni cal Address can use the AFl List LCAF Type to carry a variable
nunber of AFls in one LCAF AFI.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdil | FI ags |
e L o i T e R th o i R S
| Type = 1 | Rsvd2 | Length |
i e R o i o e i o Sl i S SR SRR N R R SR S R S
AFl =1 | | Pv4 Address ... |
B S S e i S S T A S S S S S S i S S
| Pv4 Address | AFl = 2 |
B S i i e T S e i i o
| Pv6 Address ... |
B s o T o i R R S i ik i Sh SRR N S
| Pv6 Address ... |
B S S e i S S T A S S S S S S i S S
| Pv6 Address ... |
B S i i T S i ik i H
| Pv6 Address |
B s o T o i R R S i ik i Sh SRR N S

+—+— +— +— +— +—

Figure 5: Address Binding LI SP Canoni cal Address Format

This type of address format can be included in a Map- Request when,
for exanple, the IPv6 address is being used as an EID, but the LISP
Mappi ng Dat abase System | ookup destination can use only the |Pv4
address. This is so a Mappi ng Dat abase Service Transport System
such as LI SP-ALT [ RFC6836], can use the Map-Request destination
address to route the control nessage to the desired LISP site.

Thi s encoding can be used in EID-records or RLOC-records in Map-
Request, Map-Reply, Mp-Register, and Map-Notify nessages.

4.1.2. Layer 2 VPNs
When Medi a Access Control (MAC) addresses are stored in the LISP

Mappi ng Dat abase System the AFlI List LCAF Type can be used to carry
AFl 6.
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdil | FI ags |
e L o i T e R th o i R S
| Type = 1 | Rsvd2 | Length |
i e R T o i o e i o ik i i SE TR SR R SR S S
| AFl =6 | Layer 2 MAC Address ... |
B i s T T i i o S o T Ji I
| ... Layer 2 MAC Address |
e L o i T e e th o i R S

Fi gure 6: MAC Address LISP Canonical Address Format

Thi s address format can be used to connect Layer 2 domai ns together
using LISP over an I Pv4 or IPv6 core network to create a Layer 2 VPN
In this use case, a MAC address is being used as an EID, and the

| ocator-set that this EID maps to can be an IPv4 or |IPv6 RLOC, or
even anot her MAC address being used as an RLOC. See
[I-Dietf-lisp-eid-mobility] for an exanpl e.

4.1.3. ASCIl Nanes in the Mappi ng Dat abase

I f DNS nanmes [ RFC1035] or URIs [ RFC3986] are stored in the LISP
Mappi ng Dat abase System the AFlI List LCAF Type can be used to carry
an ASCI | string.

0 1 2 3

01234567890123456789012345678901
R o o e e el i S S S S i S i ol S S e e e s
| AFl = 16387 | Rsvdl | Fl ags |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type =1 | Rsvd2 | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| ARl = 17 | DNS Name or URI ... |
R o o e e el i S S S S i S i ol S S e e e s

Figure 7: ASCI|I Nane LI SP Canoni cal Address Format
An exanpl e for using DNS nanmes is when an ETR regi sters a nappi ng
with an EID-record encoded as (AFl =1, 192.0.2.0/24) with an RLOC
record (AFI =17, "router.exanple.conl).
4.1.4. Using Recursive LISP Canonical Address Encodi ngs
When any conbi nati on of the above is desirable, the AFl List LCAF

Type val ue can be used to carry within the LCAF AFl anot her LCAF AFI
(for exanple, Application-Specific Data in Section 4.4).
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdil | FI ags |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Type = | Rsvd2 | Length |
e e e e N T R s ok i ol SRR N B SR SRR S
| AFI 6387 | Rsvdil | Fl ags |
+- B i i S S o e i ik e S
| Rsvd2 | Lengt h |
+- i i T S i ik St S SR S S

| IP TGS, | Pv6 TC or Fl ow Label | Pr ot ocol

i e e R e o o e i i i o SR SR S T
| Local Port (I ower-range) | Local Port (upper-range)

e o I e e ol i I T T T S S e e e e i i ol it T R R
| Renote Port (| ower-range) | Renote Port (upper-range)
e L o i e e b o i R SR N S
| AFl =1 | | Pv4 Address ... |
i e e R e s o i e e b i S I N S T
| | Pv4 Address |

i It S i R i SIE TR TR e

Figure 8: Recursive LISP Canoni cal Address Format

This format coul d be used by a Mappi ng Dat abase Service Transport
System such as LISP-ALT [ RFC6836], where the AFI=1 | Pv4 address is
used as an EID and placed in the Map- Request destination address by
the sending LISP system The LISP-ALT system can deliver the Map-
Request to the LISP destination site independent of the Application
Dat a LCAF Type AFl payl oad values (Section 4.4). Wen this AFl is
processed by the destination LISP site, it can return different

| ocator sets based on the type of application or |evel of service
that is being requested.

4.1.5. Conpatibility Mode Use Case

A LI SP system shoul d use the AFl List LCAF Type format when sending
to LI SP systens that do not support a particular LCAF Type used to
encode |l ocators. This allows the receiving systemto be able to
parse a | ocator address for encapsul ation purposes. The list of AFls
in an AFl List LCAF Type has no semantic ordering and a receiver
shoul d parse each AFl element no matter what the ordering.

Ret ana, et al. Expires 11 July 2026 [ Page 9]
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0 1 2 3
01234567890123456789012345678901
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| AFl = 16387 | Rsvdl | Fl ags |
T T S T S A S
| Type = 1 | Rsvd2 | Length |
T T S S e T S S i i S S S A ok

AFl = 16387 | Rsvdil | Fl ags |
i S i T S i S S Tl sl i i S S
Type = 3 |

|

+_ -

| Rsvd2 | Lengt h |
Fm A e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
| AS Nunber |
S S M S SRS R U A R R
| AFl = 0 | AFl = 1 |
o e e e o e e e e e e e bm e e e e e e e e e e e e e e e e e e -
| | Pv4 Address |
Fm e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

Figure 9: Conpatibility Mdde LISP Canoni cal Address Fornat

For exanple, if a system does not recognize the AS Nunmber LCAF Type
(Section 4.3) that acconpanies a | ocator address, an encoder can

i nclude the AS Nunber LCAF Type enbedded in an AFl List LCAF Type
where the AFl in the AS Nunber LCAF Type is set to 0 and the AFI
encoded next in the list is encoded with a valid AFl value to
identify the | ocator address.

A LISP systemis required to support the AFl List LCAF Type to use
this procedure. It would skip over 10 octets of the AS Nunber LCAF
Type to get to the |ocator address encoding (an | Pv4 | ocator
address). A LISP systemthat does support the AS Nunmber LCAF Type
can support parsing the |locator address in the encoding that follows
in the AFl List LCAF Type.

4.2. The Instance | D LCAF Type
The Instance | D LCAF Type (Type 2) is used to carry an Instance |ID
along with an AFl-based address. The Instance |ID can be used when

virtualization and segnmentation are needed; see see Section 8 of
[ RFC9300] and [I-D.ietf-lisp-vpn] for nore details.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| AFl = 16387 | Rsvdl | FI ags |
i I i S s S e S N S
| Type = 2 | 1'I'D mask-1en | Length |

i e R o i o e i o Sl i S SR SRR N R R SR S R S
| I nstance ID |
B i s T T i i o S o T Ji I
| AFI | Address ... |
e L o i e e R th o i R S

Fi gure 10: Instance |ID LI SP Canoni cal Address Format

11D mask-len: if the AFl is set to O, then this LCAF is encodi ng an
Instance I D range where this field indicates the nunber of high-
order bits used in the Instance ID field for the range. The | ow
order bits of the Instance ID field MUST be 0 and i gnored.

If the AFl is set to any other value, then this LCAF is encodi ng
an extended EID prefix [I-D.ietf-1isp-8111bis]. 1In this case,
this field is not used and MUST be set to 0 on transm ssion and
i gnored on receipt.

Instance ID: 32-bit unstructured field.

AFl: as specified in Section 4.1. Only AFl values for the
Unspeci fi ed Encoded Address (0), IPv4 (1), and IPv6 (2) are valid
in this LCAF Type. Any other AFl value is invalid and the LCAF
Type MJST be silently ignored.

Address: as specified in Section 4.1

4.3. The AS Nunber LCAF Type
The AS Nunber LCAF Type (Type 3) is used to carry an Autononous

System (AS) nunber, which can be stored in the LI SP Mappi ng Dat abase
System for either policy or docunmentation reasons.

Ret ana, et al. Expires 11 July 2026 [ Page 11]
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdl | Fl ags |
I S i S
| Type = 3 | Rsvd2 | Length |
i i i i i S i i S S i it
| AS Nunber |
B i s T T i i o S o T Ji I
| AFI | Address ... |
i S e

Fi gure 11: AS Nunber LISP Canonical Address Fornat

AS Number: the 32-bit AS nunber of the autonompbus systemthat has
been assigned to either the EID or RLCC that follows. Two-octet
AS nunbers are encoded by setting the two high-order octets of the
field to zero as specified in [ RFC6793].

AFl: as specified in Section 4.1. Only AFl values for IPv4 (1) and
IPv6 (2) are valid in this LCAF Type. Any other AFl value is
invalid and the LCAF Type MJST be silently ignored.

Address: as specified in Section 4.1.

The AS Nunber LCAF Type can be used to encode either EID or RLOC
addresses. The forner is used to describe the LISP-ALT AS nunber the
EID prefix for the site is being carried for. The latter is used to
describe the AS that is carrying RLOC based prefixes in the
underlying routing system

4.4. The Application Data LCAF Type

The Application Data LCAF Type (Type 4) is used to carry information
about the type of application or Per-Hop Behavior (PHB) [ RFC2475] of
packets.

For exanple, the Application Data LCAF Type is used for an EID
encodi ng when an I TR wants a |l ocator-set for a specific application.
When used for an RLOC encoding, the ETR is supplying a |ocator-set
for each specific application is has been configured to adverti se.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdil | FI ags |
e L o i T e R th o i R S
| Type = 4 | Rsvd2 | Length |
i e R o i o e i o Sl i S SR SRR N R R SR S R S

| IP TCS, 1Pv6 TC, or Flow Label | Pr ot ocol
B i s T T i i o S o T Ji I
| Local Port (I ower-range) | Local Port (upper-range)
e L o i e e b o i R SR N S
| Renote Port (| ower-range) | Renote Port (upper-range)
i e e R i e S S S e i S i hI TR SRR S S
| AFI | Address ... |
B i s T T i i o S o T Ji I

Figure 12: Application Data LI SP Canoni cal Address Fornat

IP TGS, IPv6 TC, or Flow Label: this field stores the 8-bit |Pv4 TCS
field used in an | Pv4 header, the 8-bit |Pv6 Traffic C ass, or the
20-bit Fl ow Label used in an |IPv6 header. The corresponding field
is sel ected based on the AFl value used in the Address field. The
unused bits in this field MUST be set to 0 on transm ssion. The
val ue MJUST be included in the |oworder bits of the field.

Protocol: this field stores the protocol nunber for TCP (6), UDP
(17), or Stream Control Transm ssion Protocol (SCTP) (132). Any
other value is invalid and the LCAF Type MJST be silently ignored.

Local Port/Remote Port: these fields are fromthe TCP [ RFC9293], UDP
[ RFC768], or SCTP [ RFC9260] transport header. A range can be
specified by using a | ower-range and an upper-range. Wen a
single port is encoded, the | ower-range and upper-range fields
MUST be the sane. |If the lower-range field is not equal to the
upper-range field, then the |ower-range field MIST be | ess than
the upper-range field or the LCAF Type MJST be silently ignored.

AFl: as specified in Section 4.1. Only AFl values for IPv4 (1) and
IPv6 (2) are valid in this LCAF Type. Any other AFl value is
invalid and the LCAF Type MJST be silently ignored.

Address: as specified in Section 4.1.

4.5. The Opaque Key LCAF Type
The Opaque Key LCAF Type (Type 6) is used to carry a generic

formatted key that can be used to do a LI SP Mappi ng Dat abase System
| ookup.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdil | FI ags |
e L o i T e R th o i R S
| Type = 6 | Rsvd2 | Length |
i e R T o i o e i o ik i i SE TR SR R SR S S
| Key Field Num | Key Wl dcard Fields | Key . . . |
B i s T T i i o S o T Ji I
| Key |
e L i i T e R  h h o i R SR S

Fi gure 13: Opaque Key LI SP Canoni cal Address Format

Key Field Num the value of this field is the nunber of "Key" sub-
fields mnus 1, the key can be broken up into. For exanple, if
this field has a value of 0, there is one "Key" sub-field. The
valid values range is 0 to 15. |If the value is greater than 15,
the LCAF Type MJST be silently ignored.

Key Wl dcard Fields: describes which fields in the key are not used
as part of the key lookup. This wildcard encoding is a bitfield.
Each bit is a don't-care bit for a corresponding Key field. Bit O
(the loworder bit) in this bitfield corresponds the first Key
field, the loworder field in the key, bit 1 the second Key field,
and so on. Wen a bit is set in the bitfield, it is a don’t-care
bit and should not be considered as part of the database | ookup
When the entire 16 bits are set to 0, then all bits of the key are
used for the database | ookup. Any bits set to 1 that correspond
to non-existent Key fields (for exanple, bit 5 set when there are
only 3 Key fields) MJUST be ignored.

Key: a series of Key sub-fields contain the variable | ength key.
The I ength of each sub-field is determ ned by dividing the total
| ength of the key (Length - 3) by the nunber of fields (Key Field
Num + 1). For exanple, for a key size of 8 octets (the Length
field is set to 11), with a Key Field Numof 3, four sub-fields of
2 octets each are present. The nunber of Key fields MJIST evenly
divide (without remainder) into the total length of the key or the
LCAF Type MUST be silently ignored.

The NAT-Traversal LCAF Type

The NAT-Traversal LCAF Type (Type 7) can be used to carry information
about gl obal and private addresses and port nunmbers when a LI SP
systemis traversing a Network Address Translation (NAT) device. See
[I-D.ietf-lisp-nat-traversal] and
[I-D.farinacci-lisp-lispers-net-nat] for exanples of its use.
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdil | FI ags |
e L o i T e R th o i R S
| Type = 7 | Rsvd2 | Length |
i e R T o i o e i o ik i i SE TR SR R SR S S
| M5 UDP Port Number | ETR UDP Port Number |
B i s T T i i o S o T Ji I
| AFI | dobal ETR RLOC Address ... |
e L o i e e R th o i R S
| AFI | M5 RLOC Address ... |
i e e R e s o i e e b i S I N S T
I
+-
I
+-
I
+-

+

AFI | Private ETR RLOC Address ... |
i T o T i e S S S i S e S
AFI | RTR RLOCC Address 1 ... |
i i S S i i i S S S 2
AFI | RTR RLOCC Address k ... |
T o e i e S e e b Tk ok T NI S S

Fi gure 14: NAT-Traversal LISP Canoni cal Address Format

M5 UDP Port Nunmber: this is the UDP port nunber of the Map-Server
and is set to 4342 [RFC9301]. Any other value is invalid and the
LCAF Type MUST be silently ignored.

ETR UDP Port Number: this is the port number returned to a LISP
systemthat was copied fromthe source port froma packet that has
fl owed through a NAT devi ce.

AFl: as specified in Section 4.1. Except for the |last set of
addresses (RTR RLOC Addresses, where AFl = 0 is also all owed),
only AFl values for IPv4 (1) and IPv6 (2) are valid in this LCAF
Type. Any other AFl value is invalid and the LCAF Type MJST be
silently ignored. Al the AFl fields (including the RTR RLOC
Addresses, if not using AFl = 0) MJST be the sane. O herwi se, the
LCAF Type MUST be silently ignored.

G obal ETR RLOC Address: this is an address (as specified in
Section 4.1) known to be globally unique built by NAT-traversal
functionality in a LISP router.

M5 RLOC Address: this is the address (as specified in Section 4.1)
of the Map-Server used in the destination RLOC of a packet that
has fl owed through a NAT devi ce.

Private ETR RLOC Address: this is an address (as specified in
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4.

7.

Section 4.1) known to be a private address inserted in this LCAF
by a LISP router that resides on the private side of a NAT devi ce.

RTR RLOC Address: this is an encapsul ati on address (as specified in
Section 4.1) used by an Ingress Tunnel Router (ITR) or Proxy
I ngress Tunnel Router (PITR) that resides behind a NAT device.
This address is known to have state in a NAT device so packets can
flowfromit to the LISP ETR behind the NAT. There can be zero or
more NAT Re-encapsul ati ng Tunnel Router (RTR) [ RFC9300] addresses
supplied in this set of fields. The nunber of RTRs encoded is
determned by the Length field. Wen there are no RTRs suppli ed,
the RTR fields can be omitted and reflected in the LCAF Length
field or an AFl of 0 can be used to indicate zero RTRs encoded.

The Nonce Locator LCAF Type

The Nonce Locator LCAF Type (Type 8) is used to carry a nonce val ue
along with an AFIl-based address. This LCAF Type can be used, for
exanpl e, by a public Proxy-ETR [ RFC6832] device to verify who is
encapsulating to it: it can check for a specific nonce value in the
LI SP- encapsul at ed packet.

0 1 2 3
01234567890123456789012345678901
T S S e T S S i S S I A S S S
| AFl = 16387 | Rsvd1l | Fl ags |
T S T o i S e T S i Sl SIS S St
| Type = 8 | Rsvd2 | Lengt h |
T S S T S S S T e S e i it S S S S
|  Reserved | Nonce |
i S T S T i S S e s A S S A
|
+-

AFI | Address ... |
i T o T i e S S S i S e S

Fi gure 15: Nonce Locator LISP Canoni cal Address Format

Reserved: this field is reserved for future use and MJST be
transmtted as 0 and ignored on receipt.

Nonce: a 24-bit nonce value returned in a Map-Reply | ocator-record
to be used by an | TR/ Proxy-1 TR when encapsul ating to the | ocator
address encoded in the AFl field of this LCAF Type. This nonce
value is inserted in the LISP Nonce field in the LISP header
encapsul ati on [ RFC9300] .

AFl: as specified in Section 4.1. Only AFl values for IPv4 (1) and
IPv6 (2) are valid in this LCAF Type. Any other AFl value is
invalid and the LCAF Type MJST be silently ignored.

Ret ana, et al. Expires 11 July 2026 [ Page 16]



I nternet-Draft LI SP Canoni cal Address Format January 2026

Address: as specified in Section 4.1.
4.8. The Multicast Info LCAF Type

The Multicast Info LCAF Type (Type 9) is used to carry multicast
group information.

Mul ticast group information can be published in the nmappi ng database
using the Multicast Info LCAF Type. This LCAF encoding can al so be
used to send broadcast packets to all nenbers of a subnet when an EID
is away fromits hone subnet | ocation.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| AFl = 16387 | Rsvdl | Fl ags |
i i i T i I S i e s o o i i
| Type = 9 | Rsvd2 | Length |

i e R T o i o e i o ik i i SE TR SR R SR S S
| I nstance ID |
B i s T T i i o S o T Ji I
| Reserved | Source MaskLen| Group MaskLen |
e L i i e e R th o i R S
| AFI | Sour ce/ Subnet Address ... |
i e e R e s o i e e b i S I N S T
| AFI | G oup Address ... |
B i s T T i i o S o T Ji I

Figure 16: Multicast Info LISP Canonical Address Fornat

Instance ID: as defined in Section 4.2. The Instance IDin this
LCAF can be used to associate a multicast forwarding entry for a
gi ven VPN.

Reserved: this field is reserved for future use and MJST be
transmtted as 0 and ignored on receipt.

Source MaskLen: the mask | ength of the Source/ Subnet Address that
follows. The length is the nunmber of high-order mask bits set.

Group MaskLen: the nask | ength of the Group Address that follows.
The length is the nunber of high-order mask bits set.

AFl: as specified in Section 4.1. Only AFl values for IPv4 (1) and
IPv6 (2) are valid in this LCAF Type. Any other AFl value is
invalid and the LCAF Type MJST be silently ignored. Al the AFI
fields MJUST be the sane. O herwi se, the LCAF Type MJST be
silently ignored.
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Sour ce/ Subnet Address: the source address (as specified in
Section 4.1) or prefix for encoding an (S, G multicast entry
[ RFC4607]. A special wldcard val ue consisting of an address
field of all zeros can be used to indicate any source.

Group Address: the group address or group prefix for encoding (S, QG
or (*,QG nulticast entries [RFC7761]. This field MIST be either a
mul ti cast address or a broadcast address. Oherw se, the LCAF
Type MJST be silently ignored.

The Explicit Locator Path LCAF Type
The Explicit Locator Path (ELP) LCAF Type (Type 10) is used to carry
a list of locators in an explicit re-encapsul ation path. See

[I-Dietf-lisp-te] for an exanpl e.

0 1 2 3
012345678901234567890123456789¢01

R e o T T e S S T ol S i T S s ik i I S I S S R S R
| AFl = 16387 | Rsvdl | Fl ags |
B i s T T i i o S o T Ji I

Type = 10 | Rsvd2 | Lengt h |

|+- i S
| Reserved | LI P S| AFI |
i I i i S i it i IR R U R S it it
| Reencap Hop 1 ... |
B i s T T i i o S o T Ji I
| Reserved | L] P| S| AFI |
i S i i i
| Reencap Hop k ... |
i I e i I i i IR R U i it IR S

Figure 17: Explicit Locator Path LISP Canoni cal Address Format

Reserved: this field is reserved for future use and MJST be
transmtted as 0 and ignored on receipt.

L (Lookup bit): this bit indicates that the address (in the Reencap
Hop field) should not be used for encapsulation, but to look it up
in the nmappi ng dat abase systemto obtain an encapsul ati ng RLOC
addr ess.

P (RLOC Probe bit): this bit indicates the Reencap Hop all ows RLOC
probe nmessages [ RFC9301] to be sent to it. Wen the P bit is set
to 0, RLOC-probes MJUST NOT be sent. |If the Reencap Hop is an
anycast address then the bit SHOULD be set to O.

S (Strict bit): this bit, which indicates that the associated
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Reencap Hop is REQU RED to be used. |If this bit is 0, the re-
encapsul ator MAY skip this Reencap Hop and go to the next one in
the |ist.

AFl: as specified in Section 4.1. Only AFl values for IPv4 (1) and
I Pv6 (2) are valid in this LCAF Type. Any other AFl value is
invalid and the LCAF Type MJUST be silently ignored. Al the AFI
fields MIST be the sane. O herw se, the LCAF Type MJST be
silently ignored.

Reencap Hop: this is the address (as specified in Section 4.1) for
reencapsul ati on.

One or nore Reencap Hops can be encoded in this LCAF. Each hop is
encoded with its own set of Reserved, L, P, S, AFl, and Address
fields.

4.10. The Security Key LCAF Type

The Security Key LCAF Type (Type 11) is used to carry security key
material when a locator in a |locator-set has a security key
associated with it. See [I-D.ietf-lisp-8111lbis] or [RFC8061] for an
exanpl e.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdil | FI ags |
e L o i T e R th o i R S
| Type = 11 | Rsvd2 | Length |
i e T o o ok N B IR R ok e R TR
| Key Count | Reserved | orithm | Reserved |R|
i Tk S I S S S S S R I S I S S bt S
| Key Length | Key Materi al |
e L o i T el th o i R S
| Key Materi al |
i e e R e s o i e e i i i o S R B S
| AFI | Locator Address ... |
B i s T T i i o S o T Ji I

Figure 18: Security Key LISP Canonical Address Format
Key Count: the Key Count field declares the nunber of Key Sections
included in this LCAF. A Key Section is nmade up of the Key Length
and Key Material fields.

Reserved: this field is reserved for future use and MJST be
transmtted as 0 and ignored on receipt.
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Key Algorithm the Key Algorithmfield identifies the key’'s
cryptographic al gorithmand specifies the format of the Public Key
field. Specific use cases can specify the values for the
supported algorithns. Refer to [ RFC8061] for an exanple.

R bit: this is the Revoke bit and, if set, it specifies that this
key is being revoked.

Key Length: this field determnes the length in octets of the Key
Material field.

Key Material: this field stores the key material. The format of the
key material stored depends on the Key Algorithmfield.

AFl: as specified in Section 4.1. Only AFl values for IPv4 (1) and
IPv6 (2) are valid in this LCAF Type. Any other AFl value is
invalid and the LCAF Type MJST be silently ignored.

Locator Address: this is the address (as specified in Section 4.1)
that owns the encoded security key.

4.11. The Source/Destination LCAF Type

The Source/ Destination LCAF Type (Type 12) is used to carry a source
and destination address pair.

For exanpl e, when both a source and destination address of a flow
need consideration for different |ocator-sets, this 2-tuple key is
used in EID fields in LISP control nessages. Wen the Source/ Dest
key is registered to the mappi ng database, it can be encoded as a
source- prefix and destination-prefix. Wen the Source/Dest is used
as a key for a mappi ng dat abase | ookup, the source and destination
come froma data packet. Refer to [I-D.ietf-lisp-te] for an exanple
of its use.

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| AFl = 16387 | Rsvdl | FI ags |
B T S i T s i i e e SEI S
| Type = 12 | Rsvd2 | Length |
I S i o T s S S S e s s T
| Reserved | Sour ce- ML | Dest - ML |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| AFI | Source-Prefix ... |
B T S i T s i i e e SEI S
| AFI | Destination-Prefix ... |
I S i o T s S S S e s s T
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Fi gure 19: Source/Destination LISP Canonical Address Format

Reserved: this field is reserved for future use and MJUST be
transmtted as 0 and ignored on receipt.

Source-M.: the mask length of the Source Prefix that follows. The
I ength is the nunmber of high-order nask bits set.

Dest-M.: the mask |l ength of the Destination Prefix that follows.
The length is the nunber of high-order mask bits set.

AFl: as specified in Section 4.1. Only AFl values for IPv4 (1) and
IPv6 (2) are valid in this LCAF Type. Any other AFl value is
invalid and the LCAF Type MJST be silently ignored. Al the AFI
fields MIST be the sane. O herw se, the LCAF Type MJST be
silently ignored.

Source-Prefix: the source address prefix (as specified in
Section 4.1).

Destination-Prefix: the destination address prefix (as specified in
Section 4.1).

4.12. The Replication List LCAF Type

The Replication List LCAF Type (Type 13) is used to carry a list of
| ocators for unicast replication. See [I-D.coras-lisp-re] for an
exanpl e.

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| AFl = 16387 | Rsvdil | Fl ags |
B T S i T s i i e e SEI S
| Type = 13 | Rsvd2 | Length |
I S i o T s S S S e s s T
| Reserved | Level Value |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| AFI | RTR/ ETR #1 ... |
B T S i T s i i e e SEI S
| Reserved | Level Value |
I S i o T s S S S e s s T
| AFI | RTR ETR #n ... |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 20: Replication List Entry LISP Canoni cal Address Fornmat

Reserved: this field is reserved for future use and MJUST be
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transmtted as 0 and ignored on receipt.

Level Value: this value is associated with the level within the
overlay distribution tree hierarchy where the RTR resides. See
[1-D.coras-lisp-re] for an exanple.

AFl: as specified in Section 4.1. Only AFl values for IPv4 (1) and
IPv6 (2) are valid in this LCAF Type. Any other AFl value is
invalid and the LCAF Type MJST be silently ignored. Al the AFI
fields MJUST be the sane. O herwi se, the LCAF Type MJST be
silently ignored.

RTR/ETR.  the address (as specified in Section 4.1) of the Re-
encapsul ati ng Tunnel Router (RTR) or Egress Tunnel Router (ETR)
participating in the overlay distribution tree. Can be either a
uni cast or nulticast address.

One or nore RTR/ ETR val ues can be encoded in this LCAF. Each one is
encoded with its own set of Reserved, Level Value, AFl, and RTR/ ETR
fields.

4.13. The JSON Data Mddel LCAF Type

The JSON Data Mbdel LCAF Type (Type 14) is used to carry a JavaScri pt
hj ect Notation (JSON) data nodel that can be encoded as either an
EI D or an RLCC.

0 1 2 3

01234567890123456789012345678901
R o o e e el i S S S S i S i ol S S e e e s
| AFl = 16387 | Rsvdl | Fl ags |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type = 14 | Rsvd2 | Bl Length |
el i I e i it T e e e e i i T o S e e S e T R R
| JSON | ength | JSON . .. |
R o o e e el i S S S S i S i ol S S e e e s
L.

AFI | Optional Address ... |
i T o T T i T A S S S T

Figure 21: JSON Data Mdel LISP Canonical Address Format
B bit: indicates that the JSON field is binary encoded according to
[ JSON- BI NARY] when the bit is set to 1. Oherw se, the encoding
is based on text encoding according to [ RFC8259].
The rest of the Rsvd2 field is as specified in Section 3

JSON length: length in octets of the JSON field.
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JSON: a variable-length field that contains either binary or text
encodi ngs.

AFl: as specified in Section 4.1

Optional Address: an address (as specified in Section 4.1) that can
be associated with the JSON data nodel .

An exanpl e mapping is an EID-record encoded as a di stingui shed-nane
"cpe-router” and an RLOC-record encoded as a JSON string "{ "router-
address" : "192.0.2.1", "router-nmask" : "24" }".

4.14. The Key/Val ue Address Pair LCAF Type

The Key/Val ue Address Pair LCAF Type (Type 15) is used to carry a
key/val ue address pair. This LCAF Type can be useful, for exanple,
when attaching attributes to other elenents of LISP packets, such as
El Ds or RLCCs.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| AFl = 16387 | Rsvdl | Fl ags |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Type = 15 | Rsvd?2 | Length |
i T s i o S i i S R I S I S S S M
| AFI | Address as Key ... |
B T S i T s i i e e SEI S
| AFI | Address as Val ue ... |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Fi gure 22: Key/Val ue Address Pair LISP Canoni cal Address Fornat

AFl: as specified in Section 4.1. Al the AFl fields MJST be the
sanme. O herwi se, the LCAF Type MJUST be silently ignored.

Address as Key: an address (as specified in Section 4.1) that wll
be attached with the attri butes associated with the Address as
Val ue field.

Address as Value: an address (as specified in Section 4.1) that will
be the attribute address for the Address as Key field.

4.15. The Encapsul ation Format LCAF Type

The Encapsul ation Format LCAF Type (Type 16) is used to advertise the
encapsul ati on fornmats supported by an RLOC.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdil | FI ags |
e L o i T e R th o i R S
| Type = 16 | Rsvd2 | Length |
i e R T o i o e i o ik i i SE TR SR R SR S S
| Encapsul ati ons |UGNvV|VIIT|L
B i s T T i i o S o T Ji I
| AFI | Address ... |
e L o i e e R th o i R S

Fi gure 23: Encapsul ati on Format LI SP Canoni cal Address For mat

Encapsul ations: the bits in this field are reserved for future use
and MUST be transnitted as 0 and i gnored on receipt.

U The RLOC listed in the Address field can accept Generic UDP
Encapsul ati on (GUE) using destination UDP port 6080
[I-D.ietf-intarea-gue].

G The RLOCs listed in the Address field can accept Geneve
encapsul ati on using destination UDP port 6081 [ RFC8926].

N: The RLOCs listed in the Address field can accept NV-GRE ( Network
Virtualization - Generic Routing Encapsul ation) using |Pv4/1Pv6
prot ocol nunber 47 [RFC7637].

v: The RLOCs listed in the Address field can accept VXLAN GPE
(Ceneric Protocol Extension) encapsul ation using destination UDP
port 4790 [I-D.ietf-nvo3-vxl an-gpe].

V: The RLOCs listed in the Address field can accept Virtual
eXtensi ble Local Area Network (VXLAN) encapsul ation using
destination UDP port 4789 [RFC7348].

I: The RLOCs listed in the Address field can accept Layer 2 LISP
encapsul ati on using destination UDP port 8472
[I-D.smth-1isp-layer2].

L: The RLOCs listed in the Address field can accept Layer 3 LISP
encapsul ation using destination UDP port 4341 [ RFC9300].

AFl: as specified in Section 4.1. Only AFl values for IPv4 (1) and
IPv6 (2) are valid in this LCAF Type. Any other AFl value is
invalid and the LCAF Type MJST be silently ignored.

Address: as specified in Section 4.1.
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5

Security Considerations

The security considerations discussed in [ RFC9300], [RFC9301], and
[ RFC9303] apply to the LCAF encodi ngs defined in this docunment and
their use. An in-depth threat analysis of LISP is provided in

[ RFC7835] .

The LCAF encodings defined in this docunment are intended to be used
with their corresponding use cases and in self-contained
environments. Users should carefully consider and docunent

addi tional considerations that may result fromtheir particular use
case. As with any protocol extension, the addition of new LCAF Types
increases the attack surface of the protocol. |nplenenters and
operators should be aware of this when depl oyi ng new LCAF Types.

Care should be taken to protect against the adverse use of
informati on that should remain private or contai ned by ensuring
policy controls are in place. Any such nmechanismis out of scope for
thi s docunent.

Additionally, inplenenters should ensure that proper validation and
error handling are in place for all LCAF Types to prevent potenti al
attacks such as mal forned data injections.

| ANA Consi der ati ons

Because this docunment obsol etes RFC 8060, |IANA is asked to change all
registration informati on that references [ RFC8060] to instead
reference [[this RFC]].

I ANA is also requested to update the contents of the "LISP Canonica
Address Format (LCAF) Types" registry as indicated in Table 2
Future assignnents are to be made using the Specification Required
policy [ RFC8126]. Assignnents consist of a LISP LCAF Type Nane and
its associated val ue:
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| Value | LISP LCAF Type Name | Reference |
[§ el ooy s e s e
| O | Null Body | [[this RFC], Section 3] |
S D e S +
| 1 | AFI List | [[this RFC], Section 3] |
Fommma - T T +
| 2 | I'nstance ID | [[this RFC, Section 3] |
R, o e e e e e e e e oo o - o e e e e e e e e oo o - +
| 3 | AS Number | [[this RFC], Section 3] |
S D e S +
| 4 | Application Data | [[this RFC], Section 3] |
Fommma - T T +
| 5 | Deprecated | [I1-D.ietf-1isp-geo] |
R, o e e e e e e e e oo o - o e e e e e e e e oo o - +
| 6 | Opaque Key | [[this RFC], Section 3] |
S D e S +
| 7 | NAT-Traversal | [[this RFC], Section 3] |
Fommma - T T +
| 8 | Nonce Locat or | [[this RFC, Section 3] |
R, o e e e e e e e e oo o - o e e e e e e e e oo o - +
| 9 | Multicast Info | [[this RFC], Section 3] |
S D e S +
| 10 | Explicit Locator Path | [[this RFC], Section 3] |
Fommma - T T +
| 11 | Security Key | [[this RFC, Section 3] |
R, o e e e e e e e e oo o - o e e e e e e e e oo o - +
| 12 | Source/Dest Key | [[this RFC], Section 3] |
S D e S +
| 13 | Replication List Entry | [[this RFC], Section 3] |
Fommma - T T +
| 14 | JSON Data Mbdel | [[this RFC, Section 3] |
R, o e e e e e e e e oo o - o e e e e e e e e oo o - +
| 15 | Key/Value Address Pair | [[this RFC, Section 3] |
S D e S +
| 16 | Encapsul ation Format | [[this RFC], Section 3] |
Fommma - T T +

Tabl e 2: "LISP Canoni cal Address Format (LCAF) Types"
Regi stry

I ANA is al so requested to update the description for AFl 16387 in the
"Address Family Numbers" registry [AFN] to reference [[this RFC].
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Appendi x A: Change Log
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Ver si on -00
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Version -01
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ei d7252).
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LCAFs defined in the section titled "Experinmental LISP Canoni cal
Address Applications” into the main section (Section 4).
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Elimnated the reference to RFC 3232 ("RFC 1700 Repl aced by On-
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is used as an exanple. This addresses the downref.
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(Section 4.15)
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