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1.

I nt roducti on

The LI SP architecture and protocol [RFC9300] [ RFC9301] introduces two
new nunbering spaces: Endpoint ldentifiers (EIDs) and Routing
Locators (RLOCs). To provide flexibility for current and future
applications, these values can be encoded in LISP control nessages
using a general syntax that includes Address Fanmily ldentifier (AFl),
| ength, and val ue fields.

Currently defined AFls include IPv4 and | Pv6 addresses, which are
formatted according to code-points assigned in the "Address Famly
Nunbers" registry [AFN] as foll ows:

| Pv4- Encoded Addr ess:
0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| AFl =1 | | Pv4 Address ... |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| ... | Pv4d Address |

B i S S ik s S N S S
| Pv6- Encoded Addr ess:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| AFl = 2 | | Pv6 Address ... |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| ... | Pve Address ... |
i T s i o S i i S R I S I S S S M
| ... |Pv6 Address ... |
B T S i T s i i e e SEI S
| ... |Pv6 Address ... |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| ... | Pv6 Address |
il s ST I S S I S T T S

Thi s docunent describes the currently defined AFls that LISP uses
along with their encodings and introduces the LISP Canonical Address
Format (LCAF) that can be used to define the LISP-specific encodi ngs
for arbitrary AFl val ues.

Specific detailed uses for the LCAF Types defined in this docunent
may be found in separate use-case docunents, for exanple [ToDo: add
references here or in the specific sections]. The sane LCAF Type may
be used by nore than one use-case docunent.
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Thi s docunent obsol etes [ RFC8060].
2. Term nol ogy
2.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. 2. Definition of Terns

Address Family ldentifier (AFI):
a termused to describe an address encoding in a packet. Address
famlies are defined for I1Pv4 and | Pv6. See [AFN] for details.
The reserved AFl value of 0 is used in this specification to
i ndi cate an unspecified encoded address where the length of the
address is 0 bytes following the 16-bit AFl val ue of O.

Unspeci fied Address Fornmat:

0 1 2 3
01234567890123456789012345678901
S i S i S S S S S S

| AFl =0 | <no address foll ows>
B el I T R S il il ol siE I R SR S

Endpoint ID (EID): a 32-bit (for IPv4) or 128-bit (for |Pv6) val ue
used in the source and destination address fields of the first
(rmost inner) LISP header of a packet. The host obtains a
destination EID the sane way it obtains a destination address
today, for exanple, through a DNS | ookup or SIP exchange. The
source EID is obtained via existing nmechani sns used to set a
host’s "local" IP address. An EIDis allocated to a host from an
El D-prefix block associated with the site where the host is
| ocated. An EID can be used by a host to refer to other hosts.

Routing Locator (RLOC): the IPv4 or I Pv6 address of an Egress Tunne
Router (ETR). It is the output of an EID-to-RLOC nmappi ng | ookup
An EID maps to one or nmore RLOCs. Typically, RLOCs are nunbered
fromtopol ogi cal | y aggregatabl e bl ocks that are assigned to a site
at each point to which it attaches to the global Internet; where
the topology is defined by the connectivity of provider networks,
RLOCs can be thought of as Provider-Assigned (PA) addresses.
Mul tiple RLOCs can be assigned to the sane ETR device or to
mul ti ple ETR devices at a site.
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3.

LI SP Canoni cal Address Fornat Encodi ngs

| ANA has assigned AFl val ue 16387 (0x4003) to the LISP Canonica
Address Format (LCAF). This specification defines the encoding
format of the LISP Canonical Address (LCA).

The AFI definitions in [AFN] only all ocate code-points for the AFI
value itself. The length of the address or entity that follows is
not defined and is inplied based on conventional experience. Wen
LI SP uses LCAF definitions fromthis docunent, the AFI-based address
|l engths are specified in this docunent. Wen new LCAF definitions
are defined in other use-case docunents, the AFI-based address

| engths for any new AFI -encoded addresses are specified in those
docunent s.

The first 6 bytes of a LISP Canonical Address are followed by a
vari abl e nunber of fields of variable |ength:

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| AFl = 16387 | Rsvdl | Fl ags |
i i i T i I S i e s o o i i
| Type | Rsvd2 | Lengt h |

T S i S S R Tk Tk e s

T S S S T S S S S it S S SEp DI S S

Rsvdl/ Rsvd2: these 8-bit fields are reserved for future use and MJST
be transnmitted as 0 and ignored on receipt.

Flags: this 8-bit field is for future definition and use. For now,
set to zero on transm ssion and ignored on receipt.

Type: this 8-bit field is specific to the LISP Canonical Address
For mat encodi ngs.

Type 0: Null Body

Type 1. ARl List

Type 2: Instance ID
Type 3: AS Nunber

Type 4: Application Data

Type 5: Deprecated [I-D.ietf-lisp-geo]
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Type 6: Opaque Key

Type 7: NAT-Traversa

Type 8: Nonce Locator

Type 9: Milticast Info

Type 10: Explicit Locator Path

Type 11: Security Key

Type 12: Source/ Dest Key

Type 13: Replication List Entry

Type 14: JSON Data Model

Type 15: Key/ Val ue Address Pair

Type 16: Encapsul ati on For mat

Length: this 16-bit field is in units of bytes and covers all of the
LI SP Canoni cal Address payload, starting and including the byte
after the Length field. Wen including the AFl, an LCAF-encoded
address will have a mninmumlength of 8 bytes when the Length
field is 0. The 8 bytes include the AFl, Flags, Type, Rsvdl,
Rsvd2, and Length fields. Wen the AFl is not next to an encoded
address in a control nessage, the encoded address will have a
m ni mum | ength of 6 bytes when the Length field is 0. The 6 bytes
i nclude the Flags, Type, Rsvdl, Rsvd2, and Length fields.

[ RFC9301] states RLOC-records based on an |IP address are sorted when

encoded in control nessages, so the | ocator-set has consistent order

across all xTRs for a given EID. The sort order is based on sort-key

{afi, RLOC-address}. Wen an RLCC based on an | P address is LCAF

encoded, the sort-key is {afi, LCAF-Type}. Therefore, when a |ocator-

set has a mix of AFl records and LCAF records, they are ordered from

smal l est to | argest AFlI val ue.

4. LI SP Canonical Address Applications

The foll owing sections define the LCAF for the currently defined set
of Type val ues.
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4.1. Segnentation Using LISP

VWhen mul tiple organizations inside of a LISP site are using private
addresses [RFC1918] as EID prefixes, their address spaces nust renain
segregated due to possible address duplication. An Instance ID in
the address encoding can aid in making the entire AFI-based address
uni que.

Anot her use for the Instance ID LI SP Canoni cal Address Format is when
creating nultiple segnmented VPNs inside of a LISP site where keeping
El D- prefi x-based subnets is desirable.

I nstance | D LI SP Canoni cal Address For mat:
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| AFl = 16387 | Rsvdl | Fl ags |
i e e R e s o e e o i i o S U S S
| Type = 2 | 1'I'D mask-len | Lengt h |

B i s T T i i o S o T Ji I
| Instance ID |
i i i S S S S e e
| AFl = X | Address ... |
i I i i S i i i i i i S

11D mask-len: if the AFl is set to O, then this format is not
encodi ng an extended EID prefix, but rather an Instance |ID range
where the 11D mask-1en’ indicates the nunber of high-order bits

used in the Instance ID field for the range. The |low order bits
of the Instance ID field nust be 0.

Length: length in bytes starting and including the byte after this
Length fi el d.

Instance ID: the |loworder 24 bits that can go into a LISP data
header when the | bit is set. See [RFC9300] for details. The
reason for the length difference is so that the maxi mum nunber of
i nstances supported per mapping systemis 2732, while conserving
space in the LISP data header. This conmes at the expense of
limting the maxi mum nunber of instances per xTRto 27"24. [If an
XTR is configured with nmultiple Instance I Ds where the value in
the high-order 8 bits is the sane, then the | ow order 24 bits MJST
be uni que.

AFl = x: x can be any AFl value from[AFN].
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This LI SP Canoni cal Address Type can be used to encode either EID or
RLOC addr esses.

Usage: When used as a | ookup key, the EID is regarded as an extended-
EID in the mapping system This encoding is used in EID-records in
Map- Request, Map- Reply, Map-Register, and Map-Notify nmessages. Wen
LI SP Del egat ed Dat abase Tree (LI SP-DDT) [RFC8111] is used as the
mappi ng system nechani sm extended ElIDs are used in Map-Referral
messages.

4.2. Carrying AS Nunbers in the Mapping Dat abase

When an Aut onomous System (AS) nunber is stored in the LI SP Mapping
Dat abase System for either policy or docunentation reasons, it can be
encoded in a LISP Canoni cal Address.

AS Nunber LISP Canoni cal Address Fornat:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdl | Fl ags |
I S i S
| Type = 3 | Rsvd2 | Length |
i i i i i S i i S S i it
| AS Nunber |
B i s T T i i o S o T Ji I
| AFl = X | Address ... |
i S e

Length: length in bytes starting and including the byte after this
Length fi el d.

AS Nunber: the 32-bit AS nunber of the autononpbus systemthat has
been assigned to either the EID or RLOC that foll ows.

AFl = x: x can be any AFI value from[AFN].

The AS Nunber LCAF Type can be used to encode either EID or RLOC
addresses. The former is used to describe the LISP-ALT AS nunber the
EID prefix for the site is being carried for. The latter is used to
describe the AS that is carrying RLOC based prefixes in the
underlying routing system

Usage: This encoding can be used in EID-records or RLOC-records in
Map- Request, Map- Reply, Map-Register, and Map-Notify nmessages. Wen
LI SP-DDT [ RFC8111] is used as the napping system nechani sm extended
El Ds are used in Map-Referral nessages.
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4.3. Convey Application-Specific Data

When a | ocator-set needs to be conveyed based on the type of
application or the Per-Hop Behavior (PHB) of a packet, the
Application Data LCAF Type can be used.

Application Data LI SP Canoni cal Address Format:

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| AFl = 16387 | Rsvdl | FI ags |
i e e R e s o e e o i i o S U S S
| Type = 4 | Rsvd?2 | Lengt h |
B i s T T i i o S o T Ji I
| I P TGS, | Pv6 TC, or Flow Label | Pr ot ocol |
e s o i e R th o i R S
| Local Port (| ower-range) | Local Port (upper-range) |
i e e R i e S S S e i S i hI TR SRR S S
| Renote Port (Il ower-range) | Renote Port (upper-range) |
B i s T T i i o S o T Ji I
| AFl = X | Address ... |
e L o i e e R th o i R S

Length: length in bytes starting and including the byte after this
Length fi el d.

IP TGS, IPv6 TC, or Flow Label: this field stores the 8-bit |Pv4 TCS
field used in an | Pv4 header, the 8-bit IPv6 Traffic O ass or Flow
Label used in an | Pv6 header.

Local Port/Renote Port Ranges: these fields are fromthe TCP, UDP,
or Stream Control Transm ssion Protocol (SCTP) transport header.
A range can be specified by using a | ower value and an upper
value. Wen a single port is encoded, the | ower and upper val ue
fields are the sane.

AFl = x: x can be any AFl value from [ AFN].
The Application Data LCAF Type is used for an ElID encodi ng when an
ITR wants a locator-set for a specific application. Wen used for an

RLOC encoding, the ETR is supplying a |locator-set for each specific
application is has been configured to adverti se.
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Us
Re

age: This encoding can be used in ElDrecords in Map-Request, Map-
ply, Map-Register, and Map-Notify messages. Wen LI SP-DDT

[ RFC8111] is used as the mappi ng system mechani sm extended El Ds are

us
ke

ed in Map-Referral nessages. This LCAF Type is used as a | ookup
y to the mapping systemthat can return a | ongest-natch or exact-

match entry.

4. 4.

Wh

ge
ad

p

0
0
+-

+-
|
+-
I
+-
I
+-

Le

Generi c Dat abase Mappi ng Lookups

en the LISP Mappi ng Dat abase System holds information accessed by a
neric formtted key (where the key is not the usual |Pv4 or |Pv6
dress), an opaque key nmay be desirabl e.

aque Key LI SP Canoni cal Address Fornat:

1 2 3
1234567890123456789012345678901
R s i o e i ol S e S e T ik ik T S e T S T S

AFl = 16387 | Rsvdil | Fl ags |
i T o T T i T A S S S T
Type = 6 | Rsvd2 | Length |
i T S S S T i T i I S I S S
Key Field Num | Key Wl dcard Fiel ds | Key . . . |
R s i o e i ol S e S e T ik ik T S e T S T S
Key |

i T o T T i T A S S S T

ngth: length in bytes starting and including the byte after this
Length fi el d.

Key Field Num the value of this field is the nunber of "Key" sub-

fields minus 1, the Key field can be broken up into. So, if this
field has a value of 0, there is one sub-field in the "Key". The
width of the sub-fields are fixed length. So, for a key size of 8
bytes, with a Key Field Num of 3, four sub-fields of 2 bytes each
in length are allowed. Allowing for a reasonable nunber of 16
sub-field separators, valid values range fromO to 15

Key Wl dcard Fields: describes which fields in the key are not used

as part of the key lookup. This wildcard encoding is a bitfield.
Each bit is a don't-care bit for a corresponding field in the key.
Bit O (the loworder bit) in this bitfield corresponds the first
field, the loworder field in the key, bit 1 the second field, and
so on. \When a bit is set inthe bitfield, it is a don't-care bit
and shoul d not be considered as part of the database | ookup. Wen
the entire 16 bits are set to 0, then all bits of the key are used
for the database | ookup.
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Key: the variable length key used to do a LI SP Mappi ng Dat abase
System | ookup. The length of the key is the value n (as shown
above) .

4.5. NAT Traversal Scenari os

When a LI SP systemis conveying gl obal -address and mapped- port
i nformati on when traversing through a NAT device, the NAT-Traversal
LCAF Type is used. See [I-D.ermagan-lisp-nat-traversal] for details.

NAT- Tr aver sal Canoni cal Address For mat:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdil | FI ags |
e L o i T e R th o i R S
| Type = 7 | Rsvd2 | Length |
i e R T o i o e i o ik i i SE TR SR R SR S S
| M5 UDP Port Number | ETR UDP Port Number |
B i s T T i i o S o T Ji I
| AFl = X | dobal ETR RLOC Address ... |
e L o i e e R th o i R S
| AFl = X | M5 RLOC Address ... |
i e e R e s o i e e b i S I N S T
| AFl = x | Private ETR RLOC Address ... |
B i s T T i i o S o T Ji I
| ARl = X | RTR RLOCC Address 1 ... |
e L o i e e R th o i R S
| AFl = x | RTR RLOCC Address k ... |
i e e R e s o i e e b i S I N S T

Length: length in bytes starting and including the byte after this
Length fi el d.

M5 UDP Port Nunber: this is the UDP port nunber of the Mp-Server
and is set to 4342.

ETR UDP Port Number: this is the port number returned to a LISP
systemthat was copied fromthe source port froma packet that has
fl owed through a NAT devi ce.

AFl = x: x can be any AFI value from[AFN].

G obal ETR RLOC Address: this is an address known to be gl obally
uni que built by NAT-traversal functionality in a LISP router.

M5 RLOC Address: this is the address of the Map-Server used in the
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destination RLOC of a packet that has flowed through a NAT devi ce.

Private ETR RLOC Address: this is an address known to be a private
address inserted in this LCAF by a LISP router that resides on the
private side of a NAT device

RTR RLOC Address: this is an encapsul ati on address used by an
I ngress Tunnel Router (ITR) or Proxy Ingress Tunnel Router (PITR)
that resides behind a NAT device. This address is known to have
state in a NAT device so packets can flowfromit to the LISP ETR
behind the NAT. There can be one or nore NAT Re-encapsul ating
Tunnel Router (RTR) [I-D.ermagan-lisp-nat-traversal] addresses
supplied in these set of fields. The nunber of RTRs encoded is
determ ned by parsing each field. Wen there are no RTRs
supplied, the RTR fields can be omtted and reflected by the LCAF
length field or an AFl of 0 can be used to indicate zero RTRs
encoded.

Usage: This encodi ng can be used in Info-Request and |Info-Reply
messages. The mappi ng system does not store this information. The
information is used by an xTR and Map-Server to convey private and
public address information when traversing NAT and firewal | devices.

Care should be taken to protect privacy agai nst the adverse use of a
G obal or Private ETR RLOC Address by ensuring policy controls are
used during EID registrations that use this LCAF Type in RLOC
records. Refer to the use-case docunents for additional information

4.6. PETR Admi ssion Control Functionality
When a public Proxy Egress Tunnel Router (PETR) device wants to
verify who is encapsulating to it, it can check for a specific nonce
val ue in the LI SP-encapsul ated packet. To convey the nonce to
admtted I TRs or PITRs, this LCAF is used in a Map-Register or Mp-
Reply | ocator-record

Nonce Locator Canoni cal Address Format:

Ret ana, et al. Expi res 8 January 2026 [ Page 12]



I nternet-Draft LI SP Canoni cal Address Format July 2025

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdl | Fl ags |
I S i S
| Type = 8 | Rsvd2 | Length |
i i i i i S i i S S i it
|  Reserved | Nonce |
B i s T T i i o S o T Ji I
| AFl = X | Address ... |
i S e

Length: length in bytes starting and including the byte after this
Length fi el d.

Reserved: mnust be set to zero and ignored on receipt.

Nonce: a nonce value returned by an ETR in a Map-Reply | ocator-
record to be used by an I TR or PI TR when encapsul ating to the
| ocat or address encoded in the AFl field of this LCAF Type. This
nonce value is inserted in the nonce field in the LISP header
encapsul ati on.

AFl = x: x can be any AFI value from[AFN].
4.7. Milticast Goup Menbership Information

Mul ticast group information can be published in the mappi ng dat abase.
So a | ookup on a group address EID can return a replication |ist of
RLOC group addresses or RLOC uni cast addresses. The intent of this
type of unicast replication is to deliver packets to nmultiple ETRs at
receiver LISP multicast sites. The locator-set encoding for this

El D-record Type can be a list of ETRs when they each register with
"Merge Senmantics". The encoding can be a typical AFI-encoded | ocator
address. Wen an RTR list is being registered (with nultiple |evels
according to [I-D.coras-lisp-re]), the Replication List Entry LCAF
Type is used for |ocator encoding.

Thi s LCAF encodi ng can be used to send broadcast packets to all
menbers of a subnet when an EIDis away fromits hone subnet
| ocati on.

Mul ti cast | nfo Canoni cal Address Fornmat:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| AFl = 16387 | Rsvdl | Fl ags |
i i i T i I S i e s o o i i
| Type = 9 | Rsvd2 | Lengt h |

i e R T o i o e i o ik i i SE TR SR R SR S S
| I nstance ID |
B i s T T i i o S o T Ji I
| Reserved | Source MaskLen| Group MaskLen |
e L i i e e R th o i R S
| AFl = X | Sour ce/ Subnet Address ... |
i e e R e s o i e e b i S I N S T
| AFl = x | G oup Address ... |
B i s T T i i o S o T Ji I

Length: length in bytes starting and including the byte after this
Length field.

Reserved: must be set to zero and ignored on receipt.

Instance ID: the |loworder 24 bits that can go into a LISP data
header when the | bit is set. See [RFCO300] for details. The use
of the Instance IDin this LCAF Type is to associate a multicast
forwarding entry for a given VPN. The Instance |ID describes the
VPN and is registered to the nmappi ng dat abase systemas a 3-tuple
of (Instance ID, S-prefix, Gprefix).

Source MaskLen: the mask | ength of the source prefix that foll ows.
The length is the nunber of high-order mask bits set.

G oup MaskLen: the nmask length of the group prefix that foll ows.
The length is the nunber of high-order mask bits set.

AFl = x: x can be any AFl value from[AFN . Wen a specific address
famly has a nulticast address semantic, this field nust be either
a group address or a broadcast address.

Sour ce/ Subnet Address: the source address or prefix for encoding an
(S, G multicast entry.

Group Address: the group address or group prefix for encoding (S, QG
or (*,G nulticast entries.

Usage: This encoding can be used in EID-records in Map- Request, Map-
Reply, Map-Register, and Map-Notify nessages. Wen LI SP-DDT

[ RFC8111] is used as the mappi ng system nechani sm extended ElDs are
used in Map-Referral nessages.
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4.8. Traffic Engineering Using Re-encapsul ating Tunnel s

For a given EID | ookup into the mappi ng dat abase, this LCAF can be
returned to provide a list of locators in an explicit re-
encapsul ation path. See [I-D.ietf-lisp-te] for details.

Explicit Locator Path (ELP) Canoni cal Address Fornmat:

0 1 2 3

01234567890123456789012345678901
T i i S
| AFl = 16387 | Rsvdl | Fl ags |
i I i i I i it IR S U i it U S
| Type = 10 | Rsvd?2 | Lengt h |
B i s T T i i o S o T Ji I
| Rsvd3 | L| P| S| AFl = x |
i S i i i
| Reencap Hop 1 ... |
i I e i I i i IR R U i it IR S
| Rsvd3 | L| P| S| AFl = x |
B i s T T i i o S o T Ji I
| Reencap Hop k ... |
i S T S i i S

Length: length in bytes starting and including the byte after this
Length fi el d.

Rsvd3: this field is reserved for future use and MJST be transnmtted
as 0 and ignored on receipt.

Lookup bit (L): this is the Lookup bit used to indicate to the user
of the ELP not to use this address for encapsul ation but to | ook
it up in the mappi ng dat abase systemto obtain an encapsul ating
RLOC addr ess.

RLCC Probe bit (P): this is the RLOC Probe bit that neans the
Reencap Hop all ows RLOC-probe nessages to be sent to it. Wen the
P bit is set to 0, RLOC probes nust not be sent. Wen a Reencap
Hop is an anycast address then nultiple physical Reencap Hops are
using the sane RLOC address. In this case, RLOC probes are not
needed because when the closest RLOC address is not reachabl e,
anot her RLOC address can be reachabl e.

Strict bit (S): this is the Strict bit, which means the associ ated
Reencap Hop is required to be used. If this bit is 0, the re-
encapsul ator can skip this Reencap Hop and go to the next one in
the list.
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AFl = x: x can be any AFl value from[AFN . Wen a specific AFl has
its own encoding of a multicast address, this field nust be either
a group address or a broadcast address.

Usage: This encoding can be used in RLOC-records in Map-Request, Map-
Reply, Map-Register, and Map-Notify nessages. This encodi ng does not
need to be understood by the mapping system for mappi ng dat abase

| ookups, since this LCAF Type is not a | ookup key.

4.9. Storing Security Data in the Mappi ng Dat abase

When a locator in a locator-set has a security key associated with
it, this LCAF will be used to encode key material. See [RFC38111] for
detail s.

Security Key Canoni cal Address Fornmat:

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| AFl = 16387 | Rsvdl | FI ags |
B T S i T s i i e e SEI S
| Type = 11 | Rsvd2 | Length |
I S i o T s S S S e s s T
| Key Count | Rsvd3 | Key Algorithm | Rsvd4 | R
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Key Length | Key Material ... |
B T S i T s i i e e SEI S
| Key Materi al |
I S i o T s S S S e s s T
| AFl = x | Locator Address ... |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Length: length in bytes starting and including the byte after this
Length fi el d.

Key Count: the Key Count field declares the nunber of Key sections
included in this LCAF. A Key section is nmade up of Key Length and
Key Material fields.

Rsvd3: this field is reserved for future use and MJST be transmtted
as 0 and ignored on receipt.

Key Algorithm the Key Algorithmfield identifies the key's
cryptographic al gorithmand specifies the format of the Public Key
field. Refer to the [RFC8111] and [ RFC8061] use cases for
definitions of this field.
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Rsvd4: this field is reserved for future use and MJST be transmtted
as 0 and ignored on receipt.

R bit: this is the Revoke bit and, if set, it specifies that this
key is being revoked.

Key Length: this field determ nes the length in bytes of the Key
Material field.

Key Material: the Key Material field stores the key material. The
format of the key material stored depends on the Key Al gorithm
field.

AFl = x: x can be any AFl value from[AFN]. This is the |ocator
address that owns the encoded security key.

Usage: This encoding can be used in EID-records or RLOC-records in
Map- Request, Map- Reply, Map-Register, and Map-Notify nmessages. Wen
LI SP-DDT [ RFC8111] is used as the nmappi ng system nechani sm extended
El Ds are used in Map-Referral messages.

4.10. Source/Destination 2-Tuple Lookups

When both a source and destination address of a flow need
consideration for different |locator-sets, this 2-tuple key is used in
EID fields in LISP control messages. When the Source/Dest key is
registered to the mappi ng database, it can be encoded as a source-
prefix and destination-prefix. Wen the Source/Dest is used as a key
for a mappi ng dat abase | ookup, the source and destination cone froma
dat a packet.

Sour ce/ Dest Key Canoni cal Address Format:

0 1 2 3

01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
| AFl = 16387 | Rsvdil | Fl ags |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type = 12 | Rsvd2 | Length |
B T S i T s i i e e SEI S
| Reserved | Sour ce- ML | Dest - ML |
i R e e i i i e it st S N S
| AFl = X | Source-Prefix ... |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
|
+-

AFl =y | Destination-Prefix ... |
T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR

Length: length in bytes starting and including the byte after this
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4.

Length field.
Reserved: must be set to zero and ignored on receipt.

Source-M.: the mask length of the source prefix that follows. The
I ength is the nunmber of high-order nask bits set.

Dest-M.: the mask |l ength of the destination prefix that foll ows.
The length is the nunber of high-order mask bits set.

AFl = x: x can be any AFl value from|[AFN].

AFl =y: 'y can be any AFl value from[AFN . Wen a specific address
famly has a nulticast address semantic, this field nust be either
a group address or a broadcast address.

Usage: This encoding can be used in EID-records i n Map- Request, Map-

Reply, Map-Register, and Map-Notify nessages. When LI SP-DDT

[ RFC8111] is used as the mappi ng system nmechani sm extended El Ds are

used in Map-Referral messages. Refer to [I-D.ietf-lisp-te] for usage
details of this LCAF Type.

11. Replication List Entries for Milticast Forwarding

The Replication List Entry LCAF Type is an encoding for a |ocator
bei ng used for unicast replication according to the specification in
[1-D.coras-lisp-re]. This locator encoding is pointed to by a

Mul ticast Info LCAF Type and is registered by Re-encapsul ati ng Tunnel
Routers (RTRs) that are participating in an overlay distribution
tree. Each RTRwill register its locator address and its configured
level in the distribution tree.

Replication List Entry Canoni cal Address Format:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdil | FI ags |
e L o i T e R th o i R S
| Type = 13 | Rsvd2 | Length |
i e R T o i o e i o ik i i SE TR SR R SR S S
| Rsvd3 | Rsvd4 | Level Value |
B i s T T i i o S o T Ji I
| ARl = X | RTR/ ETR #1 ... |
e L o i e e R th o i R S
| Rsvd3 | Rsvd4 | Level Value |
i e e R e s o e e o i i o S N B T
| AFl = X | RTR ETR #n ... |
B i s T T i i o S o T Ji I

Length: length in bytes starting and including the byte after this
Length field.

Rsvd3/ Rsvd4: nust be set to zero and ignored on receipt.

Level Value: this value is associated with the level within the
overlay distribution tree hierarchy where the RTR resides. The
| evel nunbers are ordered from |l owest value being close to the ITR
(meaning that ITRs replicate to level-0 RTRs) and hi gher |evels
are further downstreamon the distribution tree closer to ETRs of
mul ticast receiver sites.

AFl = x: x can be any AFl value from[AFN]. A specific AFl has its
own encoding of either a unicast or nulticast |ocator address.
For efficiency reasons, all RTR'ETR entries for the sane | evel
shoul d be conbi ned by a Map-Server to avoid searching through the
entire multilevel list of locator entries in a Map-Reply message.

Usage: This encoding can be used in RLOC-records in Map-Request, Map-
Reply, Map-Register, and Map-Notify nessages.

4.12. Data Mdel Encoding

This Type allows a JSON data nodel to be encoded as either an EID or
an RLCC.

JSON Data Mbdel Type Address Fornmat:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| AFl = 16387 | Rsvdil | FI ags |
e L o i T e R th o i R S

| Type = 14 | Rsvd2 | Bl Lengt h |

i e R o i e e i o Sl s S SR SRR NN R SR S R S

| JSON | engt h | JSON binary/text encoding ... |

B i s T T i i o S o T Ji I

| AFl = X | Optional Address ... |
e L o i T e S  th o i R S
Length: length in bytes starting and including the byte after this

Length fi el d.
B bit: indicates that the JSON field is binary encoded according to

[ JSON- BI NARY] when the bit is set to 1. Oherw se, the encoding
i s based on text encoding according to [ RFC8259].

JSON length: length in octets of the follow ng JSON bi nary/text
encoding field.

JSON bi nary/text encoding: a variable-length field that contains
either binary or text encodings.

AFl = x: x can be any AFl value from[AFN]. A specific AFl has its
own encoding of either a unicast or multicast |ocator address.
Al RTR ETR entries for the sanme |evel should be conbined by a
Map- Server to avoid searching through the entire nmultilevel I|ist
of locator entries in a Map-Reply nessage.

Usage: An exanple mapping is an ElID-record encoded as a
di stingui shed-name "cpe-router” and an RLOC-record encoded as a JSON
string "{ "router-address" : "1.1.1.1", "router-nmask" : "8" }".

4.13. Encodi ng Key/Val ue Address Pairs

The Key/Value pair is, for exanple, useful for attaching attributes
to other elements of LISP packets, such as EIDs or RLOCs. When
attaching attributes to EIDs or RLOCs, it's necessary to distinguish
between the el enent that should be used as EID or RLOC and, hence, as
the key for |ookups and additional attributes. This is especially
the case when the difference cannot be determined fromthe Types of
the el ements, such as when two | P addresses are being used.

Key/ Val ue Address Pair Address Fornmat:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| AFl = 16387 | Rsvdil | FI ags |
i i i T i I S i e s o o i i

| Type = 15 | Rsvd2 | Length |

R et e s i o e s i i

| AFl = x | Address as Key ... |
B i s T T i i o S o T Ji I

| AFl =y | Address as Value ... |
i i i T i I S i e s o o i i
Length: length in bytes starting and including the byte after this

Length fi el d.
AFl = x: x is the "Address as Key" AFlI that can have any value from

[AFN]. A specific AFl has its own encoding of either a unicast or
a nulticast |locator address. All RTRETR entries for the sane

| evel should be combined by a Map-Server to avoi d searching
through the entire nultilevel list of locator entries in a Map-
Reply message.

Address as Key: AFl-encoded address that will be attached with the
attributes encoded in "Address as Value", which follows this
field.

AFl =vy: vy is the "Address of Value" AFl that can have any val ue
from[AFN]. A specific AFl has its own encoding of either a
uni cast or a nulticast |ocator address. Al RTR ETR entries for
the sane | evel should be conbined by a Map-Server to avoid
searching through the entire multilevel list of locator entries in
a Map- Reply message.

Address as Val ue: AFl-encoded address that will be the attribute
address that goes along with "Address as Key" which precedes this
field.

4.14. Muiltiple Data-Pl anes

Overl ays are becom ng popular in many parts of the network, which has
created an expl osi on of data-plane encapsul ati on headers. Since the
LI SP mappi ng system can hold many types of address formats, it can
represent the encapsul ati on format supported by an RLOC as wel | .

When an encapsul ator receives a Map-Reply with an Encapsul ati on
Format LCAF Type encoded in an RLOC-record, it can select an

encapsul ation format, that it can support, fromany of the

encapsul ati on protocols that have the bit set to 1 in this LCAF Type.

Ret ana, et al. Expi res 8 January 2026 [ Page 21]



I nternet-Draft LI SP Canoni cal Address Format July 2025

Encapsul ati on Format Address Fornat:

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| AFl = 16387 | Rsvdl | Fl ags |
i e e R e s o e e o i i o S U S S
| Type = 16 | Rsvd?2 | Lengt h |
B i s T T i i o S o T Ji I
| Reserved-f or- Fut ur e- Encapsul ati ons UG NVIVI]L
e L o i T e s ik o i R S S
| AFl = X | Address ... |
i e e R e s o i e e b i S I N S T

Length: length in bytes starting and including the byte after this
Length fi el d.

Reserved-for- Future-Encapsul ations: nust be set to zero and ignored
on receipt. This field will get bits allocated to future
encapsul ati ons, as they are created.

U The RLCCs listed in the AFl-encoded addresses in the next
| ongword can accept Generic UDP Encapsul ati on (GUE) using
destination UDP port 6080 [I-D.ietf-intarea-gue].

G The RLOCs listed in the AFl-encoded addresses in the next
| ongword can accept Geneve encapsul ation using destinati on UDP
port 6081 [ RFCB8926] .

N. The RLCCs listed in the AFl-encoded addresses in the next
| ongword can accept NV-GRE (Network Virtualization - Generic
Rout i ng Encapsul ation) using |Pv4/1Pv6 protocol nunber 47
[ RFC7637] .

v: The RLOCs listed in the AFl-encoded addresses in the next
| ongword can accept VXLAN-GPE (Generic Protocol Extension)
encapsul ati on using destination UDP port 4790
[1-D.ietf-nvo3-vxlan-gpe].

V:  The RLOCs listed in the AFl-encoded addresses in the next
| ongword can accept Virtual eXtensible Local Area Network (VXLAN)
encapsul ati on using destination UDP port 4789 [ RFC7348].

I: The RLOCs listed in the AFl-encoded addresses in the next
| ongword can accept Layer 2 LISP encapsul ation using destination
UDP port 8472 [I-D.smith-1isp-layer?2].

L: The RLOCCs listed in the AFI-encoded addresses in the next
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| ongword can accept Layer 3 LISP encapsul ati on using destination
UDP port 4341 [ RFC9300].

Usage: This encoding can be used in RLOC-records in Map-Request, Map-
Reply, Map-Register, and Map-Notify nessages.

4.15. Applications for AFl List LCAF Type
4.15.1. Binding IPv4 and | Pv6 Addresses

When header transl ation between IPv4 and IPv6 is desirable, a LISP
Canoni cal Address can use the AFl List LCAF Type to carry a variable
nunber of AFlIs in one LCAF AFI.

Addr ess Bi ndi ng LI SP Canoni cal Address Format:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| AFl = 16387 | Rsvdil | Fl ags |
B i s T T i i o S o T Ji I
| Type = 1 | Rsvd2 | Lengt h |
e s o i o e il S N S
AFl =1 | | Pv4 Address ... |
B s o R ol i R R S R o ik i S S R N S
| Pv4 Address | AFl = 2 |
B S S e i S S T A S S S S S S i S S
| Pv6 Address ... |
B S i i T S i ik i H
| Pv6 Address ... |
B s o T o i R R S i ik i Sh SRR N S
| Pv6 Address ... |
B S S e i S S T A S S S S S S i S S
| Pv6 Address |
B S i i T S i ik i H

+—+— +— +— +— +—

Length: length in bytes starting and including the byte after this
Length fi el d.

This type of address format can be included in a Map- Request when the
address is being used as an EID, but the LISP Mappi ng Dat abase System
| ookup destination can use only the IPv4 address. This is so a

Mappi ng Dat abase Service Transport System such as LI SP-ALT

[ RFC6836], can use the Map- Request destination address to route the
control message to the desired LISP site.
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Usage: This encoding can be used in ElID-records or RLOC-records in
Map- Request, Map- Reply, Map-Register, and Map-Notify messages. See
the ot her subsections in this section for specific use cases.

4.15.2. Layer 2 VPNs

When Medi a Access Control (MAC) addresses are stored in the LISP
Mappi ng Dat abase System the AFI List LCAF Type can be used to carry
AFl 6.

MAC Address LI SP Canoni cal Address Format:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdil | FI ags |
e L o i T e R th o i R S
| Type = 1 | Rsvd2 | Length |
i e R T o i o e i o ik i i SE TR SR R SR S S
| AFl =6 | Layer 2 MAC Address ... |
B i s T T i i o S o T Ji I
| ... Layer 2 MAC Address |
e L o i T e e th o i R S

Length: length in bytes starting and including the byte after this
Length fi el d.

This address format can be used to connect Layer 2 donmai ns together
using LISP over an | Pv4 or |Pv6 core network to create a Layer 2 VPN
In this use case, a MAC address is being used as an EID, and the

| ocator-set that this EID maps to can be an IPv4 or 1 Pv6 RLOC, or
even anot her MAC address being used as an RLOC. See
[I-Dietf-lisp-eid-mobility] for how Layer 2 VPNs operate when doing
EID nobility.

Care should be taken to protect privacy agai nst the adverse use of a
Layer 2 MAC address by ensuring policy controls are used during EID
regi strations that use AFlI =6 encodings in RLOC-records. Refer to the
use- case documents for additional information.

4.15.3. ASCI|I Nanes in the Mapping Dat abase
I f DNS nanmes [ RFC1035] or URIs [ RFC3986] are stored in the LISP
Mappi ng Dat abase System the AFlI List LCAF Type can be used to carry
an ASCI| string.

ASCI | LI SP Canoni cal Address Format:
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0 1 2 3
01234567890123456789012345678901
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| AFl = 16387 | Rsvdl | Fl ags |
T T S T S A S
| Type = 1 | Rsvd2 | Length |
T T S S e T S S i i S S S A ok
| AFl = 17 | DNS Narme or URI ... |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Length: length in bytes starting and including the byte after this
Length field.

An exanpl e for using DNS nanmes is when an ETR regi sters a nmappi ng
with an EID-record encoded as (AFI =1, 10.0.0.0/8) with an RLOC-record
(AFl =17, "router.abc.conl').

4.15.4. Using Recursive LISP Canoni cal Address Encodi ngs

When any conbi nati on of above is desirable, the AFl List LCAF Type
val ue can be used to carry within the LCAF AFl anot her LCAF AFl (for
exanpl e, Application-Specific Data in Section 4.3).

Recursive LI SP Canoni cal Address Fornmat:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| AFl = 16387 | Rsvdl | Fl ags |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Type =1 | Rsvd?2 | Length |
i T s i o S i i S R I S I S S S M
| AFl = 16387 | Rsvdl | FI ags |
B T S i T s i i e e SEI S
| Type = 4 | Rsvd2 | Lengt h2 |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| IP TCS, IPv6 TC or Fl ow Label | Pr ot ocol |
i T s i o S i i S R I S I S S S M
| Local Port (I ower-range) | Local Port (upper-range) |
B T S i T s i i e e SEI S
| Renote Port (| ower-range) | Renote Port (upper-range) |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| AFl =1 | | Pv4 Address ... |
i T s i o S i i S R I S I S S S M
| | Pv4 Address |

B i S S ik s S N S S

Length: length in bytes starting and including the byte after this
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Length field.

Length2: length in bytes starting and including the byte after this
Length2 field.

This format coul d be used by a Mappi ng Dat abase Service Transport
System such as LISP-ALT [ RFC6836], where the AFI=1 | Pv4 address is
used as an EID and placed in the Map- Request destination address by
the sending LISP system The ALT system can deliver the Mp-Request
to the LISP destination site independent of the Application Data LCAF
Type AFl payl oad values. Wen this AFl is processed by the
destination LISP site, it can return different |ocator-sets based on
the type of application or |evel of service that is being requested.

4.15.5. Conpatibility Mde Use Case

A LI SP system shoul d use the AFl List LCAF Type format when sending
to LI SP systens that do not support a particular LCAF Type used to
encode locators. This allows the receiving systemto be able to
parse a | ocator address for encapsul ation purposes. The list of AFls
in an AFl List LCAF Type has no semantic ordering and a receiver
shoul d parse each AFl el enent no matter what the ordering.

[ ToDo: Describe a new use case.]
5. Security Considerations

The LCAF encodings defined in this docunent are intended to be used
with their corresponding use cases and in self-contained
environments. Users should carefully consider how t he [ RFC9303]
threat nodel applies to their particular use case.

Addi tional privacy concerns have arisen since publication of BCP 160,
and future work on LISP shoul d exam ne potential threats beyond BCP
160 and address inproving privacy and security for LISP depl oynents.

6. | ANA Consi derati ons

Thi s docunent defines a canonical address format encoding used in

LI SP control nessages and in the encodi ng of | ookup keys for the LISP
Mappi ng Dat abase System Such an address format is based on a fixed
AFl (16387) and a LI SP LCAF Type fi el d.

The LI SP LCAF Type field is an 8-bit field specific to the LISP
Canoni cal Address Format encodi ngs. Because this docunent obsol etes
RFC 8060, I ANA is asked to change all registration infornmation that
ref erences [RFC8060] to instead reference [[this RFC]]. I1ANA is also
requested to update the contents of the "LISP Canoni cal Address
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Format (LCAF) Types" registry as indicated bel ow. Future assignnments
are to be made using the Specification Required policy [RFC3126].
Assi gnnents consist of a LISP LCAF Type Nane and its associ ated

val ue:

| Value | LISP LCAF Type Name | Reference |
| O | Null Body | Section 3 |
AR, o e e e e e e oo oo oo o e e e e m oo oo +
| 1 | AFI List | Section 3 |
Fomm o - e e e e e oo o e e e e oo s +
| 2 | I'nstance ID | Section 3 |
N o e e e e e a oo Tt +
| 3 | AS Number | Section 3 |
AR, o e e e e e e oo oo oo o e e e e m oo oo +
| 4 | Application Data | Section 3 |
Fomm o - e e e e e oo o e e e e oo s +
| 5 | Deprecated | [I1-D.ietf-1isp-geo]

N o e e e e e a oo Tt +
| 6 | Opaque Key | Section 3 |
AR, o e e e e e e oo oo oo o e e e e m oo oo +
| 7 | NAT-Traver sal | Section 3 |
Fomm o - e e e e e oo o e e e e oo s +
| 8 | Nonce Locat or | Section 3 |
N o e e e e e a oo Tt +
| 9 | Multicast Info | Section 3 |
AR, o e e e e e e oo oo oo o e e e e m oo oo +
| 10 | Explicit Locator Path | Section 3 |
Fomm o - e e e e e oo o e e e e oo s +
| 11 | Security Key | Section 3 |
N o e e e e e a oo Tt +
| 12 | Source/ Dest Key | Section 3 |
AR, o e e e e e e oo oo oo o e e e e m oo oo +
| 13 | Replication List Entry | Section 3 |
Fomm o - e e e e e oo o e e e e oo s +
| 14 | JSON Data Mbdel | Section 3 |
N o e e e e e a oo Tt +
| 15 | Key/Val ue Address Pair | Section 3 |
AR, o e e e e e e oo oo oo o e e e e m oo oo +
| 16 | Encapsul ation Format | Section 3 |
Fomm o - e e e e e oo o e e e e oo s +

Table 1: "LISP Canoni cal Address Format (LCAF)
Types" Registry
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Ver si on -00

This initial version is the sane as RFC8060, but w th updated
references and using the rfcxmv3 formatting.

Version -01

*

Incorporated Errata ID: 7252 (https://www. rfc-editor.org/errata/
ei d7252).

El i m nated nmentions of "experinent" and "unapproved" by noving
LCAFs defined in the section titled "Experinental LISP Canoni cal
Address Applications” into the main section (Section 4).

El i m nat ed Geo- Coordi nat es.
Updated the | ANA Considerations table with the full |ist of Types.

Elimnated the reference to RFC 3232 ("RFC 1700 Repl aced by On-
I'i ne Database"), which didn’t provide context for AFI.

Moved the reference to RFC 6836 to be Informative; in the text it
is used as an exanple. This addresses the downref.

To avoid a downref, noved the references to RFC 7348 and RFC 7637
to be Informative. This is inline with the other references for
simlar functionality in the Encapsul ati on Format LCAF

(Section 4.14)

Version -02

*

Eli m nated a couple of remaining mentions of Geo- Coordi nates.
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