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Abst ract

Li sp- Nexagon is a geospatial intelligence network protocol designed
to support physical-world applications such as transportation, public
safety, and logistics. It conbines the Locator/|ID Separation Protocol
(LISP) with the H3 spatial indexing systemto enable distributed

agents to report, aggregate, and di sseni nate geospatial state
i nformati on.



Bar kai, et al. Expi res March 24, 2026 [ Page 1]



I nternet-Draft LI SP Sept enber 2025
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Cctober 1,2025

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Li sp- Nexagon is a geospatial intelligence network protocol designed
to support physical-world applications such as transportation, public
safety, and logistics. It conbines the Locator/|ID Separation Protocol
(LISP) with the [H3] spatial indexing systemto enable distributed
agents to report, aggregate, and di sseni nate geospatial state

i nformati on.

The system nodel s geospatial data flow and control after the
managenent planes found in digital infrastructure to facilitate

aut ononous systens support in physical environnents. Geospati al
intelligence is organized by H3 tiles at varying resol utions. High-
resolution (small-area) tiles are used to represent specific
environmental and infrastructural conditions such as road status,
vegetati on coverage, fire activity, weather, and physica
obstructions. Data for these tiles is produced by interoperating
sources and col |l ected by geo-aggregati on agents.

Each aggregation agent is assigned a |lowresolution (large-area) H3
tile that defines its jurisdiction. This jurisdiction is associated
with a LI SP Endpoint Identifier (EID), which acts as the routing and
addressing point for intelligence updates. Agents receive input from
data sources within their jurisdiction and provi de processed
information or notifications to clients authorized to query or
subscribe to state data.

Li sp- Nexagon provides a framework for structured, addressable, and
jurisdiction-based geospatial coordination using existing LISP
mechani snms and H3 spatial senantics.
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The network requires a formal provisioning step for sources,
clients, and agents. For sources and destinations, this step

i nvol ves an aut hentication, authorization, and accounting (AAA)
procedure t hrough which endpoints request and renew El Ds and LI SP
tunnel -routers (XTR) to interact through.

/ \
ElI D >> States >> EID
Upl oad \ Channel s
/\ Functi ons() \/

Fi gure 1: H3-LI SP Agents

O f-Peak EID
Condensed Al |l ocati on

/NN I\ \ n+l

\ /N NN - Peak allocation for same EID

I S A R Spread on nore conpute | ocations

\ /N NN - _ _ _ _ n+1
Y T Y A N N A Y A N Y T
\ /N NN - NN NN NN NN -
Y R Y T N S A A Y A N Y T
\ /N NN - \_IN NN NN NN -
Site Site Site Site Site Site

Figure 2: Dynanmic allocation per activity
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2. Definition of Termns
Based on [ RFC9300] [ RFC9301]

H3Agent EI D. H3Agent EID i s an El D-addressabl e Geol ocati on agent,
al so known as a nexagon. It serves as a designated destination for
Geol ocati on aggregation and an (S, G source of multicast themed
channels. It has a LISP data-plane stack to encapsul ate
packets via Server XTR

Server XTR. Server XTR i s a data-plane only LISP protocol stack
i npl ementation that is co-located with the H3Agent EI D process. |t
encapsul at es and decapsul ates packets to and from EdgeRTRs.

MobilityClient: MbilityCient is an application that my be a part
of a driving systemor nobility application, It has a LISP data-
pl ane stack to encapsul ate packets via Cient XTR

MobilityCdientEID: MbilityCientEIDis the |IPv6 EID used by
Mobility Clients. The destination of such packets are H3Agent El Ds.
The EID is assigned as part of the MbilityCient network AAA.

Client XTR dientXTR is a data-plane only LISP protocol stack
i npl ementation co-located with the Mbility Cient application.
It encapsul ates and decapsul ates packets to and from EdgeRTRs.

EdgeRTR. The EdgeRTR network is responsible for connecting Mbility
Clients to Agents and managi ng MobilityCientEl Ds multicast
regi strations [ RFC8378]. The network achi eves this by using
encapsul ati on to aggregate Mbility Cients and Geol ocation
Agents, naking it easier to access the nmobility network from
hosting providers and nobil e providers.

The RTRs within the EdgeRTR network re-encapsul ate packets from
Client XTRs, Server XTRs, and renote RTRs. During packet decapsul ati on,
EdgeRTRs gl ean H3 agent ElIDs and MbilityCientEl Ds and store them
along with route locations (RLOCs) in nap-caches. These nmappi ngs are
then registered to the LI SP mappi ng system [ RFC9301] and are

provi si oned when Geol ocati on Agents are assigned to EdgeRTRs.

It's key to note that EdgeRTRs do not register MbilityCientElDs.
Enterprises can provide their own EdgeRTRs to protect the geo-privacy.
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H3Agent El Ds ] \ H3Agent El Ds ] \
I | h3.rB | I | h3.rB |
/ | h3.rB\ __ [/ / | h3.rB\ __ [/
| h3.rB\ [/ sXIR | h3.rB\ [/ sXIR
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sXTR || [ | SXTR [ | | |
| | | | | | | | | | | |
[ | [ | [ | [ | [ | [ |
EdgeRTR EdgeRTR
( )
( Under | ay d oud )
( )
EdgeRTR EdgeRTR

i i
MobilityClientA :cXTR cXTR :MbilitydientB

App / \/ \/  \ Source
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Figure 3: H3-LISP Network

- MobilitydientA source detections used by MbilitydientB app

- Sources share information only through the Geol ocati on agents

- CientXTR (cXTR): encapsul at es packets over access to EdgeRTR

- Server XTR (sXTR): encapsul ates packets over netro area to EdgeRTR
- Notifications: from Geol ocation agents replicated by EdgeRTRs
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3. Depl oynent Assunptions

The authorization of Mbility Cients to the mobility network is
renewed while driving. The AAA procedure described bel ow can be used
as an exanple for obtaining ElDs and EdgeRTRs, and for enabling the
use of the network. Dianeter [RFC6733] based AAA can be used:

1) obtain the address of the nobility-network AAA using DNS

2) obtain MbilitydientEl Ds and EdgeRTRs from AAA procedure

3) renewed periodically from AAA whil e using the network

Mobi lityd i ent Domai nNaneServer AAA Server Mobi | i t yEdgeRTR
I I I

I

I I

I I

I I

| |

I I

Client identifier and credentials | |

I I
I

Provision Cdient ElD|

Renew AAA CientEl D and EdgeRT provi si oni ng
Fi gure 4: Exanpl e AAA procedure for nobility clients
Detections are enunerated in 16 fields x 16 enunerations. N bbles

naned usi ng hexadeci nal index according to the position where nost
significant nibble has index 0. Enunerations defined in section 8.

| -0-| - 1-| -2-|-3-] -4-| -5-| 6| -7-| -8-] - 8| - A | -B-| -C-| - D-| - E-| - F- |
| 012301230123012301230123 I ndex 01230123012301230123012301230123

Figure 5: N bbl e based detection enuneration
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4. dients-Agents Networking

The nobility network functions as a standard LI SP overl ay that
delivers unicast and rmulticast packets across data plane XTRs, which
are used in the stack of each nobility client and server. dientXTRs
and Server XTRs are associ ated with EdgeRTRs, which all ows
MobilityClients to "show up" at any location within the nmobility
networ k, regardl ess of the network provider or network address

transl ati on domain. This structure also enables any H3 agent EID to
be instantiated, delegated, or failed over to any conpute | ocation.
In this specification, we assunme a sem -random associ ati on between
Client XTRs and EdgeRTRs assi gned by the AAA procedure, with a pool of
EdgeRTRs, which can be dynamically allocated, distributing the |Ioad
of MbilityCdients within a given nmetro area. W al so assune that
EdgeRTRs are topol ogically equival ent and use LISP to encapsul ate
traffic to and fromother EdgeRTRs. It is possible for there to be
nmore than one ClientEID in the sane process using the same dient XTR
The inplementati on of such multiplexing is not specified.

H3Agent EIl D == Server XTR Server XTR == H3Agent El D
(Encryption Decryption) (Encryption Decryption)
N N
EdgeRTR X EdgeRTR
% %
(Encryption Decryption) (Encryption Decryption)
Mobilitydient <> dientXTR Client XTR <> Mobilitydient

Figure 6: LISP network connecting MbilityCients and H3Agent El Ds

Encode H D to ElD:

0 1 2 3

012345678901234567890123456789012
B i s T T i i o S o T Ji I
| AFl = 16387 | Rsvdil | FI ags |
e L o i T e R th o i R S
| | | Length = 8 |
i e e i e o o e O h b i o S SN B S
| H D (hi gh-order) |
B i s T T i i o S o T Ji I
| H D (| ow order) |
e s o i T e i I R S

Figure 7: Encoding H Ds in H3Agent El Ds
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5. Mobility Unicast and Multicast
The day in a life of unicast road-segnment mappi ng upl oad:

A client detects condition of interest using Al canera

The client uses its GPS to establish its h3.rS | ocation

It then estimates the h3.rS | ocation of the detection

Detection h3.rS center is used to calculate h3.rB => H3ServerEl D
Client sends (encrypted) |location-detection via its CientXTR

OhwNPE

Qut er Header src/dest: Cdient XTR RLOC, EdgeRTR RLOC
I nner Header src/dest: CdientEl D, H3Agent EI D

6. EdgeRTR gl eans and caches CientEI D and dient XTR RLOC
7. EdgeRTR resolves RLOC of renote EdgeRTR, and re-encapsul ates:

Qut er Header src/dest: EdgeRTR RLOC, renpte EdgeRTR RLOC
I nner Header src/dest: CientEl D, H3Agent EI D

8. Renote EdgeRTR | ookups H3Server ElI D Server XTR RLCC,
re- encapsul at es:

Qut er Header src/dest: EdgeRTR RLOC, Server XTR RLOC
I nner Header src/dest: CdientEl D, H3Agent EI D

9. ServerXTR delivers CdientEl D message to H3Agent EI D
The detection nessage headers consist of the follow ng fields:

- Quter headers size
- I nner headers size

= 40 (1Pv6) + 8 (UDP) + 8 (LISP) = 56
- 1500 (MIU) - 56 - 52

4
40 (IPv6) + 8 (UDP) + 4 (Nexagon Header) = 52
= 1392 bytes of effective payl oad size

B i o T S R T T e i I Tk i N S|
|  Type | gzip | Reserved | Pair Count = X | NXGN
e o i S e e i s i eI S S e S i i S B TR S R S e e

Fi gure 8: Nexagon header fornmat

Nexagon Header allows for key-value (kv) tuples or val ue-key, key
... (vkkk) using the sane formats of key and val ue outlined bell ow
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Nexagon Header Type O:reserved (*)
Type 1: key-val ue, key-value.. 1392 / (8 + 8) = 87 pairs
Type 2:val ue, key, key, key.. (1392 - 8) / 8 = 173 h3.rS I Ds
Type 3-255: unassi gnhed
Nexagon Header GZIP field: 0x000 no conpression, or(**) GZI P version
Nexagon Header Reserved bits
Nexagon Header key and val ue count (in any format kv or vkkk)

(*) Reserved fields are specified as being set to 0O on transm ssi on,
i gnored when received.

(**) &ZIPrefers to entire kv or vkkk payl oad and maj or GZI P versi on,
packets with unsupported GZI P version are dropped
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0

1 2 3

01234567890123456789012345678901
B e T S T i i S S o N g I S SN T |
| Version| Traffic Cdass | Fl ow Label |

+- - +- -

+- 4o -+

Type

+-—"+-—"+-+-—+-—"+-—+-—+-—+— +— +— +— +— +— +—

e

A

B .

e

R S

e

B .

Bl T e T R i i Tk i o S e S e S e e i S B N S
Payl oad Length | Next Header | Hop Limt |
i e s i I o T i S S S T s

Source MbilitydientEl D

I
+
I
+
I
+
I
B i i I e S R i it ol I S S e S e T o o
I
+
I
Dest H3Agent EI D +

I
+

I

Bl T e T R i i Tk i o S e S e S e e i S B N S
Source Port = Xxxxx | Dest Port = xxxx |
B i T R R R e st T i ST S S SR i TR S TR R I i o i
UDP Lengt h | UDP Checksum |

B i i I e S R i it ol I S S e S e T o o
| gzip | Reserved | Pair Count = |

Bl T e T R i i Tk i o S e S e S e e i S B N S

i I T i i S T S e T s
64bit State +

I S i S T I S S S S i S S e S

64bit h3.rS 1D +

Figure 9: Upl oaded detections packet format

- g________
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Each H3Agent is also an IP Miulticast Source used to update
subscribers on the state of the h3.rStiles in the h3.rB area.

We use [RFCB378] signal-free nulticast to inplenent overlay channels.
Mobi i ty-networks have many channels with thousands subscribers each.
Mobi lityCients driving through/subscribing to an h3.rB area issue
group address report based on any mechani sm supported by [ RFC8378].
Exanpl e report formats are specified in [RFC4604]. It is advised that
clients establish a ring of objects on their areas of interest.
Report nessages are encapsul ated between Cient XTRs and EdgeRTRs.

The day in a life of multicast notification update:
1. H3Agent EI D determi nes change or timng requiring an update
2. H3AgentElI D sends (S, G update nessage via its Server XTR

Qut er Header src/dest: Server XTR RLOC, EdgeRTR RLOC
I nner Header (S,G: H3ServerEl D, EID chosen for thene

3. EdgeRTR resol ves subscri bed renote EdgeRTRs, replicates

Qut er Header src/dest: EdgeRTR RLOC, renpte EdgeRTR RLOC
I nner Header (S, G: H3ServerElI D, EID chosen for thene

4. EdgeRTRs | ookups ClientEIDs CientXTRs RLCCs, replicates

Qut er Header src/dest: EdgeRTR RLOC, dient XTR RLOC
I nner Header (S, G: H3ServerElI D, EID chosen for thene

5. dientXTR delivers nulticast channel update message to clientEID



Bar kai, et al. Expi res March 24, 2026 [ Page 12]



I nternet-Draft LI SP Sept enber 2025

Mul ticast update packets are of the follow ng structure:

0 1 2 3
01234567890123456789012345678901
e T o e e s o SR SRR R SR
| Version| Traffic Cass | Fl ow Label |
B i s T T i i o S o T Ji I
| Payl oad Length | Next Header | Hop Limt
i S T e i i i i S 2

I
-+
I
+
I

Sour ce H3Agent EI D +

»

B S T S S s i S e S T it SN S SR o

Group Address

I

-+~ +— +— +— +—

~

B S S e i S S T A S S S S S S i S S
Source Port = xxxx | Dest Port = XXxx | \
i I T e e i e w T i S i ok i I S NI R S S SR S § D) =
UDP Length | UDP Checksum | /
B i T T e S R i TR S R e S R S e R e T R S i el T e e e e !
| NXGN
B e S S S h (T S I S S T S S S S |
Nexagons Payl oad ~
i T T e T i i s i i S S S S S e et s o i i S

LI S S e e S e e s St

Figure 10: multicast update packet header
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0 1 2 3
01234567890123456789012345678901
B I T T
Type = 1 | gzip | Reserved | Pair Count = X NXGN
B T S T S S S T S

B S S i i i i T T a ik S S S S S
64bit State +

T A S S i Sl S i T oI S S S S S S S T e e

i e T i i o S e s el i it S T S S e S S e i i
64bit State +

e T S T e S I S

64bit h3.rS 1D +

64bit h3.rS ID +

+— b+ +

Figure 11: multicast update payl oad, key-val ue, key-val ue..
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0 1 2 3
01234567890123456789012345678901
B s e i S S e h (T i S S T S S N S S
Type = 2 | gzip | Reserved | HQR15 Count = X| NXGN
i T S S T e e s i R S i Tk TIE RIS S e S |
I
64bit State +
I

T A S S i Sl S i T oI S S S S S S S T e e

N kL p e SR S T R S S S R

e T S T e S I S

T A S S i Sl S i T oI S S S S S S S T e e

64bit h3.rS ID +

64bit h3.rS 1D +

64bit h3.rS ID +

s e Sl el Sl Sl Sl

Figure 12: multicast update payl oad, val ue, key, key..
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6. Security Considerations

The LISP nobility-network is inherently secure and private.

Al information is conveyed to clients using provisioned Geol ocation
agents. MbilityCients receive information only via geospati al
channel s originating at provisioned agents, replicated by EdgeRTRs.
Al traffic is carried over encrypted encapsul ati on.

7. Privacy Considerations

In the mobility network, MbilityCients obtain tenporary clientElDs
and RLOCs of EdgeRTRs through an AAA process in order to access the
network for a certain period. The interface between MbilityCients
and EdgeRTRs is the npbst sensitive froma privacy perspective, as the
EdgeRTR can determne the client RLOC and the h3.rB area that the
client is engaged with based on header information, even though the
traffic on this interface is tunneled and the detection content is
encrypted between dient XTR and EdgeRTR Enterprises such as vehicle
CEMs or carriers can use their own EdgeRTRs (BYO RTRs), which are
pre-provisioned to use the mappi ng system and are approved by other
EdgeRTRs. Beyond the client to EdgeRTR hop, the mapping system does
not hold MbilityCdientEID information and renote EdgeRTRs are only
aware of clients’ tenmporary ElDs. H3Agent El Ds decrypt and parse
actual h3.rS detections, taking into account MbilityCientEl D
credentials encoded in the client EID and assigned by AAA to avoid
poorly nmade or |ocalized detections.

In sunmary the privacy risk mtigations are:

(1) tapping: all conmmunications are through tunnels therefore
may be encrypted using | P-Sec or other supported point to point
under| ay standards.

(2) spoofing: it is very hard to guess a MdbilityCientEID valid for
a short period of time. dients and H3Agents EIDs are provisioned
in EdgeRTRs, Clients using the AAA procedure, H3Agents via dev-ops.

(3) credibility: the interface crowd-sources and does not assune to
trust single detections. Credit history track Mbilitydient
aggregate scores fromall agents are delivered to AAA subsystem

(4) geo-privacy: Only EdgeRTRs are aware of both clients’ RLOC and
geo-location, only AAA is aware of client IDs credentials and
credit but not geo-location. Ongoing client credit adjustnents span
all H3Agents administratively to AAA without specific geo-source.
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9. | ANA Consi derations
In accordance with BCP 26 [ RFC8126].1ANA is asked to create a registry
nanmed NEXAGON with the following sub registries.

TS o e e e e oo oo TS o e e e e e +
TS o e e e e oo oo TS o e e e e e e e oo +
| Type | nexagon-type | 0-7 | Type of key-val ue encodi ng|
| gzip | nexagon-gzip | 8-10 | gzip major version used |
| PairCount| nexagon-paircount| 24-31 | key-value pair count |
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