Net wor k Wor ki ng G oup D. Farinacc

I nternet-Draft |'i spers. net
I ntended status: Experinental E. Nordmark
Expires: 2 August 2026 Zededa

29 January 2026

LI SP Control - Pl ane ECDSA Aut henticati on and Aut hori zation
draft-ietf-1isp-ecdsa-auth-16

Abst ract

This draft describes how LI SP control - pl ane nmessages can be

i ndividually authenticated and authorized without a a priori shared-
key configuration. Public-key cryptography is used with no new PKI
infrastructure required.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 August 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Fari nacci & Nordmark Expi res 2 August 2026 [ Page 1]



Internet-Draft LI SP

Tabl e of Contents

LCoNOOR~WNE

I nt roduction .
Definition of Terms .
Overview . . .
Publ i c- Key Hash e
Hash- EI D Mappi ng Entry
Hash-EI D Structure
Keys and Si gnatures .

ECDSA AA

Si gned Map- Regi ster Enéodi ﬁg.
Si gned Map- Request Encoding .

Si gned Map- Notify Encodi ng
O her Uses . .

El D Aut hori zation . .
Security Considerations .

| ANA Consi derati ons .

Ref er ences

15 1. Nornmtive Ref erences .

15.2. Informative References .
Appendi x A, Acknow edgnent s
Appendi x B. Document Change Log

00 00 00 00 09 09 09 00 00 00 09 09 09 00 (0 00 0 09 (0 (0 (0

.1. Changes to draft-ietf-1i
2 Changes to draft-ietf-1li
3 Changes to draft-ietf-1li
4. Changes to draft-ietf-1i
5. Changes to draft-ietf-Ii
6 Changes to draft-ietf-1li
7 Changes to draft-ietf-1li
8 Changes to draft-ietf-1li
9. Changes to draft-ietf-Ii
10. Changes to draft-ietf-1li
11. Changes to draft-ietf-1li
12. Changes to draft-ietf-1li
13. Changes to draft-ietf-1li
14. Changes to draft-ietf-1li
15. Changes to draft-ietf-1li
16. Changes to draft-ietf-1li
17. Changes to draft-ietf-1li
18. Changes to draft-farinac
19. Changes to draft-farinac
20. Changes to draft-farinac
.21. Changes to draft-farinac

Aut hor s’ Addresses

Fari nacci & Nordmark Expires 2

sp- ecdsa- aut h- 16
sp- ecdsa- aut h- 15
sp- ecdsa- aut h- 14
sp- ecdsa- aut h- 13
sp- ecdsa- aut h- 12
Sp- ecdsa- aut h- 11
sp- ecdsa- aut h- 10
sp- ecdsa- aut h- 09
sp- ecdsa- aut h- 08
sp- ecdsa- aut h- 07
sp- ecdsa- aut h- 06
sp- ecdsa- aut h- 05
sp- ecdsa- aut h- 04
sp- ecdsa- aut h- 03
sp- ecdsa- aut h- 02
sp- ecdsa- aut h- 01
sp- ecdsa- aut h- 00

ci-1isp-ecdsa- auth 03 .
ci-lisp-ecdsa-auth-02 .
ci-lisp-ecdsa-auth-01 .
ci-1lisp-ecdsa-auth-00 .

August 2026

January 2026

OCOON~NOOOOUTWW

PRPRPRRRPRPRRRPRRPRPRPRRRREPRPRPRRRRPRPRRRRERRERRER
WOOONNNNNNOOOODOODOODOUIUITIUITTUTAWWWNO

[ Page 2]



I nternet-Draft LI SP ECDSA AA January 2026

1. Introduction

The LI SP architecture and protocols [ RFC9300] introduces two new
nunbering spaces, Endpoint Identifiers (EIDs) and Routing Locators
(RLQCs) which provide an architecture to build overlays on top of the
underlying Internet. Mapping EIDs to RLOC-sets is acconplished with
a Mappi ng Dat abase System ElIDs and RLOCs cone in nany forns than
just | P addresses, using a general syntax that includes Address

Fam |y ldentifier (AFlI) [RFC1700]. Not only IP addresses, but other
addressing informati on have privacy requirenents. Access to private
information is granted only to those who are authorized and

aut henticated. Using asymretric keying with public key cryptography
enforces authentication for entities that read fromand wite to the
mappi ng system The proposal described in this docunent takes
advantage of the latest in Elliptic Curve Cryptography.

In this proposal the EIDis derived froma public key, and the
corresponding private key is used to authenticate and aut horize Map-
Regi ster nmessages. Thus only the owner of the corresponding private
key can create and update mapping entries fromthe EID. Furthernore,
the sanme approach is used to authenticate Map-Request nessages. This
in conbination with the nmappi ng dat abase containi ng authori zation
informati on for Map-Requests is used to restrict which EIDs can

| ookup up the RLOCs for another EID

Thi s specification introduces how to use the Di stingui shed-Nane AFI
[AFI] and the [RFC8060] LCAF JSON Type to encode public keys and
signatures in the LISP nmappi ng database. The information in the
mappi ng dat abase is used to verify cryptographic signatures in LISP
control - pl ane nessages such as the Map- Request and Map- Regi st er

2. Definition of Terns

Crypto-EID: is an |Pv6 EID where part of the EID includes a hash
val ue of a public-key. An IPv6 EIDis a Crypto-ElD when the Map-
Server is configured with an Crypto-EID Prefix that matches the
| Pv6 ElD.

Crypto-EI D Hash Length: is the nunmber of |oworder bits in a Crypto-
El D whi ch nmake up the hash of a public-key. The hash length is
determ ned by the Map-Server when it is configured with a Crypto-
El D Prefix.

Crypto-EID Prefix: is a configuration parameter on the Mp- Server
that indicates which IPv6 EIDs are Crypto-El Ds and what is the
Crypto-EI D Hash Length for the IPv6 EID. This can be different
for different LISP Instance-|Ds.
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Hash-EID: is a distinguished nane EID-record stored in the mapping
dat abase. The EID format is ’hash-<pubkey-hash>. Wen a key-
pair is generated for an endpoint, the produced private-key does
not |eave the xTR that will register the Crypto-EID. A hash of
the public-key is used to produce a Crypto-EID and a Hash- El D
The Crypto-EID is assigned to the endpoint and the xTR t hat
supports the LISP-site registers the Crypto-EID. Another entity
regi sters the Hash-EI D mapping with the public-key as an RLOC-
record

Public-Key RLOC. is a JSON string that encodes a public-key as an
RLOC-record for a Hash-EID mapping entry. The format of the JSON
string is '{ "public-key" : "<pubkey>" }’.

Control - Pl ane Signature: a Map-Request or Mp-Regi ster sender signs
the nmessage with its private key. The format of the signature is
a JSON string that includes sender information and the signature
value. The JSON string is included in Map-Request and Map-
Regi st er nmessages.

Signature-1D: is a Crypto-EID used for a Control -Pl ane signature to
regi ster or request any type of EID. The Signature-1D is included
with the JSON-encoded signature in Map- Request and Map- Regi ster
nmessages.

Multi-Signatures: multiple signhatures are used in LISP when an
entity allows and authorized another entity to register an EID
There can be nore than one authorizing entities that allow a
registering entity to register an EID. The authorizing entities
sign their own RLOC-records that are registered and nerged into
the registering entity' s Hash-ElID public-key mapping. And when
the registering entity registers the EID, all authorizing entity
signatures nust be verified by the Map-Server before the EIDis
accept ed.

3. Overview

LI SP al ready has several message authentication mechani sms. They can
be found in [ RFC9301], [RFC9303], and [ RFC8061]. The nechanisns in
this draft are providing a nore granular |evel of authentication as
well as a sinpler way to nmanage keys and passwords.

A client of the nmapping system can be authenticated using public-key
cryptography. The client is required to have a private/public key-
pair where it uses the private-key to sign Map-Requests and Map-

Regi sters. The server, or the LISP entity, that processes Map-
Requests and Map- Regi sters uses the public-key to verify signatures.
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The foll owi ng descri bes how the nmappi ng systemis used to inplenent
the public-key crypto system

1. An entity registers Hash-EID to Public-Key RLOC nappings. A
third-party entity that provides a service can register or the
client itself can register.

2. Anyone can | ookup the Hash-El D mappi ngs. These mappi ngs are not
usual Iy authenticated with the mechanisnms in this draft but use
the shared configured password nmechani snms from [ RFC9301] t hat
provi de group | evel authentication.

3. Wen a Cypto-EID, or any EID type, is registered to the napping
system a signature is included in the Map-Regi ster nessage.
VWhen a non-Crypto-EID is registered a Signature-1D is also
i ncluded in the Map- Regi ster nessage.

4. The Map-Server processes the registration by constructing the
Hash-EI D fromthe registered Crypto-EI D, |ooks up the Hash-EID in
the mappi ng system obtains the public-key fromthe RLOC record
and verifies the signature. |If Hash-EID | ookup fails or the
signature verification fails, the Map-Register is not accepted.

5. Wen a Crypto-EID, or any EID type, is | ooked up in the mapping
system a signature is included with a Signature-ID in the Mp-
Request nessage.

6. The Map-Server processes the request for a Crypto-ElID by
constructing the Hash-EID fromthe Signature-ID included in the
Map- Request. The signer-IDis a Crypto-EID that acconpanies a
signature in the Map-Request. The Hash-EID is | ooked up in the
mappi ng system obtains the public-key fromthe RLOC record and
verifies the Map- Request signature. |If the Hash-EID | ookup fails
or the signature verification fails, the Map-Request is not
accepted and a Negative Map-Reply is sent back with an action of
"auth-failure".

4. Public-Key Hash
When a private/public key-pair is created for a node, its IPv6 EIDis
pre-determ ned based on the public key generated. Note if the key-
pair is conprom sed or is changed for the node, a new IPv6 EID is
assigned for the node.

The sha256 [ RFC6234] hex digest function is used to compute the hash.
The hash is run over the foll owi ng hex byte string:
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<i i d><prefi x><pubkey>

Where each field is defined to be:

<iid> is a 4-byte (leading zeroes filled) binary value of the
Instance-1D the EID will be registered with in the nmapping
dat abase. For exanple, if the instance-id is 171, then the 4-byte
val ue i s 0x000000ab

<prefix> is a variable length IPv6 prefix in binary format (with no
colons) and | S quad-ni bble zero-filled. The length of the prefix
is 128 mnus the Crypto-EID hash bit length. For exanple, if the
prefix is 2001:5:3::/48, then the 6 byte value is 0x200100050003.

<pubkey>: is a DER [ RFC7468] encoded publi c-key.

The public-key hash is used to construct the Crypto-ElI D and Hash-ElI D
5. Hash-EI D Mapping Entry

A Hash-EID is formatted in an EID-record as a Di stingui shed- Nane AFI

as specified in [RFC9735]. The fornmat of the string is:

El D-record: 'hash-<hash-ei d>

Where <hash-eid> is a public-key hash as described in Section 4. The
RLOC-record to encode and store the public-key is in LCAF JSON Type
format of the form

RLOC-record: '{ "public-key" : "<pubkey-base64>" }’

Wher e <pubkey-base64> is a base64 [ RFC4648] encodi ng of the public-
key generated for the systemthat is assigned the Hash-ElID

6. Hash-EID Structure

Since the Hash-EID is formatted as a di stingui shed-name AFl, the
format of the <hash-eid> for EID ' hash-<hash-eid> needs to be
specified. The format will be an | Pv6 address [ RFC3513] where col ons
are used between quad-ni bbl e characters when the hash bit length is a
multiple of 4. And when the hash bit length is not a nultiple of 4
but a multiple of 2, a leading 2 character nibble-pair is present.
Here are sone examples for different hash bit |engths:
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Crypto-EI D: 2001:5::1111: 2222: 3333: 4444, hash |l ength 64:
Hash-EI D is: ’'hash-1111: 2222: 3333: 4444

Crypto-EID: 2001:5::11:22:33: 44, hash length 64:
Hash-EID is: 'hash-0011: 0022: 0033: 0044

Crypto-EI D: 2001: 5: aaaa: bbbb: 1111: 2222: 3333: 4444, hash | ength 80:
Hash-EI D is: 'hash-bbbb: 1111: 2222: 3333: 4444

Crypto-EI D: 2001: 5: aaaa: bbbb: 1111: 2222: 3333: 4444, hash length 72
Hash-EI D is: 'hash-bb: 1111: 2222: 3333: 4444’

Crypto-EI D: 2001:5: aaaa: bbbb: 1111: 22: 33: 4444, hash length 72
Hash-EI D is: ’'hash-bb:1111: 0022: 0033: 4444’

Not e when | eadi ng zeroes exist in a | Pv6 encoded quad between col ons,
the zeros are included in the quad for the Hash-EI D string.

The entity that creates the hash, the entity that registers the
Crypto-EI D and the Map-Server that uses the hash for Hash-EID | ookups
MUST agree on the hash bit |ength.

7. Keys and Signatures

Key generation, nmessage authentication with digital signatures, and
signature verification will use the Elliptic Curve Digital Signature
Al gorithm or ECDSA [ X9.62]. For key generation curve "N ST256p’ is
used and recomended.

Si gnatures are conputed over signature data that depends on the type
of LISP nmessage sent. See Section 8 and Section 9 for each nessage
type. The signature data is passed through a sha256 hash function
before it is signed or verified.

8. Signed Map- Regi ster Encodi ng

When a ETR registers its Crypto-EID or any EID type to the mapping
system it builds a LISP Map-Regi ster nessage. The mapping incl udes
an ElD-record which encodes the Crypto-EID, or any EID type, and an
RLOC-set. One of the RLOC-records in the RLOC-set includes the the
ETR s signature and signature-1D. The RLOC-record is formatted with
a LCAF JSON Type, in the follow ng format:
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{ "signature" : "<signature-base64>", "signature-id" : "<signer-id>" }

Wher e <signature-base64> is a base64 [ RFC4648] encoded string over
the follow ng ascii [RFC0020] string signature data:

[ <iid>]<crypto-eid>

Where <iid> is the decimal value of the instance-ID the Crypto-EID is
registering to and the <crypto-eid>is in the formof [RFC3513] where
quad- ni bbl es between col ons ARE NOT zero-filled.

The Map- Server that process an EID-record with a Crypto-EID and a
RLOC-record with a signature extracts the public-key hash value from
the Crypto-EID to build a Hash-EID. The Map-Server | ooks up the
Hash-EID in the mappi ng systemto obtain the public-key RLOC record.
The Map- Server verifies the signature over the signature data to
determine if it should accept the EIDrecord registration.

9. Signed Map- Request Encodi ng

When an xTR (an ITR, PITR or RTR), sends a Map- Request to the

mappi ng systemto request the RLOC-set for a Crypto-EID, it signs the
Map- Request so it can authenticate itself to the Map-Server the
Crypto-EID is registered to. The Map-Request target-EID field will
contain the Crypto-EID and the source-EID field will contain an LCAF
JSON Type string with the follow ng signature infornation:

"source-eid" : "<seid>",
"signature-id" : "<signer-id>",
"signature" : "<signature-base64>"

}

VWhere <signer-id>is an |IPv6 encoded string according to [ RFC3513]
wher e quad- ni bbl es between col ons ARE NOT zero-filled. The <seid> is
the source EID fromthe data packet that is invoking the Map- Request
or the entire key/value pair for "source-eid" can be excluded when a
dat a packet did not invoke the Map-Request (i.e. lig or an API
request). The <signer-id>is the IPv6 Crypto-EID of the xTR that is
provi di ng the Map- Request signature.

The signature string <signature-base64> is a base64 [ RFC4648] encoded
string over the follow ng signature data:
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<nonce><sour ce- ei d><crypt o- ei d>

Where <nonce> is a hex string [ RFC0020] of the nonce used in the Map-
Request and the <source-ei d> and <crypto-eid> are hex strings

[ RFC0020] of an IPv6 address in the formof [RFC3513] where quad-

ni bbl es between col ons ARE NOT zero-filled. Wen <seid> is not
included in the Map- Request, string "0::0" is used for <source-eid>.

10. Signed Map-Notify Encoding

When a Map-Server originates a Map-Notify nessage either as an
acknow edgnment to a Map- Regi ster nessage, as a solicited [ RFC9437]
notification, or an unsolicited [RFC8378] notification, the receiver
of the Map-Notify can verify the nessage is froman authenticated
Map- Ser ver.

An RLOC-record similar to the one used to sign Map- Regi ster nessages
is used to sign the Map-Notify message:

{ "signature" : "<signature-base64>", "signature-id" : "<signer-id>" }

Where the "signature-id" is an | Pv6 crypto-El D used by the Map- Server
to sign the RLOC-record. The signature data and the encoding format
of the signature is the same as for a Map-Regi ster nessage. See
details in Section 8.

A receiver of a Map-Notify nessage will |ookup the signature-id in
the mapping systemto obtain a public-key to verify the signature.
The Map-Notify is accepted only if the verification is successful.

11. Oher Uses

The mechani sns described within this document can be used to sign
ot her types of LISP nessages. And for further study is how to use
these nechani snms to sign LISP encapsul ated data packets in a
conmpressed manner to reduce data packet header overhead.

In addition to authenticating other types of LISP nessages, other
types of EIDrecords can be encoded as well and is not limted to
IPv6 EIDs. It is possible for a LISP xTR to regi ster and request non
I Pv6 ElIDs but use IPv6 Crypto-EIDs for the sol e purpose of signing
and verifying ElDrecords.

Exanpl es of other EID types that can be authenticated in Map- Request
and Map- Regi ster nessages are:
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| ElID Type | Format Definition |
[} g ——(————————— s ——_———r
| 1Pv4 address prefixes | [RFC1123] |
e T NN +
| Distingui shed- Nanes | [ RFC9735] |
e meeeeeeeeecieaaaas T T e +
| Geo-Coordinates | [1-D.farinacci-lisp-geo]

o e e e e S +
| LCAF defined EIDs | [ RFC8060] |
O e +

Table 1

12. El D Aut hori zati on

When a Crypto-EID is being used for IPv6 communication, it is
inmplicit that the owner has the right to use the EID since it was
generated fromthe key-pair provisioned for the ower. For other EID
types that are not directly associated with signature keys, they nust
be validated for use by the mapping systemthey are registered to.
This policy information for the mappi ng system nmust be configured in
the Map-Servers the EID owner registers to or a signed authorization
provided by a third-party entity.

To achi eve signed authorization, an entity that allows another entity
to register an EID, nust authorize the registering entity. It does
so by adding RLOC-records to the registering entity’'s Hash-EID
public-key mapping. The fornat of the RLOC-record is a JSON encoded
record as follows:

"all oweid" : "<eid>",
"signature-id" : "<signer-id>",
"signature" : "<signature-base64>"

}

The format of the <signer-id> and <si gnature-base64> val ues are the
sane as described in Section 8 The <eid> value is in the sane
string format as the signature data described in Section 8. For

ot her non-1Pv6 EID types, the conventions in [RFC8060] are used. In
all cases, the string encoding format of instance-ID ’'[<iid>]’
prepended is to the EID string.
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This entry is added to the RLOC-set of the registering entity’'s Hash-
El D ' hash-<hash>' registration. The authorizing entity does signs
the Map- Register and sends it with merge-semantics. The Map- Server
accepts the registration after the signature is verified and nerges
the RLOC-record into the existing RLOC-set. The 'signature’ is
optional and when not included nmeans the authorizing entity has not
yet allowed the registering entity to register the EID <eid>  Note
multiple entities can register RLOC-records with the sanme <ei d>

meani ng that signature verification for all of themis required

bef ore the Map-Server accepts the registration.

When t he Map- Server receives a Map-Register for <eid> it |ooks up
"hash-<hash>" EID in the mappi ng system |f not found, the Map-
Regi ster EID-record is not processed and the next EID-record is

retrieved fromthe Map-Regi ster nmessage, if it exists. |[If the Hash-
EID entry is found, the registering entity's signature is verified
first. If the verification fails, the Map-Register EID-record is not

accepted. O herwi se, a search for the RLOC-set is done to | ook for
all matches of the EID being registered with <eid>, for those entries
found, if any of them do not have a "signature" JSON item the ElD
record is not accepted. Oherwi se, the signature-id is |ooked up in
the mapping systemto retrieve the public-key of the authorizing
entity. |If the verification is successful, then a | ookup for the
next RLOC-record signature-id is done. Only when all signature
verifications are verified, the Map-Regi ster ElID-record is accepted.

The Map- Server should reject an RLOC-record with a signature-id that
contains the Hash-EID of the entry disallowing a registering entity
to self authorize itself.

Here is an exanple of a Hash-ElI D mapping stored in the mapping
system
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13.

El D-record: [1000]’ hash-1111:2222:3333: 4444’ , RLOC-Set (count is 4):

RLOC-record: { "public-key" : "<pubkey-base64>" }
RLOC-record: { "alloweid" : "[1000]1.1.1.1/32",
"signature" : "<sig>",
"signature-id" : "[1000]2001:5:3::1111" }
RLOC-record: { "alloweid" : "[1000]1.1.1.1/32",
"signature" : "<sig>",
"signature-id" : "[1000]2001:5: 3::2222" }
RLOC-record: { "alloweid" : "37-16-46-N 121-52-4-W,
"signature-id" : "[21000]2001:5: 3::5555" }

Thi s mapping stores the public-key of the registering entity with
Hash- EI D 1111: 2222: 3333: 4444. The registering entry registered this
RLOC-record. There are two authorizing entities, :1111 and : 2222,
who allowit to register IPv4 EID 1.1.1.1/32. They each registered
their respective RLOC-records. And a third authorizing entity :5555
that registers an RLOC-record that has not yet authorized the
registering entity to regi ster Geo-Coordi nate 37-16-46-N- 121-52-4-W
Note the mapping and the signature-1Ds are all within the context of
i nstance-1D 1000.

Security Considerations

The nmechanisns within this specification are intentionally using
accepted practices and state of the art public-key cryptography.

Crypto-ElI Ds can be made private when control nessages are encrypted,
for instance, using [RFC8061].

The topol ogi cal or physical location of a Crypto-EIDis only
available to the other Crypto-EIDs that register in the sane LISP
I nstance-1D and have their correspondi ng Hash-El Ds regi stered.

This draft doesn’t address reply attacks directly. |If a man-in-the-
m ddl e captures Map- Regi ster nmessages, it could send such captured
packets at a later time which contains signatures of the source. In
whi ch case, the Map-Server verifies the signature as good and
interprets the contents to be valid where in fact the contents can
contain old mapping information. This problemcan be solved by
encrypting the contents of Map-Registers using a third-party protoco
i ke DTLS [ RFC6347] or LISP-Crypto [ RFC8061] directly by
encapsul ati ng Map-Registers in LISP data packets (using port 4341).
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Map- Repl y nessage signatures and authentication are not in scope for
this document. This document focuses on authentication between xTRs
and mappi ng system conponents. Map-Reply authentication, which is
performed between XxTRs is described in [ RFC9303].

14. | ANA Consi derations

Since there are no new packet formats introduced for the
functionality in this specification, there are no specific requests
for | ANA
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