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Abst ract

Digital signatures are used within X. 509 Public Key Infrastructure
such as X. 509 certificates, Certificate Revocation Lists (CRLs), and
to sign nessages. This docunent specifies the conventions for using
the Statel ess Hash-Based Digital Signature Al gorithm (SLH DSA) in

X. 509 Public Key Infrastructure. The conventions for the associated
si gnatures, subject public keys, and private keys are al so specified.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-|anps-x509-slhdsa/.

Di scussion of this docunent takes place on the LAMPS Working G oup
mailing list (mailto:spasm@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/spasn . Subscribe at
https://ww. ietf.org/ mailman/listinfo/spasnt.

Source for this draft and an issue tracker can be found at
https://github. com x509- hbs/ draft-x509- sl hdsa.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

The Statel ess Hash-Based Digital Signature Algorithm (SLH DSA) is a
quantumresi stant digital signature schene standardized in [FlI PS205]
by the US National Institute of Standards and Technol ogy (N ST) PQC
project [NIST-PQC]. Prior to standardization, the al gorithm was
known as SPHI NCS+. SLH DSA and SPHI NCS+ are not conpatible. This
docunent defines the ASN.1 Object ldentifiers (O Ds) and conventions
for the encoding of SLH DSA digital signatures, public keys and
private keys in the X 509 Public Key Infrastructure.

SLH DSA offers three security levels. The parameters for each of the
security levels were chosen to be at | east as secure as a generic

bl ock ci pher of 128, 192, or 256 bits. There are snmall (s) and fast
(f) versions of the algorithm and the option to use the SHA2
algorithmfanily [FIPS180] or SHAKE256 [ FI PS202] as interna
functions. Wiile the fast versions are optim zed for key generation
and signing speed, they are actually slower at verification than the
SLH DSA smal | parameter sets. The snall versions are optinized for
signature size, see Table 1. As an exanple, id-slh-dsa-shake-256s
represents the 256-bit security level, the small version of the
algorithm and the use of SHAKE256.

NI ST [ CSOR] has assigned separate algorithmidentifiers for SLH DSA
for each conbination of these security levels, fast vs small, SHA2 vs
SHAKE256, and pure node vs pre-hash node.

SLH- DSA signature operations include as input an optional context
string (ctx), defined in Section 10.2 of [FIPS205]. The context
string has a maxi num | ength of 255 bytes. By default, the context
string is the enpty string. This docunent only specifies the use of
the enpty context string for use in the X 509 Public Key
Infrastructure

SLH DSA of fers two signature nodes: pure node, where the entire
content is signed directly, and pre-hash node, where a digest of the
content is signed. This docunment uses the term SLH-DSA to refer to
the algorithmin general. Wen a pure or pre-hash node needs to be
differentiated, the terms Pure SLH DSA and HashSLH DSA are used.

Thi s docunent specifies the use of both Pure SLH DSA and HashSLH DSA
in Public Key Infrastructure X 509 (PKIX) certificates and
Certificate Revocation Lists (CRLs)
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1.

2.

1. Notation
The following notation is used in this docunent:
* a || b: concatenation of a and b

* jid-slh-dsa-*: A shorthand to refer to all 12 O Ds used to specify
the di fferent parameter conbinations for Pure SLH DSA.

* id-hash-sl h-dsa-*: A shorthand to refer to all 12 O Ds used to
specify the different paraneter conbinations for HashSLH DSA.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Algorithmldentifiers
The Algorithm dentifier type is defined in [ RFC5912] as foll ows:

Al gorithm dentifier{ALGORI THM TYPE, ALGORI THM TYPE: Al gorithntet} ::=
SEQUENCE {
algorithm ALGORI THM TYPE. & d({Al gorithnfet}),
parameters ALGORI THV TYPE.
&Par ans({ Al gorithnBet}{@l gorithn}) OPTI ONAL

}

| NOTE: The above syntax is from[RFC5912] and is conpatible with
| the 2021 ASN. 1 syntax [ X680]. See [RFC5280] for the 1988 ASN. 1
| syntax.

The fields in Algorithm dentifier have the foll ow ng meani ngs:

* algorithmidentifies the cryptographic algorithmw th an object
identifier.

* paranmeters, which are optional, are the associated paraneters for
the algorithmidentifier in the algorithmfield.

The object identifiers for SLH DSA are defined in the NI ST Conputer
Security CObjects Register [CSOR], and are reproduced here for

conveni ence. The same algorithmidentifiers are used for identifying
a public key, a private key, and a signature.
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The Pure SLH- DSA O Ds are defined in
[I-D.ietf-lanmps-cms-sphincs-plus]’s ASN. 1 nodul e and reproduced here
for conveni ence:

nistAlgorithns OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organi zation(1l) gov(101) csor(3) 4 }
si gAl gs OBJECT IDENTIFIER ::= { nistAlgorithms 3}
i d-sl h-dsa-sha2-128s OBJECT IDENTIFIER ::= { sigAlgs 20 }
i d-sl h-dsa-sha2-128f OBJECT IDENTIFIER ::= { sigAlgs 21}
i d-sl h-dsa-sha2-192s OBJECT IDENTIFIER ::= { sigAlgs 22}
i d-sl h-dsa-sha2-192f OBJECT IDENTIFIER ::= { sigAlgs 23}
i d-sl h-dsa-sha2-256s OBJECT IDENTIFIER ::= { sigAlgs 24}
i d-sl h-dsa-sha2-256f OBJECT IDENTIFIER ::= { sigAlgs 25}
i d-sl h-dsa-shake-128s OBJECT IDENTIFIER ::= { sigAlgs 26 }
i d-sl h-dsa-shake-128f OBJECT |IDENTIFIER ::= { sigAl gs 27 }
i d-sl h-dsa-shake-192s OBJECT IDENTIFIER ::= { sigAlgs 28 }
i d-sl h-dsa-shake-192f OBJECT IDENTIFIER ::= { sigAlgs 29 }
i d-sl h-dsa-shake-256s OBJECT IDENTIFIER ::= { sigAlgs 30 }
i d-sl h-dsa- shake-256f OBJECT IDENTIFIER ::= { sigAlgs 31}

The HashSLH DSA O Ds ar e:

Bashiri, et al. Expires 1 January 2026 [ Page 5]
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ni st Algorithms OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organi zation(1l) gov(101) csor(3) 4 }
si gAl gs OBJECT IDENTIFIER ::= { nistAlgorithnms 3}
i d- hash-sl h-dsa-sha2-128s-wit h-sha256 OBJECT | DENTI FIER :: = {
sigAlgs 35}
i d- hash-sl h-dsa-sha2-128f-wi t h-sha256 OBJECT | DENTI FI ER :: = {
sigAl gs 36 }
i d- hash-sl h-dsa-sha2-192s-wi t h-sha512 OBJECT | DENTI FIER :: = {
sigAlgs 37 }
i d- hash-sl h-dsa-sha2-192f-wi t h-sha512 OBJECT | DENTI FI ER :: = {
sigAlgs 38 }
i d- hash-sl h-dsa-sha2- 256s-wi t h-sha512 OBJECT | DENTI FIER :: = {
sigAlgs 39 }
i d- hash- sl h-dsa-sha2-256f-w t h-sha512 OBJECT | DENTI FI ER :: = {
sigAl gs 40 }
i d- hash-sl h-dsa- shake- 128s-wi t h- shake128 OBJECT | DENTI FI ER :: = {
sigAlgs 41 }
i d- hash-sl h- dsa- shake- 128f - wi t h- shake128 OBJECT | DENTI FIER :: = {
sigAl gs 42 }
i d- hash-sl h-dsa- shake- 192s-wi t h- shake256 OBJECT | DENTI FI ER :: = {
sigAl gs 43 }
i d- hash- sl h- dsa- shake- 192f - wi t h- shake256 OBJECT | DENTI FIER :: = {
sigAl gs 44 }
i d- hash-sl h-dsa- shake- 256s-wi t h- shake256 OBJECT | DENTI FI ER :: = {
sigAl gs 45 }
i d- hash- sl h- dsa- shake- 256f - wi t h- shake256 OBJECT | DENTI FIER :: = {
sigAl gs 46 }

The contents of the paraneters conponent for each al gorithm MJST be
absent .
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4.

SLH DSA Si gnat ures

SLH- DSA is a digital signature schenme built upon hash functions. The
security of SLH- DSA relies on the security properties of the

under | yi ng hash functions, such as the presuned difficulty of finding
pr ei mages.

Signatures can be placed in a nunber of different ASN. 1 structures.
The top level structure for a certificate is given bel ow as bei ng
illustrative of how signatures are frequently encoded with an
algorithmidentifier and a |ocation for the signature.

Certificate ::= SIGNED{ TBSCertificate }
S| GNED{ ToBeSi gned} ::= SEQUENCE ({
t oBeSi gned ToBeSi gned,
algorithm dentifier SEQUENCE {
al gorithm SI GNATURE- ALGORI THM
& d({Si gnatureAl gorithns}),
paraneters SI GNATURE- ALGORI THM

&Par anms({ Si gnat ur eAl gori t hns}
{@l gorithm dentifier.algorithnt)
OPTI ONAL
I
signature BI T STRI NG ( CONTAI NI NG SI GNATURE- ALGORI THM &Val ue(
{Si gnat ur eAl gorit hms}
{@l gorithmdentifier.algorithnt))

| The above syntax is from[RFC5912] and is conpatible with the
| 2021 ASN.1 syntax [X680]. See [RFC5280] for the 1988 ASN. 1
| syntax.

The sane algorithmidentifiers are used for signatures as are used
for public keys. When used to identify signature algorithns, the
paraneters MJST be absent.

The data to be signed is prepared for SLH DSA. Then, a private key
operation is perforned to generate the raw signature val ue.

When signing data using the Pure SLH DSA signature al gorithm

Al gorithm 22 (slh_sign) from Section 10.2.1 of [FIPS205] is used.
When verifying Pure SLH DSA signed data, Algorithm 24 (slh_verify)
from Section 10.3 of [FIPS205] is used. Wen signing data using the
HashSLH DSA signature algorithm Al gorithm 23 (hash_slh_sign) from
Section 10.2.2 of [FIPS205] is used. Wen verifying HashSLH DSA
signed data, Algorithm 25 (hash_slh_verify) from Section 10. 3 of

[ FIPS205] is used. Al four of these algorithnms create a nmessage,
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M, fromthe nessage to be signed along with other data, and M is
operated on by internal SLH DSA algorithns. M nmay be constructed
outside the nodule that perforns the internal SLH DSA al gorithns.

In the case of HashSLH DSA, there is a pre-hash component (PH M of
M. PHMnmay be conputed in the signing/verifying nodule, in which
case the entire nmessage to be signed is sent to the nodul e.

Al ternatively, PH Mmay be conputed in a different nodule. In this
case, either PHMis sent to the signing/verifying nodule, which
creates M, or M is created outside the signing/verifying nodul e and
is sent to the nodule. HashSLH DSA allows this inplenentation
flexibility in order to reduce, and make consistent, the amount of
data transferred to signing/verifying nodules. The hash al gorithm or
XOF used to generate the pre-hash when signing and verifying with
HashSLH DSA is specified after the "-with-" conponent of the
signature algorithmnane. For exanple, when signing with id-hash-

sl h-dsa- sha2-128s-wi t h-sha256, SHA-256 is used as the pre-hash
algorithm Wen pre-hashing is perforned usi ng SHAKE128, the out put
length is 256 bits. Wen pre-hashing is performed usi ng SHAKE256,
the output length is 512 bits.

Section 9.2 of [FIPS205] defines an SLH DSA signature as three
elenments, R, SIGFORS and SIG HT. The raw octet string encoding of
an SLH DSA signature is the concatenation of these three elenents,
i.e. R||] SIGFORS || SIGHT. The raw octet string representing the
signature is encoded directly in the BIT STRING wi t hout addi ng any
additional ASN. 1 wrapping. For exanple, in the Certificate
structure, the raw signature value is encoded in the "signature" BIT
STRING fi el d.

5. Subject Public Key Fields

In the X. 509 certificate, the subjectPublicKeylnfo field has the
Subj ect Publ i cKeyl nfo type, which has the followi ng ASN. 1 synt ax:

Subj ect Publ i cKeyl nfo {PUBLI C-KEY: |10Set} ::= SEQUENCE ({
al gorithm Al gorithm dentifier {PUBLIC KEY, {ICOSet}},
subj ect Publ i cKey BI T STRI NG }
| The above syntax is from|[RFC5912] and is conpatible with the
| 2021 ASN.1 syntax [ X680]. See [RFC5280] for the 1988 ASN. 1
| syntax.
The fields in SubjectPublicKeylnfo have the foll ow ng nmeani ngs:

* algorithmis the algorithmidentifier and paraneters for the
public key (see above).
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* subjectPublicKey contains the byte stream of the public key.

[I-D.ietf-lanps-cns-sphincs-plus] defines the follow ng public key
identifiers for Pure SLH DSA:

pk- sl h-dsa-sha2-128s PUBLI G- KEY :: = {

| DENTI FI ER i d- sl h-dsa- sha2- 128s
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation,
-- PRIVATE-KEY no ASN. 1 wapping -- }

pk- sl h-dsa- sha2-128f PUBLI C-KEY ::= {

| DENTI FI ER i d- sl h- dsa- sha2- 128f
-- KEY no ASN. 1 w apping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation,
-- PRI VATE-KEY no ASN.1 wrapping -- }

pk- sl h-dsa- sha2-192s PUBLI C-KEY :: = {

| DENTI FI ER i d- sl h-dsa- sha2-192s
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation,
-- PRI VATE-KEY no ASN.1 wapping -- }

pk- sl h-dsa- sha2-192f PUBLI C-KEY ::= {

| DENTI FI ER i d- sl h- dsa- sha2- 192f
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation,
-- PRI VATE-KEY no ASN. 1 wapping -- }

pk- sl h-dsa- sha2- 256s PUBLI C-KEY ::= {

| DENTI FI ER i d- sl h-dsa- sha2- 256s
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation,
-- PRI VATE-KEY no ASN. 1 wapping -- }

pk- sl h-dsa- sha2- 256f PUBLI C-KEY ::= {

| DENTI FI ER i d- sl h- dsa- sha2- 256f
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation,
-- PRIVATE-KEY no ASN. 1 wapping -- }

pk- sl h-dsa- shake-128s PUBLI C-KEY ::= {

Bashiri,
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| DENTI FI ER i d- sl h- dsa- shake- 128s
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation,
-- PRIVATE-KEY no ASN. 1 wapping -- }

sl h- dsa- shake- 128f PUBLI G- KEY :: = {
| DENTI FI ER i d- sl h- dsa- shake- 128f
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation,
-- PRI VATE-KEY no ASN.1 wrapping -- }

sl h-dsa- shake- 192s PUBLI G- KEY :: = {
| DENTI FI ER i d- sl h- dsa- shake- 192s
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation,
-- PRI VATE-KEY no ASN.1 wapping -- }

sl h-dsa- shake- 192f PUBLI G- KEY :: = {
| DENTI FI ER i d- sl h- dsa- shake- 192f
-- KEY no ASN. 1 wapping --
CERT- KEY- USACGE
{ digital Signature, nonRepudiation,
-- PRI VATE-KEY no ASN. 1 wapping -- }

sl h- dsa- shake- 256s PUBLI C-KEY :: = {
| DENTI FI ER i d- sl h-dsa- shake- 256s
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation,
-- PRI VATE-KEY no ASN. 1 wapping -- }

sl h- dsa- shake- 256f PUBLI C-KEY :: = {
| DENTI FI ER i d- sl h- dsa- shake- 256f
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation,
-- PRIVATE-KEY no ASN. 1 wapping -- }

SLH- DSA- Publ i cKey ::= OCTET STRI NG

SLH DSA- Pri vat eKey ::= OCTET STRI NG

The public key identifiers for

Bashiri,
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pk- hash- sl h-dsa- sha2- 128s-wi t h- sha256 PUBLI C-KEY ::= {
| DENTI FI ER i d- hash- sl h- dsa- sha2-128s-wi t h- sha256
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN.1 wrapping -- }

pk- hash- sl h- dsa- sha2-128f-wi t h- sha256 PUBLI G- KEY :: = {
| DENTI FI ER i d- hash- sl h- dsa- sha2-128f-wi t h- sha256
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN.1 wapping -- }

pk- hash- sl h- dsa-sha2-192s-wi t h-sha512 PUBLI G- KEY ::= {
| DENTI FI ER i d- hash- sl h- dsa- sha2- 192s-wi t h- sha512
-- KEY no ASN. 1 wapping --
CERT- KEY- USACGE
{ digital Signature, nonRepudi ati on, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN. 1 wapping -- }

pk- hash- sl h-dsa- sha2-192f -wi t h-sha512 PUBLI C-KEY ::= {
| DENTI FI ER i d- hash- sl h-dsa-sha2-192f -wi t h- sha512
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN. 1 wapping -- }

pk- hash- sl h- dsa- sha2- 256s-wi t h-sha512 PUBLI C-KEY ::= {
| DENTI FI ER i d- hash- sl h- dsa- sha2- 256s-wi t h- sha512
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ati on, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN. 1 wapping -- }

pk- hash- sl h-dsa- sha2- 256f -wi t h- sha512 PUBLI C-KEY ::= {
| DENTI FI ER i d- hash- sl h- dsa- sha2- 256f-wi t h- sha512
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN. 1 wapping -- }

pk- hash- sl h-dsa- shake- 128s-wi t h- shake128 PUBLI G- KEY :: = {
| DENTI FI ER i d- hash- sl h- dsa- shake- 128s-wi t h- shake128
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN.1 wapping -- }
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pk- hash- sl h-dsa- shake- 128f - wi t h- shake128 PUBLI G- KEY :: = {
| DENTI FI ER i d- hash- sl h- dsa- shake- 128f - wi t h- shake128
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN.1 wrapping -- }

pk- hash- sl h- dsa- shake- 192s-wi t h- shake256 PUBLI C-KEY ::= {
| DENTI FI ER i d- hash- sl h- dsa- shake-192s-wi t h- shake256
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN.1 wapping -- }

pk- hash- sl h- dsa- shake- 192f - wi t h- shake256 PUBLI C-KEY ::= {
| DENTI FI ER i d- hash- sl h- dsa- shake- 192f - wi t h- shake256
-- KEY no ASN. 1 wapping --
CERT- KEY- USACGE
{ digital Signature, nonRepudi ati on, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN. 1 wapping -- }

pk- hash- sl h- dsa- shake- 256s-wi t h- shake256 PUBLI C-KEY ::= {
| DENTI FI ER i d- hash- sl h- dsa- shake- 256s-wi t h- shake256
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN. 1 wapping -- }

pk- hash- sl h- dsa- shake- 256f - wi t h- shake256 PUBLI C-KEY ::= {
| DENTI FI ER i d- hash- sl h- dsa- shake- 256f - wi t h- shake256
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ati on, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN. 1 wapping -- }

Section 9.1 of [FIPS205] defines an SLH DSA public key as two n-byte
el ements, PK seed and PK root. The raw octet string encoding of an
SLH DSA public key is the concatenation of these two el enents, i.e.
PK.seed || PK. root. The octet string length is 2*n bytes, where nis
16, 24, or 32, depending on the SLH DSA paraneter set. Wen used in
a Subj ect Publ i cKeyl nfo type, the subjectPublicKey BI T STRI NG cont ai ns
the raw octet string encodi ng of the public key.

[1-D.ietf-1anmps-cns-sphincs-plus] defines the SLH DSA-PublicKey and
SLH DSA- Pri vat eKey ASN. 1 OCTET STRING types to provide an option for
encoding a Pure SLH DSA public or private key in an environnment that
uses ASN. 1 encodi ng but doesn't define its own mappi ng of an SLH DSA
raw octet string to ASN. 1. HashSLH DSA public and private keys can
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use SLH- DSA- PublicKey and SLH DSA-PrivateKey in the sane way. To map
an SLH DSA- Publ i cKey OCTET STRING to a Subj ect Publ i cKeyl nfo, the
OCTET STRING i s mapped to the subjectPublicKey field (a value of type
BIT STRING as follows: the nost significant bit of the OCTET STRI NG
val ue becones the nost significant bit of the BIT STRI NG val ue, and
so on; the least significant bit of the OCTET STRI NG becones the

| east significant bit of the BIT STRI NG

The Al gorithm dentifier for an SLH DSA public key MJST use one of the
i d-sl h-dsa-* or id-hash-slh-dsa-* object identifiers from Section 3.
The paraneters field of the Algorithm dentifier for the SLH DSA
public key MJUST be absent.

Appendi x C.1 contains an exanple of an id-slh-dsa-sha2-128s public
key encoded using the textual encoding defined in [ RFC7468].

6. Key Usage Bits

The intended application for the key is indicated in the keyUsage
certificate extension; see Section 4.2.1.3 of [RFC5280]. |If the
keyUsage extension is present in a certificate that indicates an id-
sl h-dsa-* (Pure SLH DSA) or id-hash-sl h-dsa-* (HashSLH DSA)
identifier in the SubjectPublicKeylnfo, then at | east one of the
foll owi ng MUST be present:

digital Signature
nonRepudi ati on
keyCert Si gn
cRLSi gn

If the keyUsage extension is present in a certificate that indicates
an id-slh-dsa-* (Pure SLH DSA) or id-hash-sl h-dsa-* (HashSLH DSA)
identifier in the SubjectPublicKeylnfo, then the foll owi ng MJUST NOT
be present:

keyEnci pher nent,
dat aEnci pher nent ,
keyAgr eenent ,

enci pherOnly, and
deci pher Onl y.

Requi renents about the keyUsage extension bits defined in [ RFC5280]
still apply.
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7. Private Key Format

"Asymmetric Key Packages" [RFC5958] describes how to encode a private
key in a structure that both identifies what algorithmthe private
key is for and optionally allows for the public key and additiona
attributes about the key to be included as well. For illustration,
the ASN. 1 structure OneAsymmetricKey is replicated bel ow

OneAsymetri cKey ::= SEQUENCE {
version Version
privat eKeyAl gorithm Privat eKeyAl gorithm dentifier
privat eKey Privat eKey,
attributes [O] IMPLICIT Attributes OPTI ONAL

[[2: publicKey [1] INPLICIT PublicKey OPTIONAL 17,

}
PrivateKey ::= OCTET STRI NG
PublicKey ::= BIT STRI NG

| The above syntax is from[RFC5958] and is conpatible with the
| 2021 ASN. 1 syntax [ X680].

Section 9.1 of [FIPS205] defines an SLH DSA private key as four
n-byte el enents, SK seed, SK prf, PK seed and PK. root. The raw octet
string encoding of an SLH DSA private key is the concatenation of
these four elenents, i.e. SK seed || SK prf || PK seed || PK root.
The octet string length is 4*n bytes, where n is 16, 24, or 32,
dependi ng on the SLH DSA paraneter set. Wen used in a
OneAsymetricKey type, the privateKey OCTET STRI NG contains the raw
octet string encoding of the private key.

When an SLH DSA public key is included in a OneAsynmetricKey type, it
is encoded in the same nmanner as in a SubjectPublicKeylnfo type.

That is, the publicKey BIT STRING contains the raw octet string
encodi ng of the public key.

Appendi x C. 2 contains an exanpl e of an id-slh-dsa-sha2-128s private
key encoded using the textual encoding defined in [ RFC7468].

NOTE: There exist sonme private key inport functions that have not

pi cked up the new ASN. 1 structure OneAsymetricKey that is defined in
[ RFC5958]. This nmeans that they will not accept a private key
structure that contains the public key field. This nmeans a bal ancing
act needs to be done between being able to do a consistency check on
the key pair and wi dest ability to inmport the key.
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8.

Oper ational Considerations

SLH DSA uses the same O Dto identify a public key and a signature
algorithm The inplication of this is that, despite being

mat hemati cal | y possible, an SLH DSA key identified by a Pure SLH DSA
ODis not permitted to be used to generate or verify a signature
identified by an HashSLH DSA O D, and vice-versa.

CA operators will need to decide in advance whether their CA
certificates will use Pure SLH DSA or HashSLH DSA and assign the
appropriate OD to the public and private keys when generating their
certificate. Sonme of the follow ng considerations may affect this
deci si on.

* \When using an external signing nodule, such as an HSM the size of
data that can be transferred to and processed by the signature
nmodul e may be limted. SLH DSA perforns two passes on the
internal M nessage, so it nmust be held in nmenory. Using HashSLH
DSA reduces the size of M.

* Large CRLs m ght also exceed the size limts of HSM signing
operations when using Pure SLH-DSA. One way to limt the size of
CRLs is to make use of CRL Distribution Points and |ssuing
Distribution Points to create partitioned CRLs in accordance with
Section 5.2.5 of [RFC5280].

* EE certificates with many SANs might al so exceed the size limts
of HSM si gni ng operations.

* Potential verifiers’ environments m ght need to be considered.
The entire certificate or CRL needs to be held in nenory during
SLH DSA signature verification, it cannot be streamed. In
particular, there is a random zer (R) which is extracted fromthe
SLH DSA signature and fed to a digest function before M is.

Thus, to stream a nessage for SLH DSA verification the signature
must cone before the nmessage. This is not the case for
certificates and CRLs. Using HashSLH DSA reduces the size of the
M being held in menory.

An SLH- DSA private key has a very |arge (2"64) nunber of signatures
it can safely generate (see Section 9). |If an operator m ght

concei vably generate a nunber of signatures approaching this limt,
they should mitigate potential harm by tracking the nunmber of

si gnatures generated and destroying the private key once an
appropriate limt is reached, or by setting the "Not After”
(expiration) date of the certificate such that the the linmt couldn't
possi bly be surpassed given the rate of signing.
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9

Security Considerations

The security considerations of [RFC5280] apply accordingly.

Moreover, the security aspects nentioned throughout [FIPS205] shoul d
be taken into account; see for instance Sections 3.1 and 3.2 or the
begi nning of Section 11.

The security of SLH DSA relies on the security properties of the
internal hash and XOF functions. |In particular, it relies on these
functions being preinmage resistant, but it does not rely on them
being collision resistant. Since HashSLH DSA perforns a pre-hash
before signing, it relies on both preinage resistance and collision
resi stance of the pre-hash function. In order to achieve an
appropriate level of collision resistance, the output [ength of the
pre-hash functions used for HashSLH- DSA is twice the length of the
i nternal hash and XOF functions.

I mpl enent ati ons MJST protect the private keys. Conprom se of the
private keys may result in the ability to forge signatures.

When generating an SLH DSA key pair, an inplenentati on MIST generate
each key pair independently of all other key pairs in the SLH DSA
hypertree.

An SLH DSA tree MJUST NOT be used for nore than 2764 signing
operati ons.

The generation of private keys relies on random nunbers. The use of

i nadequat e pseudo-random nunber generators (PRNGs) to generate these
values can result in little or no security. An attacker may find it
much easier to reproduce the PRNG environnent that produced the keys,
searching the resulting small set of possibilities, rather than brute
force searching the whol e key space. The generation of quality
random nunbers is difficult; see Section 3.1 of [FIPS205] for sone
addi tional information.

Fault attacks can lead to forgeries of nessage signatures [CVvP2018]
and [ Ge2023]. Verifying a signature before releasing the signature
value is a typical fault attack counterneasure; however, this
counternmeasure is not effective for SLH DSA [ Ge2023]. Redundancy by
replicating the signature generation process can be used as an
effective fault attack counterneasure for SLH DSA [ Ge2023]; however,
the SLH DSA signature generation is already considered sl ow

Li kewi se, passive power and emn ssions side-channel attacks can |eak
the SLH DSA private signing key, and counterneasures can be taken
agai nst these attacks [SLotH].
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10. | ANA Consi der ati ons

For the ASN.1 Modul e in Appendix A of this docunent, 1ANA is
requested to assign an object identifier (OD) for the nodul e
identifier (TBDl) with a Description of "id-nod-x509-slh-dsa-2024".
The O D for the nodul e should be allocated in the "SM Security for
PKI X Modul e Identifier" registry (1.3.6.1.5.5.7.0).
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<CCDE BEG NS>
X509- SLH DSA- Mbdul e- 2024
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nmod-x509-slh-dsa-2024(TBD1) }

DEFINITIONS IMPLICI T TAGS ::= BEA N
EXPORTS ALL;
| MPORTS
PUBLI C- KEY, SI GNATURE- ALGORI THM SM ME- CAPS
FROM Al gorithm nformation-2009 -- in [RFC5912]

{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d-nod- al gorithm nformation-02(58) }

pk- sl h-dsa- sha2-128s, pk-sl h-dsa-sha2-128f,

pk- sl h- dsa- sha2-192s, pk-sl h-dsa-sha2-192f,

pk- sl h- dsa- sha2- 256s, pk-sl h-dsa-sha2-256f,

pk- sl h- dsa- shake- 128s, pk-sl h-dsa-shake-128f,

pk- sl h- dsa- shake- 192s, pk- sl h-dsa-shake-192f,

pk- sl h- dsa- shake- 256s, pk-sl h-dsa-shake- 256f,

sa- sl h-dsa- sha2- 128s, sa-sl h-dsa-sha2-128f,

sa- sl h-dsa- sha2- 192s, sa-sl h-dsa-sha2-192f,

sa- sl h-dsa- sha2- 256s, sa- sl h-dsa-sha2- 256f,

sa- sl h-dsa- shake-128s, sa- sl h-dsa-shake-128f,

sa- sl h-dsa- shake-192s, sa- sl h-dsa-shake-192f,

sa- sl h-dsa- shake- 256s, sa-sl h-dsa- shake- 256f
FROM SLH DSA- Mbdul e-2024 -- in [I-D.ietf-lanps-cns-sphincs-pl us]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)

i d-smme(16) id-nmod(0) id-nod-slh-dsa-2024(81) } ;

-- HashSLH DSA object identifiers from][CSOR]

ni st Algorithms OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organi zation(1l) gov(101) csor(3) 4 }

si gAl gs OBJECT IDENTIFIER ::= { nistAlgorithnms 3 }

i d- hash-sl h-dsa-sha2-128s-wi t h-sha256 OBJECT | DENTI FIER :: = {
sigAlgs 35}

i d- hash-sl h-dsa-sha2-128f-wi t h-sha256 OBJECT | DENTI FI ER :: = {
sigAl gs 36 }

i d- hash-sl h-dsa-sha2-192s-wi t h-sha512 OBJECT | DENTI FIER :: = {
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sigAlgs 37 }

i d- hash-sl h-dsa-sha2-192f -wi t h-sha512 OBJECT | DENTI FI ER :: = {
sigAlgs 38 }

i d- hash-sl h-dsa-sha2- 256s-wi t h-sha512 OBJECT | DENTI FIER :: = {
sigAlgs 39 }

i d- hash- sl h-dsa-sha2-256f-w t h-sha512 OBJECT | DENTI FI ER :: = {
sigAl gs 40 }

i d- hash-sl h-dsa- shake- 128s-wi t h- shake128 OBJECT | DENTI FI ER :: = {
sigAlgs 41 }

i d- hash-sl h- dsa- shake- 128f -wi t h- shake128 OBJECT | DENTI FIER :: = {
sigAl gs 42 }

i d- hash-sl h-dsa- shake- 192s-wi t h- shake256 OBJECT | DENTI FI ER :: = {
sigAl gs 43 }

i d- hash- sl h- dsa- shake- 192f - wi t h- shake256 OBJECT | DENTI FIER :: = {
sigAl gs 44 }

i d- hash-sl h-dsa- shake- 256s-wi t h- shake256 OBJECT | DENTI FI ER :: = {
sigAl gs 45 }

i d- hash- sl h- dsa- shake- 256f - wi t h- shake256 OBJECT | DENTI FIER :: = {
sigAl gs 46 }

-- HashSLH DSA public key identifiers

pk- hash- sl h- dsa- sha2-128s-wi t h-sha256 PUBLI C-KEY ::= {
| DENTI FI ER i d- hash- sl h-dsa- sha2-128s-wi t h- sha256
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN. 1 wapping -- }

pk- hash- sl h- dsa- sha2- 128f -wi t h-sha256 PUBLI C-KEY :: = {
| DENTI FI ER i d- hash- sl h- dsa- sha2-128f-wi t h- sha256
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ati on, keyCertSign, cRLSign }
-- PRIVATE-KEY no ASN. 1 wapping -- }

pk- hash- sl h-dsa- sha2-192s-wi t h- sha512 PUBLI C-KEY ::= {
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| DENTI FI ER i d- hash- sl h- dsa- sha2-192s-wi t h- sha512
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign,
-- PRIVATE-KEY no ASN. 1 wapping -- }

pk- hash- sl h-dsa- sha2-192f -wi t h- sha512 PUBLI C-KEY ::= {
| DENTI FI ER i d- hash- sl h- dsa- sha2-192f -wi t h- sha512
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation, keyCertSign,
-- PRI VATE-KEY no ASN.1 wrapping -- }

pk- hash- sl h- dsa- sha2- 256s-wi t h-sha512 PUBLI G- KEY :: = {
| DENTI FI ER i d- hash- sl h- dsa- sha2-256s-wi t h-sha512
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation, keyCertSign,
-- PRI VATE-KEY no ASN.1 wapping -- }

pk- hash- sl h- dsa- sha2- 256f -w t h-sha512 PUBLI G- KEY :: = {
| DENTI FI ER i d- hash- sl h- dsa- sha2- 256f - wi t h- sha512
-- KEY no ASN. 1 wapping --
CERT- KEY- USACGE
{ digital Signature, nonRepudiation, keyCertSign,
-- PRI VATE-KEY no ASN. 1 wapping -- }

pk- hash- sl h- dsa- shake- 128s-wi t h- shake128 PUBLI C- KEY ::
| DENTI FI ER i d- hash- sl h- dsa- shake- 128s-wi t h- shake128
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation, keyCertSign,
-- PRI VATE-KEY no ASN. 1 wapping -- }

pk- hash- sl h- dsa- shake- 128f - wi t h- shake128 PUBLI C- KEY ::
| DENTI FI ER i d- hash- sl h- dsa- shake- 128f - wi t h- shake128
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudiation, keyCertSign,
-- PRIVATE-KEY no ASN. 1 wapping -- }

pk- hash- sl h-dsa- shake- 192s-wi t h- shake256 PUBLI C- KEY ::
| DENTI FI ER i d- hash- sl h- dsa- shake-192s-wi t h- shake256
-- KEY no ASN.1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign,
-- PRIVATE-KEY no ASN. 1 wapping -- }
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pk- hash- sl h-dsa- shake- 192f - wi t h- shake256 PUBLI C-KEY :: = {
| DENTI FI ER i d- hash- sl h- dsa- shake- 192f - wi t h- shake256
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN.1 wapping -- }

pk- hash- sl h- dsa- shake- 256s-wi t h- shake256 PUBLI C-KEY ::= {
| DENTI FI ER i d- hash- sl h- dsa- shake- 256s-wi t h- shake256
-- KEY no ASN. 1 wapping --
CERT- KEY- USAGE
{ digital Signature, nonRepudi ation, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN.1 wapping -- }

pk- hash- sl h- dsa- shake- 256f - wi t h- shake256 PUBLI C-KEY ::= {
| DENTI FI ER i d- hash- sl h- dsa- shake- 256f - wi t h- shake256
-- KEY no ASN. 1 wapping --
CERT- KEY- USACGE
{ digital Signature, nonRepudi ati on, keyCertSign, cRLSign }
-- PRI VATE-KEY no ASN. 1 wapping -- }

-- HashSLH DSA signature algorithmidentifiers

sa- hash- sl h-dsa-sha2-128s-wi t h- sha256 S| GNATURE- ALGORI THM : :
| DENTI FI ER i d- hash- sl h-dsa- sha2- 128s-wi t h- sha256
PARAMS ARE absent
PUBLI C- KEYS { pk-hash-sl h-dsa-sha2-128s-wi t h-sha256 }
SM ME- CAPS {
| DENTI FI ED BY i d- hash-sl h-dsa-sha2-128s-wi t h-sha256 } }

1
—~

sa- hash- sl h-dsa-sha2-128f-w t h- sha256 S| GNATURE- ALGORI THM : :
| DENTI FI ER i d- hash- sl h-dsa-sha2-128f-w t h- sha256
PARAMS ARE absent
PUBLI C- KEYS { pk-hash-sl h-dsa-sha2-128f-wi t h-sha256 }
SM ME- CAPS {
| DENTI FI ED BY i d- hash-sl h-dsa-sha2-128f-w t h-sha256 } }

1
—~

sa- hash- sl h-dsa-sha2-192s-wi t h-sha512 S| GNATURE- ALGORI THM : :
| DENTI FI ER i d- hash- sl h-dsa-sha2-192s-wi t h-sha512
PARAMS ARE absent
PUBLI C- KEYS { pk-hash-sl h-dsa-sha2-192s-wi t h-sha512 }
SM ME- CAPS {
| DENTI FI ED BY i d- hash-sl h-dsa-sha2-192s-w t h-sha512 } }

1
-~

sa- hash- sl h-dsa-sha2-192f-wi t h-sha512 S| GNATURE- ALGORI THM : :
| DENTI FI ER i d- hash- sl h-dsa-sha2-192f -wi t h-sha512

1
-~
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PARAMS ARE absent
PUBLI C- KEYS { pk-hash-sl h-dsa-sha2-192f-w t h-sha512 }
SM ME- CAPS {
| DENTI FI ED BY i d- hash-sl h-dsa-sha2-192f -wi t h-sha512 } }

sa- hash- sl h- dsa- sha2- 256s-wi t h-sha512 S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- hash- sl h- dsa- sha2- 256s-wi t h- sha512
PARAMS ARE absent
PUBLI C- KEYS { pk-hash-sl h-dsa-sha2-256s-w t h-sha512 }
SM ME- CAPS {
| DENTI FI ED BY i d- hash-sl h-dsa- sha2- 256s-wi t h-sha512 } }
sa- hash- sl h- dsa- sha2- 256f - wi t h-sha512 S| GNATURE- ALGORI THM : : = {

| DENTI FI ER i d- hash- sl h- dsa- sha2- 256f -wi t h-sha512
PARAMS ARE absent
PUBLI C- KEYS { pk-hash-sl h-dsa-sha2-256f-w t h-sha512 }
SM ME- CAPS {
| DENTI FI ED BY i d- hash- sl h-dsa- sha2- 256f -wi t h-sha512 } }

sa- hash- sl h-dsa- shake- 128s-w t h- shakel28 S| GNATURE- ALGORI THM : :
| DENTI FI ER i d- hash- sl h-dsa- shake- 128s-w t h- shakel128
PARAMS ARE absent
PUBLI C- KEYS { pk-hash-sl h-dsa- shake- 128s-wi t h- shakel28 }
SM ME- CAPS {
| DENTI FI ED BY i d- hash-sl h- dsa- shake- 128s-wi t h- shake128 } }

1
—~

sa- hash- sl h-dsa- shake-128f-w t h- shakel28 SI GNATURE- ALGORI THM : :
| DENTI FI ER i d- hash- sl h-dsa- shake- 128f -wi t h- shakel28
PARAMS ARE absent
PUBLI C- KEYS { pk-hash- sl h-dsa- shake- 128f-wi t h- shake128 }
SM ME- CAPS {
| DENTI FI ED BY i d- hash-sl h- dsa- shake- 128f - wi t h- shake128 } }

1
—~

sa- hash- sl h-dsa- shake- 192s-wi t h- shake256 S| GNATURE- ALGORI THM : :
| DENTI FI ER i d- hash- sl h-dsa- shake- 192s-wi t h- shake256
PARAMS ARE absent
PUBLI C- KEYS { pk-hash- sl h-dsa- shake-192s-wi t h- shake256 }
SM ME- CAPS {
| DENTI FI ED BY i d- hash-sl h-dsa- shake- 192s-wi t h- shake256 } }

1
-~

sa- hash- sl h-dsa- shake- 192f - wi t h- shake256 S| GNATURE- ALGORI THM : :
| DENTI FI ER i d- hash- sl h-dsa- shake- 192f - wi t h- shake256
PARAMS ARE absent
PUBLI C- KEYS { pk-hash-sl h-dsa- shake- 192f - wi t h- shake256 }
SM ME- CAPS {
| DENTI FI ED BY i d- hash- sl h-dsa- shake- 192f - wi t h- shake256 } }

1
-~

sa- hash- sl h-dsa- shake- 256s-wi t h- shake256 S| GNATURE- ALGORI THM : :

]
—
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| DENTI FI ER i d- hash- sl h- dsa- shake- 256s-w t h- shake256

PARAMS ARE absent

PUBLI C- KEYS { pk-hash-sl h-dsa- shake- 256s-wi t h- shake256 }

SM ME- CAPS {

SLH DSA for X. 509

June 2025

| DENTI FI ED BY i d- hash- sl h- dsa- shake- 256s-wi t h- shake256 } }

sa- hash- sl h- dsa- shake- 256f - wi t h- shake256 SI GNATURE- ALGORI THM : : = {

Si gnatureAl gorithns SI GNATURE- ALGORI THM : : = {

| DENTI FI ER i d- hash- sl h- dsa- shake- 256f - wi t h- shake256

PARAMS ARE absent

PUBLI C- KEYS { pk-hash-sl h-dsa- shake- 256f - wi t h- shake256 }

SM ME- CAPS {

| DENTI FI ED BY i d- hash-sl h- dsa- shake- 256f - wi t h- shake256 } }

Expand Si gnhatureAl gorithms from RFC 5912

sa- sl h-dsa- sha2- 128s

sa- sl h-dsa-sha2-128f |
sa- sl h-dsa- sha2-192s

sa- sl h-dsa-sha2- 192f |
sa- sl h-dsa- sha2- 256s

sa- sl h-dsa- sha2- 256f |
sa- sl h- dsa- shake- 128s
sa- sl h-dsa- shake- 128f
sa- sl h-dsa- shake- 192s
sa- sl h- dsa- shake- 192f
sa- sl h- dsa- shake- 256s
sa- sl h- dsa- shake- 256f

sa- hash- sl h-dsa- sha2-128s-wi t h- sha256
sa- hash- sl h-dsa-sha2-128f-w t h-sha256
sa- hash- sl h-dsa-sha2-192s-wi t h- sha512
sa- hash- sl h-dsa-sha2-192f-w t h- sha512
sa- hash- sl h-dsa- sha2- 256s-wi t h-sha512
sa- hash- sl h- dsa- sha2- 256f - wi t h-sha512 |

sa- hash- sl h-dsa- shake-128s-wi t h- shakel28
sa- hash- sl h-dsa- shake-128f-wi t h- shakel28
sa- hash- sl h-dsa- shake- 192s-w t h- shake256
sa- hash- sl h-dsa- shake- 192f -w t h- shake256
sa- hash- sl h-dsa- shake- 256s-wi t h- shake256
sa- hash- sl h-dsa- shake- 256f - wi t h- shake256

}

SM nmeCaps SM ME- CAPS :: = {

Bashi

sa- sl h-dsa- sha2-128s. & m neCaps
sa- sl h-dsa- sha2- 128f . &m neCaps
sa- sl h-dsa- sha2- 192s. & m neCaps
sa- sl h-dsa- sha2- 192f . &m neCaps

ri, et al.
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sa- sl h-dsa- sha2- 256s. &m neCaps |

sa- sl h-dsa- sha2- 256f . & m neCaps |

sa- sl h-dsa- shake- 128s. &m neCaps |
sa- sl h-dsa- shake- 128f . &mi neCaps |
sa- sl h-dsa- shake- 192s. &m neCaps |
sa- sl h-dsa- shake- 192f . &m neCaps |
sa- sl h-dsa- shake- 256s. &m nmeCaps |
sa- sl h-dsa- shake- 256f . & m nmeCaps |

sa- hash- sl h-dsa-sha2-128s-w t h- sha256.
sa- hash- sl h-dsa- sha2-128f-wi t h- sha256.
sa- hash- sl h-dsa- sha2-192s-wi t h-sha512.
sa- hash- sl h-dsa-sha2-192f-wi t h- sha512.
sa- hash- sl h-dsa- sha2- 256s-wi t h- sha512.
sa- hash- sl h-dsa- sha2- 256f-w t h- sha512.

SLH DSA for X. 509

&sm nmeCaps
&sm neCaps
&sm neCaps
&sm neCaps
&sm neCaps
&sm neCaps

sa- hash- sl h-dsa- shake- 128s-w t h- shakel128.
sa- hash- sl h-dsa- shake- 128f - wi t h- shake128.
sa- hash- sl h-dsa- shake- 192s-wi t h- shake256.
sa- hash- sl h-dsa- shake-192f -wi t h- shake256.
sa- hash- sl h-dsa- shake- 256s-wi t h- shake256.
sa- hash- sl h- dsa- shake- 256f - wi t h- shake256.

}

-- Expand Publ i cKeyAl gorithns from RFC 5912

Publ i cKeyAl gorithms PUBLI G KEY ::= {
pk- sl h- dsa- sha2-128s
pk- sl h-dsa- sha2- 128f |
pk- sl h- dsa- sha2-192s
pk- sl h-dsa- sha2-192f |
pk- sl h- dsa- sha2- 256s
pk- sl h- dsa- sha2- 256f |
pk- sl h- dsa- shake- 128s
pk- sl h-dsa- shake- 128f |
pk- sl h- dsa- shake- 192s
pk- sl h-dsa- shake- 192f |
pk- sl h- dsa- shake- 256s
pk- sl h- dsa- shake- 256f |
pk- hash- sl h- dsa- sha2-128s-wi t h- sha256
pk- hash-sl h-dsa- sha2- 128f-wi t h- sha256 |
pk- hash- sl h- dsa- sha2-192s-wi t h-sha512
pk- hash- sl h-dsa- sha2-192f -wi t h- sha512
pk- hash- sl h- dsa- sha2- 256s-wi t h- sha512
pk- hash- sl h- dsa- sha2- 256f-wi t h- sha512
pk- hash- sl h- dsa- shake- 128s-w t h- shake128
pk- hash- sl h- dsa- shake- 128f - wi t h- shake128
pk- hash- sl h- dsa- shake- 192s-wi t h- shake256
pk- hash- sl h- dsa- shake- 192f - wi t h- shake256

Bashiri, et al. Expires 1 January 202
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pk- hash- sl h- dsa- shake- 256s-wi t h- shake256 |
pk- hash- sl h- dsa- shake- 256f - wi t h- shake256,

}

END
<CODE ENDS>

Appendi x B. Security Strengths

I nstead of defining the strength of a quantumalgorithmin a

tradi tional manner using precise estinmates of the nunmber of bits of
security, N ST defined a collection of broad security strength
categories. Each category is defined by a conparatively easy-to-
anal yze reference primtive that cover a range of security strengths
of fered by existing NI ST standards in synmetric cryptography, which
NI ST expects to offer significant resistance to quantum

cryptanal ysis. These categories describe any attack that breaks the
rel evant security definition that must require conputationa
resources conparable to or greater than those required for: Level 1 -
key search on a block cipher with a 128-bit key (e.g., AES128), Leve
2 - collision search on a 256-bit hash function (e.g., SHA256/

SHA3- 256), Level 3 - key search on a block cipher with a 192-bit key
(e.g., AES192), Level 4 - collision search on a 384-bit hash function
(e.g. SHA384/SHA3-384), Level 5 - key search on a bl ock cipher with
a 256-bit key (e.g., AES 256).

The SLH DSA paraneter sets defined for N ST security levels 1, 3 and
5 are listed in Table 1, along with the resulting signature size,
public key, and private key sizes in bytes. The HashSLH DSA
paranmeter sets have the sanme values as the Pure SLH DSA equival ents.
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Tabl e 1. SLH DSA security strengths
Appendi x C. Exanpl es

Thi s appendi x cont ai ns exanpl es of SLH DSA public keys, private keys
and certificates.

C. 1. Exanple Public Key
An exanpl e of an SLH DSA public key using id-slh-dsa-sha2-128s:

----- BEG N PUBLI C KEY-- - - -
MDAWOWYJ YI ZI AWUDBAMUAY EAKAEJ 7Hd 8k 4f Ak z Pz5SX2ZGAUJIKA9ICVG 8T B6+AKJ

tJCQ=
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0 48: SEQUENCE {
2 11 SEQUENCE {
4 9: OBJECT IDENTIFIER "2 16 840 1 101 3 4 3 20’

: }
15 33: BIT STRI NG
2B 81 09 EC 77 7C AA 4E 1F 02 4C CF CF 94 97 D9
91 80 50 92 80 F4 25 6A F2 BO 7A F8 02 89 B4 94
}

C. 2. Exanple Private Key

An exanpl e of an SLH DSA private key wi thout the public key using id-
sl h-dsa- sha2-128s:

MFI CAQAWCWYJ Y1 ZI AWUDBAMUBEGH Jj vKRYYI NI | x YASVI 9YhZ3+t kNUet gZ6Mn4N
HSl ASuBCex 3f KpOHwI Mz 8+Ul 9nRgFCSgPQ avKwevgCi bSU
----- END PRI VATE KEY-----

0 82: SEQUENCE {
2 1. INTEGER O
5 11:  SEQUENCE {
7

9: OBJECT IDENTIFIER "2 16 840 1 101 3 4 3 20

: }
18 64: OCTET STRI NG
: A2 26 3B CA 45 86 08 36 52 31 60 04 95 23 D6 21
67 7F AD 90 D5 1E B6 06 7A 32 7E 0D 1E 64 A5 01
2B 81 09 EC 77 7C AA 4E 1F 02 4C CF CF 94 97 D9
91 80 50 92 80 F4 25 6A F2 BO 7A F8 02 89 B4 94
}

C.3. Exanple Certificate

An exanpl e of a self-signed SLH DSA certificate using id-slh-dsa-
sha2- 128s:

Certificate:
Dat a:

Version: 3 (0x2)

Serial Number:
43: 85: 63: a2: 69: 01: 99: 2c: 39: cf: bc: 40: 57: 1b: 5f: a3:
cc:c7:88:45

Signature Al gorithm sl hdsa_sha2_128s

I ssuer: C=FR, L=Paris, O=Bogus SLH DSA- SHA2-128s CA

Validity
Not Before: Oct 16 13:42:12 2024 GVIT
Not After : COct 14 13:42:12 2034 GV

Subj ect: C=FR, L=Paris, O=Bogus SLH DSA- SHA2-128s CA
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Subj ect Public Key Info:

Public Key Algorithm slhdsa _sha2_128s
sl hdsa_sha2_128s public key:

PQ key materi al

SLH DSA for X. 509

June 2025

2b: 81: 09: ec: 77: 7c: aa: 4e: 1f : 02: 4c: cf: cf: 94: 97
d9: 91: 80: 50: 92: 80: f4: 25: 6a: f2: b0: 7a: f 8: 02: 89

b4

194

X509v3 ext ensi ons:
X509v3 Subj ect Key ldentifier:
CD: 59: 36: AA'FE: C4: 11: C7: A4: 72: 69: 3F: 0B: E8: B3: 8B
21:7B: 19: ED

X509v3 Authority Key ldentifier:

X509v3 Key Usage:

Si gnature
Si gnature

Bashiri,

aa:
3f:
15:
39:
Oe:
2a:
dd:
3c:
f 8:
23:
e2:
ae:
2d:
5d:
f3:
la:
7t :
26:
69:
61:
76:
ab:
12:
46:
56:
cd:
bd:
b7:

a0:
dc:
of :
74:
34:
2c:
Ob:
a4:
6¢C:
3a:
69:
75:
f b:
S5e:
28:
60:
ce:
83:
3a:
5f :
cc:
99:
ef :
ec:
1f:
d7:
cO0:
dd:

et al.

Va

51:
57:
aa.
18:
01:
97:
66:
bf :
ca:
b2:
24:
5a:
89:
05:
di:
3e:
29:
69:
5a:
14:
a3:
eb:
04:
54.
53:
8a:
c7:
05:

CD: 59: 36: AA: FE: C4: 11: C7: A4: 72: 69: 3F: OB: E8: B3: 8B
21: 7B: 19: ED
X509v3 Basi ¢ Constraints:
CA: TRUE

critical

Certificate Sign,

b0:
f b:
68:
ea:
90:
2d:
f 8:
7a:
el:
12:
3e:
09:
b3:
6d:
81:
bf :
15:
2d:
ee:
9a:
e4:
24:
99:
13:
9c:
98:
de:

5c

c3:
45:
43:
8e:
41:
49:
45:
eb:
46:
3a:
6e:
22:
15:
2a.
31:
61:
5c:
69:
7.
00:
13:
f7:
62:
20:
24
d4:
20:
i ch:

14:
f6:
Te:
01:
97:
eb:
b2:
dd:
15:
5f :
81:
1c:
de:
ev:
7f:
ca.
ef :
9e:
c9:
22:
94
ff:
al:
59:
ec:
87:
4c:
Oc:

do:
fO:
ea:
a4:
13:
ba:
€e6:
4a:
7f:
bb:
e2:
be:
ee:
c2:
01:
ao:
94
17:
28:
aa:
f7:
f 4:
5e:
5f:
6a:
61:
bb:
46:

Expires 1

cd:
3b:
23:
8d:

ff

ae:
ds:
24.
18:
c3:
68:
95:
e7:
c3:
e2:
40:
9a:
7a:
e7:
4d:
56:
ee:
cd:
63:
79:
bf :
ds:
26:

January 2026

f b:
7f :
05:
9a:
. cb:
9a:
70:
e2:
ch:
10:
48:
Oa:
b2:
20:
09:
27:
f 6:
15:
21:
b8:
96:
08:
5f:
do:
2b:
79:
of :
e0:

critical

12:
e3:
21:
f b:
a4:
70:
ab:
4e:
41:
6¢C:
c8:
Ob:
5e:
37:
c8:
95:
fO:
aa:
ds:
86:
56:
47:
of :
61:
1d:
3c:
61:
do:

CRL Sign
Al gorithm sl hdsa_sha2_ 128s

| ue:
de:
ab:
56:
3c:
1c:
86:
4e:
3c:
3b:
7f :
74:
5c:
3b:
7a:
75:
87:
f a:
aa:
b1:
6c¢C:
3b:
00:
00:
4e:
59:
c8:
c4:
cf:

46:
5a:
di:
35:
65:
ev:
f b:
do:
40:
4e:
27:
5e:
1f:
ce:
56:
bf :
Oc:
9b:
93:
03:
33:
8d:
90:
b1:
6a:
2a.
2e:
48:

az:
8c:
33:
74:
ae:
35:
72:
b5:

b2:
25:
Oc:
ab:
ab:
81:

7t :
51:
Oa:

dd:
43:
f 3:
e2:
f2:
64
aa.
ch:

31:
b5:
ch:
69:

67:
60:
3b:

62:
bc:

f O:
of :
50:

09:
43:
80:
1 83:
19:
b3:
c2:
c4:
93:
42:
67:
45:

. c9:
s le:
1 61:
1 62:
1 9b:
: Oa:
. 85:
> ac:

. 3b:
rac:

:f 6:
D ea:
s de:
1 bl:
I ec:
1 90:
1 9c:
. e9:
1 3d:
ce3:

1 d2:
1 d8:
: 5b:
.av.
1 27:

: ab:
: 0b:
cTe:
D Tf
1 d2:
: 3a:
1 62:
. 26:
. 86:
. ch:
:as8:

;cl:
1 39:
. 82:

1 36:
1 c9:
1 b7:
: ba:
. 55:
: d5:
: 8a:
1 27:
s 7a:
1 b4:
: 0d:
. 51:
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49: df :
c0: 77:
67: 7f:
8d: ce:
ad: b5:
3f: 7b:
14: d2:
7a:f a:
la: 6d:
de: de:
b2: 90:
78: d2:
85: 80:
az2: 97:
eb: ae:
71:f1:
73:cl:
1d: e2:
af : f3:
55: 7b:
1f: 1f:
1d: 8b:
ab: 84:
74: 9c:
be: 43:
cl: 6f:
80: a8:
le: 2e:
8b: 30:
ch:fe:
36: ca:
af : 4b:
fb: 83:
94: f b:
b5: 80:
a3: d3:
3f:71:
0d: fc:
02: a8:
cd: 1b:
a2: 3c:
Oe: 9a:
c2:e0:
of : 74:
92: 01:
bc: d9:
63: 2d:
67: d6:

et al.

4c:
24
f 4:
12:
55:
de6:

8h:
8a:
19:
5c:
25:
e6:
ch:
8c:
54.
9c:
ab6:
53:
0d:
8b:

f6:
60:
6a:
f 3:
ae:

88:
Oa:
el:
ee:
cl:
38:
f 8:

ee:
ds:
5c:
82:
2c:
99:
a9:
20:
30:
45:
ba:
de6:

16:
f d:
f2:
ev:
Ob:
fe:
1 50:
83:
c7:
d7:

2b:
4a:
91:
65:
8d:
be:

03:
22:
ch:

f6:
86:

30:
99:
: 2e:
33:
7c:
cl:
01:
ab:
86:
43:
: 3a:
b1:
5f:
54.
09:
7f:
10:
58:
4c:
75:
5c:
de6:
ac:

65:
4f
80:
ae:
0d:
b5:
70:
cd:
54.
Qe:
1 76:
4h:
f 5:
ce:
73:
1f:
7c:
. C8:
2f :
f 6:
da:
1 91:
2e:
69:

1b:
44:
b4:
d7:
50:
6b:

ca:
1f:
73:

96:
al:
4a:
2cC:
86:
cd:
2e:
22:
a0:
eb:
d3:
f5:

8c:
00:
2b:

06:
76:
5c:
31:
c8:
as8:
bd:
e2:
5b:

84:
4f :
3d:

76:
08:
78:
74.
fc:
40:
. db:
Cc6:
el:
86:
da:
44
7t :
1 c7:
69:
2a.
ea:
»2e:
f 4:
26:
d4:
4d:
25:
ar:
8a:
1d:
eb:
04:
5e:
05:
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la:
98:
1b:
cef:
91:
62:
91:
07:
4b:
88:
20:
6e:
32:
:cl:
6a:
33:
69:
:dd:
b5:
4b:
fc:
2f :
7.
3c:
23:
el:
deé:
93:
91:
fe:
46:
56:
5a:
of :
3a:
bO:
49:
d3:
37:
29:
c9:
b6:
4c:
02:
29:
as8:
eb:
of :

84:
12:
34:
eb:
d3:
19:
cc:
b0:
9a:
70:
1d:
01:
6¢C:
a3:
5b:
70:
cO0:
cO0:
7b:
38:
7b:
91:
cl:
17:
37:
f 5:
fa:
31:
52:
of :
13:
21:
ae:
50:
d7:
29:
Oc:
e2:
45:
30:
fe:
52:
52:
c9:
2b:
c3:
7a.
53:

Expires 1

82:
ed:
Oc:
96:
9d:
83:
b5:
f7:
40:
f1:
24
81:
b7:
5f:
c9:
cc:
cc:
30:
fl:
b2:
52:
c9:
85:
9b:
eb:
fl:
45:
93:
40:
b6:
de:
7d:
do:
cf:
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WCVDg QGy aNKnUe2X7cl GHuuNdc 8RMLD3D8HSW FDXUJwA+s HSKuui r wAHy 5nKy5pQ
hcN dt & 9e/ UBM 1pEul SzKBWOOXv6gLwFoj t ChGTARWNoj u6/ UnspkFzGsKDvk G
¢/ 3Dvj f HJi kKRYt Qg4AbyaMNX27+F5i / L8YGW HCeonmpCAvx5kPbJsPuzbqVox 067
j 1 dsgSAvVgH8buvcusvdf 08ADRMYi J/ | EOMCyf b6z EU7 pd3y+g5QDE3UVXNSK6by |

+mlccvpi hhfi 25el ynxM Wgr V8/ 1t pl uAi 60y T O47p5Y12f GAMV+Ur 38nKsYzs
hucJl d5zV07sr 2JHRXnG ky2Vt z3ndEQCSI j / x2PI nEESI T78EQEDwWEbr b+f / z(s
gz3WhTybgu9Hx6ui 4p6scevVWKgf YAH TOSkVDga5V) mrFn8KSABt NgogqShHvgNdD
xPAGAQJJInuYt xf 1@ qi DRSK1x1Xczz+Ej gt pf NzgMBof phTWQX MPk Ut sPy/ 5ZCWF
51 BRI CzbM yPI i j YXoaBGHYoozn@f r 9JBI kDDcwMW 60t 0Ca9i edf 2CWGJt 2s3
Pgl OLdf j BbFL8OUf az7wa+sqj R2u9of GcPJ0+pJGHdZ+1qgsa094Rch7woeM-gk46
0S7SK8SSDgNWED/ f xMKSI / dMpl p7z ChOWkc SOnNPYWM +Mal oM3f 20XJyoyLi 2W'F
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/ Pl wlYXFwW B5EKaf FVAXpl f Xy9q5Xzer / n8JJeXDHs DWeCCgl SAQbzz QvUb+vK3f
JSeN9AOMIbl ws XCOqi W gLI gt 3myJb6l 3+7t j KyHyWk/ 6uXPTdFEC3+nTpt pZN a
i | dTEQRU a/ KTG3gr VYf f 8UHAI vkswl Tr 6 Tb4aHE4c DWENQ 6NSOQI THk zI kc VBt
pTB9/ h5hOKEmMu2r 4MVFN2W7 | 5¢ GE8bWRr WY dCbo5TsZ46cu56vC9/ oKOLF/ 6SM
2f nj MNOg8j 2t T9C5Kxe/ 0EqOA42i Hxb6/ of r PFd9+H 5LXTUgt hT4J&2g29zecr Z
yoPt hHUAF76pwthm2ch0Jgwkl NoPJmXaUl RLFGob1wDHy 7ueLc6FNvYnRdpng2e
gNXX3v47C06nf Z87bzBndKHO/ / t or eTsj 39bAkZi JhBqi LGni dGHAKSVhJaet B+/
8ve@nt j / Vw wi QRDNBgXo/ ul eUuNcRr nE6Ri qeOBLel J4r D1Z/ SRARAHW WiHv RGh
wb3yqcy+r gvVSe72GY9aevVI 8Jdyku308DAQEWQZ pbt EmwlCsnPt LScVp7dgwu3zS
bt N2WhMWhi j PQFWORiI Togl 0g8I eJl 5kt f ngFod2r eBvnez3a8/ i ayJqwWh4dREo/ 8g
r YRzZWay ChXIxAKd+71 r z7Xy036Z3vnZk/ eLFUMET8S8TWebP70t e XpH8er YNs9d
6/ ezrgzgYvj 2LNApkYr 6aL8gV+95DXFi 96¢| x3f yAOgt | XN7usD1Ynu7DQa2i HSk
t H51 uaZt kng9h050RNZFI 81 7BAJ+x0B/ 0EH8J1 71 Qxn0ZbKl 53MhA7RSDt 4z Enilt
t sM Gc2gaQvLY+uFg6EWSt ywef GY3+kQMZYTt 4ut t qGFz0sV2I Xd84/ V+Az8/ w
| e GxvHouLP8EAF7He RxHAKdX3hvmaRN6 O8+g2 Gk WBp5F5r FOn/ dHIdkf UApu3dpT
4EL1SKTOHi j 8373rr Gpi gVeD55f | DH+Lr 5TBsDEt 1pMPAh9owSSXhJf 04zkQ43V/
JSt 73bl C1+1 Pl qS7zwzf FudbkUYxVEOYt sozoWntJUDQHNpEgkdCeg419ROwW6g|
bMKqC3gZWkbLi i RPsnr Kh2i Frryl XUOr 9KK5F97a6dt 5Jzp+k SLG78br 4i | 4UHi 8t
U3ni My78GSCxuhJoXYz YPDz W 4oui +R8dQUNgONgW 6HI9W i HTbzV9ZEFy c ROHU
fb827Pt W b+n@no7v3XkUlysdFyhws OACI j y7FyNgRHVBYSmMIT6c2r huSEXegRb
| 2R n78U501CcBueGa+bnD5vEy41pZCnxi SKt t AKoWDr QWB7xQOHAqd2i hBbTnXB
PgO3HvIGMI xbsT+ZYFhZz22DUZ8i WB+i 4Tnd1DNOI pDLKk 791 pl gNkt uemmAel | 9d
ZhO484L7ELr gPOkf XdeOf xi ZONMe SYMgOz AESi vos8t KkpKf j L8 LWEWC/ WDEBa
r TTh/ NXzj F70Oz RX7aNRgxA76nPF+C8KVz +Ef a0u0i 30bBUWDZW.YJE/ JM WeGzr T
zUcFk+CRi Z9+h1CpCkso3wBVAX9Y9t SKF8JgQd YqSZy NESV+QudgkCD3Phl | e4l F
SdUWvi MBz2w +Df FOxqQP3D1f JaQr 4XROcFql t GdsZnTEhgEw 9Xp+kl| yODsAl d77
xq7uyNCvshSPndoyX57nhXapGnzTaYsCSzz/ UTuggGnwl QEQr r qUqVnCoJCvj f Xb
RWWLT4r 71 t szt g44s9+FUf | EANG Du/ Rgwp5n2AQ r G Ti 0SCOs| gE3cRCccgAC
/ 6R5/ 3RaMbgnO Q v45Bt EhvvEOFMX25ygZgdvun0aOvr dCnywe CCLg3zqsGVi hd
MXks2xBSVUx| UxDOH 8C6RU xOB4Ej zSDI nzYN3x74vsf ogbLFi bH3vw091H10lI f
Ef rt enl chGAMGD3ZEqOYvJIBs/ ZkY858Z/ 4wYbXnzmint| NPNkKLPOwndj i dRSVkdAP
TNnwl UNCshXbTz0Vy2Bs| vj 74MRDHNBXxnRCh9nbD1Q x2CKzs4/ 04mm / eMKl +Z0O
mwv+| LKEJAc4nJpSnkMDoDoKYQISHNTRXc 7VBNf qj r Of PCUgned PGBMR6 CN+e A9(
LI zI xgYW E9NbQbWRA50G zyl j Jhj ObQBWKpSf 66hg3Lxr 4pawt LzUxZTr 0XbJvJ
1t nNn60Bj M1j 3a9r X+n1GCRt KOEUNnl aGBCA70k| h+Ar uBXExVf dWW9y G ci / 21P
f MLCMoRATB3aWRIxSJg3aMhsFl y2j NRI5f Yr DWSs Zhv 3x NAYbe NdEk 2d NMZMNs +W
K12u17FO0yf BEt vDGRTIO 0JCO/ nmlwl FUPr hKc A6CLj kHv GapkZND8n/ t pGHyNf r g
n4YAyYdbaX47+NH653) mOEYN1YDUNA+PYXWNR2A/ p7XE7bPCFTc3s4vRwacbRy Rz
zi J02vvI P6FI TXI nOYr beXnUXX2hr gWI'e DGYO/ bMoOKT4REGUSWS TLdr XQF 6gAhy
TJonC680HHBVsR31 gpg9pbRi / 3c HEASWEH7z Mz chQS7NOIpObv gt P+7zBTnNZSDc
| EmY50mhJr M6Pcl pH+ScKX0bk QwJ 4t 33xh+UFBYBhv8N2t MAHHg70J MAoukp4H4
h1cHUNNQv/ SFx0+bz+RR7t Fr CgOneal / 5G r g1mC+OUyxmuTVxhh54nx/ 6f 3yt U
Md8wy Asvf | xNHZni zWGXt SgUNj 82Dr nOvhhaOCVj SY811 Ndl p+nN5ZZ2x Ck X5C2
RPF+bl ZEJUAK/ O XXJe6QyVnuCek Lk CADAdYLeUMPV4t aTqN4J69XNs DdOBynLM
j M2/ b/ p/ yzknd macVHY87NAO9png/ Tyl KWPt aB/ csLI 5xt BN\v77bYHYq40zQRi /
skai i L6JZ7gt OVG/gs7VzqPZJZReh9m f 1 SI UB3UWI1br 081 5VTkAMW F+Myt Ut
XKspwi ExgHWsDM XRvl +4f yVY8GRr RCQ y2i hQIVOaEQt skr DcdNb+KCSkht 9r V
JnDAbnc/ ZOCl awk36YL4x628BeoddaS6woT7Q66ZKDoZ/ YRTSASKs3aupt 2pu/ 5W
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wnOUBW 6pK99082AXN2HWFGhni Hy YKNCpt 5VMY7Jf AGu/ YdnUkO6eqTul 59vd Lb
OBIBGMX SOVEENI mmi 544 | HCi COFQx xgUl Z5nmYSwpane Gewny F1Ngo087ueExwly
ri Dl gl WBXseM Sj DDI bK+2k9s+| FY9YvqC7nzUnzHt 4québr D/ r eqr uVl De2RP8h
4WRBcOYi 2bCJYSSOUMEZFOt 56d3gPQr JPdUCHEl OvShZnv AyLnoi uHD1XulRT+6g
Nyl 18xddNdKmOBFDi 28i mxp90oMX3f 34kepNnu@ MhGHy3WLv YHt j Vkf GZRyuJRi p
2y GgvNWWSHU4 pxBevLyh4CdPbBi 0QPi AAXQ / NKCWLPE8xzx5WZhwGxj TDu2YXoV
nb51S8MENaOnA/ nMJUGLQOHTB4sj ORht 2QqA7/ 1w8BMizPas2t BzvR36ZeQyHnVTJ
RUphKUMDck 62 SQs MVHR1PRaHK QNYPnk 789 GLah CHGI LJ DeWj YOUKY! PCgRE4t sPN
+LBx20BbBMVXKI U82z+CJuvbChcL8m QNL55QSWKNdGXDg9M kAhYV7zvpnaodl x
mJZbHl YgSGuvkt / nLf UNl LUESz 1vEEeYaf MG 6Cai HMKo0SNc Upf | 3Qu7bsoM | z
NKt 3Q0F 41Bb+sHPKFKX1PD6g80OBCHc/ DW/ i 7B1pW GLPj gxj 9j z99hEr | yyGZmYR
Fut Rwi kGM S651 GYVimhwQz Fdwu/ r 5uMBy5vj N46j +q1lGzWod0gFt Xd9l z3wsz SSu
hk OWPON3HVhUShGEf SXAi HnXNseqLNg/ 24aC/ / kPI t BacYxbsi Pgysvut | Et XkPa
/ R ERyKVMeDI aCll aw/ 51 EDORUOVWOGus Vy Teds Hr mMAARNnpsbG7 HN6s uToCACDY
EAt RnyR/ | LJ9d7XhMbBI uwHpi +6g8qLoH7yf EacBL2v+JgBOCHy VZQ0Dc Ef Rd3sVk
oNVHwWBNt Ht NnSr B224 Ut 30/ r bhesnsxnDXQDEFul 097HAAVWSAGBvVNqCLPt ePf f K
LEI g7VD/ PCsHx| 3RELleqJneDANt 5i ATF7wpuyPi kzZNXu005S57BF2dUn4Vei 6QV
84G6LYVkgINgEQybglKAAXj AHXKeOgv U OVZCGi | z4t G7+nCml Twagl wt C30MdHX
6t pXHBU73r OFR/ QZ5MXGhYdUl 3Zs4TOowc Al ALMD01Grv2d8Pi 7i 1bchT/ 01ZuvEO
AAVOv 1GoWRBZBwWOf J5nT f Guj FEAy2uSJj bXQ0z/ t 4/ kt FazRgBFBLSxyq6TV9Jyu
1699Cel cj 6j / PpJ95HY41P6i mMMdaxFw497y TRONScXEQ hCyJkRxi ki 7vkT1QyV
cf wOyoKXsRH7uYwnPL6k 19hPPA08gl 3PGAEJKMbd8Pe6cYDr dnpY6ZGAhnHQedI T
PLdI 58T/ J/ cv8j 8k1lcbf bNDdCu7eSxZnb2j O LH5aW MkBkgLCl O+Kf i AAYTySOd
T3Z0AyhGebeAst r SOQQWRL/ DgZr uF5ENSf Q PzbbVUj YFkP/ bG 6yqwXygN Td5g
XCB105Yz NVIK BpnPMNak uAc94dnKB5t Uc FDGDt JLk5wHFr eeHt dC Mo9Qc2gTvws

ERpuANt bJWW Cl Dr G +wiNvs PBv Ut pwgoJ+bFgMg3e0ALLndk 1l | gd6pgbi W MRD
MIMhTDx CBo6r +j eWsj sl hkbi 8oi c741 320d1+8TCOCu/ aDWRCK914T5V2hgcCB
Bj 9f 6r PheJn1LRxWC9/ DHU4f Quoi nt gzEyu76T+xF88zDoCFcnJywKiwt | Go2Ff W
pJ/ 3khXj ct Dul gFHsJDj 8RS2nf / 8w8s0A/ gAdt 19xEOdwut | c01BQI3hgFw3z GM

aoqwnj XVLMzzo81D9+dcRnr hX7Kgk9cAyp46FUxhqg/ xi 5D 51i | g2X6PpGUabR2J

K5zv1z82/ JOc70Wk87sMpFI Rr AKsuMz Gd+h+3gg4xNUE/ P7i | rynr 004f 7r WOLE
r 7Zj Vj JCz+Noxf DVb/ ZkUOAXW j wwWI 2cBY1SOMo! 4aCGk TTynKTdF7omA9zdx| b

klosi Qdf JOUr goYanmdhzZKkbl j k91M\w66f Yf wDPv ChMNXDJFi Bl nTk208f qJsO k

Q@ 4nvyI CTI Xt Guf Rsvp/ &f 8ZJyeFJy COHNpNpFBj j +zt r eTcAvf Lh9gZ7LAf ghul e

YRl QLI 9L/ Oky KFPI Ky NHNOVoTI BJbo/ Nd YWYy Qo9ng104AhzJF2vRV/ oUJr j gWQ
e/ pdAXouAi GOM ksQ gO0dQHLgzkbPDi i W 0z44NVf / rwl8/ JZJ8Ghl YBOGBYP9Q
XVASNW6CmNovavj 8Fl +71 i nDFEak Acr 42Cx57c9ANOaoSHINT Q6g/ y 8HWMKNY7 Cwe

JzPj P1Ks| JkQKxVEEEel xwDXDef cl v/ NbQk YXRF3BxKz8AVWBgaV3MZQ ghMcDbAel4

cBgbk6/ 3sSWLH7Vol rj 5az/ | 5] XLvAZI ZBHVq9TnD3kxobDi 04B4w aHJdOVDSKuL

Xj BS1j sCcs0+pPnaynmBabFk HOXPaCPDQPJ35UoN3YCGdYn2¢c RIBPOhoaNKYNFToYi

EoYRI A70xi Y+D44G VpgMNCpqL92P4g0eaj aeBt xndwzWY37a8+WRU++VOUVxt Cb

fer ZYVN1KT3FEH2i XQDNSne6l mkRV6RodUVh7At JSkOI yTj 92DVb2nC/ GBPUWI2K
Bf 6Hx Y5ZFu8zS4gW9l 4/ ZUPr 6qCc XOvcgdf f e6UeTYRcz TH AqY3z4FPt ZFBhwSS
88FdYi 5S8Yauj RO t sdWNu/ M 7YFzDnbSa+1PuzKNy6kUcbXAy3l aTt YO5Ht 11 gO
nAV/ | oxf DBgxQUut PCVNJi RCRZkY3w6sk0cLR2BYU2MPC7BnpQc Sy qFk6aO0+Ft 72

cl 4j j WHXj Usxb3I | j LC+AUj yTj 0qT+BVKH +Owxc9/ gVReQ@B62c0CPDU6NSCA i

+066sHQL3aZL+5q3PCgXhwhwR0J eWDgqmhKy UNEFCPNGs Cr S/ ocbawl nj | synd+nV
khWAuy 4kkdOKAhPI UQX1VUp4QdXnYh231R/ | NPexr sYP7D] CqCOQ 122h4pPv3f W
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wa6hyl j VZuF3BsqRENsUI Eygj 9i LGFmuJYJCG s38FL1pED Goi yB3JDvOZPgq0
Yl OKvD3KGQCz/ bBehGG31 wTbZDUGt KAOei eW YC57Jd7t HXt t nbPMz64zi SaTW
ocl hl Or mogsWZLPf FI r e5f m6XX3r BPX08PB95Bp0/ HODFqTKOUAFI eD6n YAHW. QS
Xj RDBK2Qnz++M:0908nQ 5HHXNAr gXMDv8ql bi NPs/ COvwPOva/ 91wrlZaMvit we
f Jf SvoXUZVB5PWsubFf OEEAh1gQX nbvl | ZCcUgi t YYvNsBLBEybDTY4i goKb/ mOB
5zx| ebR5n56wWENLleal dDj G Blear | Lr HZ6WOQdgQDPOpd+1 LzSmALg5ep YW ogkx
UYKYCyx6a5bvj cD1H5i 09i K21 Wi247sY2h0kRg1l KLZq

----- END CERTI FI CATE- - - - -
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