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Abst ract

Thi s docunent defines a placehol der X 509 signature algorithmthat
may be used in contexts where the consumer of the certificate is not
expected to verify the signature. As part of this, it updates RFC
5280.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps://davi dben. gi t hub. i o/ x509-al g- none/ draft-ietf-I|anps-x509-al g-
none. htm . Status information for this docunent nay be found at
https://datatracker.ietf.org/doc/draft-ietf-I|anps-x509-al g-none/.

Di scussion of this docunent takes place on the Limted Additional
Mechani sns for PKI X and SM ME Working Group mailing |ist
(rmailto:spasm@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/spasn . Subscribe at
https://ww. ietf.org/mailman/listinfo/spasnt.

Source for this draft and an issue tracker can be found at
https://github. com davi dben/ x509- al g- none.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 March 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

An X. 509 certificate [ RFC5280] relates two entities in the PKI:

i nformati on about a subject and a proof froman issuer. View ng the
PKI as a graph with entities as nodes, as in [RFC4158], a certificate
is an edge between the subject and issuer.
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In sone contexts, an application needs standal one subject information
instead of a certificate. |In the graph nodel, the application needs
a node, not an edge. For exanple, certification path validation
(Section 6 of [RFC5280]) begins at a trust anchor, or root
certification authority (root CA). The application trusts this trust
anchor information out-of-band and does not require an issuer’s
signature.

X. 509 does not define a structure for this scenario. Instead, X 509
trust anchors are often represented with "sel f-signed" certificates,

where the subject’s key signs over itself. Oher fornmats, such as

[ RFC5914] exist to convey trust anchors, but self-signed certificates
remai n wi dely used

Addi tionally, sone TLS [ RFC8446] server depl oyments use sel f-signed
end entity certificates when they do not intend to present a CA-

i ssued identity, instead expecting the relying party to authenticate
the certificate out-of-band, e.g. via a known fingerprint.

These sel f-signhatures typically have no security value, aren't
checked by the receiver, and only serve as placehol ders to neet
syntactic requirenents of an X 509 certificate.

Conputing signatures as pl acehol ders has sone drawbacks:

* Post-quantum signature algorithns are large, so including a self-
signature significantly increases the size of the payl oad.

* |f the subject is an end entity, rather than a CA, conputing an
X. 509 signature risks cross-protocol attacks with the intended use
of the key.

* It is anmbi guous whether such a self-signature requires the CA bit
in basic constraints or keyCertSign in key usage. |If the key is
i ntended for a non-X. 509 use, asserting those capabilities is an
unnecessary risk

* |If the subject is an end entity, and the end entity’s key is not a
signing key (e.g. a KEM key), there is no valid signature
algorithmto use with the key.

Thi s docunent defines a profile for unsigned X 509 certificates,

whi ch may be used when the certificate is used as a container for
subj ect information, w thout any specific issuer.
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2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

3. Constructing Unsigned Certificates

Thi s section describes how a sender constructs an unsi gned
certificate.

3.1. Signature

To construct an unsigned X 509 certificate, the sender MJST set the
Certificate' s signatureAl gorithmand TBSCertificate's signature
fields each to an Algorithmdentifier with algorithmid-alg-unsigned,
defined bel ow

i d-al g- unsi gned OBJECT IDENTIFIER ::= {136 155 7 6 36}

The paraneters for id-al g-unsigned MUST be onmitted. The
Certificate's signatureValue field MIST be a BIT STRING of |ength
zero.

3. 2. | ssuer

An unsigned certificate takes the place of a self-signed certificate
in scenarios where the application only requires subject infornation.
It has no issuer, so sonme requirenments in the profile defined in

[ RFC5280] cannot rmeaningfully be applied. However, the application
may have pre-existing requirenents derived from[X 509] and

[ RFC5280], so senders MAY construct the certificate as if it were a
self-signed certificate, if needed for interoperability.

In particular, the following fields describe a certificate' s issuer
* issuer (Section 4.1.2.4 of [RFC5280])

* issuerUniquelD (Section 4.1.2.8 of [RFC5280])

The issuer field is not optional, and both [ X 509] and

Section 4.1.2.4 of [RFC5280] forbid enpty issuers, so such a val ue
may not be interoperable with existing applications.
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If the subject is not enpty, senders MAY set the issuer to the

subj ect, simlar how they would construct a self-signed certificate.
This may be useful in applications that, for exanple, expect trust
anchors to have matching issuer and subject. This is, however, a

pl acehol der val ue. The unsigned certificate is not considered self-
signed or self-issued.

Senders MAY alternatively use a short placehol der issuer consisting
of a single relative distinguished nane, with a single attribute of
type id-rdna-unsi gned and value a zero-length UTF8String. id-rdna-
unsigned is defined as foll ows:

i d-rdna-unsi gned OBJECT IDENTIFIER ::= {1 3 6 1 55 7 TBDl TBD2}
Thi s placeholder nane, in the string representation of [RFC4514], is:
1.3.6.1.5.5. 7. TBDL. TBD2=#0C00

Senders MJUST onmit the issuerUniquelD field, as it is optional, not
appl i cabl e, and al ready forbidden by Section 4.1.2.8 of [RFC5280].

3.3. Extensions

Sonme X. 509 extensions al so describe the certificate issuer and thus
are not neani ngful for an unsigned certificate:

* authority key identifier (Section 4.2.1.1 of [RFC5280])

* issuer alternative nane (Section 4.2.1.7 of [RFC5280])

Senders SHOULD omit the authority key identifier and issuer
alternative nane extensions. Section 4.2.1.1 of [RFC5280] requires
certificates to include the authority key identifier, but includes an
exception for self-signed certificates used when distributing a
public key. This docunent updates [RFC5280] to also permt omitting
authority key identifier in unsigned certificates.

Sone extensions reflect whether the subject is a CA or an end entity:
* Kkey usage (Section 4.2.1.3 of [RFC5280])

* basic constraints (Section 4.2.1.9 of [RFC5280])

Senders SHOULD fill in these values to reflect the subject. That is:
If the subject is a CA it SHOULD assert the keyCertSign key usage

bit and SHOULD i nclude a basic constraints extensions that sets the
cA bool ean to TRUE.
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If the subject is an end entity, it SHOULD NOT assert the keyCertSign
key usage bit, and it SHOULD either omt the basic constraints
extension or set the cA boolean to FALSE. Unlike a self-signed
certificate, an unsigned certificate does not issue itself, so there
is no need to accommpdate a sel f-signature in either extension

4. Consuming Unsigned Certificates
X. 509 signatures of type id-al g-unsigned are always invalid:

* \When processing X.509 certificates w thout verifying signatures,
recei vers MAY accept id-al g-unsigned.

*  \When verifying X 509 signatures, receivers MJST reject id-alg-
unsi gned.

In particular, X 509 validators MJST NOT accept id-al g-unsigned in
the place of a signature in the certification path.

It is expected that nmost unnodified X 509 applications will already
be compliant with this guidance. X 509 applications are thus
RECOMMVENDED to satisfy these requirenents by ignoring this docunent,
and instead treating id-al g-unsigned as the same as an unrecogni zed
signature algorithm An unnodified X 509 validator will be unable to
verify the signature (Step (a.1l) of Section 6.1.3 of [RFC5280]) and
thus reject the certification path. Conversely, in contexts where an
X. 509 application was ignoring the self-signature, id-alg-unsigned
will also be ignored, but nore efficiently.

In other contexts, an application nay require nodifications, or limt
itself to particular fornms of unsigned certificate. For exanple, an
application night check self-signedness to classify |ocally-
configured certificates as trust anchors or untrusted intermnediates.
Such an application may need to nodify its configuration nodel or
user interface before using an unsigned certificate as a trust
anchor.

5. Security Considerations

It is best practice to limt cryptographic keys to a single purpose
each. If a key is reused across contexts, applications risk cross-
protocol attacks when the two uses collide. However, in applications
that use self-signed end entity certificates, the subject’s key is
necessarily used in two ways: the X 509 self-signature, and the end
entity protocol. Unsigned certificates fix this key reuse by
renovi ng the X 509 sel f-signature.
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If an application accepts id-al g-unsigned as part of a certification
path, or in any other context where it is necessary to verify the

X. 509 signature, the signature check woul d be bypassed. Thus,
Section 4 prohibits this and reconmends that applications treat id-
al g-unsi gned the sane as any ot her previously unrecogni zed signature
algorithm Non-conpliant applications risk vulnerabilities anal ogous
to those described in [JW] and Section 1.1 of
[1-D.ietf-jose-deprecate-none-rsalb].

The signature in a self-signed certificate is self-derived and thus
of limted use to convey trust. However, sone applications m ght use
it as an integrity check to guard agai nst acci dental storage
corruption, etc. An unsigned certificate does not provide any
integrity check. Applications checking self-signature for integrity
SHOULD i nst ead use some ot her mechani sm such as an external hash
that is verified out of band.

6. | ANA Consi derations
6. 1. Modul e I dentifier

I ANA is requested to add the following entry in the "SM Security for
PKI X Modul e lIdentifier" registry, defined by [ RFC7299]:

[ ety el ety o}
| Decimal | Description | References

[ ety e el
| TBD | id-mod-al gUnsigned-2025 | [this-RFC |
L I T T I +

6.2. Algorithm

I ANA is requested to add the following entry to the "SM Security for
PKI X Al gorithms" registry [RFC7299]:

[ e oo ool el )
| Decimal | Description | References

[ R ety e e e ety
| 36 | id-alg-unsigned | [this-RFC |
R I I I +

Table 2
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6.3. Relative Distinguished Name Attribute

To all ocate id-rdna-unsigned, this docunment introduces a new PKIX O D
arc for relative distinguished name attri butes:

I ANA is requested to add the following entry to the "SM Security for
PKI X' registry [RFC7299]:

[ gttty i ——_————————————————————————————————_ Ll pp—p—p—_—_—(————
| Decimal | Description | References |
[ ety ey ey
| TBD1 | Relative Distinguished Name Attribute | [this-RFC] |
S e T g +

Table 3

I ANA is requested to create the "SM Security for PKIX Rel ative
Di stingui shed Nane Attribute" registry within the "Structure of
Managenment |nformation (SM) Nunbers (M B Mdul e Regi strations)"

gr oup.

The new registry’s description is
"iso.org.dod.internet.security. mechani sns. pki x. rdna
(1.3.6.1.5.5.7.TBD1) ".

The new registry has three colums and is initialized with the
fol |l owi ng val ues:

[ ety Sl ety ety o
| Decimal | Description | References |
[ oo oo oo el oo o}
| TBD2 | id-rdna-unsigned | [this-RFC] |
F---- - - - R i R I +

Tabl e 4

Future updates to this table are to be nade according to the
Speci fication Required policy as defined in [ RFC8126].
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Si gnat ur eAl gori t hnNone
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gUnsi gned-2025(TBD) }

DEFI NI TIONS I MPLICI T TAGS :: =
BEGA N

| MPORTS
S| GNATURE- ALGORI THM
FROM Al gorithm nformation-2009 -- in [RFC5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmd(0)
i d-nod- al gorithm nformation-02(58) }
ATTRI BUTE
FROM PKI X- CommonTypes-2009 -- in [ RFC5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki xCommon- 02(57) } ;

-- Unsigned Signature Al gorithm

i d-al g-unsi gned OBJECT IDENTIFIER ::= { iso(1l)
i dentified-organi zation(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) alg(6) 36 }

sa- unsi gned S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- unsi gned
PARAMS ARE absent

}
i d-rdna-unsi gned OBJECT I DENTIFIER ::= { iso(1)
i dentified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) rdna(TBD1) TBD2 }
at -unsi gned ATTRI BUTE :: = {
TYPE UTF8String (Sl ZE (0))
| DENTI FI ED BY i d-rdna-unsi gned
}
END

Acknowl edgenent s

Thanks to Bob Beck, Nick Harper, and Sophie Schmieg for review ng an
early iteration of this docunment. Thanks to Al ex Gaynor for
providing a link to cite for [JW]. Thanks to Russ Housley for

addi tional input.

Benj am n Expires 9 March 2026 [ Page 11]



I nternet-Draft Unsi gned X. 509 Certificates Sept enber 2025

Aut hor’ s Addr ess
Davi d Benj am n

Googl e LLC
Enmai | : davi dben@oogl e. com

Benj am n Expires 9 March 2026 [ Page 12]



