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Functions (PBKDFs) and allow for regul atory conpliance.
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2. Rationale

Due to security concerns with the key derivation function from

[ RFC7292] and the nmuch higher extensibility of PBVMACL [ RFC8018], we
propose the use of PBMACL for integrity protection of PKCS #12
structures. The new syntax is designed to allow | egacy applications
to still be able to decrypt the key material, even if they are unable
to interpret the newintegrity protection, provided that they can
ignore failures in Message Authentication Code (MAC) verification.
This change allows for the use of PBKDF2 [ RFC8018] or scrypt PBKDFs
[ RFC7914] for derivation of MAC keys and future extensibility. Use
of the extensible PBMACL nechani smal so allows for greater
flexibility and alignnent with different government regul ations, for
exanple, in environnents where PBKDF2 is the only all owed password-
based key derivation function.

As the reconmended nethods for key protection require both encryption
and integrity protection, we decided to anmend the PKCS #12 format to
support different key derivation functions rather than extending the
PKCS #5 format by a new field that allows integrity protection.

We included an ASN. 1 nodul e [x680] [x681] [x682] [x683] [x690] that
can be conbined with the ASN. 1 nodul es in [RFC7292] and [ RFC8018] to
i ncorporate additional MAC al gorithns.

3. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

4. Enbeddi ng PBMACL in PKCS #12

The MacData structure in the PFX object, as described in item#3 in
Section 4 of [RFC7292], is updated to include the follow ng
PBMACL- speci fi ¢ gui dance:

| a. The id-PBMACL object identifier is permtted as a valid type
| for the DigestAlgorithmdentifier inside the Digestlnfo

| object. If the algorithmfield of the

| DigestAlgorithmdentifier is id-PBMACL, then the paraneters

| field MUST be present and have a val ue consistent with

| PBMACL- par ans par anmet er s.

I
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b. If the PBMACL algorithmis used, the digest value of the
Di gestlnfo object MIST be the result of the PBMACL cal cul ation
over the authSafe field using the PBMACIL- parans paramneters.

c. |If the PBMACL algorithmis used, the nmacSalt val ue MJST be
i gnored. For backwards conmpatibility, it SHOULD NOT be enpty.

d. If the PBMACL algorithmis used, the iterations val ue MIST be
i gnored. For backwards compatibility, it SHOULD have a non-
zero positive val ue.

5. Recommended Paraneters

To provide interoperability between different inplenmentations, all

i npl ementations of this specification MIST support the PBKDF2 key
derivation function paired with SHA-256 HVAC [ SHA2] [ RFC2104] for
both integrity check and the PBKDF2 pseudorandom function (PRF).
It’s RECOMVENDED for inplenentations to support other SHA-2-based
HVACs. | npl ementati ons MAY use ot her hash functions, |ike the SHA-3
fam ly of hash functions [SHA3]. |Inplenentations MAY use ot her KDF
met hods, |ike the scrypt PBKDF [ RFC7914].

The I ength of the key generated by the used KDF MUST be encoded
explicitly in the paraneters field and SHOULD be the same size as the
HVAC function output size. This nmeans that PBMACL- paranms specifying
SHA- 256 HVAC shoul d al so include KDF paraneters that generate a
32-octet key. In particular, when using the PBKDF2, inplenentations
MUST i nclude the keyLength field in the encoded PBKDF2- parans.

I mpl enent ati ons MUST NOT accept PBKDF2 KDF with PBKDF2-parans that
omt the keyLength field.

6. Password Encodi ng

As docunented in Appendi x B.1 of [RFC7292], the handling of password
encoding in the underlying standards is underspecified. However,
unlike with Password Based Encryption Schene 1 (PBES1l) [RFC8018] when
used in the context of PKCS #12 or the MAC al gorithm described in

[ RFC7292] (which use BMPString with NULL-term nation), all passwords
used with PBMACL MUST be created from UTF-8 [ RFC3629] encodi ng
without a NULL termi nator or Byte Order Mark (BOM.
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7.

10.

10.

Deprecated Al gorithns

Wi |l e attacks agai nst SHA-1 HMACs are not considered practical

[ RFC6194] to |imt the nunmber of algorithns needed for
interoperability, inplenmentations of this specification SHOULD NOT
use PBKDF2 with the SHA-1 HVAC. In addition, inplenentations MJST
NOT use any ot her nessage digest functions with an output of 160 bits
or |ess.

I ANA Consi derations
| ANA has registered the following object identifier in the "SM
Security for SSMME Mddule lIdentifier (1.2.840.113549.1.9.16.0)"
registry. See Appendix B for the ASN. 1 nodul e.

We ask I ANA to update the reference to point to this new docunent.

F e b e sl e
| Decimal | Description | Reference |
B s e e s s s s e °}
| 76 | id-pkcs12-pbmacl-2023 | [this docunent] |
+---- - - - B e ] I i T +

Security Considerations

Except for the use of different key derivation functions, this
docunent doesn’t change how the integrity protecti on on PKCS #12
objects is conmputed; therefore, all the security considerations from
[ RFC7292] apply.

Use of PBMAC1 and PBKDF2 is unchanged from [ RFC8018]; therefore, all
the security considerations from][RFC8018] apply.

The KDFs generally don’t have a lower linmit for the generated key
size, allowi ng the specification of very small key sizes (of 1
octet), which can facilitate brute-force attacks on the HVAC. Since
the KDF parameters are not cryptographically protected and HVACs
accept arbitrary key sizes, inplenmentations MAY refuse to process KDF
paraneters that specify small key output sizes or weak paraneters.
It’'s RECOWENDED to reject any KDF paraneters that specify key

| engths | ess than 20 octets.

Ref er ences

1. Normative References
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Appendi x A. Test Vectors

Al test vectors use "1234" as the password for both encryption and
integrity protection.

A.l. Valid PKCS #12 File with SHA-256 HVAC and PRF

The foll owi ng base64-encoded PKCS #12 file MJST be readabl e by
i mpl ementations follow ng this RFC

Kari o Expi res 27 COctober 2025 [ Page 7]



I nternet-Draft PBMACL in PKCS #12 April 2025

M | Ki gl BAzCCCgUGCSqGSI b3DQEHAaCCCf YEggnyM | J7j CCBA GCSqGSI b3DQEH
BqCCBFMAggRPAGEAM | ESAYJKoZI hve NAQe BM-c GCSgGSI b3DQEFDTBKMCk GCSqG
S| b3DQEFDDAC BAg9px Xx Y2y scwl CCAAWDAYI KoZl hvcNAgk FADAdBgl ghkgBZQVE
ASOEEK7yYaFQDi 1pYWWnBF/ f s+AggPgFl T2XapyaFgDppdvLkdvaF3HXw+zj zKb
7xXFC76Dt VPhVTW/HD+KI ss+j sj +XyvMyw0aCuAhAG Di g+vzWmmsgB5ssws/ kTh
+TMQBPXLk NeoBnmB6Ar KeGe/ QrCBQV QG a6b+nXSWikNpP+71772dmAMB8gc SIOkF
Fj 75Nr | bnNi DMCh71Q@8gOz BMFf 6BpXf / 3xWAJt xyi c+t SNETf QJa8zTZb0+l VOwW9
5eUnDr PUpuxEVbbOKJt | c63gRkcfr Pt Dd61i 4Zzbzj 2Evr 4/ SAhnr (Bsi r yVzJW
| Ej aD0y6+Dm0JWMgRuG 1wBoGowi 37 GV DCOy OZWCANnS5wHLE YyhR6JaEl xbr hxP
H462z 2USLKnZoF+YgEQgYc SBXMyPOt 36+XQocFWYi 2N5ni y02Tnct wF430FYsQ hJ

Suna4l 33E808dJuM/8T/ soF66HsD4Zj 46hCf 4nWras 71 a0SAbGKXgl a7KhCGRIVi |

xMBWOX0agNi / 8bhnx SA7f Cml y/ 7opyx5UYJ FWEBSITHP1 pBHBVNX 7 Ad8 SASBOMSs h
nbG G Uk4h0Qc O 29/ MWW o4ur ePyl 8PK2qgt VAnpD3r TLI sngzguZ69L0Q CFU
f bt gqsMFObgEuh8cf i vd1DYFABEt 1gypuwCUt CqQ7 AXK2nQqQ sQCxVz9i 9K8NDeD
aau98VAl 0To2sk3/ VR/ QUgOPRWULj PN5BzUevhE7SOy/ | muJKwpGgqgFl j Ydr Qm 5
j De+LmYHOQGVRI f N8z uU+48FY8CAoeBeHN5AAPM OPYPVUNt 3/ ] QN1+v+CahNVI +
La8qglNen+j 1R44aa2l 3y/ pUgt zXRwK+t Pr x TQbGO30EUS1LYIn8anPWm3w75Z1 A
Mir XWeKj 44de7udzdUs EBVC2uMa4r | HVBMFj y YAWYseyOr cpOensaxzar +7ZA67r

| DoXvvS3NgsnTXHcn3T9t kPRoee6L7Dh3x40d96] cRmgdYT5BwWy H7e341 d4VTUm)
bDEQ71 j vn4JKr wWQIh1RCC+Z/ Cbf kC42xAniv Q010u3g08xBO0Quj pdg4a7VcuW ywF
c7hLNquuaF4qoDaVwYXHH3i uX6Yl J/ 3si TKb YCVXPEZOAMBPYI F/ OU76 UMI BONF U
0xj Dx+3AhUvgnGuCsmyl KEETDp8qOzZKGy VOKr NSGt qLx3uvhd7PETeW+M_3t DQ 0
Xof MkcZHi 4C2f XnoHV/ qa2dCGhBj 4j ] QOXh1lpoUbmxGn2Mebe2hDsBzkkBpnn7pK4
WP/ VgXdQTwgEuvz GHLVFs CuADe40ZFBnt Br f 70WG7ZkCB8SUZ8Zz 11 X3+S02497y]j

QRev/ 6x6Tt kwggWEBgkghki GOWOBBWCgggV1BI | Fc TCCBWwWggVpBgsghki GOwOB
DA0BAqCCBTEwWggUt MFc GCSqGS| b3DQEFDTBKMCk GCSqGS| b3DQEFDDAC BAhTX z wH+
Vpt r YAl CCAAWDAYI KoZIl hvcNAgk FADAdBgl ghkgBZQVEASOEEK9NSqcll 2t 4t WG
bWHpdt QEggTQzCOW 7j 34gCTvfj 6nuCSndAj ShGr 7mN2j 7WWOps| Tpg2b9Bn3vnl
YOJM/LAE7sLr UzNUO2pdQOcf CnEpMFccNv2sQr Lp1nOCKxu8Q SqHZLoKVLOROVsZ
8dMECLLi gDl PKRi SyLEr | 14t Er X4/ zbk UaWWROO28k Fb Thub@8YoH RUws KWLx Lg
vfi OgRkG zHXRf QH X/ 8NSt v7hXl ehn7/ Gy2EKPs RFhadni i UHAf nCMkKMgHT U248
JER9+ns Xl t d59H+I eDpj / kbxZ+YvHowdXUZKu828d3MnUpLZ1Bf JGhMBPVwhVVUD
A40C QBVdCoG& PJyal L28x0S3HOI LFCnwQOr 6u0HwW eNJPGHq78HUy H6HwxnhOb0
50163r 6WTFZn5cMOxpbs/ Tt d+3Tr xnr Ypd2XnuRme3cnaYJOl Lvpc/ 8eLLR7SKj D
T4Jhz0h/ Cf cV2WWhpQugk YOpW Z+ElI MeB1dZB96mIVLxG 1480eSgi 0PsxZMNi

YMB3r TpwQT5W)Os Ey DMUQone5h8Kkt / s7ENOLINNPyJJRL1LcqCQdr 6) +6 YqQRt Pa7
a9oW gqMcuTP+bqzGRIh+3HDI FBwW2Yzp9i adv4KnB2MzhSt LUoi 2MSj vnnkkd5Led
sshAd6WOKf F7k LAHQHT4AI 6dMVEOAEKKEVFOJBt X CRAJEN6CI8Lpg+Lk+r f Y7gHO!

Zxt gQURWgXRY3aL Ur dT55ZKgk3ExVKPzi 5SEhdpAau7JKhpOmy Koz Ap/ OKWWNr z6h
obu2Mon1B+l A60ps YHHxynBgsJHv 7WrbYh8Hy Gf HQWaA8pZCYyqgx x| pLj SJr R8B
Bu9HIXk Th7KI hxgr eXYv19uAYbUd95kcox9i zad6VPnovgFSb+Ordy6PJACPj 6hF
WsPJbucPOYPpQOVt W QdZZz3df 1POhZ7qvKWOPFA+gKZSckgqASf ygi POV3Zc8j | i

w NzoDM2QT+UUIKi i GYXJUEOD®hxzFH G 759DcNRhpgl 5AgR570f | SD9yBuCAJY
PQ aZHPFuRTr cVGRal bCAS73nEznKyFaLOXf zyf yaSmyhsH253t nyL1Mej C+2bR
Eko/ yl dgFUxvU5JI +@BKJI6AW +PnduHXx71E4UnSuu2x XYMaxnQmM 6r r oQpZBX82
HhggcLV83P8I pzQwPdH H5zkoxmMAMICO+j U/ t cQf NXYpJdyoaX7t Dnvel Lhwi 9ps/

0841pl sSNLIWKw x G6B+3LN kwaQ wiN194Popi OD7+oDnbmht t O78Cr Br RxHVDY 0Q
gni Zj KzSzZepx! Zq+J792u8vt Mhuzz ChxuOBf 3Phl XcJNcVhwlt r Oy Ke/ N+NvCOt m
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p8wyi k/ Bl ndxN9eKbdTG 2w i 64h2QCE8nCk66WQ PSI JYwZl 6e DNEQSz H/ 1nGCf U
MUT17UC p+Qgenf 6 Auap2GAN vsJr B7u/ pyt z65rtj t / ouo6l h6 EWWwWVVpGXZDO
7gVWHOKe/ Vr 6aPG\vkLcnf t PuDZsn9j i i g3guhdeyRVf 100x369kKW G757 7hxE
I zSzDyU BNononBSlI j ut 3r +qVYmAONat C6q/ 4D0I 42Lnj d3dEyZx7j mH3g/ S2ASM
FzW 9pvXc61dsYOkdZ4PYa9XPUZx XFagZsoS3F1sU799+1 JVUOt COMEXJTA] Bgkq
hki GOWOBCRUx Fg QUWCSDor v VWYF3BWImMAWOr UEaj Scwf DBt MEK GCSqGSI b3 DQEF
Dj ASMOWGCSqGS| b3DQEFDDAf BAhv RzwAs CAxcwl CCAACASAWDAY! KoZIl hveNAgkF
ADANMBggghki GOw0CCQUABCB6pVRFOdcCN 87z S64NUXG36K5aXDnFHct | k5Bf 4kG

3QQ Tk9UI FVTRUQCAQE=
A.2. Valid PKCS #12 File with SHA 256 HMAC and SHA-512 PRF

The foll owi ng base64-encoded PKCS #12 file SHOULD be readabl e by
i mpl ementations follow ng this RFC

M | Ki gl BAzCCCgUGCSqGSI b3DQEHAaCCC YEggnyM | J7j CCBA GCSqGSI b3DQEH
BqCCBFMAggRPAGEAM | ESAYJKoZI hv e NAQe BMFc GCSqGS| b3 DQEFDTBKMCk GCSq G
S| b3DQEFDDACBAI 4j 6UBBY2i Oyl CCAAWDAYI KoZI hvcNAgk FADAdBgl ghkgBZQVE
ASOEEFpHSS5zr k/ 9pkDo1JRbt E6AggPgt bM_GoFd5KLpVXMIcxLr T129L7/ vCr OB
0l 2t nhPPA7aFt R j uGbhwooCMQMxWIqz uCX1leHAXx K2LUwW6 Ghd2HA7W nSON Mai Ub
wy4al | VELYuf e 74k XPnKPCyHI92| NLhqu8sOEGh! | 7nBhWbFzowl+qpl c9/ | puj Jo
wodSY+pNBD8oBeoULn6DgQ gc62apL7mdnwavDUgEt 7HAqt TBxKxu/ 3l pb1g8nbl
XLTqROax5f eXEr f +GQAqs24hUJI Pg301eCVDVzHOh5pgZy RNOZSI POHCLi +d1l nb
JwHyr AhZv8GWAVKaXHETbq8z Tpx T3UE/ LnmH1gyZGO&2B21D2dvNDKa712sHOS/ t
3XkFngHDLx+a9pVf t t 6p7Nh6j ql 581t b7f yc7HBVIVUc/ +x GgPgHZouazZw+l 3PUz
fj HboyLQer 22ndBz+| 1/ S2GnhZ4xLXg4l 00zkgn7DX92S/ Ul brcZanlapj Gak GY/
7kt A8Bar \211mJF+Z+hci +BeDi M/eyEQuLCYRdH+/ UBi UuYj GLhi 5Ki 3+42pRzD
FZKTHGEO cGBqE2KIDSEN) +RKG yl 08v7f | mii WFVAB78Al AogT38Bod40evR7Ck
c48s0 W5eCH GLSQOMHKct t YUQNMI Di GLTLzP1czFghh@7Axi TzYkKLx2cYf s
pgg5PE9dr q1f Nz BZMUnC2b SWRhGRb5PDu6nmeD8uqvj xol | ZQAEV53xnD63um UHL
j hVXf cWBmhU/ +vV/ | Wt ZgQowhF7DmH2g6S8i t Ckz7J 7By p5xcDi UOZ5CGpf 9RInk
DTZoOYMbi A8kt e6KCWA+] nmCgst | 5SEbRbnsNcj NvAT3g/ X776VdmehW Vel +6k4
z+GvQkr +D2sxPpl dI b5hr b+1r cp9nOQyt pBnbXaT16Lc1HITNe5kx4Scuj XOWv d
| y6bR6HOQFq2SLKAACOgQWAESh1j 3WPxI | 9eOFXNt oRKdsRuX3j zyqDBr Q6oGskkL
wnyM Vj SX+3c9xbFc4vyJPFMPWh3Ng3syj UDr CpUSRxaVEAW 4] osadVWKEey| C2F
wr S1dzFn/ 5w1g7E7xWj+nLg4zdppsy YA j zNUbhCEt J2| hme3NJ45f xnx Xnr Pku
gBdall Lf 29i nVuzuTj wt Lj QMk+usHINMR/ KOhTaSNRgepXnj YOcl gS+0gEY1/ BW
k3+Y4GE2JIXds2cQTroe5r CSYH3QAQTy UAGrwWX6hAl hr RRgUGE3vxt YSi xBUUuwz s
eQM2SUFLI 16111 J7cQMSPyr 0sLOp81vdxW i gwj kf Pt gl j Z2Qpnme R5r X2xi gl t H
Dy4E+i Vi gl YwggWEBgkghki GOwOBBwWGgggV1BI | Fc TCCBWwWggVpBgsghki GOwOB
DAoBAqCCBTEwWggUt MFc GCSqGSI b3 DQEFDTBKMCk GCSqGS| b3DQEFDDACBAhDI wsh
4wt 3aAl CCAAWDAY! KoZI hvcNAgk FADAABg! ghk gBZQVEASOEELNFNEPJ T65ws Xwd
f Z1g56cEggTQR004bP/ f W PPZr TECzq1qOLHHV86j 76 Sgxau2WPOQAGI98HFt Ng
NxCBR66en6QFhgpWCI 73t SID+0A29qCs T+Xt 2bR2z5+K7D4Qoi XuLa3gXv62Vkj B
ODLCHAS7Mu+hkp5OKCpXCS7f 00OnAI G MAEI uAsi wwLr Hu7z1E16Unpn gK@naCl
S44f V9znS9Txof RTnuCgll updn29Q SydOU6i nQeKLBf | KRi Lr JHOobaFnj Vwwp1U
OCQAMUZr ALhHy | bOFXMPYk3nmJ/ 1TUPURGcbcV5v2Ut 2UME+WYEX XSCOYR3/ RAUF VK
| f EzeRPFs2sl| JM DS2f mW FKEEEl BckhKO9I zhQv3koeKUBAMI66uf yax/ ul yXPm
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M B9f AgbQQ4j kQTT80bKkBAP1Bvyg2L8Bssst R5i CoZgWhf AQUz4RI 5GbRgbCz7H
i Skud owEgqQox 3l WXt y5VAWBXN] ZBHpbEOCYy MLSH 4QdGVWBRODI CACOmmaMaZq
32yr BR32E472N+2Kai cvX31MwB/ LkZNA6¢c34TGanL5LIZx0DR6I Tj dNgP8TI SSr p
7y2myi 7VbKp/ C 280 5r +m++Gk6EQUpLHs Z2d2ht hr r 7xqoPz UAEKky YWedHJa0Q
Tkol i sZbOMd Xb9t hj BEe429ekf j v7Cf SDS6KTE/ +mhuJ33nmPz1Zcl acH dHhE
6r br Khj Sr Lbgnr Ga8i 7ezd89T4EONUOWK RKWWM2cn5Gh12PF6r xj Tf zypGra50
ycll J2W nDB7gGuYpVoCel ohr 71 | xPYdeQGRO' S| zTdOx YaJVnDFzJaM\KOZgnZo
QVEPaeq8PC3kM pa8eAi HXk9K3DWIOAYViI GVCPVYI ZK6Cpwe+BEW Xs+2hZgZl Yzc
vpUWI60nd1PD4AUsyLQagaj 37ubR6K4ACANEI hFX5NovV/ Cf KD+LgekMoj Ct wEQeW
agev2l 9KUEz 73/ BT4TgQFMbK2qgZpVammrs Om dPpek GPi UCu5YxYg/ y4j UKVAQ] 1
S9t 4AWUASCc CIx80v XUf gpnS2+mh FPBi Fps 0 VA3 nWE9 1 Q6 Kb NHPUC FDn9P7 ¢ Uh
s1xu3NRLyJ+Q f Vf ba3YBTVBAGWBYENL Il xf 1uL1W52Bx6+Cr hOkeyNUPO9CRj px
10j / xkl noc2HQODEkvUKIDD7Vr Lr 7sDhf mJvr 1mUf IM®B/ THk7Z+E+NAuMIM kv
yKXxghZAbBr kU3 WL50i 7Psj | w000/ LIvQadl sheyeJ DHY8nmby 9 de P3LQAF
cl YKz Nwrgwbdt mVAXmQxLuhnEpXf st | zkBr NJzChzb2onNSf a+r 5SL6XEHNH 7wCw
TuuV/ IW dNuYXLf Vf uv3nsf §) SWkveaRt RW vinOv0Qba2005L1 wFMd1PzKVbuNAD
DYt sS9A6Y QOXESV UKW LQINCs8SkJRdXhJTxdnezeBqMLJIt t KWbgGWvbpj bxI g3ns
N+Z+sEFox+2ZW0gl gnBH O0nCZO ACBwqUu+sxsLT4WhdaPVWKVqoRQChv DaZaNCaN
gHci FOHPUcf Zow+f HBTnSHnei QcDe6XcMhSa@M pY8/ j r gNKguZzt 22yHogw/ VpT
3/ QOB7FBgKFI EbvUaf 3nVj FI | ryl heg+Lei Bd2i soMNNXaBwcg2YXukxJTAj Bgkq
hki GOWOBCRUx Fg QUWCEDor v VWY F3BWImMAWOr UEaj Scwf DBt MEK GCSqGSI b3 DQEF
Dj ASMOWGCSqGSI b3DQEFDDAf BAgUr 2y P+/ DBr gl CCAACASAWDAY! KoZIl hvcNAgsF
ADAMBggghki GOWOCCQUABCASz FL93j w8l t A cbHKhgkNwbgpp6l ayuQuxSj u4/ vd

6QQ TkOUI FVTRUQCAQE=
A.3. Valid PKCS #12 File with SHA-512 HMAC and PRF

The foll owi ng base64-encoded PKCS #12 file SHOULD be readabl e by
i npl ementations follow ng this RFC

M | Kr Al BAz CCCgUGCSqGSI b3DQEHAaCCCf YEggnyM | J7j CCBA GCSqGSI b3DQEH
BqCCBFMAggRPAGEAM | ESAYJKoZI hve NAQe BM-c GCSqGSI b3DQEFDTBKMCk GCSqG
S| b3DQEFDDACBAI sr gL80obSBaQ CCAAWDAYI KoZl hvcNAgk FADAdBgl ghkgBZQVE
ASOEEC) XYYcaOpwsgnll mh9WFGAggPgT7RcF5YzZEJANZU9G3t SdpCHnyWat TI hm
i CEcBGgw 59z0+CGoX+JCoj gYY4g+KxeqznyCu+6GeDO0T4EnY SWre9nz Af BFzng0
3l YCSnahSEKf gHer bz At q9kgXkcl PVKOLi y92/ buf OMyot j j s/ 5078AqP86Pwbj 8
xYNuXQOULi v@0Ji W2c2Hef KYvUv MYl Ch99LCoZPLHPkaazZ4scAwDj FeTl CUSoowvk
LKvs! r glpHbf mMXHMFJ4yqub37hRt j 2CoJNy4+UA2hBYI Bi 9WhuAJl sj v0qS3kpLe
4+J2DCGe31CGNGBpD01XD0I 690 ai | Klykh4ap2uOKeD2z 357+t r CFbpWWMXQc SUCO
CcVj xYqgv/ | 1++9huOHoPSt 224x4wZf J7¢cO2zbAAx/ K2CPhdvi 4CBaDHADsRg/ ¢8
SAiI +LX5SCocGT51z L5KQD6pnr 2ExaVum+-UBa3nMPPMY 9R2M FUks YNGgFv S+ ¢ Zf

R3gk/ &i Xt Sgr ay OmvRA8pWz o Xl 43vcOHIJuuCU+r yOc/ h36NChh@I ti vUNai Uc2
b9AAQSr ZD8Z7Kt xj bH3noS+gj Dt i "bBOUN199zaCw@5y463zdYsNCESn1OT9790
Y+81BWFMFM Hog5s7Ynhoi 2E9+Z| yLK2UeKw W GzvcdPvxHR+51 / h6PyWRA paZ
zmz ZBm+NKmb Xt MD2 AEa5+Q32ZqJGhi j XZyl j i 3NS65y81j / alZr vUOl OVKA+NMSPN
KU27/ eKZuF1LEL6gaaz TUmpznlLLdaVQy5aZ1qz5dyCzi KcuHl ¢l hh+RCbl HU6 XdE
6pUTZSRQQ GUI KPUTNWOSKI Zc7Vw xgeynLy XPCSz OKNWYGaj y1LxDvv28uhMyNd
WE51bNkl 1QYl Of NunGO7 YFt 4wk +g7CQ Yu2waP7S3ZLMnOg4eYel cvyl M 4vx Xf p
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VTKI PyzMjLr +0dp1eCPn8f | daBZUhMJC/ OVgLwgnPNY9cXCr n2R1cGKo5Lt vt j bH
2skz/ D5DI Cer f ZSBJ8BLE3De4) 8MAj CeC8i a8LaMAPNf W noQP1LBsZt TDTqEy01N
Z5ul i | ocyQzl yWChEr Jv/ Wkh+zBpbk1i Xc20mmh2GKj x0VSe 7 Xbi qdoKk ONUNUI E
si seASi U 0XdJYUnBYVEUDJ1HPz7gnKi FhSgxNJZnoPf zbbx 1hEz V+wx QqNnW gQ
U0s7Jt 22wDBz PBHGa02t nGRLUBZW/ePJGosx ThGKwr f 3vYsNI Txne5KJi axc PMAvE
r +l n2AqVOz zXHXgl xv/ dvKOQa7pH3AvGzcFj QChTRi pgqi Rr Lor 0/ / 8580h+Ly 2|

| Fo7bCuzt ncwggWEBgk ghki GOw0BBwGgggV1BI | Fc TCCBWwWggVpBgsghki GOwOB
DA0BAqCCBTEwWggUt MFc GCSqGSI b3DQEFDTBKMCk GCSqGS| b3DQEFDDACBAI 1¢7S5
| EG77wW CCAAWDAYI KoZIl hvcNAgk FADAdBgl ghkgBZQVEASOEENGr zRt | dYxqOnY+
aDS3AFYEgg TQNdWUoZDXCr yOFBUI / z71vf oy AXI nwILRHNXQUI | 7wOKkH22aNnSm
Xi aXHoCP1Hgcns YORS7p/ | Ti / 9at CHgnGR4z He PNhoMpNHFehdj | UUWt 004v UJ

5ZwWTdXwe MrKAWe6Cf WA/ t yvsyGNAsuunel +8243ZsvOntaLKpj A+Zy ALt 51s0knmX
OD2DWA9Fc k| mMUVNNC5LNVEI AmVC/ ZNycr yZQ +2EBkJKe+BC3834GexJnSwt UBg3
Xg33ZV7X66kw8t KIWs5zND5GQAJY | ud7mj Zkl WBY+XbWowr BZ8u Xl QuxMZC0p8
u62ol At ZaVQoVTRLILYR/ 7Pl SFW6Apwt bTn6uQxsb16qF8] EM)S1+x0Af JY6Zml 1t

yCgbb2t YZF+X34MoUKR/ | YO/ KCqg/ KJdpnd8Yqgf r wj g8dR2WAE xbp2GBHq6BK/ D

ehQOLM:cLcs QuPODEXppf cel MOGNI s+4h4Ksj W HVDMPsqLdozBdnBFLGeno3l Y5FO
+avVr | El AOB+9evgaBbD2! Sr EMbG AoD090t g XXwYBEnWAI pdk+56¢f 51 pshr LBA
/ +H13LBLes+X105dd0OMi+3abp5Rt Av7zLPRRt XkDYJPzgNc TvJI2Wkw2C+zr Acl zZ
71 RdcLESUa4CsNOlaEvQgQr kCNV) SCt kJGPOFst sWWhP71 f SB7P2t DL+ugy6GvB
X1sz9f MC7TQVAFL98nDm ygcnej GLBcQXZho8n0sv Sf bcVByd PZGWil 9t 25+0B2M
TAXOf 6z0oD8+f FthcVgS6MQPybGKFawck Yl 0zul sePgs+&Gvol WL7o0wGKsRi v06Jm
ZSWd3KoGrj MA9ADzZU@yr 6PSa0nhVk1t ybNape4HNYHr AmmNOI LI N+EOBs/ Edz4
nt YZuoc/ Z35t Cgnv9dVv4/ VI 6HUZ1Jr LsLr EWCBy Vyt Wy f 3/ MVTWIf +Ac+XzBuC
yEMyPI vnPWswdnai d35pxi 0s79f Pl 1Hr 0/ Q6+DoA5Gy Yq8SFAP7EYLr GMGa5GI +X
5nS7z26U4UMZ2s XuKYHNnuhBOzi 6Y04a+f hT71x02eTeCraPl EB319Ugysuj JVJInso
bkcwOu/ Jj 0l s9YeFd693dB44xeZuYyvl woD19I qci n0TSa2Tw7D1W yu47dKr VP2
VKxRgqomuAQOpoZi uSf q1/ 7ysr VBU4h! | | U2vnr SVI8Et PQKs oBWsI 70dQGnXy x Bk
BUTHgf JALGE kPGRMO UzggFw2Dj Jt bynilqlMzZgp2ycMondvp7De QLGs 2Xf EANB+Y
nRwt j pevgAnl uK6K3Y02LYAFXTNQoC37Xb04bndl QAcEOMaoP4/ hY87aS82PQ68g
3bl 79uKo4we2g+WAEJl EzQ71472Zz\V2wbDg89Ws9x 1MATT aDwl Et d4UaacYchAv7B
TVaaVFi RAUyWaHGePpz&W/1f eH zd+t emx WROqMFgBZy Sglj i pBPVci W OLgl W
s/ ral BYmLmAaMvgMB759UkNVznDoFHr Y4z2 EADXpORHHVZ JS1x+yYvp/ 91 +AcWb5
ONOUP/ 3u@@eyz/ i x22sovQnhMI8r ngR6Cf y RPKnXu1RPK3puNv 7mbFTf TXpYN2v X
vhEZReXY8hJF/ 904G3Ur J1FOMyUHMCGEB6cwlz0bhPSaXVouf Onx/ f RoxJTAj Bgkq
hki GOWOBCRUXx Fg QUW\O5Dor v VWWF3BWJIMAWOr UEaj ScwgZ0wg YOWSQYJKoZl hveN
AQUOVDMM_AYJ KoZI hvc NAQUMVBBECFDaXOUaCc UPAgI | AAI BQDAMBggghki GAwOC
COWUAMAWGCCq GSI b3DQ LBQAEQHI AMBCOOAsSHUC 9CmJi oqf 7YwD4Q b3Ui Z3Wjo
F60OMI RDc68SdkZJ60241 4nW nhTE7a4l b2Tr u4k3NOTaloECE5PVCBVUOVEAQEB

A 4. Invalid PKCS #12 File with Incorrect lIteration Count
The foll owi ng base64- encoded PKCS #12 file MJUST NOT be readabl e by an

i mpl ementation following this RFC when it is verifying integrity
protection.
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M | Ki Wi BAz CCCgUGCSqGSI b3DQEHAaCCCf YEggnyM | J7j CCBA GCSqGSI b3DQEH
BqCCBFMAggRPAGEAM | ESAYJKoZI hve NAQe BM-c GCSgGSI b3DQEFDTBKMCk GCSqG
S| b3DQEFDDAC BAg9px Xx Y2y scwl CCAAWDAYI KoZl hvcNAgk FADAdBgl ghkgBZQVE
ASOEEK7yYaFQDi 1pYWWnBF/ f s+AggPgFl T2XapyaFgDppdvLkdvaF3HXw+zj zKb
7xXFC76Dt VPhVTW/HD+KI ss+j sj +XyvMyw0aCuAhAG Di g+vzWmmsgB5ssws/ kTh
+TMQBPXLk NeoBnmB6Ar KeGe/ QrCBQV QG a6b+nXSWikNpP+71772dmAMB8gc SIOkF
Fj 75Nr | bnNi DMCh71Q@8gOz BMFf 6BpXf / 3xWAJt xyi c+t SNETf QJa8zTZb0+l VOwW9
5eUnDr PUpuxEVbbOKJt | c63gRkcfr Pt Dd61i 4Zzbzj 2Evr 4/ SAhnr (Bsi r yVzJW
| Ej aD0y6+Dm0JWMgRuG 1wBoGowi 37 GV DCOy OZWCANnS5wHLE YyhR6JaEl xbr hxP
H462z 2USLKnZoF+YgEQgYc SBXMyPOt 36+XQocFWYi 2N5ni y02Tnct wF430FYsQ hJ

Suna4l 33E808dJuM/8T/ soF66HsD4Zj 46hCf 4nWras 71 a0SAbGKXgl a7KhCGRIVi |

xMBWOX0agNi / 8bhnx SA7f Cml y/ 7opyx5UYJ FWEBSITHP1 pBHBVNX 7 Ad8 SASBOMSs h
nbG G Uk4h0Qc O 29/ MWW o4ur ePyl 8PK2qgt VAnpD3r TLI sngzguZ69L0Q CFU
f bt gqsMFObgEuh8cf i vd1DYFABEt 1gypuwCUt CqQ7 AXK2nQqQ sQCxVz9i 9K8NDeD
aau98VAl 0To2sk3/ VR/ QUgOPRWULj PN5BzUevhE7SOy/ | muJKwpGgqgFl j Ydr Qm 5
j De+LmYHOQGVRI f N8z uU+48FY8CAoeBeHN5AAPM OPYPVUNt 3/ ] QN1+v+CahNVI +
La8qglNen+j 1R44aa2l 3y/ pUgt zXRwK+t Pr x TQbGO30EUS1LYIn8anPWm3w75Z1 A
Mir XWeKj 44de7udzdUs EBVC2uMa4r | HVBMFj y YAWYseyOr cpOensaxzar +7ZA67r

| DoXvvS3NgsnTXHcn3T9t kPRoee6L7Dh3x40d96] cRmgdYT5BwWy H7e341 d4VTUm)
bDEQ71 j vn4JKr wWQIh1RCC+Z/ Cbf kC42xAniv Q010u3g08xBO0Quj pdg4a7VcuW ywF
c7hLNquuaF4qoDaVwYXHH3i uX6Yl J/ 3si TKb YCVXPEZOAMBPYI F/ OU76 UMI BONF U
0xj Dx+3AhUvgnGuCsmyl KEETDp8qOzZKGy VOKr NSGt qLx3uvhd7PETeW+M_3t DQ 0
Xof MkcZHi 4C2f XnoHV/ qa2dCGhBj 4j ] QOXh1lpoUbmxGn2Mebe2hDsBzkkBpnn7pK4
WP/ VgXdQTwgEuvz GHLVFs CuADe40ZFBnt Br f 70WG7ZkCB8SUZ8Zz 11 X3+S02497y]j

QRev/ 6x6Tt kwggWEBgkghki GOWOBBWCgggV1BI | Fc TCCBWwWggVpBgsghki GOwOB
DA0BAqCCBTEwWggUt MFc GCSqGS| b3DQEFDTBKMCk GCSqGS| b3DQEFDDAC BAhTX z wH+
Vpt r YAl CCAAWDAYI KoZIl hvcNAgk FADAdBgl ghkgBZQVEASOEEK9NSqcll 2t 4t WG
bWHpdt QEggTQzCOW 7j 34gCTvfj 6nuCSndAj ShGr 7mN2j 7WWOps| Tpg2b9Bn3vnl
YOJM/LAE7sLr UzNUO2pdQOcf CnEpMFccNv2sQr Lp1nOCKxu8Q SqHZLoKVLOROVsZ
8dMECLLi gDl PKRi SyLEr | 14t Er X4/ zbk UaWWROO28k Fb Thub@8YoH RUws KWLx Lg
vfi OgRkG zHXRf QH X/ 8NSt v7hXl ehn7/ Gy2EKPs RFhadni i UHAf nCMkKMgHT U248
JER9+ns Xl t d59H+I eDpj / kbxZ+YvHowdXUZKu828d3MnUpLZ1Bf JGhMBPVwhVVUD
A40C QBVdCoG& PJyal L28x0S3HOI LFCnwQOr 6u0HwW eNJPGHq78HUy H6HwxnhOb0
50163r 6WTFZn5cMOxpbs/ Tt d+3Tr xnr Ypd2XnuRme3cnaYJOl Lvpc/ 8eLLR7SKj D
T4Jhz0h/ Cf cV2WWhpQugk YOpW Z+ElI MeB1dZB96mIVLxG 1480eSgi 0PsxZMNi

YMB3r TpwQT5W)Os Ey DMUQone5h8Kkt / s7ENOLINNPyJJRL1LcqCQdr 6) +6 YqQRt Pa7
a9oW gqMcuTP+bqzGRIh+3HDI FBwW2Yzp9i adv4KnB2MzhSt LUoi 2MSj vnnkkd5Led
sshAd6WOKf F7k LAHQHT4AI 6dMVEOAEKKEVFOJBt X CRAJEN6CI8Lpg+Lk+r f Y7gHO!

Zxt gQURWgXRY3aL Ur dT55ZKgk3ExVKPzi 5SEhdpAau7JKhpOmy Koz Ap/ OKWWNr z6h
obu2Mon1B+l A60ps YHHxynBgsJHv 7WrbYh8Hy Gf HQWaA8pZCYyqgx x| pLj SJr R8B
Bu9HIXk Th7KI hxgr eXYv19uAYbUd95kcox9i zad6VPnovgFSb+Ordy6PJACPj 6hF
WsPJbucPOYPpQOVt W QdZZz3df 1POhZ7qvKWOPFA+gKZSckgqASf ygi POV3Zc8j | i

w NzoDM2QT+UUIKi i GYXJUEOD®hxzFH G 759DcNRhpgl 5AgR570f | SD9yBuCAJY
PQ aZHPFuRTr cVGRal bCAS73nEznKyFaLOXf zyf yaSmyhsH253t nyL1Mej C+2bR
Eko/ yl dgFUxvU5JI +@BKJI6AW +PnduHXx71E4UnSuu2x XYMaxnQmM 6r r oQpZBX82
HhggcLV83P8I pzQwPdH H5zkoxmMAMICO+j U/ t cQf NXYpJdyoaX7t Dnvel Lhwi 9ps/

0841pl sSNLIWKw x G6B+3LN kwaQ wiN194Popi OD7+oDnbmht t O78Cr Br RxHVDY 0Q
gni Zj KzSzZepx! Zq+J792u8vt Mhuzz ChxuOBf 3Phl XcJNcVhwlt r Oy Ke/ N+NvCOt m
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p8wyi k/ Bl ndxN9eKbdTG 2w i 64h2QCE8nCk66WQ PSI JYwZl 6e DNEQSz H/ 1nGCf U
MUT17UC p+Qgenf 6 Auap2GAN vsJr B7u/ pyt z65rtj t / ouo6l h6 EWWwWVVpGXZDO
7gVWHOKe/ Vr 6aPG\vkLcnf t PuDZsn9j i i g3guhdeyRVf 100x369kKW G757 7hxE
I zSzDyU BNononBSlI j ut 3r +qVYmAONat C6q/ 4D0I 42Lnj d3dEyZx7j mH3g/ S2ASM
FzW 9pvXc61dsYOkdZ4PYa9XPUZx XFagZsoS3F1sU799+1 JVUOt COMEXJTA] Bgkq
hki GOWOBCRUx Fg QUWCSDor v VWYF3BWIMAWOr UEaj Scwf TBt MEK GCSqGSI b3 DQEF
Dj ASMOWGCSqGS| b3DQEFDDAf BAhv RzwAs CAxcwl CCAECASAWDAY! KoZIl hveNAgkF
ADANMBggghki GOw0CCQUABCB6pVRFOdcCN 87z S64NUXG36K5aXDnFHct | k5Bf 4kG

3QQ Tk9Ul FVTRUQCAggA
Invalid PKCS #12 File with Incorrect Salt

2025

The foll owi ng base64- encoded PKCS #12 file MJUST NOT be readabl e by an

i mpl ementation following this RFC when it is verifying integrity
protection.

M | Ki gl BAzCCCgUGCSqGSI b3DQEHAaCCC YEggnyM | J7j CCBA GCSqGSI b3DQEH
BqCCBFMaggRPAGEAM | ESAYJKoZI hvc NAQe BMFc GCSqGS| b3DQEFDTBKMCk GCSqG
S| b3DQEFDDAC BAg9px XxY2yscw CCAAWDAYI KoZl hveNAgk FADAdBgl ghkgBZQVE
ASOEEK7yYaFQDi 1pYwWnBF/ f s+AggPgFl T2XapyaFgDppdvLkdvaF3HXw+zj zKb
7xXFC76Dt VPhVTW/HD+kI ss+j sj +XyvMyY0aCuAhAG Di g+vzWmsgB5sswh/ kTh
+TMBPXLkNeoBmB6Ar KeGe/ QrCBQv QG abbh+nXSWikNpP+71772dmAB8gc SI0kF
Fj 75Nr | bniNi DMCb71Q8g0z BMFf 6BpXf / 3xWAJt xyi c+t SNETf QJa8zTZb0+| VOw9
5eUnDr PUpux EVbbOKJt | c63gRkcf r Pt Dd61 i 4Zzbzj 2Evr 4/ S4hnr QBsi ryVzJW
| Ej aDOy6+Dnf0JwMgRuG 1wBoGowi 37 Gwvt DCOy OZzWCANS5wHLt YyhR6JaE!l xbr hxP
H46z 2USLKnZoF+YgEQgYc SBXMg POt 36+XQocFWYi 2N5ni y02Tnct wF430FYsQ hJ
Suma4l 33E808dJuM/8T/ soF66HsD4Z] 46hOF 4nWras 71 aoSAbGKXgl a7KhGRIVi |

xMBWOX0agN / 8bhnx SA7f Cml y/ 7opyx5UYJIFWEBSHP1 pBHBVMK 7 Ad8 SASBIMSs h
nbG G Uk4h0Qc O 29/ MOWM-I o4ur ePyl 8PK2qt VAnMpD3r TLI sngzguZ69L0Q CFU
f bt gsMFObgEuh8cf i vd1DYFABEt 1gypuwCUt CqQ7AXK2nQqQ sQCxVz9i 9K8NDeD
aau98VAI 0To2sk3/ VR QUqOPRMJLj PN5BzUevhE7SOy/ | muJKwpGqqFl j Ydr Qnj 5
j De+LmYHIQGVRI f N8zuU+48FY8CAoeBeHN5AAPM OPYPVUNt 3/ j QN1+v+CahNwVI +
La8glNen+j 1R44aa2l 3y/ pUgt zXRwK+t Pr x TQbGO30EUS1LYIn8anPWm3w75Z1 A
Mir XWeKj 44de7udzdUs EBVC2uMd4r | HVBMFj y YAWYseyOr cpOensaxzar +7ZA67r

| DoXvvS3NgsnTXHcn3T9t kPRoee6L7Dh3x40d96] cRvgdYT5BwWy H7 €341 d4VTUnm
bDEQ71 j vn4JKr wWQIh1RCC+2Z/ Obf kCA2x Aniv G010u3g08xBOQuj pdg4a7VcuW ywkF
c7hLNquuaF4qoDaVwYXHH3i uX6Y! J/ 3si TKb YCVXPEZQAMBPII F/ OU76 UM BONF U
0xj Dx+3AhUvVgnGuCsmyl K6ETDp8qOZKGy VOKr NSG: gLx3uMhd7PETeW+M_3t DQ 0
X9f MkcZHi 4C2f XnoHV/ qa2dCGhBj 4) ] QOXh1lpoUenmxGn2Mebe2hDsBzkkBpnn7pK4
WP/ VgXdQrwgEuv z GHLVFs CuADe40ZFBnt Br f 70WwG7 ZkO8SUZ8Zz 11 X3+S02497yj

QRev/ 6x6Tt kwggWEBgk ghki GOwWOBBWGgggViBI | Fc TCCBWwWggVpBgsghki GOwWOB
DA0BAqCCBTEwWggUt MFc GCSqGSI b3 DQEFDTBKMCKk GCSqGS| b3 DQEFDDAC BAhTX z w+
Vpt r YAl CCAAWDAYI KoZI hvcNAgk FADAdBgl ghkgBZQVEASOEEK9NnSqcll 2t 4t WG
bWHpdt QEggTQzCOW 7j 34gCTvfj 6nuCSndAj ShGr 7m\2j 7WWOps| Tpg2b9Bn3vnl
YOJM/LAE7sLr UzNUO2pdCcf CnEpMFccNv2sQr Lp1mOCKxu8Qg SqHZLoKVLOROVSZ
8dMECLLI gDl PKRi SyLEr | 14t Er X4/ zbk UaWWROO28k Fb Thub@YoH RUas KWLxLg
vii OgRkGE zHXRf QHj X/ 8NSt v7hXl ehn7/ Gy2EKPs RFhadnt i UHAf nCMKMgHTU248
JER9+ns Xl t d59H+I eDpj / kbxZ+YvHowdXUZKu828d3MnUpLZ1Bf JGhMBPVwbVUD
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A40C QBVdCoG PJyal L28x0S3HOI LFCnwQOr 6u0HwW eNJPGHg 78HUy H6HwxnhObO
50163r 6WTFZn5cMOxpbs/ Tt d+3Tr xnr Ypd2XnuRnme3cnaYJOl Lvpc/ 8eLLR7SKj D
T4JhZ0h/ Cf cV2WWhpQugk YOpW Z+EI MeB1dZB96mIVLxGO 1480eSgi 0PsxZMNi

YMB3r TpwQI'5WjOs Ey DWUQone5b8Kkt / s7TENOLINNPyJJRL1LcqOdr 6] +6YqRt Pa7
a9o0W gMcuTP+bgz GRIh+3HDI FBW2Yzp9i adv4KnB2MzhSt LUoi 2MSj vnnkkd5Led
sshAd6WbKf F7k LAHQHT4AI 6dMEO4EKK EVF9J Bt x CRAJEN6CI8Lpg+Lk+r f Y7gHOF

Zxt gGURWMIXRY3aL Ur dT55ZKgk3ExVKPzi 5EhdpAau7JKhpOmy Koz Ap/ OKWWNr z6h
obu2Mbn1B+l A60ps YHHxynBgsJHv 7WQrbYh8Hy G HQWaA8pZCYqgx x| pLj SJr R8B
Bu9HOXk Th7Kl hxgr eXYv19uAYbUd95kcox9i zad6VPnovgFSh+Ordy6PJACP] 6hF
WsPJbucPOYPpQOVt W QdZz3df 1POhZ7qvKWOPFA+gKZSckggASf ygi POV3Zc8j | i

W NzoDVRQT+UUJKIi i GYXJUEOD®hxzFH G 759DcNRhpgl 5AgR570f | SDOyBuCAJY
PQ aZHPFuURTr cV&Ral bCAS73nEznKyFaLOXf zyf yaSmyhsH253t nyL1Mej C+2bR
Eko/ yl dgFUxvU5J1 +@BKI6AW +PnduHXx71E4UNSUU2X XYMoxnQM 6r r oQpZBX82
HhqgcLV83P8I pzQwPdH H5zkoxmACO+j U/ t cQf NXYpJdyoaX7t Dmvel Lhwi 9ps/

B41pl sNLIWKw x G6B+3LN kwdQ wiN194Popi OD7+oDnbht t O78Cr Br RxHVDY 0Q
gni Zj KzSZepx! Z2q+J792u8vt Mhuzz ChxuOBf 3Phl XcJNcVhwlt r Oy Ke/ N+NvCOt m
p8wyi k/ Bl ndxN9eKbdTO 2w i 64h2QEBnCk66WQ PSI JYwZl 6e DNEQSzH/ 1n1Cf U
MUT17UC p+Qgenf 6 Auap2GWN vsJr B7u/ pyt z65rtj t/ ouo6l h6 EMWNWWVpGXZDO
7gVWHOKe/ Vr 6aPGN\vkLcnft PuDZsn9j i i g3guhdeyRVf 100x369kKW G757 7hxE
| zSzDyU BNbnom®SlI j ut 3r +qVYmAONat C6q/ 4D0I 42Lnj d3dEyZx7j nH3g/ S2ASM
FzW 9pvXc61dsYOkdZ4PYa9XPUZx XFagZsoS3F1sU799+1 JVUOt COMEXJTA] Bgkq
hki GOWOBCRUx Fg QUW\CEDor v VWYF3BWIMAWOr UEaj Scwf DBt MEK GCSgGSI b3 DQEF
Dj ABMOWGCSgGSI b3DQEFDDAf BAhOT1 Qg VVNFRAI CCAACASAWDAYI KoZIl hveNAgkF
ADANMBggghki GOWOCCQUABCBEpW2FOdc CNj 877 S64NUXG36K5aXDnFHct | k5Bf 4kG
3QQ b0Oc8OLAUMXMCAQE=

A.6. Invalid PKCS #12 File with M ssing Key Length

The foll owi ng base64-encoded PKCS #12 file MJUST NOT be readabl e by an
i mpl ementation following this RFC when it is verifying integrity
protection.

M | Ki Al BAz CCCgUGCSqGSI b3DQEHAaCCCF YEggnyM | J7j CCBGE GCSqGS| b3DQEH
BgCCBFMAggRPAGEAM | ESAYJKoZI hve NAQe BMc GCSgGS| b3DQEFDTBKMCK GCSqG
S| b3DQEFDDAC BAg9px Xx Y2y scw CCAAWDAYI KoZl hveNAgk FADAdBgl ghkgBZQVE
ASOEEK7yYaFQDi 1pYWWnBF/ f s+AggPgFl T2XapyaFgDppdvLkdvaF3HXw+zj zKb
7XFC76Dt VPhVTW/HD+KI ss+j sj +XyvMw0aCuAhAG Di g+vzWwmsgB5sswh/ kTb
+TMBPXLkNeoBmB6Ar KeGe/ QrCBQv QE abb+nXSWikNpP+71772dmAWB8gc SI0kF
Fj 75Nr | bniNi DMCh71Q8gOz BMFf 6BpXf / 3xWAJt xyi c+t SNETf QJa8zTZbO0+l VOw9
5eUnDr PUpuxEVbbOKJt | c63gRkcfr Pt Dd61i 4Zzbzj 2Evr 4/ S4hnr Bsi r yVzJW
| Ej aDOy6+Dna0JWMgRUG 1wBoGowi 37 GV DCOy OZWCANn5wHLt YyhR6JaEl xbr hxP
HA6z 2USLKnZoF+YgEQyYc SBXMyPOt 36+XQocFWYi 2N5ni y02Tnct wF430FYsQ hJ
Suma4l 33E808dJuM/8T/ soF66HsD4Zj 46hCF 4nWras 71 aoSAbGKXgl a7KhGRIvi |

xMBWOX0aqNi / 8bhnxSA7f Cml y/ 7opyx5UYJIFWEBSITHP1 pBHBVIX 7 Ad8 SAs B9MSs h
nbG G Uk4h0Qc O 29/ MOVWWM-I o4ur ePyl 8PK2qgt VAnpD3r TLI sngzguZ69L0Q CFU
f bt gsMFObgEuh8cf i vd1DYFABEt 1gypuwCUt CqQ7 AXK2nQqQ sQCxVz9i 9K8NDeD
aau98VAl 0To2sk3/ VR QUgOPRWMJLj PN5BzUevhE7SOy/ | muJKwpGgqFl j Ydr Qnj 5
j De+LmYHOQGVRI f N8zuU+48FY8CAoeBeHN5AAPT OPYPVUnt 3/ j QN1+v+CahNwVI +
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La8glNen+j 1R44aa2l 3y/ pUgt zXRwK+t Pr x TQbGO30EU51LYIn8anmPWm3w75Z1 A
Mir XWeKj 44de7ud4zdUs EBVC2uMd4r | HVBMFj y YAwWYseyOr cpOensaxzar +7ZA67r

| DoXvvS3NgsnTXHcn3T9t kPRoee6L7Dh3x40d961 cRwgd YT5BwWy H7e341 d4VTUmJ
bDEQ71 j vn4JKr wWQIh1RCC+Z/ Obf kC42x Anv Q010u3g08xBOQuj pdg4a7VcuW ywk
c7hLNquuaF4qoDaVwYXHH3i uX6Yl J/ 3si TKb YCVXPEZOAMBPYI F/ OU76 UMI BONF U
0xj Dx+3AhUvVgnGuCsmyl K6ETDp8qOZKGy VOKr NSG: gLx3uMhd7PETeW+M_3t DQ 0
X9f MkcZHi 4C2f XnoHV/ ga2dGhBj 4j j QOXh1lpoUemkGn2Mebe2hDsBzkkBpnn7pK4
wP/ VgXdQTwgEuvz GHLVFs CuADe40ZFBnt Br f 70WG7ZkOBSUZ8Zz 11 X3+S024g7y]j

QRev/ 6x6Tt kwggWEBgk ghki GOwWOBBwWGgggV1BI | Fc TCCBWwWggVpBgsghki GOwWOB
DA0BAqCCBTEWggUt MFc GCSqGSI b3DQEFDTBKMCK GCSqGS| h3DQEFDDAC BANTX z w+
Vpt r YAl CCAAWDAYI KoZl hvecNAgk FADADBgl ghkgBZQVEASOEEK9NSqcll 2t 4t WG
bWHpdt QEggTQzCOW 7j 34gCTvfj 6nuCSndAj ShGv7m\2j 7WWOps| Tpg2b9Bn3vnl
YOJM/LAE7sLr UzNUO2pdCcf CnEpMFccNv2sQr Lp1nOCKxu8Q SqHZLoKVLOROVsZ
8dMECLLI gDl PKRi SyLEr | 14t Er X4/ zbk UaWWVRO28k Fb Thub@YoH RUws KWLxLg
vfi OgRkG zHXRF QH X/ 8NSt v7hXl ehn7/ Gy2EKPsRFhadn i UHAf mCMKMgHTU248
JER9+ns Xl t d59H+I eDpj / kbxZ+YvHowdXUZKu828d3MnUpLZ1Bf JGhMBPVWwhVUD
A40C QBVdCo& PJyal L28x0S3HOI LFCnwQOr 6u0HwW eNJPGHg 78HUy HoHwxnhOb0
50163r 6WTFZn5¢cMXpbs/ Tt d+3Tr xnr Ypd2XnuRme3cnaYJOl Lvpc/ 8eLLR7SKj D
T4JhZ0h/ Cf cV2WWhpQugk YOpW Z+EI MeB1dZB96mIVLxO 1480eSgi 0PsxZMNi

YMB3r TpwQI'5WjOs Ey DWUQone5b8Kkt / s7TENOLINNPyJJRL1LcqOdr 6] +6YqRt Pa7
a9oW qMcuTP+bqzGRIh+3HDI FBwW2Yzp9i adv4KnB2MzhSt LUoi 2MSj vnnkkd5Led
sshAd6WOKf F7k LAHQHT4AI 6dMEOAEKKEVFOJBt X CRAJEN6CI8Lpg+Lk+r f Y7gHO!

Zxt gGURWgXRY3aL Ur dT55ZKgk 3EXVKPzi 5EhdpAau7JKhpOwny Koz Ap/ OKWWNr z6h
obu2Mon1B+l A60ps YHHxynBgsJHv 7WrbYh8Hy &f HQWaA8pZCYqgx x| pLj SJr R8B
Bu9HIXk Th7Kl hxgr eXYv19uAYbUd95kcox9i zad6VPnovgFShb+Ordy6PJACP] 6hF
WsPJbucPOYPpQOVt W QdZZ3df 1POhZ7qvKwWOPFA+gKZSckgqASf ygi P9V3Zc8j | i

w NzoDM2QT+UUJKi i GYXJUEODhxzFH G 759DcNRhpgl 5AgR570f | SDOyBuCAJY
PQ aZHPFuRTr cV&Ral bCAS73nEznKyFaLOXf zyf yaSnmyhsH253t nyL1Mej C+2bR
Eko/ yl dgFUxvU5JI +@BKI6AW +PnduHXx71E4UNSUU2X XYMoxnQM 6r r oQpZBX82
HhqgcLV83P8I pzQWPdH H5zkoxmACO+j U/ t cQf NXYpJdyoaX7t Dnivcl Lhwl 9ps/

B41pl SNLIVWKwxG6B+3LN kwd@Q wN194Popi OD7+oDnbrht t O78Cr Br RxHVDY 0Q
gni Zj KzSzZepxl| 2q+J792u8vt Mhuzz Chxu0Bf 3Phl XcJNcVhwut r Oy Ke/ N+Nv COt m
p8wyi k/ Bl ndxN9eKbdTG 2wl i 64h2QE8nCk66WQ PSI JYwZl 6e DNEQSz H/ 1nECf U
MUT17UC p+Qgenf 6 Auap2GW vsJr B7u/ pyt z65rt |t/ ouo6l h6 EWNWWVpGXZD0o
7gVWHOKe/ Vr 6aPGN\vkLcnft PuDZsn9j i i g3guhdeyRVf 100x369kKWG75q77hxE
| zSzDyU BNbnonBSlI j ut 3r +qVYmMAONat C6q/ 4D0I 42Lnj d3dEyZx7j mH3g/ S2ASM
FzW 9pvXc61dsYOkdZ4PYa9XPUZx XFagZsoS3F1sU799+l JVUOt COMEXJTAj Bgkq
hki GOwWOBCRUx Fg QU5 Dor v VW3 BWmMAWOr UEaj Scwej BqMEYGCSqGSI b3DQEF
Dj ASMCkGCSgGSI b3DQEFDDAC BAhvRzwAs CAxcwl CCAAWDAY! KoZIl hvec NAgk FADAM
Bggghki GOWOCCQUABCBEpW2FOdCcCNj 87z S64NUXG36K5aXDnFHct | k5Bf 4k G3QQ

b0c8OLAUMXMCAggA

Appendi x B.  ASN. 1 Modul e
Thi s appendi x docunments ASN. 1 [x680] [x681] [x682] [x683] [x690]

types, values, and object sets for this specification. It does so by
providing an ASN. 1 nodul e cal | ed PKCS12- PBMACL- 2023.
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Conbi ne this nodule with the PKCS-12 ASN. 1 nodul e found in Appendix D
of [RFC7292] and the pkcs5v2-1 ASN. 1 nodul e in Appendi x C of

[ RFC8018] to add SHA-2-based HVACs by repl aci ng the PBKDF2- PRFs cl ass
referenced from [ RFC7292].

PKCS12- PBMACL- 2023
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
sm me(16) id-nod(0) id-pkcsl2-pbmacl-2023(76) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

I MPORTS

Al gorithm dentifier, ALGORI THM | DENTI FI ER, rsadsi
FROM PKCS5v2-1 -- From [ RFC8018]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-5(5)
modul es(16) pkcsb5v2-1(2) }

’

-- oObject identifier arcs

pkcs OBJECT IDENTIFIER ::={ rsadsi 1}
pkcs-5 OBJECT IDENTIFIER ::={ pkcs 5}
di gest Al gorithm OBJECT IDENTIFIER ::= { rsadsi 2}

-- HVAC object identifiers

i d-hmacWthSHAL OBJECT I DENTIFIER ::= { digestAlgorithm?7 }

i d- hmacW t hSHA224 OBJECT I DENTIFIER ::= { digestA gorithm8 }

i d- hmacW t hSHA256 OBJECT | DENTIFIER ::= { digestAl gorithm9 }

i d- hmacW t hSHA384 OBJECT I DENTIFIER ::= { digestAl gorithm 10 }

i d- hmacW t hSHAS512 OBJECT IDENTIFIER ::= { digestAlgorithm11l }

i d- hmacW t hSHA512- 224 OBJECT IDENTIFIER ::= { digestAlgorithm 12 }
i d- hmacW t hSHA512- 256 OBJECT | DENTIFIER ::= { digestAl gorithm 13 }

-- PBKDF2-PRF al gorithmidentifiers

PBKDF2- PRFs ALGCORI THM | DENTI FI ER :: = {
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NULL | DENTI FI ED
NULL | DENTI FI ED
NULL | DENTI FI ED
NULL | DENTI FI ED
NULL | DENTI FI ED
NULL | DENTI FI ED
NULL | DENTI FI ED

R e Y Y e Y e T e

PBMACL1 in PKCS #12

BY i d- hmacW t hSHAL }

BY i d- hmacW t hSHA224 }

BY i d- hmacW t hSHA256 }

BY i d- hmacW t hSHA384 }

BY i d- hmacW t hSHA512 }

BY i d- hmacW t hSHA512- 224 }
BY i d- hmacW t hSHA512- 256 1,

-- HVAC algorithmidentifiers

al gi d- hmacWt hSHAL Al gorithm dentifier {{PBKDF2-PRFs}}

{ algorithmid-hmcWthSHA1, parameters NULL :

al gi d- hmacW t hSHA224 Al gorithm dentifier {{PBKDF2-PRFs}}
{ algorithmid-hmacWthSHA224, paraneters NULL :

al gi d- hmacW t hSHA256 Al gorithm dentifier {{PBKDF2-PRFs}}
{ algorithmid-hmacWthSHA256, paraneters NULL :

al gi d- hmacW t hSHA384 Al gorithm dentifier {{PBKDF2-PRFs}}
{ algorithmid-hmacWthSHA384, paraneters NULL :

al gi d- hmacWt hSHA512 Al gorithm dentifier {{PBKDF2-PRFs}}
{ algorithmid-hmacWthSHA512, paraneters NULL :

April 2025

al gi d- hmacW t hSHA512- 224 Al gorithm dentifier {{PBKDF2-PRFs}}

{ algorithmid-hmacWthSHA512-224, paraneters NULL :

al gi d- hmacW t hSHA512- 256 Al gorithm dentifier {{PBKDF2-PRFs}}

{ algorithmid-hmacWthSHA512- 256, paraneters NULL :

-- PBMACL- par ans

PBMACL- parans ::= SEQUENCE {

keyDerivati onFunc Al gorithm dentifier {{PBMACl-KDFs}},
messageAut hSchene Al gorithm dentifier {{PBMACl-MACs}} }

PBMACL- KDFs ALGORI THMW | DENTI FI ER :: = {
{ PBKDF2- params | DENTI FI ED BY i d- PBKDF2},

}

PBMAC1- MACs ALGORI THM IDENTIFIER ::= { ... }

i d- PBKDF2 OBJECT | DENTIFIER ::= { pkcs-5 12 }
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PBKDF2- par ans ::= SEQUENCE {
salt CHO CE {
speci fi ed OCTET STRI NG

ot her Source Al gorithmdentifier {{PBKDF2-SaltSources}}
}1
iterationCount | NTEGER (1..MAX),
keyLength I NTEGER (1..MAX) OPTI ONAL,
prf Al gorithm dentifier {{PBKDF2-PRFs}} DEFAULT al gi d- hmacW t hSHAl

}
PBKDF2- Sal t Sour ces ALGORI THM IDENTIFIER ::= { ... }
END
Aut hor’ s Addr ess
Alicja Kario

Red Hat, Inc.
Pur kynova 115

61200 Brno
Czech Republic
Emai | : hkari o@ edhat.com
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