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Abst ract

Thi s docunent defines a nunber of transport mechani snms that are used
to nove CMC (Certificate Management over CMS (Cryptographi c Message
Syntax)) nmessages. The transport mechani snms described in this
docunent are HTTP, file, mail, and TCP.

Thi s docunent obsol etes RFC 5273 and RFC 6402.
About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-ietf-I|anps-rfc5273bis/.

Di scussion of this docunent takes place on the W5 LAMPS mai ling |ist
(rmailto: spasm@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/spasni. Subscribe at
https://ww. ietf.org/mailman/listinfo/spasnt.

Source for this draft and an issue tracker can be found at
https://github. com seanturner/cnthis.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

I nt roducti on

Thi s docunent defines a nunber of transport methods that are used to
nmove CMC nessages (defined in [CMC-STRUCT]). The transport
mechani sms described in this document are HTTP, file, nail, and TCP

Thi s docunent obsol etes RFC 5273 [ CMC- TRANSv1] and RFC 6402
[ CMC- Updates]. This docurent al so i ncorporates [erratunB593].

Requi renents Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Changes Since 5273 and 6402

Mer ged [ CMC- Updat es] text.

I ANA assigned TCP port 5318 for the use of CMC

Clarified the file extensions for Full PKI Requests and Responses.

Replaced TLS 1.0 with TLS 1.2 or later, and added that inplenetations
are required to foll ow the recommendati ons in [ BCP195].

Addr essed [erratunB593].
Fi | e- Based Prot ocol

Enrol | ment messages and responses nmay be transferred between clients
and servers using file-systembased nmechani sns, such as when
enrollnment is performed for an off-line client. Wen files are used
to transport Full PKI Request or Full PKI Response nessages, there
MJUST be only one instance of a request or response nmessage in a
single file and the file MJST be binary encoded. The abbreviations
crg and crp stand for Full PKI Request/Response, respectively; for
clarity we define file extensions for them The following file type
ext ensi ons SHOULD be used:
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5.

[ oo s o}
| Message Type | File Extension |
[} g —————————— s p—p——(——r
| Sinple PKI Request | .pl0 |
L TSP B LT IER +
| Full PKI Request | .crg |
R L R T +
| Sinple PKI Response | .p7c |
oo T +
| Full PKI Response | .crp |
oo B TR +

Table 1: File PKI Request/Response
I dentification

Mai | - Based Pr ot ocol

M ME wrapping is defined for those environnents that are M ME nati ve.
The basic minme wapping in this section is taken from|[SM MEV4].

When using a mail -based protocol, MM w appi ng between the | ayers of
CVMS wapping is optional. Note that this is different fromthe
standard S/M ME (Secure M ME) nessage.

Sinple enrol |l ment requests are encoded using the "application/pkcsl0"
content type. A file name MJST be included either in a Content-Type
or a Content-Disposition statenent. The extension for the file MJST
be ".pl0".

Si npl e enrol | ment response nessages MJST be encoded as content type
"application/pkcs7-mnme". A snine-type paraneter MJST be on the
Content-Type statement with a value of "certs-only". A file nane
with the ".p7c" extension MIST be specified as part of the Content-
Type or Content-Di sposition statenent.

Ful | enroll ment request messages MJUST be encoded as content type
"application/pkcs7-mne". The snine-type paraneter MJST be included
with a value of "CMC-Request”. A file nane with the ".p7nf extension
MJST be specified as part of the Content-Type or Content-Di sposition
st at enent .

Ful | enroll ment response nessages MJUST be encoded as content type
"application/pkcs7-mne". The snine-type paraneter MJST be included
with a value of "CMC-Response". A file name with the ".p7n

ext ensi on MJUST be specified as part of the Content-Type or Content-
Di sposition statenent.
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| Item | MM Type | File Extension | SM ME Type |
[ e ——————————— Ll ——————————— L —p—_———————— Ll —p—_——(——(—(———r L
| Sinple PKI | application/ | .pl0 | NA |
| Request | pkecsl0 | | |
- . . . +
| Full PKI | application/ | .p7m | CMC-Request |
| Request | pkcs7-m ne | | |
o e e e o e e - o e o e e - +
| Sinple PKI | application/ | .p7c | certs-only |
| Response | pkcs7-m ne | | |
e —— . . . +
| Full PKI | application/ | .p7m | CMC-Response |
| Response | pkcs7-m ne | | |
o e e e o e e - o e o e e - +

Table 2: M ME PKI Request/Response Identification
6. HITP-Based Protocol

This section describes the conventions for use of HITP [HITP] as a
data transfer protocol. Consult [HTTP-1MP] for additional

informati on. The use of HTTPS [HTTP] provi des any necessary content
protection from eavesdroppers.

In order for CMC clients and servers using HITP to interoperate, the
followi ng rules apply.

Clients are configured with sufficient information to formthe
server URl [ RFC3986].

Client requests are subnmtted by use of the POST nethod.
Servers MJST use the 2XX response codes for successful responses.

Clients MAY attenpt to send certification requests using HTTPS
[HTTP], although servers are not required to support TLS/ QUI C but
a secure channel night be avail abl e regardl ess dependi ng on the
HTTP version inplenented [HITP_1.0], [HTTP_1.1], [HITP_2],
[HTTP_3], or later. |If TLS is used by the HTTP version, then the
i mpl ementation MUST foll ow the recomendati ons in [BCP195]. CMC
i mpl ementations that support TLS 1.3 or QUIC MJUST NOT use early
data (i.e., 0-RTT) because POST is not idenpotent.

Clients are not required to support any type of HITP

aut hentication (Section 11 of [HTTP]) nor Cookies [ COXIES].
Thus, servers can not rely on these features to be avail abl e.
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Clients and servers are expected to follow other rules and
restrictions in [HITP]. Note that some of those rules are for
HTTP net hods ot her than POST; clearly, only the rules that apply
to PCST are relevant for this specification

6.1. PKlI Request
A PKlI Request using the POST nethod is constructed as foll ows:
The Content-Type field MJUST have the appropriate value from Table 2
A Content-Type field for a request:

Cont ent - Type: application/pkcs7-m me; sm ne-type=CMC- Request ;
name=r equest . p7m

The content of the nessage is the binary value of the encoding of the
PKI Request.

6.2. PKlI Response

The content of an HTTP-based PKI Response is the binary value of the
BER (Basi ¢ Encodi ng Rul es) encoding [ X690] of either a Sinple or Ful
PKI Response.

The Content-Type field MJST have the appropriate value from Table 2
A Content-Type field for a response:

Cont ent - Type: application/pkcs7-m nme; smi ne-type=CMC- Response;
name=r esponse. p7m

7. TCP-Based Protocol

When CMC nessages are sent over a TCP-based connection, no w apping
is required of the nessage. Messages are sent in their binary
encoded form

The client closes a connection after receiving a response, or it

i ssues anot her request to the server using the sane connection
Reusi ng one connection for nmultiple successive requests, instead of
opening multiple connections that are only used for a single request,
i s RECOMMENDED f or performance and resource conservation reasons.

The client MJUST wait for the full response before nmaking anot her
request on the sane connection. A server MAY cl ose a connection
after it has been idle for sonme period of time; this tinmeout would
typically be several mnutes |ong.
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CMC requires a registered port nunber to send and receive CMC
messages over TCP. The Service Name is "pkix-cnc". The TCP port
nunber is 5318.

Prior to [CMC-Updates], CMC did not have a registered port nunber and
used an externally configured port fromthe Private Port range.
Client inplementations MAY continue to use a port chosen fromthe
Private Port range. A TCP Server SHOULD use port 5318 assigned to
the CMC service. It is expected that HTTP will continue to be the
primary transport nmethod used by CMC installations.

8. | ANA Consi derati ons

| ANA has assigned a TCP port nunber in the Registered Port Number
range for the use of CMC

Servi ce nane: pkix-cnt

Port Nunber: 5318

Transport protocol: TCP

Description: PKIX Certificate Managenent using CMS ( CMO)
Ref erence: [RFC-to-be]

Assi gnee: iesg@etf.org

Contact: chair@etf.org

I ANA is requested to update the existing references to [ CMC- TRANSv1]
in the Media Type Sub-Parameter Registries for CMC-Request and CMC-
Response to [ RFC-to-be ].

9. Security Considerations

Mechani sns for thwarting replay attacks may be required in particul ar
i mpl ementations of this protocol depending on the operational
environment. In cases where the Certification Authority (CA)

mai ntains significant state information, replay attacks may be
detectabl e without the inclusion of the (optional) CMC nonce

mechani snms. [ | npl ement ers/ Designers] of this protocol need to
careful ly consider environnental conditions before choosi ng whether
or not to [inplenment/use] the senderNonce and reci pi ent Nonce
attributes described in Section 6.6 of [CMC-STRUCT]. Devel opers of
state-constrained PKI clients are strongly encouraged to incorporate
the use of these attributes.

Initiation of a secure comunications channel between an end-entity
and a CA or Registration Authority (RA) -- and, simlarly, between an
RA and another RA or CA -- necessarily requires an out-of-band trust
initiation nmechanism For exanple, a secure channel may be
constructed between the end-entity and the CA via |Psec [|Psec] or
TLS [TLS]. Many such schenes exist, and the choice of any particul ar
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10.

10.

schene for trust initiation is outside the scope of this docunent.

I mpl enenters of this protocol are strongly encouraged to consider
general |y accepted principles of secure key managenent when
integrating this capability within an overall security architecture.

In sone instances, no prior out-of-band trust will have been
initiated prior to use of this protocol. This can occur when the
protocol itself is being used to downl oad onto the systemthe set of
trust anchors to be used for these protocols. |In these instances,
the Envel oped Data content type (Section 3.2.1.3.3 of [CMC STRUCT])
provi des the sane shrouding that TLS woul d have provi ded

For the nmuil-based protocol, the Envel oped Data content type can al so
be used to apply confidentiality protection (content shrouding) to
the conveyed nessages. SMIP-over-TLS [ RFC3207] does provi de hop-by-
hop security, but cannot guarantee that all hops are actually

pr ot ect ed.

For the file-based protocol, an additional nethod of applying
confidentiality protection (content shrouding) to the conveyed
messages is usually availablle in the formof filesystem perm ssions.
The local systemnmay allow for read access to be limted to just a
single user or group that corresponds to the entity authorized to
read the request or response, respectively, and diligent use of these
fil esystem permi ssions can be a useful mechanismin nulti-user

envi ronment s.

Ref er ences
1. Nornmtive References

[ BCP195] Sheffer, Y., Saint-Andre, P., and T. Fossati,
"Recommendati ons for Secure Use of Transport Layer
Security (TLS) and Datagram Transport Layer Security
(DTLS)", BCP 195, RFC 9325, DO 10.17487/ RFC9325, Novenber
2022, <https://ww.rfc-editor.org/rfc/rfc9325>

[ CMC- STRUCT]
Mandel , J. and S. Turner, "Certificate Managenment over CMS
(CMO) ", Work in Progress, Internet-Draft, draft-ietf-
| anps-rfc5272bi s-09, 20 Cctober 2025,
<https://datatracker.ietf.org/doc/htnm/draft-ietf-Ianps-
rfc5272bi s- 09>.

[ HTTP] Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Semantics", STD 97, RFC 9110,
DO 10.17487/ RFC9110, June 2022,
<https://ww.rfc-editor.org/rfc/rfc9110>

Mandel , Ed & Turner, Ed Expires 23 April 2026 [ Page 8]



I nternet-Draft CMC. Transport Protocols Cct ober 2025

10.

[HTTP-1 MP] Nottingham M, "Building Protocols with HITP', BCP 56,
RFC 9205, DA 10. 17487/ RFC9205, June 2022,
<https://www. rfc-editor.org/rfc/rfc9205>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, DO 10.17487/ RFC3986, January 2005,
<https://www. rfc-editor.org/rfc/rfc3986>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ SM MEV4] Schaad, J., Ramsdell, B., and S. Turner, "Secure/
Mul ti purpose Internet Mail Extensions (S/M M) Version 4.0
Message Specification", RFC 8551, DO 10.17487/ RFC8551,
April 2019, <https://ww. rfc-editor.org/rfc/rfc8551>.

[ X690] ITUT, "Informati on Technol ogy -- Abstract Syntax Notation
One (ASN.1): ASN. 1 encoding rules: Specification of Basic
Encodi ng Rul es (BER), Canoni cal Encodi ng Rules (CER) and
Di stingui shed Encoding Rules (DER)", ITUT
Recomendati on X 690, |1SQ | EC 8825-1: 2021, February 2021,
<https://ww.itu.int/rec/T-REC X 690>.

2. Infornmtive References

[ CMC- TRANSv1]
Schaad, J. and M Mers, "Certificate Managenent over CMS
(CVMO): Transport Protocols", RFC 5273,
DA 10.17487/ RFC5273, June 2008,
<https://ww. rfc-editor.org/rfc/rfcb5273>.

[ CMC- Updat es]
Schaad, J., "Certificate Managenent over CMS (CMO)
Updates", RFC 6402, DA 10.17487/ RFC6402, Novenber 2011,
<https://www. rfc-editor.org/rfc/rfc6402>.

[COOKIES] Barth, A, "HITP State Managenment Mechani sn', RFC 6265,
DA 10.17487/ RFC6265, April 2011,
<https://www. rfc-editor.org/rfc/rfc6265>.

Mandel , Ed & Turner, Ed Expires 23 April 2026 [ Page 9]



I nternet-Draft CMC. Transport Protocols Cct ober 2025

[ errat unB593]
"RFC 5273 erratum 3593", April 2013,
<https://ww.rfc-editor.org/erratal/ei d3593>.

[HTTP_1.0] Berners-Lee, T., Fielding, R, and H Frystyk, "Hypertext
Transfer Protocol -- HTTP/1.0", RFC 1945,
DA 10.17487/ RFC1945, May 1996,
<https://www. rfc-editor.org/rfc/rfcl945>.

[HTTP_1.1] Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP/1.1", STD 99, RFC 9112, DO 10. 17487/ RFC9112,
June 2022, <https://www.rfc-editor.org/rfc/rfc9112>.

[ HTTP_2] Thonmson, M, Ed. and C. Benfield, Ed., "HTTP/2", RFC 9113,
DO 10.17487/ RFC9113, June 2022,
<https://www. rfc-editor.org/rfc/rfc9113>.

[ HTTP_3] Bi shop, M, Ed., "HTTP/ 3", RFC 9114, DO 10.17487/ RFC9114,
June 2022, <https://www.rfc-editor.org/rfc/rfc9114>.

[ 1 Psec] Kent, S. and K Seo, "Security Architecture for the
Internet Protocol", RFC 4301, DO 10.17487/ RFC4301,
Decenber 2005, <https://www. rfc-editor.org/rfc/rfc4301>.

[ RFC3207] Hoffman, P., "SMIP Service Extension for Secure SMIP over
Transport Layer Security", RFC 3207, DO 10.17487/RFC3207,
February 2002, <https://ww.rfc-editor.org/rfc/rfc3207>.

[ TLS] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246,
DA 10.17487/ RFC5246, August 2008,
<https://www. rfc-editor.org/rfc/rfc5246>.

Acknowl edgenent s
Obvi ously, the authors of this version of the docunent would like to
thank Jim Schaad and M chael Myers for their work on the previous

version of this document.

The acknow edgenment fromthe previous version of this docunent
fol |l ows:

The authors and the PKI X Wrking G oup are grateful for the

participation of Xiaoyi Liu and Jeff Weinstein in hel ping to author
the original versions of this docunent.

Mandel , Ed & Turner, Ed Expires 23 April 2026 [ Page 10]



I nternet-Draft CMC. Transport Protocols Cct ober 2025

The authors would like to thank Brian LaMacchia for his work in
devel oping and witing up many of the concepts presented in this
docunent. The authors would also |like to thank Al ex Deacon and Barb
Fox for their contributions.

Contributors

Ji m Schaad
August Cel l ars

M chael Mers
TraceRoute Security, Inc.

Aut hors’ Addr esses
Joseph Mandel

AKAYLA, Inc.
Emai | : j oe@kayl a. com

Sean Turner (editor)
sn3rd
Emai |l : sean@n3rd. com

Mandel , Ed & Turner, Ed Expires 23 April 2026 [ Page 11]



