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Abstract

This specification defines a profile of the Online Certificate Status
Protocol (OCSP) that addresses the scalability issues inherent when
using OCSP in large scale (high volune) Public Key Infrastructure
(PKlI') environments and/or in PKlI environments that require a

I i ghtweight solution to mnimze communi cati on bandwi dth and client-
si de processing.

Thi s specification obsol etes RFC 5019. The profile specified in RFC
5019 has been updated to all ow and recommend the use of SHA-256 over
SHA- 1.
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This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com tadahi k/ RFC5019bi s.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The Online Certificate Status Protocol [RFC6960] specifies a

mechani smused to deternmne the status of digital certificates, in
lieu of using Certificate Revocation Lists (CRLs). Since its
definition in 1999, it has been deployed in a variety of environnents
and has proven to be a useful certificate status checking mechani sm
(For brevity, the term"OCSP" is used herein to denote the
verification of certificate status; however, it should be noted that
this protocol is enployed solely to ascertain the revocation status
of a certificate.)

To date, nunerous OCSP depl oyments have been inplenmented to provide
timely and secure certificate status information, crucial for high-
val ue el ectronic transactions and the handling of highly sensitive

i nformati on, such as within the banking and financial sectors.
Therefore, the requirenent for an OCSP responder to respond in "rea
time" (i.e., generating a new OCSP response for each OCSP request)
has been inportant. 1In addition, these deploynments have operated in
envi ronment s where bandw dth usage is not an issue, and have run on
client and server systens where processing power is not constrained.

As the use of PKI continues to grow and nove into diverse

envi ronments, so does the need for a scal able and cost-effective
certificate status nechanism Al though OCSP as currently defined and
depl oyed neets the need of small to mediumsized PKIs that operate on
powerful systenms on wired networks, there is a limt as to how these
OCSP depl oynents scale fromboth an efficiency and cost perspective.
Mobi | e environnments, where network bandwi dth may be at a prem um and
client-side devices are constrained froma processing point of view,
require the careful use of OCSP to m ninmze bandw dth usage and
client-side processing conplexity. [OCSPMP]
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PKI continues to be deployed into environnments where nillions if not
hundreds of mllions of certificates have been issued. |In many of
these environnents, an even |arger nunber of users (also known as
relying parties) have the need to ensure that the certificate they
are relying upon has not been revoked. As such, it is inportant that
OCSP is used in such a way that ensures the | oad on OCSP responders
and the network infrastructure required to host those responders are
kept to a minimum

Thi s docunent addresses the scalability issues inherent when using
OCSP in highly scaled PKI environnents by defining a nessage profile
and clarifying OCSP client and responder behavior that will permt:

1. OCSP response pre-production and distribution
2. Reduced OCSP nessage size to | ower bandw dth usage.
3. Response nessage caching both in the network and on the client.

It is intended that the normative requirements defined in this
profile will be adopted by OCSP clients and OCSP responders operating
in very large-scale (high-volune) PKI environnents or PKI
environments that require a |ightweight solution to nminimze
bandwi dt h and client-side processing power (or both), as described
above.

OCSP does not have the neans to signal responder capabilities within
the protocol. Thus, clients nay need to use out-of-band nechanisns
(e.g., agreed upon arrangenents between operators of OCSP responders
and OCSP clients) to determnine whether a responder confornms to the
profile defined in this docunent. Regardless of the availability of
such out - of - band nechani sns, this profile ensures that
interoperability will still occur between an OCSP client that fully
conforns with [ RFC6960] and a responder that is operating in a node
as described in this specification.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. OCSP Message Profile

This section defines a subset of OCSPRequest and OCSPResponse
functionality as defined in [ RFC6960].
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3.1. OCSP Request Profile
3.1.1. OCSPRequest Structure
Provi ded for conveni ence here, a partial extract of the ASN. 1

structure corresponding to the OCSPRequest with the relevant CertlID
as defined in [ RFC6960] :

OCSPRequest 1= SEQUENCE ({

t bsRequest TBSRequest ,

optional Si ghature [ 0] EXPLICI T Signature OPTI ONAL }
TBSRequest = SEQUENCE {

versi on [ 0] EXPLI CI' T Version DEFAULT vl1,

request or Name [ 1] EXPLI CI' T General Nane OPTI ONAL,

request Li st SEQUENCE OF Request,

r equest Ext ensi ons [ 2] EXPLI CI T Ext ensi ons OPTI ONAL }
Request = SEQUENCE {

reqCert Cert| D,

si ngl eRequest Ext ensi ons [0] EXPLICIT Extensions OPTI ONAL }
CertID 1= SEQUENCE {

hashAl gorithm Al gorithmdentifier,

i ssuer NameHash OCTET STRING -- Hash of issuer’s DN

i ssuer KeyHash OCTET STRING -- Hash of issuer’s public key

seri al Nurber CertificateSerial Nunber }

OCSPRequests that conformto the profile in this document MJST
i nclude only one Request in the OCSPRequest. RequestList structure.

The Certl D.issuer NaneHash and Certl D.issuerKeyHash fields contain
hashes of the issuer’s distinguished nane (DN) and public key,
respectively. OCSP clients that conformwth this profile MJST use
SHA- 256 as defined in Section 2.2 of [RFC5754] as the hashing
algorithmfor the CertlD.issuerNaneHash and the Certl D.i ssuerKeyHash
val ues.

O der OCSP clients which provide backward conmpatibility with

[ RFC5019] use SHA-1 as defined in [ RFC3174] as the hashing al gorithm
for the CertlD.issuerNanmeHash and the Certl D.issuerKeyHash val ues.
However, these OCSP clients MJST transition from SHA-1 to SHA-256 as
soon as practical.

Clients MJST NOT include the singl eRequest Ext ensi ons structure.
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Clients SHOULD NOT include the request Extensions structure. |If a
request Extensi ons structure is included, this profile RECOMVENDS t hat
it contain only the nonce extension (id-pkix-ocsp-nonce). See
Section 5 for issues concerning the use of a nonce in high-vol une
OCSP envi ronments.

3.1.2. Signed OCSPRequests

Clients SHOULD NOT send signed OCSPRequests. Responders MAY ignore
the signature on OCSPRequests.

If the OCSPRequest is signed, the client SHALL specify its name in

t he OCSPRequest.requestorNane field; otherw se, clients SHOULD NOT

i nclude the requestorNane field in the OCSPRequest. OCSP responders
MUST handl e unsi gned OCSP requests that contain the requestor Nane
field, as if the requestorNane field were absent.

3.2. OCSP Response Profile
3.2.1. (OCSPResponse Structure
Provi ded for conveni ence here, a partial extract of the ASN. 1

structure corresponding to the OCSPResponse with the relevant CertlID
as defined in [ RFC6960] :
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OCSPResponse ::= SEQUENCE ({

responsesSt at us OCSPResponseSt at us,

responseByt es [0] EXPLICIT ResponseBytes OPTI ONAL }
ResponseBytes ::= SEQUENCE {

responseType OBJECT | DENTI FI ER,

response OCTET STRI NG }

The val ue for response SHALL be the DER encodi ng of Basi cOCSPResponse.

Basi cOCSPResponse ;1 = SEQUENCE ({
t bsResponseDat a ResponsebDat a,
signatureAl gorithm Al gorithmdentifier,
si gnature BI T STRI NG
certs [0] EXPLICIT SEQUENCE OF Certificate OPTI ONAL }
ResponseDat a :: = SEQUENCE ({
versi on [0] EXPLICIT Version DEFAULT v1,
responder| D Responder | D,
pr oducedAt Gener al i zedTi e,
responses SEQUENCE OF Si ngl eResponse,
r esponseExt ensi ons [1] EXPLICIT Extensions OPTI ONAL }
Si ngl eResponse :: = SEQUENCE ({
certlD Certl D,
cert St at us Cert St at us,
t hi sUpdat e Gener al i zedTi e,
next Updat e [ 0] EXPLI CI T GeneralizedTi ne OPTI ONAL,
si ngl eExt ensi ons [ 1] EXPLI CI T Ext ensi ons OPTI ONAL }
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Responders MJST generate a Basi cOCSPResponse as identified by the id-
pki x-ocsp-basic OD. dients MIST be able to parse and accept a

Basi cOCSPResponse. OCSPResponses that conformto this profile SHOULD
i nclude only one Singl eResponse in the ResponseDat a.responses
structure, but MAY include additional SingleResponse elenents if
necessary to inprove response pre-generation performance or cache
efficiency, and to ensure backward conpatibility. For instance, to
provi de support to OCSP clients which do not yet support the use of
SHA- 256 for Certl D hash cal cul ation, the OCSP responder MAY include
two Singl eResponses in a Basi cOCSPResponse. In that

Basi cOCSPResponse, the Certl D of one of the SingleResponses uses
SHA-1 for the hash calculation, and the CertID in the other

Si ngl eResponse uses SHA-256. OCSP responders SHOULD NOT distribute
OCSP responses that contain CertlDs that use SHA-1 if the OCSP
responder has no clients that require the use of SHA-1. (Operators of
OCSP responders nmay consider |ogging the hash al gorithmused by OCSP
clients to informtheir determnation of when it is appropriate to
obsol ete the distribution of OCSP responses that enploy SHA-1 for
CertID field hashes. See Section 8.7 for nore information on the
security considerations for the continued use of SHA-1.

The responder SHOULD NOT i ncl ude responseExtensions. As specified in
[ RFC6960], clients MJST ignore unrecognized non-critica
responseExtensions in the response.

In the case where a responder does not have the ability to respond to
an OCSP request containing an option not supported by the responder,
it SHOULD return the nobst conplete response it can. For exanple, in
the case where a responder only supports pre-produced responses and
does not have the ability to respond to an OCSP request containing a
nonce, it SHOULD return a response that does not include a nonce.

Clients SHOULD attenpt to process a response even if the response
does not include a nonce. See Section 5 for details on validating
responses that do not contain a nonce. See also Section 8 for

rel evant security considerations.

Responders that do not have the ability to respond to OCSP requests
that contain an unsupported option such as a nonce MAY forward the
request to an OCSP responder capabl e of doing so.

The responder MAY include the singl eResponse. singl eResponse
ext ensi ons structure.

3.2.2. Signed OCSPResponses

Clients MJST validate the signature on the OCSPResponse.
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If the response is signed by a del egate of the issuing certification
authority (CA), a valid responder certificate MJST be referenced in
t he Basi cOCSPResponse. certs structure.

It is RECOVWENDED t hat the OCSP responder’s certificate contain the
i d- pki x- ocsp-nocheck extension, as defined in [RFC6960], to indicate
to the client that it need not check the certificate's status. In
addition, it is RECOMVENDED t hat neither an OCSP aut horityl nf oAccess
(Al'A) extension nor cRLDi stributionPoints (CRLDP) extension be
included in the OCSP responder’s certificate. Accordingly, the
responder’s signing certificate SHOULD be relatively short-lived and
renewed regul arly.

Clients MJST be able to identify OCSP responder certificates using
the byKey field and SHOULD be able to identify OCSP responder
certificates using the byNane field of the ResponseDat a. Responder| D
[ RFC6960] choi ces.

A der responders which provide backward conpatibility with [ RFC5019]
MAY use the byName field to represent the Responder| D, but shoul d
transition to using the byKey field as soon as practical

Newer responders that conformto this profile MJST use the byKey
field to represent the ResponderID to reduce the size of the
response.

3.2.3. (OCSPResponseSt atus Val ues

As long as the OCSP infrastructure has authoritative records for a
particular certificate, an OCSPResponseStatus of "successful" wll be
returned. When access to authoritative records for a particul ar
certificate is not avail able, the responder MJST return an
OCSPResponseSt at us of "unaut horized". As such, this profile extends
the [ RFC6960] definition of "unauthorized" as follows:

The response "unaut horized" is returned in cases where the client is

not authorized to make this query to this responder or the responder
is not capable of responding authoritatively.
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For exanple, OCSP responders that do not have access to authoritative
records for a requested certificate, such as those that generate and
di stribute OCSP responses in advance and thus do not have the ability
to properly respond with a signed "successful" yet "unknown"
response, will respond with an OCSPResponseStatus of "unauthorized".
Al'so, in order to ensure the database of revocation information does
not grow unbounded over tinme, the responder MAY renove the status
records of expired certificates. Requests fromclients for
certificates whose record has been renoved will result in an
OCSPResponseSt at us of "unaut hori zed".

Security considerations regarding the use of unsigned responses are
di scussed in [ RFC6960] .

3.2.4. thisUpdate, nextUpdate, and producedAt

4.

4.

When pre-produci ng OCSPResponse nessages, the responder MJST set the
t hi sUpdat e, nextUpdate, and producedAt tinmes as follows:

thisUpdate: The tine at which the status being indicated is known to
be correct.

next Update: The tinme at or before which newer information will be
avai |l abl e about the status of the certificate. As described in
Section 2.4 of [RFC6960], this field is optional. However, this
field MUST be included in the profile specified in this docunent
to help clients cache responses. See Section 7 for additional
i nformati on on cachi ng.

producedAt: The tine at which the OCSP response was signed.

| Note: The val ues of thisUpdate, nextUpdate, and producedAt are
| set as described in Section 2.5 of [RFC6960], and in many cases
| the value of thisUpdate and producedAt are the sane.

For the purposes of this profile, ASN 1-encoded GeneralizedTi nme

val ues such as thisUpdate, nextUpdate, and producedAt MJST be
expressed Greenwi ch Mean Tine (Zulu) and MJST include seconds (i.e.,
times are YYYYMVDDHHWSSZ), even where the nunber of seconds is zero.
General i zedTi me val ues MJUST NOT include fractional seconds.

Cient Behavior
1. OCSP Responder Discovery
Clients MJST support the authoritylnfoAccess extension as defined in

[ RFC5280] and MJST recogni ze the id-ad-ocsp access nethod. This
enables CAs to informclients how they can contact the OCSP servi ce.
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In the case where a client is checking the status of a certificate
that contains both an authoritylnformati onAccess (Al A) extension
poi nting to an OCSP responder and a cRLDi stri butionPoi nts extension
pointing to a CRL, the client SHOULD attenpt to contact the OCSP
responder first. Clients MAY attenpt to retrieve the CRL if no
OCSPResponse is received fromthe responder after a locally
configured timeout and nunber of retries.

4.2. Sending an OCSP Request

To avoid needl ess network traffic, applications MJUST verify the
signature of signed data before asking an OCSP client to check the
status of certificates used to verify the data. |If the signature is
invalid or the application is not able to verify it, an OCSP check
MJUST NOT be requested.

Simlarly, an application MJST validate the signature on certificates
in a chain, before asking an OCSP client to check the status of the
certificate. |If the certificate signature is invalid or the
application is not able to verify it, an OCSP check MJST NOT be
requested. dients SHOULD NOT make a request to check the status of
expired certificates.

5. Ensuring an OCSPResponse |s Fresh

In order to ensure that a client does not accept an out-of-date
response that indicates a 'good status when in fact there is a nore
up-to-date response that specifies the status of 'revoked', a client
must ensure the responses they receive are fresh

In general, two nechanisns are available to clients to ensure a
response is fresh. The first uses nonces, and the second is based on
time. 1In order for time-based nmechanisnms to work, both clients and
responders MJST have access to an accurate source of tine.

Because this profile specifies that clients SHOULD NOT i nclude a
request Ext ensi ons structure in OCSPRequests (see Section 3.1),
clients MIST be able to determ ne OCSPResponse freshness based on an
accurate source of time. Cients that opt to include a nonce in the
request SHOULD NOT reject a correspondi ng OCSPResponse solely on the
basis of the nonexistent expected nonce, but MJST fall back to
val i dating the OCSPResponse based on tine.

Clients that do not include a nonce in the request MJST ignore any
nonce that may be present in the response.
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Clients MJST check for the existence of the nextUpdate field and MJST
ensure the current time, expressed in GVl tinme as described in
Section 3.2.4, falls between the thisUpdate and nextUpdate tinmes. |If
the nextUpdate field is absent, the client MJST reject the response.

If the nextUpdate field is present, the client MJST ensure that it is
not earlier than the current tine. |If the current tinme on the client
is later than the tine specified in the nextUpdate field, the client
MJST reject the response as stale. Cdients MAY all ow configuration
of a small tolerance period for acceptance of responses after

next Update to handle minor clock differences relative to responders
and caches. This tolerance period should be chosen based on the
accuracy and precision of time synchronization technol ogy avail abl e
to the calling application environnent. For example, Internet peers
with | ow | atency connections typically expect NTP tine

synchroni zation to keep them accurate within parts of a second;

hi gher latency environnents or where an NTP anal ogue is not avail able
may have to be nore liberal in their tolerance (e.g. allow one day

di fference).

See the security considerations in Section 8 for additional details
on replay and nman-in-the-m ddl e attacks.

6. Transport Profile

OCSP clients can send HTTP-based OCSP requests using either the GET
or POST nmethod. The OCSP responder MJST support requests and
responses over HITP. \When sending requests that are |less than or
equal to 255 bytes in total (after encoding) including the schene and
delinmters (http://), server nanme and base64- encoded OCSPRequest
structure, clients MJST use the GET nmethod (to enabl e OCSP response
caching). OCSP requests larger than 255 bytes SHOULD be submitted
using the POST nethod. 1In all cases, clients MJST foll ow the
descriptions in A 1 of [RFC6960] when constructing these nmessages.

When constructing a GET nessage, OCSP clients MJST base64-encode the
OCSPRequest structure according to Section 4 of [RFC4648]. dCients
MUST NOT incl ude whitespace or any other characters that are not part
of the base64 character repertoire in the base64-encoded string.
Clients MJST properly URL-encode the base64-encoded OCSPRequest
according to [ RFC3986]. OCSP clients MJST append the base64-encoded
OCSPRequest to the URI specified in the Al A extension [ RFC5280]. For
exanpl e:

http://ocsp. exanpl e. coml MEowSDBGVEQMY AKBggghki GOWOCBQQQ7sp6GTKpL2dA
deGaW267owQql NESWQDONGe BAr Sgv %2 FBWQ QLIX¥2Fg9x F8oy SYzol 80Mpg¥%3D¥3D
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In response to properly formatted OCSPRequests that are cachable
(i.e., responses that contain a nextUpdate value), the responder wl|l
i nclude the binary value of the DER encoding of the OCSPResponse
preceded by the follow ng HTTP [ RFC9110] and [ RFC9111] header fi el ds.

Content-type: application/ocsp-response

Content-length: < OCSP response |ength >

Last-nodified: < producedAt HTTP-date >

ETag: "< strong validator >"

Expi res: < nextUpdate HTTP-date >

Cache-control: nax-age=< n >, public, no-transform nust-revalidate
Date: < current HTTP-date >

See Section 7.2 for details on the use of these HITP header fi el ds.
7. Cachi ng Recommendati ons

The ability to cache OCSP responses throughout the network is an

i mportant factor in high volume OCSP depl oynents. This section

di scusses the recommended cachi ng behavi or of OCSP clients and HTTP
proxi es and the steps that should be taken to m nim ze the nunber of
times that OCSP clients "hit the wire". |In addition, the concept of
i ncludi ng OCSP responses in protocol exchanges (aka stapling or

pi ggybacki ng), such as has been defined in TLS, is al so di scussed.

7.1. Caching at the dient

To minimze bandw dth usage, clients MJST locally cache authoritative
OCSP responses (i.e., a response with a signature that has been
successfully validated and that indicate an OCSPResponseSt at us of
"successful ).

Most OCSP clients will send OCSPRequests at or near the nextUpdate
time (when a cached response expires). To avoid large spikes in
responder | oad that m ght occur when nmany clients refresh cached
responses for a popular certificate, responders MAY indi cate when the
client should fetch an updated OCSP response by using the cache-
control : max-age directive. Cients SHOULD fetch the updated OCSP
Response on or after the nmax-age time. To ensure that clients

recei ve an updated OCSP response, OCSP responders MJST refresh the
OCSP response before the nmax-age tine.
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7.2. HTTP Proxi es

The responder SHOULD set the HTTP header fields of the OCSP response
in such a way as to allow for the intelligent use of internediate
HTTP proxy servers. See [RFC9110] and [ RFC9111] for the full
definition of these HTTP header fields and the proper format of any
date and time val ues.

[ oo bbb e s s oo e s e e s s s s

| HTTP Header | Description |

| Field | |

| Date | The date and tinme at which the OCSP responder |
I

generated the HITP response. |

| This value specifies the date and time at which |
| the OCSP responder |ast nodified the response. |
| This date and tinme will be the sane as the |
| thisUpdate tinestanp in the request itself. |

| Expires | Specifies how |l ong the response is considered |
| | fresh. This date and tinme will be the sanme as |
| | the nextUpdate tinmestanp in the OCSP response |
| | itself. |
I IRy N +
ETag A string that identifies a particul ar version of

I I
| the associated data. This profil e RECOVMENDS |
| that the ETag val ue be the ASCI| HEX |
| representation of the SHA-256 hash of the |
| OCSPResponse structure. |
Cache-Control | Contains a number of caching directives. |
| * max-age = < n > -wherenis atine value later |
| than thisUpdate but earlier than nextUpdate. |
| * public -makes normally uncachabl e response |
| cachabl e by both shared and nonshared caches. |
| * no-transform-specifies that a proxy cache |
| cannot change the type, length, or encoding of |
| the object content. |
| * nust-revalidate -prevents caches from |
| intentionally returning stale responses. |

Tabl e 1. HTTP Header Fields
OCSP responders MJST NOT include a "Pragma: no-cache", "Cache-

Control: no-cache", or "Cache-Control: no-store" HTTP header fields
in authoritative OCSP responses.

Ito, et al. Expires 17 March 2025 [ Page 14]



I nternet-Draft Li ght wei ght OCSP Profil e Update Sept enber 2024

OCSP responders SHOULD i nclude one or nore of these HITP header
fields in non- authoritative OCSP responses.

For exanple, assunme that an OCSP response has the followi ng tinestanp

val ues:
t hi sUpdate = March 19, 2023 01:00: 00 GMI
next Update = March 21, 2023 01: 00: 00 GMI

product edAt = March 19, 2023 01:00: 00 GMVr

and that an OCSP client requests the response on March 20, 2023
01: 00: 00 GMI. In this scenario, the HTTP response may | ook |ike
this:

Cont ent - Type: application/ocsp-response
Cont ent - Lengt h: 1000
Date: Mon, 20 Mar 2023 01: 00: 00 GVI
Last-Modified: Sun, 19 Mar 2023 01: 00: 00 GVI
ETag: "97df 3588b5a3f 24babc3851b372f Oba7
1la9dcdded43b14b9d06961bf c1707d9d"
Expires: Tue, 21 Mar 2023 01:00: 00 GwvIr
Cache- Control : nax-age=86000, public, no-transform nust-revalidate
<...>

OCSP clients MJUST NOT include a no-cache HTTP header field in OCSP
request messages, unless the client encounters an expired response
which may be a result of an intermedi ate proxy caching stal e data.
In this situation, clients SHOULD resend the request specifying that
proxi es shoul d be bypassed by including an appropriate HTTP header
field in the request (i.e., Pragma: no-cache or Cache-Control: no-
cache).

7.3. Caching at Servers

In sone scenarios, it is advantageous to include OCSP response
information within the protocol being utilized between the client and
OCSP responder. Including OCSP responses in this manner has a few
attractive effects.

First, it allows for the caching of OCSP responses on the OCSP
responder, thus | owering the nunber of hits.

Second, it enables certificate validation in the event the client is
not connected to a network and thus elimnates the need for clients
to establish a new HITP session with the OCSP responder.

Third, it reduces the nunber of round trips the client needs to nake
in order to conplete a handshake.
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Fourth, it sinmplifies the client-side OCSP inplenentati on by enabling
a situation where the client need only the ability to parse and
recogni ze OCSP responses.

This functionality has been specified as an extension to the TLS
[I-Dietf-tls-rfc8446bis] protocol in Section 4.4.2 of
[I-Dietf-tls-rfc8446bis], but can be applied to any client-server
pr ot ocol

This profile RECOWENDS that both TLS clients and servers inpl enent
the certificate status request extension nmechanismfor TLS

Further information regarding caching i ssues can be obtained from
[ RFC3143] .

8. Security Considerations

The foll owi ng considerations apply in addition to the security
consi derations addressed in Section 5 of [RFC6960].

8.1. Replay Attacks

Because the use of nonces in this profile is optional, there is a
possibility that an out of date OCSP response coul d be replayed, thus
causing a client to accept a good response when in fact there is a
more up-to-date response that specifies the status of revoked. |In
order to mtigate this attack, clients MJST have access to an
accurate source of time and ensure that the OCSP responses they
receive are sufficiently fresh

Clients that do not have an accurate source of date and tine are

vul nerable to service disruption. For exanple, a client with a
sufficiently fast clock may reject a fresh OCSP response. Sinmilarly
aclient with a sufficiently slow clock may incorrectly accept
expired valid responses for certificates that may in fact be revoked.

Future versions of the OCSP protocol may provide a way for the client
to know whet her the responder supports nonces or does not support
nonces. |If a client can determ ne that the responder supports
nonces, it MJST reject a reply that does not contain an expected
nonce. QOherwise, clients that opt to include a nonce in the request
SHOULD NOT reject a correspondi ng OCSPResponse solely on the basis of
t he nonexi stent expected nonce, but MJST fall back to validating the
OCSPResponse based on tine.
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8.2. Man-in-the-Mddl e Attacks

To mitigate risk associated with this class of attack, the client
MUST properly validate the signature on the response.

The use of signed responses in OCSP serves to authenticate the
identity of the OCSP responder and to verify that it is authorized to
sign responses on the CA's behal f.

Clients MJST ensure that they are communicating with an authori zed
responder by the rules described in Section 4.2.2.2 of [RFC6960].

8.3. Inpersonation Attacks

The use of signed responses in OCSP serves to authenticate the
identity of OCSP responder

As detailed in [ RFC6960], clients nust properly validate the
signature of the OCSP response and the signature on the OCSP response
signer certificate to ensure an authorized responder created it.

8.4. Denial-of-Service Attacks

OCSP responders SHOULD take neasures to prevent or mtigate denial-
of -service attacks. As this profile specifies the use of unsigned
OCSPRequest s, access to the responder may be inplicitly given to
everyone who can send a request to a responder, and thus the ability
to nount a denial -of-service attack via a fl ood of requests may be
greater. For exanple, a responder could limt the rate of incom ng
requests froma particular |P address if questionabl e behavior is
det ect ed.

8. 5. Modi fication of HTTP Header Fi el ds

Val ues included in HITP header fields, as described in Section 6 and
Section 7, are not cryptographically protected; they may be
mani pul ated by an attacker. dients SHOULD use these val ues for
cachi ng gui dance only and ultimately SHOULD rely only on the val ues
present in the signed OCSPResponse Section 4.2.2.1 of [RFC6960].
Clients SHOULD NOT rely on cached responses beyond the next Update
time.
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6. Request Authentication and Authorization

The suggested use of unsigned requests in this environment renoves an
option that allows the responder to determ ne the authenticity of
incom ng request. Thus, access to the responder may be inmplicitly
given to everyone who can send a request to a responder

Envi ronments where explicit authorization to access the OCSP
responder is necessary can utilize other nechanisns to authenticate
requestors or restrict or meter service.

7. Use of SHA-1 for the calculation of CertID field val ues

Al 't hough the use of SHA-1 for the calculation of CertID field val ues
is not of concern froma cryptographic security standpoint, the
continued use of SHA-1 in an ecosystemrequires that software that
interoperates with the ecosystem nai ntain support for SHA-1. This

i ncreases inplenentation conplexity and potential attack surface for
the software in question. Thus, the continued use of SHA-1 in an
ecosystemto maintain interoperability with | egacy software nust be
wei ghed agai nst the increased inplenmentation conplexity and potenti al
attack surface.

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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Appendi x A. Differences from RFC 5019

Thi s docunent obsol etes [ RFC5019]. [RFC5019] defines a Iightweight
profile for OCSP that makes the protocol nore suitable for use in

hi gh-vol ume environments. The |ightweight profile specifies the
mandat ory use of SHA-1 when cal cul ati ng the val ues of several fields
in OCSP requests and responses. In recent years, weaknesses have
been denbnstrated with the SHA-1 algorithm As a result, SHA-1 is
increasingly falling out of use even for non-security rel evant use
cases. This docunent obsoletes the lightweight profile as specified
in RFC 5019 to instead recomend the use of SHA-256 where SHA-1 was
previously required. An [RFC5019]-conpliant OCSP client is still
able to use SHA-1, but the use of SHA-1 may becone obsolete in the
future.

Subst antive changes to RFC 5019:

* Section 3.1.1 requires new OCSP clients to use SHA-256 to support
mgration for OCSP clients.

* Section 3.2.2 requires new OCSP responders to use the byKey field,
and support migration from byNanme fi el ds.

* Section 6 clarifies that OCSP clients MJUST NOT incl ude whitespace
or any other characters that are not part of the base64 character
repertoire in the base64-encoded string.

Appendi x B. Exanpl es
B.1. Root Certification Authority Certificate

This is a self-signed certificate for the certification authority

that issued the end-entity certificate and OCSP del egat ed responder

exanpl e certificates bel ow

The key pair for the certification authority is the "test ECCP521" key
from Section 2.3 of [RFC9500].
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----- BEG N CERTI FI CATE- - - - -

M | CKDCCAYqgAW BAgl BATAKBggghkj OPQQDBDA4A M wCQYDVQQGEW] YWDEUMBI G
ALUECgW. Q2 Vy dHWyJ 31 gVXMk Ez ARBgNVBAMMCK ] z ¢ 3Vpbnt g QQEwHhc NV QWNDAyY
MT1 zNz QBWAcNM UWNDAY MTT z Nz QBW A4 MQs wCQYDVQQGEW] YWDEUMBI GA1UECgWL
Q@VydHWJ 31 gVXIvk Ez ARBgNVBAMVICK| z ¢ 3Vpbnc g QEwWgZsWEAYHKoZI zj 0CAQYF
K4EEACVDGYYABAHQ XJIXqExOf 1Yl dcBzhdvr 8vUr 61 gl Pogv3RUx2Krj zI df 8C/ 3
+i 2i YN r Yt bS9dZJJ44yFzagYoy7swM t uYY2wD2Kt | Exk YDWyBI ri W& Dw/ A7F
qui kKBc85WB8A3psVf B5cgsZPVi / K3vxKTC 200LPPvYW | LTOBKFy SHyvzh92KNC
VEAWHQYDVROOBBYEFI 7CFAl gdugQOOk5r ht t Us QXf Z++MA8 GAL1 Ud EWEB/ wQFMVAVB
Af 8wDg YDVROPAQH BAQDAg! EMA0GCCq GSMA9BAMEA4AGLADCBhwI Bbr / 1SJi HCgXG
EJ7R+3er 1LdWyr dZHgt Cwy T7+wWFBI JmVswEi on2LGh/ oMuu5nD+u/ +01n07vnmij

/ +i pGp8TI wkCQyCoZ4bHt e6XkFnirhUXascLN7vkv7qKwXy TsCvl DpEDTRCX8dUFe
73j Gebi t kunRH Vhl BJLo7n3FMIr FHNoebl Mow==

----- END CERTI FI CATE- - - - -

0 552: SEQUENCE {
4 394:  SEQUENCE {

8 3 [0] {
10 1: | NTEGER 2
: }
13 1: | NTEGER 1
16 10: SEQUENCE {
18  8: OBJECT | DENTI FI ER ecdsaWt hSHA512 (1 2 840 10045 4 3 4)
: }
28 56: SEQUENCE {
30 11: SET {
32 9 SEQUENCE {
34 3 OBJECT | DENTI FI ER countryName (2 5 4 6)
39 2: PrintableString ' XX
: }
: }
43 20: SET {
45 18: SEQUENCE {
47 3: OBJECT | DENTI FI ER organi zationNarme (2 5 4 10)
52 11: UTF8String 'Certs 'r Us’
: }
: }
65 19: SET {
67 17: SEQUENCE {
69 3: OBJECT | DENTI FI ER commonName (2 5 4 3)
74 10: UTF8String ' Issuing CA
: }
}
: }
86 30: SEQUENCE {
88 13: UTCTi ne 02/ 04/2024 12:37:47 GVI
103 13: UTCTi e 02/ 04/2025 12:37:47 GVI
' }
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118 56: SEQUENCE {
120 11: SET {
122 9 SEQUENCE {
124  3: OBJECT | DENTI FI ER countryName (2 5 4 6)
129 2: PrintableString ' XX
: }
: }
133 20: SET {
135 18: SEQUENCE {
137 3: OBJECT | DENTI FI ER organi zationNanme (2 5 4 10)
142 11: UTF8String 'Certs 'r Us’
: }
: }
155 19: SET {
157 17: SEQUENCE {
159  3: OBJECT | DENTI FI ER commonName (2 5 4 3)
164 10: UTF8String ' Issuing CA
: }
}
: }
176 155: SEQUENCE {
179 16: SEQUENCE {
181 7: OBJECT | DENTI FI ER ecPublicKey (1 2 840 10045 2 1)
190 5: OBJECT | DENTI FI ER secp521r1 (1 3 132 0 35)
: }
197 134: BI T STRI NG

04 01 DO FD 72 57 A8 4C 74 7F 56 25 75 C0 73 85
DB EB F2 F5 2B EA 58 08 3D B8 2F DD 15 31 D8 AA
E3 CC 87 5F FO 2F F7 FA 2D A2 60 D8 EB 62 D6 D2
FS D6 49 27 8E 32 17 36 A0 62 8C BB B3 03 08 B6
E6 18 DB 00 F6 2A D2 04 C6 46 03 59 BC 81 8A B8
96 1B FO FO FC OE C5 AA E8 A4 28 17 3C E5 6F 00
DE 9B 15 7C 1E 5C 82 C6 4F 56 2F CA DE FC 4A 4C
28 F6 D3 42 CF 3E F6 16 FC 82 D3 3B 72 85 (9 21
F2 BF 36 FD D8

: }
334 66: [3] {
336 64: SEQUENCE ({
338 209: SEQUENCE {
340 3: OBJECT | DENTI FI ER subj ect Keyl dentifier (2 5 29 14)
345 22: OCTET STRING encapsul ates {
347 20: OCTET STRI NG

: 8E C2 14 09 60 76 EA 90 38 E9 39 AE 1B 6D 52 4

17 7D 9F BE
}

: }
369 15: SEQUENCE {
371 3: OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
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376 1: BOOLEAN TRUE
379 5: OCTET STRING encapsul ates {
381 3 SEQUENCE {
383 1 BOOLEAN TRUE

: }

: }

: }
386 14: SEQUENCE {
388 3 OBJECT | DENTI FI ER keyUsage (2 5 29 15)
393 1 BOOLEAN TRUE
396 4: OCTET STRING encapsul ates {
398 2: BIT STRING 2 unused bits

: 100000’ B (bit 5)

}
}
}
}

: }
402 10: SEQUENCE {
404  8: OBJECT | DENTI FI ER ecdsaWthSHA512 (1 2 840 10045 4 3 4)

: }
414 139: BIT STRING encapsul ates {
418 135: SEQUENCE {

421 65: | NTEGER
: 6E BF F5 48 98 87 OA 05
B7 56 AA B7 59 1E 0B 42 24 FB FB 01 41 20 99
95 B3 01 22 A2 6D 8B 1A ES 32 EB B9 98 3F AE
FF EA 35 9B 4E EF 9A 66 63 FF E8 A9 1A 9F 13 23
: 09
488 66: | NTEGER
: 00 A8 67 86 C7 B5 EE 97 90 59 BB 85 45 DA Bl
CD EE F9 2F EE A2 BO 5F 24 EC OA F2 03 A4 40
44 25 FC 75 41 5E EF 78 C6 79 B8 AD 92 E9 91
35 61 94 12 4B A3 B9 F7 14 C2 6B 14 73 68 79
AC 6F

}

10 9E D1 FB 77 AB D4

n88

8mBR

}
}

B.2. End-entity Certificate

This is an end-entity certificate whose status is requested and
returned in the OCSP request and response exanpl es bel ow.

The key pair for the end-entity certificate is the "test ECCP256" key
from Section 2.3 of [RFC9500].
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----- BEA N CERTI FI CATE- - - - -

M | B2z CCATygAW BAgl EAar wDTAKBggghkj OPQRDBDA4 M WCQYDVQQGEWI YWDEU
MBI GALUECgWL. Q2 VydHWyJ 31 gVXIVk Ez ARBgNVBAMMCK| zc3Vpbnt gQUEwWHhcNM Qw
NDAy MT1 z Nz BWAc NV UWNDAY MTT z Nz (BW Ac MRowGAYDVQQDDBF4bi 0t MThqNGQU
ZXhhbXBs ZTBZMBMSBY  GSMA9 Ag EGCCqGSMVA9 AWEHAOI ABEI | SPi Pt 4L/ t eyj dERS
xyoeVY+9b30+Xkj pM LMReWkbEzRDEy41bi hcTnpSI LI nSVynirQ 9BQzq36QoCpJ
MKj UDBOVBOGA1UdDgQWBBRbcKe YF/ ef 9j f S9+Pc RGavhCde 71 DAf Bg NVHSVEGDAW
gBSOM QI YHbgk Dj pOCadbbVLEF32f vi AMBgNVHRVBAf 8EA] AAMA0 GCCqGSMVA9BANVE
A4GVADCBI AJCAI ot 8SYNFkScr csY5T81HSMNzhP/ 0GC87N3W 849CNOgniNaOnMXW
8HNDKGR5nv/ D9x+T8uLMBl pFUWHQMXAJPNBAKI BWBAOXsi yPJyZf aZi eODnt nol
0bZP+eTLNVKGUFL6UCE Lt Qmivt r XpLAJf vkE6GWYVqCUl 495Kx 91 6 MO TBLKS5X6V3w=
————— END CERTI FI CATE- - - - -

0 475: SEQUENCE {
4 316: SEQUENCE {

8 3: [0] {
10 1: | NTEGER 2
: }
13 4: | NTEGER 27979789
19 10: SEQUENCE {
21 8: OBJECT | DENTI FI ER ecdsaWt hSHA512 (1 2 840 10045 4 3 4)
: }
31 56: SEQUENCE {
33 11: SET {
35 9: SEQUENCE {
37 3: OBJECT | DENTI FI ER countryName (2 5 4 6)
42 2: PrintableString ' XX
: }
: }
46 20: SET {
48 18: SEQUENCE {
50 3: OBJECT | DENTI FI ER organi zati onName (2 5 4 10)
55 11: UTF8String ' Certs 'r Us’
: }
: }
68 19: SET {
70 17: SEQUENCE {
72 3: OBJECT | DENTI FI ER conmonName (2 5 4 3)
77 10: UTF8String ' Issuing CA
: }
}
: }
89 30: SEQUENCE {
91 13: UTCTi ne 02/04/ 2024 12:37:47 GVI
106 13: UTCTi ne 02/04/ 2025 12:37:47 GVI
: }
121 28: SEQUENCE {
123 26: SET {
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125 24: SEQUENCE {
127  3: OBJECT | DENTI FI ER commonName (2 5 4 3)
132 17: UTF8Stri ng ' xn--18j 4d. exanpl e’
: }
}
: }
151 89: SEQUENCE {
153 19: SEQUENCE {
155 7: OBJECT | DENTI FI ER ecPublicKey (1 2 840 10045 2 1)
164  8: OBJECT | DENTI FI ER prime256vl (1 2 840 10045 3 1 7)
: }
174 66: BIT STRI NG

04 42 25 48 F8 8F B7 82 FF B5 EC A3 74 44 52 C7
2A 1E 55 8F BD 6F 73 BE 5E 48 E9 32 32 CC 45 C5
Bl 6C 4C D1 OC 4C B8 D5 B8 Al 71 39 E9 48 82 C8
99 25 72 99 34 25 F4 14 19 AB 7E 90 A4 2A 49 42

72
: }
242 80: [3] {
244 78: SEQUENCE ({
246 29: SEQUENCE {
248 3 OBJECT | DENTI FI ER subj ect Keyl dentifier (2 5 29 14)
253 22: OCTET STRING encapsul ates {
255 20: OCTET STRI NG
: 5B 70 A7 98 17 F7 9F F6 37 D2 F7 E3 DC 44 6C 21
09 D7 BB ™4
}
: }
277 31: SEQUENCE {
279 3: OBJECT | DENTI FI ER aut horityKeyldentifier (2 5 29 35)
284 24: OCTET STRING encapsul ates {
286 22: SEQUENCE ({
288 20: [0]
: 8E C2 14 09 60 76 EA 90 38 E9 39 AE 1B 6D 52 ¢4
: 17 7D 9F BE
: }
: }
: }
310 12: SEQUENCE {
312 3: OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
317 1: BOOLEAN TRUE
320 2: OCTET STRING encapsul ates {
322 O SEQUENCE {}
: }
}
}
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324 10:  SEQUENCE {

326 8: OBJECT | DENTI FI ER ecdsaWt hSHA512 (1 2 840 10045 4 3 4)
: }

336 140: BIT STRING encapsul ates {

340 136: SEQUENCE {

343 66: | NTEGER

41

B. 3.
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00 8A 2D F1 26 0D 16 44 9C AD CB 18 E5 3F 35 1D
29 8D CE 13 FF DO 60 BC EC DD D6 23 CE 3D 08 DD
2A 98 D6 B4 9C C5 D6 FO 79 C3 28 64 79 9E FF C3
F7 1F 93 F2 E2 CC 06 5A 45 51 69 87 42 65 C0 24
: F3 7C
1 66: | NTEGER

01 5B G0 34 5E C8 B2 3C 9C 99 7D A6 62 78 EO E6
B6 7A 08 Al B6 4F F9 E4 CB 35 69 06 50 52 FA B8
2B 4B B5 09 98 B6 B5 E9 2C 02 5F BE 41 3A 59 85
6A 09 49 78 F7 92 B1 F6 5E 8C F5 30 4B 2B 95 FA
57 7C
}
}
}

OCSP Responder Certificate

This is a certificate for the OCSP del egated response that signed the

OCSP response exanpl e bel ow.

The key pair for the OCSP Responder certificate is the "test ECCP384"

key from Section 2.3 of [RFC9500].

————— BEG N CERTI FI CATE- - - - -

M | CSzCCAa6gAW BAgl BATAKBggghkj OPQQDBDAA M wCQYDVQQGEW] YWDEUMBI G
ALUECgW. Q2 Vy dHMyJ 31 gVXMk Ez ARBgNVBAMMCKI z ¢ 3Vpbnt g QEwWHhc NV QMNDAY
MT1 zNz BWAc NV UWNDAY MT1 z Nz (BW A8 M wCQYDVQQRGEW] YWDEUMBI GA1UECgWL
Q@ VydHWJ 31 gVXMK Fz AVBg NVBAMVDK 9 DU1 Ag Uz c QuZGvy MHYWEAYHKo0ZI zj OC
AQYFKA4EEACI DYgQAEWWK Bul Ui KW65GdUP+hqcs3S8TUCVhI gr / soRsdl a27VHNK9X
Cl/ grcij Pl mvPTCXdvP47G r Tl DDv92Ph100uFR2Rcgt 31 bWNpr NGOWEGj 7mLgNpl

XNRxF/ nRnok 8371 04GHM GEMBOGAL1Ud DgQNBBQK46D+ndQ dpi 163Lrygznvz31l
8TAf BgNVHSMVEGDAW BSOM QI YHbgk Dj pCadbbVLEF32f vj AMBgNVHRVBAF 8EA] AA
MA4 GAL Ud DWEB/ wQEAW Hg DATBgNVHSUEDDAKBggr BgEFBQe DCTAPBgkr BgEFBQw
AQUEAg UAMAO GCCq GSIVE 9 BAMEA4 GKADCBhgJ BFCgMLgps Zcd0Zd8RWBH +L40 bTa
G pT2QY0pd6JIBWALl FqNCxj +F1k9XJIr KSQAWAa/ b3JaZOsRr H6vi hl GBMYCQUK L
COnmLubTRDH2v+6Alaycl VKI pR3GG+PuaD2UnBPSF7FEl koU4NYkbl 1SH 8FzbDy
/ LCBhi h25e7hAt yg/ Xsl

----- END CERTI FI CATE- - - - -
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0 587: SEQUENCE {
4 430: SEQUENCE {

8 3: [0] {
10 1: I NTECER 2
: }
13 1: | NTEGER 1
16 10: SEQUENCE {
18 8: OBJECT | DENTI FI ER ecdsaW t hSHA512 (1 2 840 10045 4 3 4)
: }
28 b56: SEQUENCE {
30 11: SET {
32 9: SEQUENCE {
34 3: OBJECT | DENTI FI ER countryName (2 5 4 6)
39 2: PrintableString ' XX
: }
: }
43 20: SET {
45 18: SEQUENCE {
47 3: OBJECT | DENTI FI ER organi zati onNarme (2 5 4 10)
52 11: UTF8String 'Certs 'r Us’
: }
: }
65 109: SET {
67 17: SEQUENCE {
69 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
74 10: UTF8String ' I ssuing CA
: }
}
: }
86 30: SEQUENCE {
88 13: UTCTi me 02/ 04/ 2024 12:37:47 GMTI
103 13: UTCTi ne 02/ 04/ 2025 12:37:47 GMI
: }
118 60: SEQUENCE {
120 11: SET {
122 9: SEQUENCE {
124 3: OBJECT | DENTI FI ER countryName (2 5 4 6)
129 2: PrintableString ' XX
: }
: }
133 20: SET {
135 18: SEQUENCE {
137 3: OBJECT | DENTI FI ER organi zati onNarme (2 5 4 10)
142 11: UTF8String 'Certs 'r Us’
: }
: }
155 23: SET {
157 21: SEQUENCE {
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159 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
164 14: UTF8String ' OCSP Responder’
: }
}
: }
180 118: SEQUENCE ({
182 16: SEQUENCE {
184 7: OBJECT | DENTI FI ER ecPublicKey (1 2 840 10045 2 1)
193 5: OBJECT | DENTI FI ER secp384r1 (1 3 132 0 34)
: }
200 98: BIT STRI NG
: 04 5B 09 01 B8 85 23 29 6E B9 19 D5 OF FA 1A 9C
B3 74 BC 4D 40 95 86 28 2B FE CA 11 Bl D9 5A DB
B5 47 34 AF 57 OB F8 2B 72 28 CF 22 6B CF 4C 25
DD BC FE 3B 1A 3A D3 94 30 EF F7 63 E1 D6 8D 2E
15 1D 91 72 0B 77 95 B5 8D A6 B3 46 39 61 3A 8F
B9 B5 A8 DA 48 C6 74 71 17 F9 91 9E 84 24 F3 7E
Cc8
: }
300 135: [3] {
303 132: SEQUENCE {
306 29: SEQUENCE {
308 3: OBJECT | DENTI FI ER subj ect Keyl dentifier (2 5 29 14)
313 22: OCTET STRING encapsul ates {
315 20: OCTET STRI NG
: OA E3 AO FE 9D D4 25 76 98 B5 EB 72 EB CA 0C E7
BF 3D F5 F1
}
: }
337 31: SEQUENCE ({
339 3: OBJECT | DENTI FI ER aut horityKeyldentifier (2 5 29 35)
344 24 OCTET STRING encapsul ates {
346 22: SEQUENCE {
348 20: [ 0]
: 8E C2 14 09 60 76 EA 90 38 E9 39 AE 1B 6D 52 4
17 7D 9F BE
}
}
: }
370 12: SEQUENCE {
372 3: OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
377 1: BOOLEAN TRUE
380 2: OCTET STRING encapsul ates {
382 0 SEQUENCE {}
}
: }
384 14 SEQUENCE {
386 3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)
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391 1: BOOLEAN TRUE
394 4: OCTET STRING encapsul ates {
396 2: BIT STRING 7 unused bits
: "1'B (bit 0)
}
: }
400 19: SEQUENCE {
402 3: OBJECT | DENTI FI ER ext KeyUsage (2 5 29 37)
407 12: OCTET STRING encapsul ates {
409 10: SEQUENCE {
411 8: OBJECT | DENTI FI ER ocspSigning (1 36 1557 39)
: }
: }
: }
421 15: SEQUENCE {
423 9: OBJECT | DENTI FI ER ocspNoCheck (1 3 6 1 557 48 1 5)
434 2: OCTET STRING encapsul ates {
436 0: NULL
: }
}
}
}
: }
438 10: SEQUENCE ({
440 8: OBJECT | DENTI FI ER ecdsaWthSHA512 (1 2 840 10045 4 3 4)
: }
450 138: BIT STRING encapsul ates {
454 134: SEQUENCE {

457 65: | NTEGER
: 14 2A 8C D6 OA 6C 65 C7 74 65 DF 11 5B C1 FF F8
BE OE 21 B4 DA 1A DA 53 D9 06 34 A5 DE 89 07 OF
75 94 5A 8D OB 18 FE 17 59 3D 5C 9A CA 49 00 15
54 06 BF 6F 72 5A 64 EB 11 AC 7E AF 8A 19 4E DC
: Co6
524 65: | NTEGER
: 49 0B OB 49 A6 2E E6 D3 44 31 F6 BF EE 80 D5 AC
9C 21 52 88 A5 1D C6 EB E3 EE 68 3D 94 9B 73 D2
17 Bl 44 96 4A 14 EO D6 24 6E 5D 52 1F FF 05 CD
BO F2 FC BO 81 86 28 76 E5 EE E1 02 DC A0 FD 7B
08

}
}
}

B.4. OCSP Request

This is a base64-encoded OCSP request for the end-entity certificate
above.
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MGEWXz Bd MFSWWMITANBgI ghk gBZQVEAgEFAAQIOpl GdlaAc6¢Hv95QGEGNFSMLhNNS|
Xr gh0QQ 8Dt vCOoEl EdKbKMB8j 3J9/ cHhwThx/ X8l ucWif bt i C56t | w VEVDAgQB
qvAN

0 97: SEQUENCE {

2 95.  SEQUENCE {
4 93 SEQUENCE {
6 91: SEQUENCE {
8 89: SEQUENCE {
10 13: SEQUENCE {
12 O OBJECT | DENTI FI ER sha-256 (2 16 840 1 101 3 4 2 1)
23 0 NULL
1 }
25 32: OCTET STRI NG

3A 99 46 77 56 80 73 A7 07 BF DE 50 18 63 45 E4
: CD 61 34 DB 08 5E BA A1 D1 04 25 FO 3B 6F 08 EA
59 32: OCTET STRI NG
: 47 4A 6C A3 01 F2 3D C F7 F7 07 87 04 E1 C7 F5
: FC 96 E7 16 75 F6 ED 88 2E 7A B6 5C 3F 58 45 43
93 4: I NTEGCER 27979789

B.5. COCSP Response

This is a base64-encoded OCSP response for the end-entity certificate
above.
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M | DnwoBAKCCA5gwggOUBgkr Bg EFBQCWAQEEggOFM | DgTCBs KI WBBQK46D+ndQ

dpi 163Lrygznvz318RgPM Ay NDAOMDI xM MBNDdaM GEM GBMFkwDQYJYI ZI AWJD
BAI BBQAEI DgZRndWjHONB7/ eUBhj ReTNYTThbCF660dEEJf A7bwj qBCBHSyj Af | 9
yf f 3B4cE4cf 1/ JbnFnX27Yguer ZcP1hFQM EAar wDYAAGA8Y VDI 0 VDQMVE Ey Mz c O
N1ggERgPM Ay NDAOMTAXxM M3NDdaMAo GCCqGSMA9BAMDA2 k AMGYCMDRnVi | b4D
MY EXi v2Xt 0eQ 6ft pj Lm BqgRI i +3ht f F/ Oyj dHnFuh38c QKYqqr WCMQDKi Pct

Vu7SQs587d2ZBEHQH20j 5AFi GGsbl 1b3+C9ZK6NI zgD6DnW DwpSfi | Ear OgggJd T
M | CTz CCAkswggGuoAMCAQ CAQEWCGYI KoZl zj 0 EAWQWODEL MAk GA1 UEBhMCWFg X
FDASBgNVBAOMOON cnRzl Cdyl FVz MRMAMEQYDVQQRDDApJc3N1laWsnl ENBVB4AXDTI O
MDQMV] Ey Mz cONLoXDTI 1VMDQMY] Ey Mz c ON1owPDEL MAk GA1 UEBhMCWFg x FDASBg NV
BAOMCON cnRzl Cdyl FVz MRewFQYDVQQDDASPQLNQ FJI ¢3BvbnRI ¢j B2MBAGBY G
SMA9AgEGBSUBBAAI A2| ABFsJAbI FlI yl uuRnVD/ oanLNOVELAl YYoK/ 7KEbHZW ul
Rz SvWww4K3Il ozyJr zOw 3bz+Ox0605Qw7/ dj 4daNLhUdkXI Ld5WLj aazRj | hCo+5
t aj aSMZOcRf 5kZ6EJPN+y KOBhz CBhDAdBgNVHQ4AEFgQUCUQy/ p3UJ XaYt et y68oM
57899f EwHwWYDVRO] BBgwFoAUj s| UCVB26pA46 TmuG21SxBd9n74wDAYDVROTAQH

BAI WADAOBg NVHQ@B BAf 8 EBAMCB4 AWEWYDVROI BAWWCg Y1 KwYBBQUHAWK wDWYJ KwYB
BQUHMAEFBAI FADAKBggqhkj OPQRDBACBI gAWY YYCQRQj NYKbGXHAGXf EWB/ /i +
Di Q2hr aU9kG\NKXei cPdZRaj @Y/ hdZPVyaykk AFVQGy29yWhTr Eax+r 40ZTt zG
AKFICOW Jpi 7nDOQX9r / ugNWenCFSi KUdxuvj 7ng9l Jt zOhexRIZKFODW GodUh/ /

Bc2wBvywgYYoduXu4QLcoP17CA==

0 927: SEQUENCE {
4 1:  ENUMVERATED 0

7 920: [0] {
11 916: SEQUENCE {
15 9: OBJECT | DENTI FI ER ocspBasic (1 3 6 1557 48 1 1)
26 901: OCTET STRING encapsul ates {
30 897: SEQUENCE {
34 176: SEQUENCE {
37 22: [2] {
39 20: COCTET STRI NG
: OA E3 AO FE 9D D4 25 76 98 B5 EB 72 EB CA 0C E7
BF 3D F5 F1
: }
61 15: Ceneral i zedTi ne 02/ 04/2024 12:37: 47 GMI
78 132: SEQUENCE ({
81 1209: SEQUENCE {
84 89: SEQUENCE {
86 13: SEQUENCE {
88 9: OBJECT | DENTI FI ER
: sha-256 (2 16 840 1 101 3 4 2 1)
99 0: NULL
: }
101 32: OCTET STRI NG

3A 99 46 77 56 80 73 A7 07 BF DE 50 18 63 45 E4
: CD 61 34 DB 08 5E BA A1 D1 04 25 FO 3B 6F 08 EA

135 32: OCTET STRI NG
: 47 4A 6C A3 01 F2 3D C F7 F7 07 87 04 E1 C7 F5
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: FC 96 E7 16 75 F6 ED 88 2E 7A B6 5C 3F 58 45 43
169 4: I NTEGCER 27979789

- }
175 0: [ 0]
177 15: Ceneral i zedTi ne 03/04/2024 12:37: 47 GMI
194 17: [0] {
196 15: Ceneral i zedTi e 10/ 04/ 2024 12:37: 47 GVI

' }

}
}

: }
213 10: SEQUENCE {
215 8: OBJECT | DENTI FI ER

: ecdsaWthSHA384 (1 2 840 10045 4 3 3)

2 }
225 105: BIT STRING encapsul ates {
228 102: SEQUENCE {

230 49: | NTEGER
: 00 D1 99 59 A2 21 BE 03 9B DC 84 5E 2B F6 5E DA
1E 42 2E 9F B6 98 CB 9A 50 6A A9 12 22 FB 78 6D
7C 5F CE CA 37 47 9C 5B A1 DF C7 10 29 8A AA AD
: 66
281 49: | NTEGER
: 00 CA 838 F7 2D 56 EE D2 42 CE 7C ED DD 99 04 41
DO 1F 6D 23 E4 01 62 18 6B 1B 23 56 F7 F8 2F 59
2B A3 48 CE 00 FA OE 75 A5 OF OA 52 7E 29 44 6A

B3
}
: }
332 595: [0] {
336 591: SEQUENCE {
340 587: SEQUENCE {
344 430: SEQUENCE {
348 3: [0] {
350 1 | NTEGER 2
1 }
353 1 | NTEGER 1
356 10: SEQUENCE {
358  8: OBJECT | DENTI FI ER
: ecdsaW t hSHA512 (1 2 840 10045 4 3 4)
: }
368 56: SEQUENCE {
370 11 SET {
372 0 SEQUENCE {
374  3: OBJECT | DENTI FI ER countryName (2 5 4 6)

379 2: Printabl eString ' XX

}
}
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383 20: SET {
385 18: SEQUENCE {
387 3 OBJECT | DENTI FI ER

: organi zati onNane (2 5 4 10)
392 11: UTF8String 'Certs 'r Us’

: }

: }
405 109: SET {
407 17: SEQUENCE {
409 3 OBJECT | DENTI FI ER commonNane (2 5 4 3)
414 10: UTF8String ' |ssuing CA

: }

}

: }
426 30: SEQUENCE {
428 13: UTCTi me 02/ 04/ 2024 12:37: 47 GMTI
443 13: UTCTi me 02/ 04/ 2025 12:37: 47 GMTI

: }
458 60: SEQUENCE {
460 11: SET {
462 9: SEQUENCE {
464  3: OBJECT | DENTI FI ER countryNane (2 5 4 6)
469 2: PrintableString ' XX

: }

: }
473 20: SET {
475 18: SEQUENCE {
477 3 OBJECT | DENTI FI ER

: organi zati onNane (2 5 4 10)
482 11: UTF8String 'Certs 'r Us’

: }

: }
495 23: SET {
497 21: SEQUENCE {
499 3: OBJECT | DENTI FI ER conmonNane (2 5 4 3)
504 14 UTF8String ' OCSP Responder’

: }

}

: }
520 118: SEQUENCE {
522 16: SEQUENCE {
524 7. OBJECT | DENTI FI ER

: ecPublicKey (1 2 840 10045 2 1)
533 5: OBJECT | DENTI FI ER

secp384r1 (1 3 132 0 34)

: }
540 98: BI T STRI NG
: 04 5B 09 01 B8 85 23 29 6E B9 19 D5 OF FA 1A 9C
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B3 74 BC 4D 40 95 86 28 2B FE CA 11 B1 D9 5A DB
BS 47 34 AF 57 0B F8 2B 72 28 CF 22 6B CF 4C 25
DD BC FE 3B 1A 3A D3 94 30 EF F7 63 E1 D6 8D 2E
15 1D 91 72 OB 77 95 B5 8D A6 B3 46 39 61 3A 8F
BO B5 A8 DA 48 C6 74 71 17 F9 91 9E 84 24 F3 7E

Cc8
: }
640 135: [3] {
643 132: SEQUENCE {
646 29: SEQUENCE {
648  3: OBJECT | DENTI FI ER
: subj ect Keyl dentifier (2 5 29 14)
653 22: OCTET STRING encapsul ates {
655 20: OCTET STRI NG
: OA E3 A0 FE 9D D4 25 76 98 B5 EB 72 EB CA 0C E7
BF 3D F5 F1
}
: }
677 31: SEQUENCE {
679  3: OBJECT | DENTI FI ER
: aut horityKeyldentifier (2 5 29 35)
684 24: OCTET STRING encapsul ates {
686 22: SEQUENCE {
688 20: [0]
: 8E C2 14 09 60 76 EA 90 38 E9 39 AE 1B 6D 52 ¢4
17 7D 9F BE
}
}
: }
710 12: SEQUENCE {
712 3: OBJECT | DENTI FI ER
: basi cConstraints (2 5 29 19)
717 1: BOOLEAN TRUE
720 2: OCTET STRING encapsul ates {
722 0 SEQUENCE {}
: }
: }
724 14: SEQUENCE {
726  3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)
731 1 BOOLEAN TRUE
734 4: OCTET STRING encapsul ates {
736 2: BIT STRING 7 unused bits
: "1'B (bit 0)
}
: }
740 19: SEQUENCE {

742 3 OBJECT | DENTI FI ER
: ext KeyUsage (2 5 29 37)
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747 12: OCTET STRING encapsul ates {
749 10: SEQUENCE {
751  8: OBJECT | DENTI FI ER

: ocspSigning (1 36 1557 309)

}
}

: }
761 15: SEQUENCE {
763 9: OBJECT | DENTI FI ER

: ocspNoCheck (1 3 6 1 55 7 48 1 5)
774 2: OCTET STRING encapsul ates {
776 0: NUL L

: }

}
}
}

: }
778 10: SEQUENCE {
780 8: OBJECT | DENTI FI ER

: ecdsaWthSHA512 (1 2 840 10045 4 3 4)

: }
790 138: BIT STRING encapsul ates {
794 134: SEQUENCE {

797 65: | NTEGER
: 14 2A 8C D6 OA 6C 65 C7 74 65 DF 11 5B C1 FF F8
BE OE 21 B4 DA 1A DA 53 D9 06 34 A5 DE 89 07 OF
75 94 5A 8D 0B 18 FE 17 59 3D 5C 9A CA 49 00 15
54 06 BF 6F 72 5A 64 EB 11 AC 7E AF 8A 19 4E DC

864 65: | NTEGER
: 49 0B 0B 49 A6 2E E6 D3 44 31 F6 BF EE 80 D5 AC
9C 21 52 88 A5 1D C6 EB E3 EE 68 3D 94 9B 73 D2
17 Bl 44 96 4A 14 EO D6 24 6E 5D 52 1F FF 05 CD
BO F2 FC BO 81 86 28 76 E5 EE E1 02 DC A0 FD 7B
08
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