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Abst r act

Thi s docunent specifies an attribute for a statenent of possession of
a private key by a certificate subject. As part of X 509 certificate
enrollnent, a Certification Authority (CA) typically demands proof
that the subject possesses the private key that corresponds to the
to-be-certified public key. In sone cases, a CA mght accept a
signed statenment fromthe certificate subject. For exanple, when a
certificate subject needs separate certificates for signature and key
establishment, a statenent that can be validated with the previously
i ssued signature certificate for the same subject m ght be adequate
for subsequent issuance of the key establishment certificate.
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1. I nt roducti on

Thi s docunent specifies an attribute for a statenent of possession of
a private key by a certificate subject. X 509 certificate [ RFC5280]
enrol I ment often depends on PKCS#10 [ RFC2986] or the Certificate
Request Message Format (CRMF) [RFC4211]. As part of enrollnment, a
Certification Authority (CA) typically denmands proof that the subject
possesses the private key that corresponds to the to-be-certified
public key. Alternatively, a CA nay accept a signed statenent from
the certificate subject claimng know edge of that private key. Wen
a certificate subject needs separate certificates for signature and
key establishnment, a signed statenent that can be validated with the
previously issued signature certificate for the same subject m ght be
adequat e for subsequent issuance of the key establishnent
certificate.
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For exanple, a subject nay need a signature certificate that contains
a M.-DSA (Mddul e-Lattice-Based Digital Signature Al gorithm public
key and a key establishnent certificate that contains a M-KEM

(Mbdul e-Latti ce-Based Key- Encapsul ati on Mechani sm) public key. For
anot her exanple, a subject may need a signature certificate that
contains a ECDSA (Elliptic Curve Digital Signature Al gorithm public
key and a key establishnent certificate that contains a ECDH
(Elliptic Curve Diffie-Hellman) public key.

A statenent of possession may be used in lieu of the usual proof of
possessi on nechani sms. The statenent is sinply a signed assertion
that the requestor of a key establishnent certificate has possession
of the key establishnment private key, and that statement is signed
using a signature private key that was previously shown to be in the
possession of the sane certificate subject. |If allowed by the
Certificate Policy [RFC3647], the CAis permtted to accept this
statenent in lieu of proof that the requestor has possession of the
private key, such as [RFC6955].

Note that [ RFC6955] offers some algorithnms that provide proof of
possession for Diffie-Hell man private keys; however, these algorithns
are not suitable for use with PKCS#10 [ RFC2986]. In addition, the
algorithms in [ RFC6955] do not support key encapsul ati on nmechani sm

al gorithnms, such as M.-KEM The attribute specified in this
docunent, on the other hand, is suitable for use with both PKCS#10
and the CRMF [ RFC4211].

1.1. ASN1

The attribute defined in this docunent is generated using ASN. 1
[ X680], using the Distinguished Encodi ng Rul es (DER) [ X690] .

1.2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Overview
When using the attribute defined in this docunent to nake a statenent
about the possession of the key establishment private key, the
process to obtain two certificates with PKCS#10 is:

1. The subject generates the signature key pair.
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2. The subject conposes a PKCS#10 Certificate Signing Request (CSR)
in the usual manner. It includes a signature that is produced
with the private key fromstep 1.

3. The subject sends the CSRto the CA and it gets back a signature
certificate. The signature certificate includes a key usage of
di gital Signature, nonRepudiation, or both (see Section 4.2.1.3 of
[ RFC5280] ).

4. The subject generates the key establishnent key pair.

5.  The subject conposes a PKCS#10 CSR contai ni ng the key
establi shnent public key. The CSR attributes include the
attribute specified in Section 3 of this docunent. The subject
nane matches the one fromstep 3. The CSR includes a signature
that is produced with the private key fromstep 1.

6. The subject sends the CSRto the CA and it gets back a key
establishnent certificate. The key establishment certificate
i ncludes a key usage of keyEnci pherment or keyAgreement (see
Section 4.2.1.3 of [RFC5280]).

In general, the issuer of the key establishnment certificate will be
the sane as the issuer of the signature certificate. |If the issuers
of the two certificates will be different, then the certificate
policy of the issuer of the key establishnent certificate MJST
explain the procedure that is used to verify the subject and subject
al ternative nanes.

3. Attribute for Statement of Possession of a Private Key

The attribute for statement of possession of a private key is
included in a certificate request to make the foll ow ng statenent:

The subject of the signature certificate that is used to validate
the signature on this certificate request states, w thout

provi ding proof, that it has possession of the private key that
corresponds to the public key in the certificate request.

The CA MJST performcertification path validation for the signature
certificate as specified in Section 6 of [RFC5280]. |If the
certification path is not valid, then the CA MIST reject the request
for the key establishnent certificate.

The CA MJST validate the signature on the certificate request using

the public key fromthe signature certificate. |If the signature is
not valid, then the CA MIUST reject the certificate request.
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The subject in the signature certificate SHOUD be the same as the

subject name in the certificate request. |If they are different, the
certificate policy MIST descri be how the CA can determ ne that the
two subject names identify the sane entity. |If the CAis unable to

determne that the two subject names identify the sanme entity, then
the CA MIUST reject the certificate request.

If subject alternative names are present in the certificate request,
they SHOULD mat ch subj ect alternative nanes in the signature
certificate. |If they are different, the certificate policy MJST
descri be how the CA can determine that the two subject alternative
names identify the same entity. |If the CAis unable to determ ne
that each of subject alternative names identifies the same entity as
is named in the signature certificate, then the CA MIST reject the
certificate request.

When the CA rejects a certificate request for any of the reasons
|isted above, the CA should provide infornmation to the requester
about the reason for the rejection to aid with diagnostic efforts.
Li kewi se, the CA should log the rejection events.

The attribute for statenment of possession of a private key has the
foll owi ng structure:

i d- at - st at ement Of Possessi on OBJECT | DENTIFIER :: =
{ 13614122112 2 1}

pri vat eKeyPossessi onSt at enent ATTRI BUTE :: = {
TYPE Privat eKeyPossessi onSt at enent
| DENTI FI ED BY i d- at - st at ement Of Possessi on }

Pri vat eKeyPossessi onSt at emrent :: = SEQUENCE {
si gner |ssuerAndSeri al Nunber,
cert Certificate OPTI ONAL }

The conponents of the PrivateKeyStatenent SEQUENCE have the foll ow ng
semanti cs:

signer: the issuer nane and certificate serial nunber of the
signature certificate.

cert: the signature certificate. |If the issuer of the key
establishment certificate will be the same as the issuer of the
signature certificate, then this conponent MAY be onitted.
VWhen the signature certificate is omtted, the signer is
assuning that the CA has a nechanismto obtain all valid
certificates that it issued.
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4. Conventions for PKCS#10

This section specifies the conventions for using the attribute for
statenent of possession of a private key with PKCS#10 [ RFC2986] when
requesting a key establishnment certificate.

The PKCS#10 Certificati onRequest always has three conmponents, as
fol |l ows:

certificati onRequestinfo: the subject name SHOULD be the sane as
the subject name in the signature certificate, the
subj ect PKI nfo MUST contain the public key for the key
establi shnent al gorithm and the attributes MJST incl ude
privat eKeyPossessi onSt at enent attribute as specified in
Section 3 of this docunent.

signatureAl gorithm the signature al gorithm MJST be one that can
be validated with the public key in the signature certificate.

signature: the signature over certificati onRequestlnfo MJST
validate with the public key in the signature certificate, and
certification path validation for the signature certificate
MUST be successful as specified in Section 6 of [RFC5280].

5. Conventions for CRVF

This section specifies the conventions for using the attribute for
statenent of possession of a private key with the CRW [ RFC4211] when
requesting a key establishment certificate.

The following ASN. 1 types are defined for use with CRM. They have
exactly the sane semantics and syntax as the attribute discussed
above, but they offer a simlar namng convention to the Registration
Controls in [ RFC4211].

regCtrl-privat eKeyPossessi onSt at enent ATTRI BUTE : : =
pri vat eKeyPossessi onSt at enent

id-regCrl-statement O Possessi on OBJECT | DENTI FIER :: =
i d- at - st at enent Of Possessi on

The CRMF CertificationRequest always has three conponents, as
fol | ows:

certReq: the certTenplate MUST include the subject and the
publ i cKey conponents. The sane subject nane SHOULD match the
subj ect nane in the signature certificate, and publicKey MJST
contain the public key for the key establishnment al gorithm
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popo: the Proof Of Possessi on MJST use the signature CHO CE, the
poposkl nput MUST be present, POPCSI gni ngKeyl nput. aut hl nfo MJST
use the sender CHO CE, the sender SHOULD be set to the subject
nane that appears in the signature certificate, the publicKey
MUST contain a copy of the public key fromthe certTenpl ate,
the algorithm dentifier MJST identify a signature algorithm
that can be validated with the public key in the signature
certificate, signature over the poposklnput MJST validate with
the public key in the signature certificate, and certification
path validation for the signature certificate MJST be
successful as specified in Section 6 of [RFC5280].

reglnfo: the attributes MJUST incl ude
privat eKeyPossessi onSt at enent attribute as specified in
Section 3 of this document.

Security Considerations

The privat eKeyPossessi onStatenment attribute MJST NOT be used to
obtain a signature certificate. Perform ng proof of possession of
the signature private key is easily acconplished by signing the
certificate request.

The subject is signing privateKeyPossessionStatenent attribute to
tell the CA that it has possession of the key establishnent private
key. This is being done instead of providing technical proof of
possession. |If the subject has |ost control of the signature private
key, then the signed privat eKeyPossessi onStatenent attribute could be
generated by sonme other party. Tinely revocation of the conprom sed
signature certificate is the only protection against such | oss of
control

If the CA revokes a conprom sed signature certificate, then the CA
SHOULD al so revoke all key establishnent certificates that were

obtai ned with privat eKeyPossessi onStatenent attributes signed by that
conprom sed signature certificate.

The signature key pair and the key establishment key pair are
expected to have roughly the same security strength. To ensure that
the signature on the statenent is not the weakest part of the
certificate enrollnment, the signature key pair SHOULD be at |east as
strong as the key establishment key pair.

If a CA allows subject in the key establishment certificate to be
different than the subject name in the signature certificate, then
certificate policy MJST describe howto determ ne that the two

subj ect nanes identify the same entity. Likewise, if a CA allows
subject alternative nanes in the key establishment certificate that
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8.

8.

are not present in the signature certificate, then certificate policy
MJUST describe how to determi ne that the subject alternative nanes
identify the sane entity as is naned in the signature certificate.

| ANA Consi der ati ons

For the ASN.1 Modul e in the Appendix A of this document, IANA is
requested to assign an object identifier (O D) for the nodul e
identifier (TBDO) with a Description of "id-nod-private-key-

possessi on-stnt-2025". The A D for the nodul e should be allocated in
the "SM Security for PKIX Module Identifier" registry
(1.3.6.1.5.5.7.0).
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Appendi x A, ASN. 1 Modul e

This ASN. 1 Moddul e uses the conventions established by [ RFC5912] and
[ RFC6268] .

<CODE BEG NS>
Pri vat eKeyPossessi onSt at enent - 2025
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- privat e- key- possessi on- st nt - 2025( TBD0O) }

DEFI NI TIONS | MPLI CI T TAGS ::= BEG N
EXPORTS ALL;
| MPORTS

ATTRI BUTE

FROM PKI X- CommonTypes- 2009 -- in [ RFC5912]

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki xConmon- 02(57) }
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Certificate
FROM PKI X1Explicit-2009 -- in [RFC5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-explicit-02(51) }

| ssuer AndSer i al Nunber
FROM Cr ypt ogr aphi cMessageSynt ax- 2010 -- [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) smine(16) nodul es(0)
i d- nod- cns-2009(58) } ;

-- Private Key Possession Statement Attribute

i d- at - st at enent Of Possessi on OBJECT | DENTI FIER :: =
{ 1361412211221}

pri vat eKeyPossessi onSt at enent ATTRI BUTE :: = {
TYPE Pri vat eKeyPossessi onSt at enent
| DENTI FI ED BY i d- at - st at emrent Of Possessi on }

Pri vat eKeyPossessi onSt at ement :: = SEQUENCE {

si gner |ssuerAndSeri al Nunber,
cert Certificate OPTI ONAL }

-- Registration Control Support

RegCont rol Set ATTRI BUTE :: =
{ regCrl-privat eKeyPossessi onStatement, ... }

regCtrl-privat eKeyPossessi onSt at enent ATTRI BUTE : : =
pri vat eKeyPossessi onSt at enent

id-regCrl-statement O Possessi on OBJECT | DENTI FIER :: =
i d- at - st at enent OF Possessi on

END
<CODE ENDS>

Appendi x B. Exanple use of the privat eKeyPossessi onStatenent Attribute

In this exanple, the self-signed certificate for the CA is:
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----- BEG N CERTI FI CATE- - - - -

M | B7 DCCAXKgAW BAg! UL149AUXxHUNnELBZMELEQmM+i sgKCQWCgY! KoZl zj OEAWMNY
Nz EL MAk GA1 UEBh MCVVNMk Ez ARBgNVBAO T Ck V4 YW wh GUg QO Ex Ez ARBg NVBAMT CrriNh
LmvV4YWLwb GUnHhc NV UMMTAZ M Ay Nz ASWhe NVE UWMMTAZ M Ay Nz ASW A3MQs wCQYD
VQQGEWI VUz ETMBEGAL UEChMKRXhhb XBs ZSBDQTETMBEGAL UEAX MKY2EuZXhhbXBs
ZTB2NMBAGBY g GSMA9AgEGBSUBBAAI A21 ABDxZdB/ 3 cxdk1p6Jf 1j 5en6X | i YOOS
fjzbtj e/ woMb8PN8Sb3VFI nlr PdvD17UXeaz SGHr / Dg3enbsHHOOpPnt cFOgb8n
r BR8LUGhXRzj | xkaEIJN+pabNf 7gk49JDeaM MDOWDWYDVROTAQH BAUWAWEB/ z AL
BgNVH@B EBAMCAg QWMHQYDVROOBBYEFD6 Yv LLv 3DQbvnGS0qP6bbzy Zk CgMA0GCCg G
SMA9BANVDA2g AMGUCME b611 i goJ3QDnl sRdokt REHeODpn6DKw3qOy LL6AOCFKIZ
g8miLlxl wpt | ran52gl xAKLVr § zRsFi HRpt O+gFXst TXnQkKBb2/ 3WQz2Sqcl S/
BWEp+si J190XA z6APDB7wW==

----- END CERTI FI CATE- - - - -

Alice generates her ECDSA signhature key pair. Then, Alice conposes a
PKCS#10 Certificate Signing Request (CSR) in the usual manner as
specified in [RFC2986]. The CSR includes a signature that is
produced with her ECDSA private key. The CSR is:

----- BEG N CERTI FI CATE REQUEST- - - - -

M | Bh TCCAQs CAQAWPDEL MAk GA1UEBhMCVVIMKk Cz AJBgNVBAg TAI ZBMRAWDG YDVQCH
Ewdl ZXJuZ&uMAWDAYDVQRDEWBbLA j ZTB2MBACGBY GSMA9AgEGBSUBBAAI A2 A
Bl Ac+6]1 XN1M M 82QeWAb55H0zr +1 VgWeFO0bf 4j zx Cb5MCj VaMdeFEvcj XW5p4
kzqi JTHCOV2JAoqYMX/ DMFI cwZ7xP9uQd9ep6KZ+RXut 211L8+WL.Q 1QJ SDNXANR
saBQVE4GCSqGS| b3DQEJ D] FBVDBWDAYDVROTACQH BAI wADAL Bg NVHQB EBAMCB4 Aw
| g YDVRORBBs WGYEXYWpY2VAZWLhaWwiZXhhbXBs ZS5) b20wCgY! KoZl zj OEAMVD
aAAWZQ wPa2r OCe60edAF43C/ t 571 VBl i yy+69FE04hMAFgW3Ga+nR+8zDuUsVLw
XXGAHt c DAj EA6LbVNKZj 06j 2z5xRI j r HZEbCGgi VAMF4Axt npf SSRI 4dB0z T52bVK|

TZsuS1YW k| t

----- END CERTI FI CATE REQUEST- - - - -

The CA issues a sighature certificate to Alice:

————— BEG N CERTI FI CATE- - - - -

M | CIzCCAa6gAWM BAgl Uf 3Sj / ANs4hRAXFI hTm+N8kx HgHkwCg Yl KoZl zj OEAMMV
Nz EL MAk GA1 UEBhMCVVIMk Ez ARBg NVBAO TCk V4 YWLwh GUg QO Ex Ez ARBg NVBAMT Crrih
Lmv4YWLwb GuwHhc NV UMMTAS MTcwive AWAC NV YWMT A5 MTc wive Q4W A8 MQs wCQYD
VQQGEWJI VUz EL MAk GA1 UECBMCVK Ex EDACBgNVBAC TBOhI cnbkb24x Dj AMBgNVBAMI
BUFsaVWNI MHYWEAYHKoZI zj 0CAQYFK4EEACI DYgAEgBz 7qVe3Uwgz/ zZB5Y1vnkf T
Ov6WBZVAXRt / i PPEJVKWKNVoz RAUS9y Nex Xmrmi TOgl | McLRXYkCi pgxf 8MMunz B
nvE/ 25B316nopn5Fe63bXUvz5bVA] VAl | MBEALGx03Ywd DAMBgNVHRIVBAF 8EA] AA
MAs GA1 Ud DWQEAW Hg DAdBgNVHQ4EFgQUI x0AOf 7t Czk QEZgYz H3Nc M2LO5I wHWYD
VROj BBgwF0oAUPpi 8su/ cNBu+cZLSo/ pt vPJI mKowFwYDVROgBBAWD] AMBgpghkgB
ZQVICAT AMVIA0 GCCq GSMA 9 BAMDA2 c AMGQCMGU/ Uy pd7BaVnUj B36Ut X9nbZnPi 78y5
1RABWADOVOKQVr cYt j 490Cdi MWKBcoVceceyAl wRI6U91048NAb3ni cHer G-f 1UYr hb
Dl yt K4t Ca5HBxD/ qAgy4/ eUz ASNZwValLK78u

————— END CERTI FI CATE- - - - -
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Alice generates her ECDH key establishment key pair. Then, Alice
composes a PKCS#10 CSR. The CSR attributes include the

privat eKeyPossessi onSt at enent attri bute, which points to her ECDSA
signature certificate. The CSR includes her ECDH public key and a
signature that is produced with her ECDSA private key. The CSR is:

----- BEG N CERTI FI CATE REQUEST- - - - -

M | EMT CCA7 g CAQAWPDEL MAk GA1 UEBhMCVVIVK Cz AJ BgNVBAg TAI ZBVRAWDg YDVQCH
BEwdl ZXJuZGuMAWDAYDVQRDEWBbG j ZTBOMAAGBSUBBAENMBg Ur gQQAI gNi AAQB
RyQTH+cqls5F94uFgFe7l 1LqGIEC8Tmre5VYBCE KACBMIYSQV 1G XEEXL+1Wt g
23XvnJouCDox SpDCsSMyf 3kvp5+naM37uxa3ZYgD6DPY3ne5EZvyZPvSRITFI / Bag
ggL9MEc GCSqGS| b3DQEJIDj FaMFgwDAYDVROTAQH BAI WADAL Bg NVHQB EBAMCAWG W
| g YDVRORBBs WGYEXYW p Y2VAZWLhaWw ZXhhbXBs ZS5) b20wFwYDVROgBBAWD] AM
BgpghkgBZQVCATAWM | Ck AYKKwWYBBAGBr GACATGCAoAwg gJ 8 VE8WINz EL MAk GA1 UE
BhMCVVIVK Ez ARBgNVBAO TCk V4 YWL wb GUg Q0 Ex Ez ARBg NVBAMI CrriNh L miv4 YW wb GUC
FH900/ wDbO UeFxZYUsvj f JMR6h5M | CJzCCAa6gAWM BAgl Uf 3Sj / ANs4hRAXFI h
TmtN8kx HgHkwCg Yl KoZl zj 0 EAWMMNZ EL MAK GA1 UEBh MCVVIVk Ez ARBgNVBAO T Ck V4
YW wh GUg QO Ex Ez ARBg NVBAMT CrriNh L miv4A YW wb GUwHhc NV UWMTAS MTcwiveE 4Whe N
M YWMTIASMTcwive AW A8 MB wCQYDVQQGEWJ VUz EL MAk GA1 UECBMCVK Ex EDAOBgNV
BAcTBOhI cnbkb24xDj AMBgNVBAMIBUFsaVWNI MHYWEAYHKoZI zj 0CAQYFK4EEACI D
YgAEgBz 7qVc3Ungz/ zZB5Y1vnkf TOr6 VWBZVAXRL / i PPEJvkwKNVoz RAUS9y Nex X
mi TOgl | McLRXYKG pgxf 8MMUhzBnvE/ 25B316nopn5Fe63bXWvz5bVAj VAl | MBE
A1Gx03Ywd DAMBgNVHRNMBAF 8EA] AAMAS GAL Ud DWQEAW Hg DAdBgNVHQAEFgQUI X0A
0f 7t CzkQEZgYzH3Nc M2LO51 wHWYDVROj BBgwF0AUPpi 8su/ cNBu+cZLSo/ pt vPIm
KowFwYDVROgBBAWD] AMBgpghk gBZQVICAT AwiVA0 GCCq GSMA 9 BAMDA2 c AMGQCMGU/

Uypd7BaVvnUj B36Ut X9nbzZnPi 78y51RA8VWWbOvOKQVr cYt j 4qCdi MVKBcoVceyAl w
RI6W91048NAb3ni cHer GFf 1UYr hbDl yt K4t Ca5HBxDY qAgy 4/ eUz ASNZwValLK78u
MAO GCCq GSMA 9 BAVDA2 ¢ AMGQCL2 TNHPULWE CS2DgZCCi QeSwx2JPLM 14Vi 977bzy
r | ng5pO0H3Bel 6f AS8BNQUOWNA] EAhHDAI cbRuHhqdWsnOgDd5kVWEGEqgi x| uvEEC
f VbnNCEy EE4n0nQ99 PHURN XoHwo F

----- END CERTI FI CATE REQUEST- - - - -

The CSR decodes to:

0 1073: SEQUENCE {
4 952: SEQUENCE {

8 1: | NTEGER O
11 60: SEQUENCE {
13 11: SET {
15 9: SEQUENCE {
17 3: OBJECT | DENTI FI ER countryNanme (2 5 4 6)
22 2: PrintableString ' US

: }

}

26 11 SET {
28 9 SEQUENCE {
30 3: OBJECT | DENTI FI ER st at eOr Provi nceNane (2 5 4 8)
35 2: PrintableString ' VA
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39
41
43
48

57
59

66

73
75

84

91

191
195
197

208
210
212
214

219
222
224

226
228
233
235

Housl ey

16:
14:

14:
12:

116:
14

98:

765:
103:

90:
88:
12:
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}

}
SET {

SEQUENCE {
OBJECT | DENTI FIER localityName (2 5 4 7)
Printabl eString ' Herndon’
}

}
SET {

SEQUENCE {

OBJECT | DENTI FI ER conmonNane (2 5 4 3)
PrintableString 'Alice’

}

}

}

SEQUENCE {

SEQUENCE {
OBJECT | DENTI FIER ECDH (1 3 132 1 12)
OBJECT | DENTI FI ER secp384r1 (1 3 132 0 34)

}

BI T STRI NG
04 01 47 24 13 1F E7 2A D6 CE 45 F7 8B 85 A8 57
BB 97 52 EA 19 D1 02 F1 39 BE 7B 95 58 04 27 CA
00 2F 0OC 27 24 90 32 3D 46 8B 11 04 5C BF B5 5A
3B 60 DB 75 EF 9C 9A 2E 08 3A 31 4A 90 C2 48 CA
OF DE 4B E9 E7 E9 DA 33 7E EE C5 AD D9 62 00 FA
0C F6 37 99 EE 44 66 FC 99 3E F4 91 25 31 65 FC
16

}
[0] {
SEQUENCE {
OBJECT | DENTI FI ER
ext ensi onRequest (1 2 840 113549 1 9 14)
SET {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
basi cConstraints (2 5 29 19)
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE {}
}

}
SEQUENCE {
OBJECT | DENTI FI ER keyUsage (2 5 29 15)
OCTET STRING encapsul ates {
BIT STRING 3 unused bits
'10000’ B (bit 4)
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}
: }
239 34 SEQUENCE {
241 3: OBJECT | DENTI FI ER subj ectAltName (2 5 29 17)
246 27: OCTET STRING encapsul ates {
248 25: SEQUENCE {
250 23: [1] 'alice@mail.exanple.com
: }
}
: }
275 23: SEQUENCE {
277 3. OBJECT | DENTI FI ER
: certificatePolicies (2 5 29 32)
282 16: OCTET STRING encapsul ates {
284 14: SEQUENCE {
286 12: SEQUENCE {
288 10: OBJECT | DENTI FI ER
: testCertPolicy (2 16 840 1 101 3 2 1 48 48)
}
}
}
}
}
}
: }
300 656: SEQUENCE {
304 10: OBJECT | DENTI FI ER
: statenment Of Possession (1 3 6 1 4 1 22112 2 1)
316 640: SET {
320 636: SEQUENCE {
324  79: SEQUENCE {
326 55: SEQUENCE {
328 11: SET {
330 9: SEQUENCE {
332 3: OBJECT | DENTI FI ER countryNanme (2 5 4 6)
337 2: PrintableString 'US
: }
: }
341 19: SET {
343 17: SEQUENCE {
345 3: OBJECT | DENTI FI ER
: organi zati onNane (2 5 4 10)
350 10: Printabl eString ' Exanpl e CA
: }
: }
362 19: SET {
364 17: SEQUENCE {
366 3: OBJECT | DENTI FI ER conmonNanme (2 5 4 3)
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371 10: PrintableString 'ca. exanple’
: }
}
: }
383  20: | NTEGER
: 7F 74 A3 FC 03 6C E2 14 78 5C 59 61 4E 6F 8D F2
4C 47 A8 79
: }
405 551: SEQUENCE {
409 430: SEQUENCE {
413 3: [0] {
415 1: | NTEGER 2
: }
418  20: | NTEGER
: 7F 74 A3 FC 03 6C E2 14 78 5C 59 61 4E 6F 8D F2
: 4C 47 A8 79
440 10: SEQUENCE {
442 8: OBJECT | DENTI FI ER
: ecdsaWthSHA384 (1 2 840 10045 4 3 3)
: }
452  55: SEQUENCE {
454  11: SET {
456 9: SEQUENCE {
458 3: OBJECT | DENTI FI ER
: countryNane (2 5 4 6)
463 2: PrintableString ' US
: }
: }
467 19: SET {
469 17: SEQUENCE {
471 3: OBJECT | DENTI FI ER
: organi zati onNane (2 5 4 10)
476 10: Printabl eString ' Exanpl e CA
: }
: }
488 19: SET {
490 17: SEQUENCE {
492 3: OBJECT | DENTI FI ER
: commonNanme (2 5 4 3)
497 10: Printabl eString ’'ca.exanple’
: }
}
: }
509 30: SEQUENCE {
511 13: UTCTi me 09/01/2025 17:03:48 GVI
526 13: UTCTi me 09/01/2026 17:03:48 GVI
: }
541  60: SEQUENCE {
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543 11: SET {
545 9: SEQUENCE {
547 3: OBJECT | DENTI FI ER
: countryNane (2 5 4 6)
552 2: PrintableString 'US
' }
: }
556 11: SET {
558 9: SEQUENCE {
560 3: OBJECT | DENTI FI ER
: stateOr Provi nceNane (2 5 4 8)
565 2: PrintableString ' VA
: }
: }
569 16: SET {
571 14: SEQUENCE {
573 3: OBJECT | DENTI FI ER
: |l ocalityNane (2 5 4 7)
578 7: Printabl eString ' Herndon’
: }
: }
587 14: SET {
589 12: SEQUENCE {
591 3: OBJECT | DENTI FI ER
: commonName (2 5 4 3)
596 5: PrintableString 'Alice’
: }
}
: }
603 118: SEQUENCE {
605 16: SEQUENCE {
607 7: OBJECT | DENTI FI ER
: ecPublicKey (1 2 840 10045 2 1)
616 5: OBJECT | DENTI FI ER

secp384rl1 (1 3 132 0 34)

: }
623 98: BIT STRI NG

: 04 80 1C FB A9 57 37 53 08 33 FF 36 41 E5 8D 6F
9E 47 D3 3A FE 95 58 16 55 E1 74 6D FE 23 CF 10
9B E4 C0 A3 55 A3 34 78 51 2F 72 35 CC 57 9A 78
93 3A A2 25 31 C2 D1 5D 89 02 8A 98 31 7F C3 30
52 1C C1 9E F1 3F DB 90 77 D7 A9 E8 A6 7E 45 7B
AD DB 5D 4B F3 E5 B5 40 8D 50 25 20 CD ¢4 03 51

B1
1 }

723 118: [3] {

725 116: SEQUENCE {

727 12: SEQUENCE {
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729

734
737
739

741
743

748
750

754
756

761
763

785
787

792
794
796

818
820

825
827
829
831

Housl ey

22:
20:

24:

20:

16:
14:
12:
10:
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OBJECT | DENTI FI ER

basi cConstraints (2 5 29 19)

BOOLEAN TRUE

OCTET STRING encapsul at es
SEQUENCE {}
}

}
SEQUENCE ({
OBJECT | DENTI FI ER
keyUsage (2 5 29 15)
OCTET STRING encapsul at es
BIT STRING 7 unused bits
"1'’B (bit 0)
}

}
SEQUENCE {

OBJECT | DENTI FI ER

subj ect Keyl dentifier (2 5

OCTET STRING encapsul at es

OCTET STRI NG
23 1D 00 D1 FE ED 0B 39 10 11 98
CD 8B D3 92

}

}
SEQUENCE {
OBJECT | DENTI FI ER
aut horityKeyldentifier (2
OCTET STRING encapsul at es
SEQUENCE {
[ 0]
3E 98 BC B2 EF DC 34 1B BE 71 92
F2 66 40 AA

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER

{

29 14)
{

18 CC 7D CD 70

5 29 35)
{

D2 A3 FA 6D BC

certificatePolicies (2 5 29 32)

OCTET STRING encapsul at es
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER

{

testCertPolicy (2 16 840 1 101 3 2 1 48 48)
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843  10: SEQUENCE {

845 8: OBJECT | DENTI FI ER
: ecdsaWthSHA384 (1 2 840 10045 4 3 3)
: }

855 103: BIT STRING encapsul ates {

858 100: SEQUENCE {

860 48: I NTEGER
: 6B BF 53 2A 5D EC 16 95 9D 48 C1 DF A5 2D 5F D9
B9 66 63 E2 EF CC B9 D5 10 3C 5A 16 CE BF 42 90
: 56 B7 18 B6 3E 2A 39 D8 8C 54 A0 5C Al 57 1E C8

910 48: I NTEGER
: 44 9E 94 F7 5D 38 FO DO 1B DE 78 9C 1D CA Co6 15
FD 54 62 B8 5B OE 5C AD 2B 8B 42 6B 91 C1 C4 3F
EA 02 0C B8 FD E5 33 03 93 59 Cl1 56 8B 2B BF 2E

960  10: SEQUENCE {
962 8  OBJECT | DENTIFIER ecdsaWthSHA384 (1 2 840 10045 4 3 3)

: }
972 103: BIT STRING encapsul ates {
975 100: SEQUENCE {
977 47 | NTEGER
64 CD 1C F5 0B 59 C0O 92 D8 3A 99 08 28 90 79 2C
31 D8 93 CB 30 8D 78 56 2F 7B ED BC F2 AC 89 AA
: E6 9D 07 DC 17 A5 E9 FO 12 FO 19 DO D3 45 8D
1026  49: | NTEGER
00 84 70 CO 95 Co6 D1 B8 78 6A 75 6E A6 3A 00 DD
E6 45 84 18 6A A0 8B 12 2E BC 41 1C 7D 56 E7 34
21 32 10 4E 27 D2 64 3D F4 F1 D4 46 75 E8 1F OA
85

}
}
}

The CA issues a key establishment certificate to Alice:
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----- BEG N CERTI FI CATE- - - - -

M | CITCCAaygAW BAgl Uf 3Sj / ANs4hRAXFI hTm+N8kx HgHowCg Yl KoZIl zj OEAWMMY
Nz EL MAk GA1 UEBh MCVVMk Ez ARBgNVBAO T Ck V4 YWLwb GUg QO Ex Ez ARBg NVBAMT Crrih
Lmv4AYWLwb GuwHhc NV UMMTAS MTcWNTAWNCNM- YWMT AS MTe WNT AWV A8 MQs wCQYD
VQQGEWJI VUz EL MAk GA1 UECBMCVK Ex EDACBgNVBAC TBOhI cnbkb24x Dj AVBgNVBAMI
BUFsaVWNl MHQAMDg YFKA4EEAQMGBSUBBAAI A21 ABAFHIBM 5yr We k X3i 4WoV7uXUuoZ
0QLXx571 VgEIJ8oALWWNJJAy PUaLEQRcv7Va2Dbde+cmi 41 G FKkMII yp/ eS+nn
6dozf u7Frdl i APoMBj eZ7kRm Jk+9JEl MAX8FqN2 VHQAMDAYDVROTACQH BAI wADAL
BgNVHB EBAMCAWGWHQYDVROOBBYEFANLf JvnEUcvLXaPUDZMzZI Q zZ3WVB8GAL Ud
| wWQYMBaAFD6 YvLLV3DQovnGS0qP6bbzyZk CgvBec GALUd I AQQVA4AWDAYKYI ZI AWUD
AgEWVDAKBggghkj OPQQRDAWNNADBKA] ARBLUVEYZzB8A5DZA | 1S/ gf xZ+QSJI / pKe
CcTL6Sdr 11 S18U/ zY8VUJ eB2HOnBanLwCVBRQ6s E\WNoeeR8Bonpoot / zYD2] uQLV
2j evmYsnBi hKFOdebgf hGvh8W gBR69DZg==

----- END CERTI FI CATE- - - - -
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