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Abst ract

Thi s docunent defines PKCS #8 content types for use with
Pri vat eKeyl nfo and EncryptedPrivateKeylnfo as specified in RFC 5958.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://github. cont
| anps-wg/ pkcs8-Pri KeylnfoCt. Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-ietf-Ianps-
pkcs8- pri keyi nf o- cont ent t ypes/ .

Di scussion of this docunent takes place on the Limted Additional
Mechani sns for PKIX and SMME mailing list (mailto:spasm@etf.org),
which is archived at https://nmailarchive.ietf.org/arch/browse/spasni.
Subscribe at https://ww.ietf.org/mailman/listinfo/spasni.

Source for this draft and an issue tracker can be found at
https://github. com | anps-wg/ pkcs8- Pri Keyl nf oCt.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 23 Novenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction
The syntax for private-key information was originally described in
[ RFC5208] and | ater obsol eted by [ RFC5958]. This docunment defines
PKCS #8 content types for use with PrivateKeylnfo and
Encrypt edPri vat eKeyl nf o.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Private-Key Information Content Types

This section defines a content type for private-key information and
encrypted private-key infornation.

QO WWWNDNDN
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6.

The PrivateKeylnfo content type is identified by the foll owi ng object
identifier:

id-ct-privateKeylnfo OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smme(16) ct(1) TBDL }

The EncryptedPrivateKeylnfo content type is identified by the
foll owi ng object identifier:

i d-ct-encrPrivateKeylnfo OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smime(16) ct(1) TBD2 }

Security Considerations
The security considerations in [RFC5958] apply here.
I ANA Consi derations

For the private key info content types defined in section Section 3,
I ANA is requested to assign an object identifier (OD) for each of
the content types. The O Ds for the content types should be

all oacted in the "SM Security for SSMM CV5S Content Type" registry
(1.2.840.113549.1.9.16.1), and the description should be set to id-
ct-privateKeylnfo (TDBl) and id-ct-encrPrivateKeylnfo (TBD2).

For the ASN.1 Module in Section 6, IANA is requested to assign an
object identifier (OD) for the nodule identifier. The QD for the
modul e should be allocated in the "SM Security for S/M ME Mdul e
Identifier" registry (1.2.840.113549.1.9.16.0), and the Description
for the new O D should be set to "id-nod-pkcs8Cont ent Type".

ASN. 1 Modul e
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<CODE BEG NS>
Pri vat eKeyl nf oCont ent Types
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sm nme(16) nodul es(0) id-nod-pkcs8Cont ent Type(TBDO) }

DEFI NI TIONS I MPLICI T TAGS :: =
BEGA N

-- EXPORTS ALL
I MPORTS

CONTENT- TYPE
FROM Crypt ogr aphi cMessageSynt ax-2009 -- in [ RFC5911]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sm nme(16) nodul es(0) id-nod-cns-2004-02(41) }

Privat eKeyl nfo, EncryptedPrivateKeyl nfo
FROM Asynmet ri cKeyPackageModul eVl -- in [ RFC5958]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smime(16) nodul es(0)
i d- nod- asymmet ri cKkeyPkgVv1(50) } ;

Privat eKeyl nf oCont ent Types CONTENT- TYPE :: = {
ct-privateKeylnfo | ct-encrPrivateKeyl nfo,
-- Expect additional content types -- }

ct-privateKeylnfo CONTENT-TYPE ::= { PrivateKeylnfo
| DENTI FI ED BY id-ct-privateKeylnfo }

id-ct-privateKeylnfo OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smnme(16) ct(1) TBD1 }

ct-encrPrivat eKeyl nfo CONTENT-TYPE ::= { EncryptedPrivateKeylnfo
| DENTI FI ED BY i d-ct-encrPrivat eKeyl nfo }

id-ct-encrPrivateKeylnfo OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smnme(16) ct(1) TBD2 }

END
<CODE ENDS>

7. Normmtive References
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