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Abstract

The Modul e-Latti ce- Based Key-Encapsul ati on Mechanism (M.-KEM is a
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private keys are al so specified.
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1. Introduction

The Modul e-Latti ce-Based Key-Encapsul ati on Mechani sm ( M_- KEM
standardi zed in [FIPS203] is a quantumresi stant key-encapsul ation
mechani sm (KEM standardi zed by the US National Institute of

St andards and Technol ogy (NI ST) PQC Project [NIST-PQC]. Prior to
standardi zation, the earlier versions of the nechani smwere known as
Kyber. M.-KEM and Kyber are not conpatible. This docunment specifies
the use of M.-KEMin Public Key Infrastructure X 509 (PKIX)
certificates [RFC5280] at three security |levels: M-KEM 512, M.- KEM
768, and M.- KEM 1024, using object identifiers assigned by NIST. The
private key format is al so specified.

1.1. Applicability Statenent

M.- KEM certificates are used in protocols where the public key is
used to generate and encapsul ate a shared secret used to derive a
symmetric key used to encrypt a payl oad; see
[1-D.ietf-lanps-cns-kyber]. To be used in TLS, M-KEM certificates
could only be used as end-entity identity certificates and woul d
require significant updates to the protocol; see, for exanple,
[1-D.celi-w ggers-tls-authkeni.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",



"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Algorithmldentifiers
The Algorithm dentifier type is defined in [ RFC5912] as foll ows:

Al gorithm dentifier{ALGORI THM TYPE, ALGORI THM TYPE: Al gorithnBet} ::=
SEQUENCE {
algorithm ALGORI THM TYPE. & d({Al gorithnfet}),
parameters ALGORI THW TYPE.
&Par ans({ Al gorithnBet}{@l gorithn}) OPTI ONAL

}

| NOTE: The above syntax is from|[RFC5912] and is conpatible with
| the 2021 ASN. 1 syntax [ X680]. See [RFC5280] for the 1988 ASN. 1
| syntax.

The fields in Al gorithm dentifier have the foll owi ng neani ngs:

* algorithmidentifies the cryptographic algorithmw th an object
identifier.

* paranmeters, which are optional, are the associ ated paraneters for
the algorithmidentifier in the algorithmfield.

The Al gorithm dentifier for an M.-KEM public key MJST use one of the
id-al g-m -kem object identifiers (OD) fromN ST [CSOR] |isted bel ow,
based on the security level. The paraneters field of the

Al gorithmdentifier for the M.-KEM public key MJST be absent.

ni st Algorithms OBJECT IDENTIFIER ::= { joint-iso-ccitt(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) }

kens OBJECT IDENTIFIER ::={ nistAlgorithns 4 }

id-alg-m-kem512 OBJECT IDENTIFIER ::= { kems 1 }
id-alg-m-kem 768 OBJECT IDENTIFIER ::= { kens 2 }
i d-al g-nl - kem 1024 OBJECT IDENTIFIER ::= { kens 3}

Subj ect Public Key Fields

In the X.509 certificate, the subjectPublicKeylnfo field has the
Subj ect Publ i cKeyl nfo type, which has the followi ng ASN. 1 synt ax:

Subj ect Publ i cKeyl nfo {PUBLI C-KEY: |10Set} ::= SEQUENCE ({

al gorithm Al gorithm dentifier {PUBLIC KEY, {lCOSet}},
subj ect Publ i cKey BI T STRI NG

}

The fields in SubjectPublicKeylnfo have the foll ow ng nmeaning:

* algorithmis the algorithmidentifier and paraneters for the
public key (see above).

* subj ect Publi cKey contains the byte stream of the public key.

For each M.- KEM paraneter set, see Table 1, we define a PUBLI C KEY
ASN. 1 type as foll ows.

pk-m - kem 512 PUBLI G- KEY ::= {



| DENTI FI ER i d-al g-m - kem 512

-- KEY no ASN. 1 wapping; 800 octets --

PARAMS ARE absent

CERT- KEY- USAGE { keyEnci phernent }

PRI VATE- KEY M.- KEM 512-PrivateKey -- defined in Section 6

}

pk-m - kem 768 PUBLI C-KEY :: = {
| DENTI FI ER i d-al g-m - kem 768
-- KEY no ASN.1 wapping; 1184 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY M.- KEM 768- PrivateKey -- defined in Section 6

}

pk-m - kem 1024 PUBLI C-KEY ::= {
| DENTI FI ER i d- al g- m - kem 1024
-- KEY no ASN. 1 wapping; 1568 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY M.- KEM 1024- Pri vateKey -- defined in Section 6

}
M_- KEM 512- Publ i cKey ::

OCTET STRI NG (S| ZE (800))

M.- KEM 768- Publ i cKey ::

OCTET STRING (Sl ZE (1184))
M.- KEM 1024- Publ i cKey ::= OCTET STRI NG (Sl ZE (1568))

VWhen an M.- KEM public key appears outside of a SubjectPublicKeylnfo
type in an environment that uses ASN. 1 encoding, it can be encoded as
an OCTET STRING by using the M- KEM 512- Publ i cKey, M.-KEM

768- Publ i cKey, and M.- KEM 1024- Publ i cKey types corresponding to the
correct key size.

[ RFC5958] describes the Asymmetric Key Package’ s OneAsymmetri cKey
type for encoding asymretric keypairs. Wen an M-KEM private key or
keypair is encoded as a OneAsymetricKey, it follows the description
in Section 6.

When the M- KEM private key appears outside of an Asymretric Key
Package in an environnent that uses ASN. 1 encoding, it can be encoded
usi ng one of the M.-KEM PrivateKey CHO CE formats defined in

Section 6. The seed format is RECOWENDED as it efficiently stores
both the private and public key.

Appendi x C. 2 contains exanples for M-KEM public keys encoded using
the textual encoding defined in [ RFC7468].

Key Usage Bits

The intended application for the key is indicated in the keyUsage
certificate extension; see Section 4.2.1.3 of [RFC5280]. |If the
keyUsage extension is present in certificates, then keyEnci pherenent
MJST be the only key usage set for certificates that indicate id-alg-
m -kem* in SubjectPublicKeylnfo, (with * either 512, 768, or 1024.)

Private Key Fornmat

[ FI PS203] specifies two formats for an M.-KEM private key: a 64-octet
seed and an (expanded) private key, which is referred to as the
decapsul ati on key. The expanded private key (and public key) is
conputed fromthe seed using M.- KEM KeyGen_internal (d,z) (algorithm
16) using the first 32 octets as _d_and the renaining 32 octets as
_z_. |If the expanded private key is generated w thout exporting the
seed, M.-KEM KeyGen() (al gorithm 19), which comnbi nes seed generation



with M-KEM KeyGen_internal (d,z), is used.

A keypair is generated by sanpling 64 octets uniformy at random for
the seed (private key) froma cryptographically secure pseudorandom
nunber generator (CSPRNGs). The public key can then be conputed

usi ng M.- KEM KeyGen_i nternal (d,z) as described earlier.

"Asynmmetric Key Packages" [RFC5958] describes how to encode a private
key in a structure that both identifies which algorithmthe private
key is for and allows for the public key and additional attributes
about the key to be included as well. For illustration, the ASN. 1
structure OneAsymmetricKey is replicated bel ow

OneAsymet ri cKey :: = SEQUENCE {
version Ver si on,
pri vat eKeyAl gorithm SEQUENCE {
al gorithm PUBLI C- KEY. & d({PublicKeySet}),
par anet er s PUBLI C- KEY. &Par ans({ Publ i cKeySet }
{@rivat eKeyAl gorithm al gorithnt)
OPTI ONAL}
pri vat eKey OCTET STRI NG ( CONTAI NI NG

PUBLI C- KEY. &Pri vat eKey({Publ i cKeySet }
{@rivateKeyAl gorithmal gorithn})),
attributes [0] Attributes OPTI ONAL,

[[2: publicKey [1] BIT STRI NG ( CONTAI NI NG
PUBLI C- KEY. &Par ans({ Publ i cKeySet }
{@rivat eKeyAl gorithm al gorithnt)
OPTI ONAL 17,

}

For M.-KEM private keys, the privateKey field in OneAsymretri cKey
contains one of the foll owing DER-encoded CHO CE structures. The
seed format is a fixed 64-byte OCTET STRING (66 bytes total with the
0x8040 tag and length) for all security levels, while the expandedKey
and both formats vary in size by security |evel:

M.- KEM 512- Pri vat eKey ::= CHO CE {

seed [0] OCTET STRI NG (S| ZE (64)),

expandedKey OCTET STRING (SIZE (1632)),

bot h SEQUENCE {
seed OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (Sl ZE (1632))
}

}

M_- KEM 768- Pri vat eKey ::= CHO CE {
seed [0] OCTET STRI NG (S| ZE (64)
expandedKey OCTET STRI NG (S| ZE (
bot h SEQUENCE {
seed OCTET STRI NG (SI ZE (64)),
expandedKey OCTET STRI NG (Sl ZE (2400))
}

}

M.- KEM 1024- Pri vat eKey :: = CE {
seed [0] OCTET STRING (Sl Z ( 4)),
expandedKey OCTET STRING (S| ZE (31
bot h SEQUENCE {
seed OCTET STRING (SIZE (64)),
expandedKey OCTET STRI NG (SI ZE (3168))
}

}

The CHO CE allows three representati ons of the private key:

)
2400)) ,

68)) .



* The seed format (tag [0]) contains just the 64-byte seed val ue
fromwhi ch both the expanded private key and public key can be
derived using M.- KEM KeyGen_internal (d,z) (algorithm 16) using the
first 32 octets as _d_ and the renmaining 32 octets as _z_.

* The expandedKey format contains the expanded private key that was
derived fromthe seed. |If the seed is not exported, both the
expanded private key and public key can be derived using M-

KEM KeyGen() (al gorithm 16).

* The both format contains both the seed and expanded private key,
allowing for interoperability; some may want to use and retain the
seed and others may only support expanded private keys.

The privateKeyAl gorithmfield uses the Algorithm dentifier structure
with the appropriate O D as defined in Section 3

The publicKey field contains the byte streamof the public key. |If
present, the publicKey field will hold the encoded public key as
defined in Section 4.

NOTE: Wiile the private key can be stored in nmultiple formats, the
seed-only format is RECOWENDED as it is the nost conpact
representation. Both the expanded private key and the public key can
be determnistically derived fromthe seed using M-

KEM KeyGen_internal (d,z) (algorithm 16) using the first 32 octets as
~d_and the remaining 32 octets as z . Alternatively, the public
key can be extracted fromthe expanded private key. While the
publicKey field and expandedKey format are technically redundant when
usi ng the seed-only format, they MAY be included to enable keypair
consi stency checks during inport operations.

When parsing the private key, the ASN.1 tag explicitly indicates

whi ch variant of CHOCE is present. |Inplenentations should use the
context-specific tag IMPLICIT [0] (raw val ue 0x80) for seed, OCTET
STRI NG (0x04) for expandedKey, and SEQUENCE (0x30) for both to parse
the private key, rather than any other heuristic like length of the
encl osi ng OCTET STRI NG

Appendi x C. 1 contains exanples for M-KEM private keys encoded using
the textual encoding defined in [ RFC7468].

I npl enent ati on Consi derati ons

Though section 7.1 of [FIPS203] nentions the potential to save seed
val ues for future expansion, Al gorithm 19 does not make the seed

val ues available to a caller for serialization. Simlarly, the

al gorithm that expands seed values is not listed as one of the "main
al gorithms" and features "internal" in the name even though it is
clear that it is allowed to be exposed externally for the purposes of
expanding a key froma seed. Below are possible ways to extend the
APl s defined in [FIPS203] to support serialization of seed val ues as
private keys.

To support serialization of seed values as private keys, let

Al gorithm 19b denote the sane procedure as Al gorithm 19 in [FIPS203]
except it returns (ek, dk, d, z) online 7. Additionally, Al gorithm
16 should be promoted to be a "nmain algorithni for external use in
expandi ng seed val ues.

Note al so that unlike other private key conpressi on nethods in other
al gorithms, expanding a private key froma seed is a one-way
function, nmeaning that once a full key is expanded from seed and the
seed discarded, the seed cannot be re-created even if the ful

expanded private key is available. For this reason it is RECOMVENDED



10.

that inplenmentations retain and export the seed, even when al so
exporting the expanded private key.

Private Key Consistency Testing

When receiving a private key that contains both the seed and the
expandedKey, the recipient SHOULD perform a seed consi stency check to
ensure that the sender properly generated the private key.

Reci pients that do not performthis seed consistency check avoid
keygen and conpare operations, but are unable to ensure that the seed
and expandedKey mat ch.

If the check is done and the seed and the expandedKey are not
consistent, the recipient MIST reject the private key as nal f orned.

When receiving a private key that contains an expandedKey, [FIPS203]
stipulates in section 7.3 that before use, a "hash check" MJST be
performed. That section stipulates two other checks on the type and
| ength of the expandedKey which are ensured by this standard.

The seed consi stency check consists of regenerating the expanded form
fromthe seed via M- KEM KeyGen_internal (d,z) (algorithm 16) using
the first 32 octets as _d_ and the renmaining 32 octets as _z_ and
ensuring it is bytewi se equal to the value presented in the private
key.

Appendi x C. 4 includes sone exanpl es of inconsistent seeds and
expanded private keys.

Security Considerations

The Security Considerations section of [RFC5280] applies to this
specification as well.

Protection of the private-key information, i.e., the seed, is vita
to public-key cryptography. Disclosure of the private-key material
to another entity can |l ead to masquer ades.

The generation of private keys relies on random nunbers. The use of

i nadequat e pseudo-random nunber generators (PRNGs) to generate these
values can result in little or no security. An attacker may find it
much easier to reproduce the PRNG environnent that produced the keys,
searching the resulting small set of possibilities, rather than brute
force searching the whol e key space. The generation of quality
random nunbers is difficult. M.-KEM key generation has specific
requi renents around randommess generation as described in section 3.3
of [FIPS203].

Many protocols only rely on the I ND-CCA security of a KEM Sone
(inplicitly) require further binding properties, formalized in
[CDWM3]. The private key format influences these binding properties.
Per [ KEMW24], M.-KEM is LEAK-BI ND- K- PK-secure and LEAK-BI ND- K- CT-
secure when using the expanded private key format, but not MAL-BI ND
K- CT nor MAL-BIND-K-PK. Using the 64-byte seed format provides a
step up in binding security, additionally providi ng MAL-BI ND- K- CT
security, but still not MAL-BIND K-PK

For nore detailed M-KEM specific security considerations regarding
this, randommess, m shinding properties, decapsulation failures, key
reuse, and key checks, refer to

[1-D.sfluhrer-cfrg-m-kem security-considerations].

| ANA Consi der ati ons

For the ASN.1 Mddule in Appendix A 1ANA is requested to assign an
object identifier (OD) for the nodule identifier (TBD) with a
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11.

11.

Description of "id-nmod-x509-m -kem 2025". The O D for the nodul e
should be allocated in the "SM Security for PKIX Mdule ldentifier"
registry (1.3.6.1.5.5.7.0).
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Appendi x A, ASN. 1 Modul e

Thi s appendi x includes the ASN.1 nodul e [ X680] for the M.-KEM Note
that as per [RFC5280], certificates use the Distinguished Encodi ng
Rul es; see [X690]. This nodule inports objects from[RFC5912] and

[ RFC9629] .

<CCDE BEG NS>

X509- ML- KEM 2025

{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisns(5) pkix(7) id-nod(0)
i d- nod-x509-m - kem 2025(TBD) }

DEFINITIONS IMPLICI T TAGS ::= BEA N
EXPORTS ALL;
| MPORTS
PUBLI C- KEY
FROM Al gorit hm nformati on-2009 -- [RFC 5912]

{ iso(1l) identified-organization(3) dod(6) internet(1)



security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nfornmation-02(58) }

KEM ALGORI THM
FROM KEMAI gori t hm nf ormati on-2023 -- [RFC 9629]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- kemAl gorit hm nf ormati on-2023(109) };

-- M.-KEM |l dentifiers

nistAlgorithns OBJECT IDENTIFIER ::= { joint-iso-ccitt(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stAl gorithm(4) }

kens OBJECT IDENTIFIER ::= { nistAlgorithns 4 }

id-alg-m-kem512 OBJECT IDENTIFIER ::={ kens 1 }
id-alg-m-kem 768 OBJECT IDENTIFIER ::= { kems 2 }
id-alg-m-kem 1024 OBJECT IDENTIFIER ::= { kens 3 }

-- Public Key Al gorithns

Publ i cKeys PUBLI C-KEY ::= {
-- This expands PublicKeys from [ RFC 5912]
pk-m -kem 512 |
pk-m - kem 768 |
pk-m - kem 1024,

-- M- KEM Publ i c Keys

pk-m - kem 512 PUBLI G- KEY ::= {
| DENTI FI ER i d- al g-ml - kem 512
-- KEY no ASN. 1 wapping; 800 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY M.- KEM 512- Pri vat eKey

}

M.- KEM 512- Pri vat eKey ::= CE {
seed [0] OCTET STRI NG (SI ZE (64)
expandedKey OCTET STRI NG (Sl ZE (
bot h SEQUENCE {

seed OCTET STRING (S| ZE (64)),
expandedKey OCTET STRING (Sl ZE (1632))

),
1632)),

}

pk-m -kem 768 PUBLI C-KEY ::= {
| DENTI FI ER i d-al g-m - kem 768
-- KEY no ASN. 1 wapping; 1184 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY M.- KEM 768- Pri vat eKey

}



M.- KEM 768- Pri vat eKey ::= CE {

seed [0] OCTET STRI NG (SI ZE (64)),

expandedKey OCTET STRI NG (Sl ZE (2400)),

bot h SEQUENCE ({
seed OCTET STRI NG (S| ZE (64)),
expandedKey OCTET STRI NG (SI ZE (2400))
}

}

pk-m - kem 1024 PUBLI C-KEY ::= {
| DENTI FI ER i d-al g-m - kem 1024
-- KEY no ASN. 1 wapping; 1568 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY M.- KEM 1024- Pri vat eKey

}

M_- KEM 1024- PrivateKey ::= CHO CE {
seed [0] OCTET STRING (S| ZE (64)),
expandedKey OCTET STRI NG (S| ZE (3168)),
bot h SEQUENCE {
seed OCTET STRI NG (S| ZE (64)),
expandedKey OCTET STRI NG (SIZE (3168))

}
M_- KEM 512- Publ i cKey ::= OCTET STRI NG (S| ZE (800))

M.- KEM 768- Publ i cKey ::

OCTET STRING (S| ZE (1184))
M_- KEM 1024- Publ i cKey ::= OCTET STRING (Sl ZE (1568))

END
<CODE ENDS>

Appendi x B. Parameter Set Security and Sizes

I nstead of defining the strength of a quantumalgorithmin a

tradi tional manner using the inprecise notion of bits of security,

NI ST has defined security |evels by picking a reference schene, which
NI ST expects to offer notable | evels of resistance to both quantum
and classical attack. To wit, a KEM algorithmthat achi eves NI ST PQC
security nust require conputational resources to break | ND CCA
security conparable or greater than that required for key search on
AES- 128, AES-192, and AES-256 for Levels 1, 3, and 5, respectively.
Level s 2 and 4 use collision search for SHA-256 and SHA- 384 as

ref erence.
[ et e emsfemnly sty sy st el
| Level | Paraneter Set | Encap. | Decap. | G phertext | Secret |
I I | Key | Key I I I
[ ool e oo ooy oo oo et e e e
| 1 | M-KEM512 | 800 | 1632 | 768 | 32 |
F--- - I IR I I I I +
| 3 | M.-KEM 768 | 1184 | 2400 | 1088 | 32 |
+------- I i I I I I +
| 5 | M.-KEM 1024 | 1568 | 3168 | 1568 | 32 |
F------- R I I L L Fommm e - - - L +

Table 1: Mappi ng between NI ST Security Level, M-KEM
paraneter set, and sizes in bytes

Appendi x C. Exanpl es

Thi s appendi x cont ai ns exanpl es of M.-KEM public keys, private keys,
certificates, and inconsistent seed and expanded private keys.



C.1. Exanple Private Keys

The foll owi ng exanpl es show M- KEM private keys in different formats,
all derived fromthe same seed 000102...1elf. For each security

| evel, we show the seed-only format (using a context-specific [0]
primitive tag with an inplicit encoding of OCTET STRING, the
expanded format, and both formats together.

NOTE: Al l exanpl es use the same seed val ue, showi ng how t he sanme seed
produces different expanded private keys for each security |evel.

C1l1 M-KEM512 Private Key Exanples

Each of the exanples includes the textual encoding [RFC7468] followed
by the so-called "pretty print"; the private keys are the sane.

C.1.1.1. Seed Format

MFQCAQAWCWYJ Y ZI AWJDBAQBBEKAQAABAGVEBQYHCAK KOMVMNDG 8 QERI TFBUWFXGZ
GhscHRAf | CEi | yQ Ji coKSor LCOULzAxM MONTY3ODk 60z woP; 8=
----- END PRI VATE KEY-----

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.4.1 }

}
OCTET_STRI NG {
[0 PRRMTIVE] { ‘000102030405060708090a0b0c0d0e0f 10111213141
5161718191alblcldlelf 202122232425262728292a2b2c2d2e2f 30313233343
5363738393a3b3c3d3e3f* }

}
}

C.1.1.2. Expanded For mat

————— BEG N PRI VATE KEY-----

M | GeAl BADALBgl ghkgBZQVEBAEEggZkBI | GYHBVT9QNE8nhbGzsbr BhLZnk AMz

bCbhxWh30eMSCXGrgPzxKSA91t Ohgr THToAUYY] / SB6t Sj dYnl Ul YNa4AYsNnt Opx

uvEKr Q6KKQ Ha+MTISL6XXMMIV83r t K/ yInVr vGAbZW r eEr Lr r NHAvD4ai YgI R y

Ky PANVh3bHNnBTbgYM3nl A+Dcwx YKEXVWMOacaR! 5) YHr aYgaRlI Opnl pcssMenmiyX
nf PM ceQc GgQNKQRIQqg67Yi GDj | MaRh+I QXSj MFOWSNZLW dAKpDY ot Or kQUAC
hmt ccTxqj XOW3i 4GdbxLp5adCVbCPCx Xj xLgqDKc XN21 XI SSj j qoBj 5agWik A/ kX
NbEQEM 1kwk TZNy GRFvI Bl QK FyGhJGn4p7D0OCsaY64bK05p/ SCTZpRY6r CHuaA
i WU8i j +ssLZ0S1Ji u8snpDInirl cyt kz8es8JI gXOHH gYJdgx DODP+ADQ s YKDAK
XdBEVWBLRhsnbggRKaDb TG gv OYREB6MYI ROKI 4Cl meTCKPncl 0ZcqgeOl +sj KFHD
bS7VPT7Tu3UAY3Bhpdwi kvoc RmvHNUaDVbvsLB7Sy 1y Zt 47KCWkDj Pf DTAEYck4x

yuCd GsOMCt SD10Xet 7Vs8zgKszoCOomvMBy Yl / bk/ FOWKX8HU2j | DgKHLf pz GYQ
| Di gdf DSgT/ Mshntx22zgj 8nOwBhWUGSI AQRo3/ 7r 64sFQFI zs XGv 3PFI f uSz RUX

Jgf aBwd4zSvZl EvEi 8f RpTQzi 60Lr WWkdUCznhQqxWHIE7r WPBq14l VOpxj | gs

PXf HrLuhVCczvnNEj yP7cMDl NTonyl M x SGEk6+7 OAhKNNbWC a6i H3UNMOr JqCH
CZOBWjak CXXy GK3KFYLWI/ yGUivuzqab7wwT5GUX6Sq7yh4/ XFAI9WETOj ef Rl hvgS
yD/ yt xmmh7HSuSxWsz Tr t W POdgqewnrCRx Yz uXPLQKGCJAVOKK +hGkec Aj AXQ0q

KQDpk+t aCgZ0AM 0qt 8gHBTEMSZKY7r pXM WKDnivgV5Zf RBDVc8pql My TIRhplb

zb51 cST2Ar i 2pmW HYWSK12XPXYAG RXpBaf wr Adr DALvoygVPnyl cBaZ8TBf Hm
vG+@BOshaTUSt s6ZKouAFt 38Gmysf j +WecvYad1l3GvM | szVKkYr Gy3dCGhF53nmzbW
f/ mgvIdQPyx7f i OADYZFD7GAf KTKvaR! gl oxx4mht 6SRqzhydl OyDQ xkg+i E8I A
kOFr g7gSTm2XmLLUADcw3qpoP/ 30XDEdy81f SQYnKb1M-Vowd 3aj di poxgXl Y8

XSCVcuD8dTLKKUcpULVnt f xBPF6Hkt JGRTbMyI +Yr dd&ZPFBVmM+Q-qk KVBgpgYoE
ZMbBqgLt Ewt T6POwgl GByj vFKGnxMibj Rl gQ0zDUpFggast eDj 3/ 2t Tr gWjMaf WRr

evpsRZM JgPDdVYZvpl M RwgMcBbNEeDbLI VC+GCna5r BWTXPOUbj kr p5dBFy D5

JPSQpaxUl f 1 TVt VQ 4KnTBal t r ZWMeEl ZekNML2Vj t bf wmi 8xI gj J4ANWHRbOy 6

t NVUAAUHg Ve MZnBLgXr RISKUc26LAYYaS1p0UZuLb+UUi aUHI 5L1 h2JscTd2V10z

gGocj i cyr 5f CaA9RZmivkx QuLVAQXXPl oM r xs8RVKPuhU/ bHi xwZhwKUf MDzdy ek



b7U70R3I yOGRNGhZUW 2r XJADzzy Cbl 2r vNaWAr | f r Pj D6/ WAXPKi n3SZ1r OH30X
t hQzzRr 4D3cl hp9nWVIl hJeYCxr BCgzct j agDt hoGz Xk KRIMJANQe | uF+Dper DpKPM
FgCQPMUpNWC5szbl r wlSnawaBl EZMCy3gbzBELI | Un8CEX8Znc SFqFK3Rz8JuDGm
gx1bVMC3KNI | z2u5LZRi onzbMB2I Ej x6r wAnoLg2Ve6i i / CoBOcl AY/ WiuS2Ac9h
ugt xp6PTUZej Q+dLSi csEl 1UCIZCbhYWBI YO7OKa6nmH7Dci XHt EzbEt 3kUSt Ksi | 2
NoPwS/ egnMXEHf 6 DChsW.gsy Qz Q2LWhKFEZ3I zRLr dAA+N FN8SPnY8FMHzr 0e3g
uBw7xZoGMt t Y7JsgvEB/ 2SAY7N24r t sSWBRV9l W DC/ g2t 4VDvoCOD82Wiogl Sl |
JCUMygpKi ssLS4vMDEyMz QLN c40To7PDO+Pw==

————— END PRI VATE KEY-----

SEQUENCE {
INTEGER { O }
SEQUENCE {
OBJECT | DENTI FIER { 2.16.840.1.101.3.4.4.1 }

}
OCTET_STRI NG {

OCTET_STRI NG { ‘ 70554f d436344f 2785b1b3b1bac184b6679003336c26
f 15a7de878c4825c6be03f 3c4a480f 75b7486aad31d3a00518623f d207ab528d
d62721495835ae0062c367b74a71baf 10aad0e8a2902076be31348beb15ccc09
57cdebb4af f 226756bbc601b6568ab784acbaeb34702f Of 86a26202118b22b23
f 83558776c79¢c14dba983379¢803e0dcc3160a11757030e69¢6919798d81eb69
8a9a4483a99e5a5¢ch2¢31¢c9a661799f 3cc89¢c790706ea041629045d42a83aed8
8860e394c69187e2105d28cc14ec393592d67dd00aa43f e8b4eaed4414002866b
5c713c6a8d7d16¢cf 78b819d6f 12e9e5a74233908f Ob15e3c4ba8329c5cddab5c¢
84928e3aa8063e5aa9676403f 91735b11010c7f 593091364dc86445bc804840a
9a21724212469f 8a7b0celac698eb86cad39a7f 4824d9a5163aac21ee6808b05
3c8a3f acb0b6744b5262bbcb26a43f 664c8732b64cf c7acf 099605f 41¢c796060
976ac433833f e00343f b1828300a424741116e4b45bb276ea81129a0db4c6e60
bce611101e8c625474925e0222679308a3e7708d1972a7b423eb232851c36d2e
d53d3ed3bb7500637061a5dc2292f alc466¢c07354683328bec2cled2ch5¢c99b7
8eca0969038cf 7¢34dd118724e31cae086206b34302b520f 5d177aded5b3ccel
2acce808ea26bcc072625f db93f 17458a5f c1d4da394380alf 57e9cc66109438
a075f 0d2813f cc4a199cc76db3823f 270b0061594192940411a37f f baf ae2c15
0165cec5c6bf 73¢c595f b92cd15312607da070778652bd9944bc48bc7d1a53433
8bad0Obad6656c5d502ce7850ab1587244eeb58f 439ab5e08574a718c8aac3d77
c798bbal542733be73448f 23f b70c0e5353a27¢88322¢5218493af bbh38086434
d6d60a56ba887dd498c3ab26a0870993815aa6a40975f 218adcal582d64f f c86
52f bb3a9a6f bc304f 91945f ad4aaef 2878f d715df 70113d2379f 44886f 812¢83f
f 2b719a69elec74aed4bl5accd3aed5a53ce76a7b0982471633b973cb40alal01
5d0a424f al1a479c023017436d2a2900e993eb5a0a067400c7f 4aadf 201f c4f a
31264a63bae95¢cc8d65c3995815e597d104355¢f 29aa5333¢93251869d5bcdbe
487124f 602b8b6a66c16c4761648ad765cf 5d8006b515e905a7f 0ac076b0c62e
f a328153e7ca5701699f 1305f 1e6bc6f 90b0e49b693512b6ce992a8b8016ddf ¢
1a662c7e3f 9619¢cbd869dd771af 30896ccd5918ac6¢ch77466¢c5e779996d67ff 9
aabc97503f 2c7b7e2d000d86450f b1807cad4cabda465825a31c789alb7a491ab
3872765d320d0b71920f a213¢c94093416b83b8124e69f 65e62ch5000dcc37aa9
aof ff 73970c4772f 357d24189cabf 5305568c0e2376a3762a68¢c605e563¢5d20
9572e0f c7532ca294729535567b5f c413c5e8792d2464536¢cc808f 98add74664
f 141566f 9016a90a541829a98a0464ced4l1a8bb44c2d4f a3c2c209460728ef 14a
1a7¢4c9b98d12203b4cc3529160a9ab2d7838f 7f f 6b53ae05aa31a7d646b7af a
6c45932526a3¢c3755619be994c211c2a31c05b3447836cb2150be1829daebb04
c5535cf f 546e392ba797411720f 924f 490a5ac5495f 21356d550b782a64c1688
b6b655bcc7842197a434c2f 6563b5b7f 09a78bcc488232783561d16f 4cbab675
5400050781570c66604b817ad1252294736e8b01861a4b5a74519b8b6f 51489
ab5072392e587626¢c713776575d33806alc8e2732af 97¢c2680f 51666331c4eb8b
bc0431c4f 96832daf 1b3c45528f bal53f 6¢78b1c198702947ccd337727a46f b5
3ballde5cb4191346859516chb6ad72400f 3cf 209b236aef 35a580ac87eb3e30f
af d66973ca8a7dd2675af 41f 7al7b61433cdlaf 80f 7708869f 665488497980b1
acl1l0a0cdch636a00ed8681b35e429124ca80350725b85f 83a5eac3a4a3cc1600
903e65293560b9b336e5af 0d529dac1a048119302cbh7a9bcc110b94851bf 0211
7f 199dc485a852b7473f 09b831a6831d5b54c0b790d225cf 6bb92d9462a26cdb
33ddab5123c7aaf 0e26a0b83655eea28bf 3a8074725018f d6baed4b601cf 61baab
71a7a3d35197a343e74b4a272c125d540896426d85b7958d3b38a6ba987ec372
25c7b44cdb12dde4539b4ab082363683f 04bf 7a09cc5c41df e830alb162e0b32
4334362f 084a14467723344badd000f 8d8¢c537c48f 998f 05307cebdledeOb81c
3bc59a065a1b6d63b26¢c82f 101f f 648063b376e2bb6c5b7455f 655a50¢c2f eada



del50ef a0eOe6f 365a€a202122232425262728292a2b2c2d2e2f 303132333435
363738393a3b3c3d3e3f* }

}
}

C 1.1. 3. Bot h For nat

————— BEG N PRI VATE KEY-----

M | Gvgl BADALBgl ghkgBZQVEBAEEggagqM | GogRAAAECAWQFBgc| CQoLDAOCDXAR
EhMUFRYXGBkaGxwdHh8gl Sl j JCUMIygpKi ssLS4vMDEy Mz QLNj c40To7PDO+PwWSC
BnBWU UNj RPJ4Wks7GowYS2Z5ADMwWBVp96H Egl xr 4D88SkgPdbdl aqOx06AF
GA / 0ger Uo3Wy FIVWDWIAGLDZ7dKecbr xCg0Q i kCB2vj EOi +sVzMCVF N67Sv8i Z1
a7xgG&Vo(q3hKy 66z Rmw+Gom CEYsi sj +DVYd2x5wU26DN5sy APg3MMAChF1.c DDm
nGkZeY2B62nmKnk SDgZ5aXLLDHIpnF5nzz]l nHkHBUoEFi KEXUKoQu2l hg45TGKk Yf i

EF00zBTsOTW51n3QCqQ 6LTq5EFAA0Zr XHE8a019Fs94uBnWBS6eWh(Q OQ wsV48
S6gynFzdpVyEko46gAY+Wjl nZAP5Fz W EBDHIZMI E2Tchk Rby ASECpohck| SRp+K
ewzgr GruGyt Caf 0gk2aUWogwh7mgl sFPI o/ r LC2dEt SYrvLIqQ ZkyHM ZM Hr P
CZYF9Bx5YGCXas Qzgz/ gA0OP7 GCgwCk JHQRFUSOW J260ESng20xuYLzmERAe] GJU
dJJeAi Jnkwi j 53CNGXKnt CPr | yhRw20ul1TO0+07t 1AGNwWYaXc| pL6HEZs BzVCGgz KL
7C0ne0st cnbeOygl pA4z3w03RCGHIOMeT ghi Br NDAr Ug9dF3r elbPMACr MBA] qJr zA
cmif 25PxdFi | / BLNo5QACh9X6cxnEJQ4oHXWOoE/ zEoZnMdt s41 / Jws AYVI BkpQE
EaN +6+uLBUBZc 7Fxr 9zxZX7ksOVMSYH2gcHeGUr 2ZRL x| vHOaUOMAut C61mvs XV
As54UKsVhyRO61j 00at eCFdKe YyKr D13x5i 70VQnM75zRI 8j +3DA5TU6J8i DI sUh
hJOvuzgl ZDTWLgpWioh91Jj DgyaghwrrgVgnpAl 18hi t yhWC1k/ 8hl L7s6mm+8NVE
+Rl F+kqu8oeP1xXf cBE9I 3n0SI b4Esg/ 8r cZpp4exO0r ksVr MD67VpTznansJgkcW
M7l zyOChoAFdCkJPoRpHNAlI wFONt Ki kA6 ZPr WjoGAdADHIKr f | B E+j EnBnO66Vz |

11 wsl YFeWKOQQLXPKapTMBky UYadWB2+SHEKk9gK4t qZsFsR2Fki t dl z12ABr UVEQ
Wh8KwHawxi 76 MoFT58p XAWAT EwXx5r xvkLDkmRk 1Er bOrSgLgBbd/ BpnLH4/ | hnL
2CGnddxr zCIbMLZGKx st 3Rmxed5mAMn/ 5qr y XUD8s e34t AA2GRQ+xgHykyr 2kZYJa
MceJobekkas4cnzdMgOLcZl PohPJQINBa4O4Ek5p9l 5i y1AA3MNGEqaD/ 9z1 wxHcv
NXOkGIym@TBVaNDi N2o3YgaMYF5WPFOgl XLg/ HUyyi | HKVNVZ7X8QTxeh5L SRk U2
Z| CPK3XRMTx QvZvk BapC QYKanKBGTOQai 7RMLU+j wsl JRgco7xShp8TJuYOSI D
t MVLKRYKnT LXg49/ 9r U64Fqj Gnlka3r 6bEWII Saj w3VWGEh6ZTCECKj] HAW RHg2yy
FQuhgp2uawTFULlz/ VAA5K6eXQRcg+STOk KW VI Xy ELbVULe CpkwW La2Vbz HhCGX
pDTCIl Y7VB8Jp4v sl | yeDVhOVOMir Z1VAAFBAFXDGZgS4F60SU | HNui wGEGkt a
dFCGhi 2/ 1 FI M ByOs5Ydi bHE3dI ddMABgHI 4nMg+XwngPUWZj MeTr i 7wWEMe T5aDLa
8bPEVS] 70VP2x4scGYcd HzNMBchpG+1O6Ed5ct Bk TRoOW/Fst g1y QA888gnyNqg7z
W gKyH6z4w+v1m zyop90nda9B96F7YUMBOa+A93Cl af ZI SI SXmAsawQpMBLY20A
7YaBs 15Ck STKgDUHIbhf g6XqweSj zBYAKk D51 KTVgubM25a8NUp2s GgSBGTAst 6nB
WRC5SFG AhF/ GZ3EhahSt Oc/ ChgxpoMIWLTAL 5DSJc9r uS2UYqJs2zPdpRI 8eq80
JqQCAN XuoovzgAdHIQGP1r r kt gHPYbqgr caej 01GXo0PnS0onLBJdVAI WP Ft 5WN
Ozi muph+w3Il | x7RM2xLd5FChbSr CCNj aD8Ev30JzFxB3+gwobFi 4LMKMDNi 81 ShRG
dyMIS63QAP] YxTf Ej 5SmPBTB869Ht 4Lgc CBWABI obbWOy bl LxAf 9kgGOzduK7bFt O
VF ZVpQw 6t r eFQ76Dg5vNl r gl CEi | yQ@ Ji coKSor LCOuLz AxM MONTY3CODk 60zw9
Pj 8=

----- END PRI VATE KEY-----

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FIER { 2.16.840.1.101.3.4.4.1 }

}
OCTET_STRI NG {
SEQUENCE {

OCTET_STRI NG { ‘000102030405060708090a0b0c0d0e0f 1011121314
15161718191alblcldlelf 202122232425262728292a2b2c2d2e2f 3031323334
35363738393a3b3c3d3e3f‘ }

OCTET_STRI NG { ‘ 70554f d436344f 2785b1b3b1bac184b6679003336¢
26f 15a7de878c4825c6be03f 3c4a480f 75b7486aad31d3a00518623f d207ab52
8dd62721495835ae0062c367b74a71baf 10aad0e8a2902076be31348beb15ccc
0957cdebb4af f 226756bbc601b6568ab784acbaeb34702f Of 86a26202118b22b
23f 83558776c79¢14dba983379c803e0dcc3160a11757030e69¢c6919798d81eb
698a9a4483a99e5a5ch2c31¢c9a661799f 3cc89c790706ea041629045d42a83ae
d88860e394c69187e2105d28cc14ec393592d67dd00aad3f e8b4eae441400286
6b5c713c6a8d7d16¢f 78b819d6f 12e9e5a74233908f Ob15e3c4ba8329c5cddas
5c84928e3aa8063e5aa9676403f 91735b11010c7f 593091364dc86445bc80484



0a9a21724212469f 8a7b0ce0ac698ebh86cad39a7f 4824d9a5163aac21ee6808b
053c8a3f acb0b6744b5262bbch26a43f 664c8732b64cf c7acf 099605f 41¢c7960
60976ac433833f e00343f b1828300a424741116e4b45bb276ea81129a0db4c6e
60bce611101e8c625474925e0222679308a3e7708d1972a7b423eb232851¢36d
2ed53d3ed3bb7500637061a5dc2292f alc466c07354683328bec2cled2ch5¢c99
b78eca0969038cf 7¢34dd118724e31cae086206b34302b520f 5d177aded5b3cc
e02acce808ea26bcc072625f db93f 17458a5f c1d4da394380alf 57e9¢cc661094
38a075f 0d2813f cc4a199cc76db3823f 270b0061594192940411a37f f baf ae2c
150165cec5c6bf 73¢c595f b92cd15312607da070778652bd9944bc48bc7d1a534
338bad0bad6656c5d502ce7850ab1587244eeb58f 439ab5e08574a718c8aac3d
77¢798bbal542733be73448f 23f b70c0e5353a27¢88322¢5218493af bbh380864
34d6d60a56ba887dd498c3ab26a0870993815aa6a40975f 218adcal582d64f f ¢
8652f bb3a9a6f bc304f 91945f ad4aaef 2878f d715df 70113d2379f 44886f 812¢c8
3ff 2b719a69elec74aed4bl5accd3aed5a53ce76a7b0982471633b973chb40alal
015d0a424f al1a479c023017436d2a2900e993eb5a0a067400c7f 4aadf 201f c4
f a31264a63bae95cc8d65¢c3995815e597d104355¢cf 29aa5333¢93251869d5bcd
be487124f 602b8b6a66c16c4761648ad765¢cf 5d8006b515e905a7f 0ac076b0c6
2ef a328153e7ca5701699f 1305f 1e6bc6f 90b0e49b693512b6ce992a8b8016dd
fcla662c7e3f 9619cbd869dd771af 30896ccd5918ac6ch77466¢c5e779996d67f
f 9aabc97503f 2c7b7e2d000d86450f b1807cadcabdad65825a31c789alb7a491
ab3872765d320d0b71920f a213¢c94093416b83b8124e69f 65e62chb5000dcc37a
a9a0f ff 73970c4772f 357d24189cabf 5305568c0e2376a3762a68c605e563¢c5d
209572e0f ¢c7532ca294729535567b5f c413c5e8792d2464536¢cc808f 98add746
64f 141566f 9016a90a541829a98a0464ce41a8bb44c2d4f a3c2c209460728ef 1
4ala7c4c9b98d12203b4cc3529160a9ab2d7838f 7f f 6b53ae05aa31a7d646b7a
f a6c45932526a3¢c3755619be994c211c2a31c05b3447836¢ch2150be1829daebb
04c5535cf f 546e392ba797411720f 924f 490a5ac5495f 21356d550b782a64c16
88b6b655bcc7842197a434c2f 6563b5b7f 09a78bcc488232783561d16f 4cbab6
755400050781570c66604b817ad1252294736e8b01861a4b5a74519b8b6f €514
89a5072392e587626¢c713776575d33806alc8e2732af 97¢2680f 51666331c4eb
8bbc0431c4f 96832daf 1b3c45528f bal53f 6¢78b1c198702947ccd337727a46f
b53ballde5cb4191346859516chb6ad72400f 3cf 209b236aef 35a580ac87eb3e3
Of af d66973ca8a7dd2675af 41f 7al7b61433cdlaf 80f 7708869f 665488497980
blac10a0cdcb636a00ed8681b35e429124ca80350725b85f 83a5eac3ad4a3ccl6
00903e65293560b9b336e5af 0d529dac1a048119302cb7a9bcc110b94851bf 02
117f 199dc485a852b7473f 09b831a6831d5b54c0b790d225¢cf 6bb92d9462a26¢
db33dda5123c7aaf 0e26a0b83655eea28bf 3a8074725018f d6bae4b601cf 61ba
ab71a7a3d35197a343e74b4a272¢125d540896426d85b7958d3b38a6ba987ec3
7225c7b44cdb12dde4539b4ab082363683f 04bf 7a09cc5c41df e830alb162e0b
324334362f 084a14467723344badd000f 8d8c537¢c48f 998f 05307cebdledeOb8
1c3bc59a065a1b6d63b26c82f 101f f 648063b376e2bb6c5b7455f 655a50c2f ea
dadel50ef a0eOe6f 365aea202122232425262728292a2b2c2d2e2f 3031323334
35363738393a3b3c3d3e3f‘ }
}
}
}
C 1.2 M.- KEM 768 Private Key Exanpl es

Each of the exanples includes the textual encoding [RFC7468] followed
by the so-called "pretty print"; the private keys are the sane.

C.1.2.1. Seed Format

----- BEG N PRI VATE KEY-----

MFQCAQAWCWYJ YI ZI AWUDBAQCBEKAQAABAG VEBQYHCAK KOMMNDg 8 QERI TFBUWFX gZ
GhscHRAf | CEi | yQ Ji coKSor LCOuLzAxM MONTY3CODk60zwWOPj 8=

----- END PRI VATE KEY-----

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FIER { 2.16.840.1.101.3.4.4.2 }

}
OCTET_STRI NG {
[0 PRIM TIVE] { ‘000102030405060708090a0b0c0d0e0f 10111213141



5161718191alblcldlelf 202122232425262728292a2bh2c2d2e2f 30313233343
5363738393a3b3c3d3e3f* }

}
}

C.1.2.2. Expanded For nat

————— BEG N PRI VATE KEY-----

M | JeAl BADALBgl ghkgBZQVEBAI Eggl kBI | JYCf Sp38zdWohl! | 7xE6v0JZWHPUQ 8
cWSbXWeVKb9qTQ j g0JyMahhLOFVBRW ul Lkj q2L1 Cgzu+aGXRPRSnnSxcPgf woF
bY3nqt / KugWVSTyAs3yr j FYnU7s7pr bsgpf 4heqnVALTABWRADI VWNnt Xf i Ns5Y
on2KHr VKTVQ | 81 W ZvOpH+YVpnKBbr kO43s YX8CQA04kK/ UUM sft 4mVToCXzz|

vF16YhMDBCNcsall Nr Vnt bhj vZvbRaKESnBHt sj Tg+RI U 4EC03I or SMoDf JbW.U
Pz/ Yjii BxAogXJ4kj 2Ur WseBp3n4al DyoUe2eGPzkcwaWhCMVAI Xgchl pHi 740265
qcDGBzl | sOcDpK8Ek4LEdXPaaP3pJFr UROVOH721I1 f H2Hze8DBpl G nc NKKH 2Q
T28RKKMAkYoTA3psq/ PDc7+Cl s03qz06d0aAnMP4r ez Y5vVe/ zd | Cgr x3hnmPxM
BGVpnl LEYXgMk QG 8XQSI x RhQy 6bCp SdDQGd Xk 92gmt+RMKe Y5 XGX4 XSoKf G30EeaR
Gx8st sNRzS6HX1G&20L53YJf pPi 8r L4PaC+70goWsnnY6t kUCoMaSI ungt bO3Cl 7V
| GDoy Cabl Dpxgwr hxbG2h9LgGc+ANr z5v257r DggNuQAYPgk VASSM2 ToYns XC3q
cLr Kgk/ 8kG+Qg@@Bht nvyTyx4z2uogar qYcBl K/ +Vsbr kQnDXc7nM_Kgsl eOMY247
HFl yRIhr C+i oP13Vzy1Udi +zxev1nmi6l UnKxzkcDPt 92D04Cm+QLbVZr Gd11i slc
dBKHg TEK TSAXL FPy ZnmPCHZBTAdSLr 5HIF8x3eenYgCz BDYnj cFCZoq06Coi WiDwR
RGMAk 741 f ay2bceFl ouRLI 2WKRSqKDQs Os SpP++1 M | JRI3BAgESWULj i 5CMTd3p
oGRbl bLkQULAU3NWRBODDX WHc 8KLt WWE JOEAI BXy BA] w\Oc Vs L+Z\WL.OAt 90y WjVq
uX5! m vgzf bDNzHGg6 YOt 3Hoy SoTrmu5Ls OSc cHey HUL8 GZ98Hy mivpi XSI 6 XCY6AS
x| FZt 4EnZzbe G\+Thhy Cywppr nf QnZqTLxNxQ 61 LgDuJweXH 4uya72beb64yBgk
kPV5PuWb YBO3S34Whi nRYVEXVGTqf XJDbYnBVRYRKksgcwt Oci 4u6eV70JudcwBw3
gqqN7LP+LC eLR8vQ NSTnM Cc Sl ZaZ+gvYz YRmasxhQUGEAT6I r nl VOTnXpFEr dt E
uFZqV9+7VFzkl 8Az RvKywak XgNFSgN4aTUycr N5zksmW | zCOZwOmdszU634r Kso
OSTaAKBbduc4xyyTDW6CadW zD6of 7yl nb4CGHUFuU/ OAv T3W xki r H5c QAGKI f 5
bksUj SyzHkgFMJ6gz ZX7Aj 6sDZi UdLpCAdeOHSb10OUshf upbNLcai zeTHASZHg
t 8czJIXJIAl z57pzVgPkJah97ncHnj f LKKI XZFI MoTUN aK2Kgc XSUMDLsi cml Ccc7
ZCPTDB0oONZgZNi XA8PWKbSXgoll MywOYhB5ei nKoQLCPI 3aBpOCvFnmef A6CWIL
PaTKubgMKFJIB2cszvHsT68j SgvFt +nUc/ KzEzs7JgHRdct np4BZGWNt Avdl Monc
X4k YBWS7TKRTXFuJcnecZgoHxe UUUHAJYGLr j 1FXaV77P8QKne9r gcHVAgJJr k8J
St DZvTSFwe H&gl BSCny MYy Ay zuc4FUSc UXbAf aVgJHAdqQW nbgz2ZaP3uDl Q h\W8
gvEJCcglVwrao+sHYHKuwSFql 18dNalni75cXpcqDYusQRt Vt dVVWf NaAoaj 3064
a8SMhgUJlcxpWzZ1lykLI5Y+@Lcnmxnt/ cr AsBr NKKYj | REUTENKj W s SMyj TQFEDo
zDdskn8j pa/ Jr AROXxm nTkJFJchVLs47P+J| Ft 6QG&E3f VFb3ol Vj mIsl cgLkzQvgB
AATznnxsl | ccXj Rvgzl myDX5qWpZr OMe QChr CLHBp4Rwur | HUYKORTzoZzapGf H1
pt UQQE@UVPWSgM cdl vSvVI7Nr FBDWY1ly M60f E3aDXai j gy TNnHHDAKgEhmxx YnzY
RCFj ws| hF+UKzvzmNAqYVI | wKk 7wns4Mkxa3eWlr ay43d9+hr D2i WaMbWht TD4y 2
OKgaYgwwGENT r 5SWhMBvaMAaJ Cb/ bf nf bzLs4pVUaJbG oPaFdl r VdT21 gPABbGI0
hhzj hMXH+1 2WQA2TQODEeL Ydds2ZoaTK17GAKMKNp6Hpu9c Mde GZXgl vUwFes 65
I +sIJNeaQXnm0zt f 4CFenc91ksVDSZhLgnsEgUt sgF78Y@y0sygba@HKK36hcAC
gbj j WWKHML+Fa0/ G S9povV5! a2gCGRTECYhnLVd2] nKnhj UbnRZJPat 5WJ2Ybel Q
DWAB D TqW.gVONIKRDW WPr CVASqf 0H2W.E4UGXhWNy 2 ARVz Jy DOBFnr BXk BpU6
kKxSmX0czQc AYQ GXbnmz VEZ/ r VbscTyG51QWY r PIrm1L6b0r G | 2HHv POR8Ap
gKr 7uS4XskgqgebHOGhphdbRCr 7TEZCASI a3CgMLsoc5I Ygny TSOLDw Pr PRV HNX
WN2 WV +shQZsx Ghux ChgLvoMy GKnms XRHz | Xy J YWh6cwdwSay 8/ UTQBCVD] hXRU4
JwlYbhv4MZKpRZz 2PA6 XL4UpdnnDHs 8 SFQTFHLgOD28Qew+ho Q' Rs2qgBi bwl XE9c
t 4TI U QokY+AOXzhl V@4WH43f Kngi +aZi t owwnt 8PYxr VSVIMYW DsgxCr uCsTh67
Q 5JgeP4edCr B4Xr c CVCXRMFoi nt AVASDRY7Dhl JTOVYy U9AkbRgnRcuBI 6t 0OLPB
u3l yvsW Buuj VnhVwBRpn+9I r | THcKDYXBhADPZCr t xnB3e6Sx OFAr 1aeBL2I f hK
SC r mMN1DI r bxWC 4qPDgCouk SI PDgLFDVxsHQKvVZ9r xzenHnCBLbV4l nRdnmoxu7
y05qBc9FAhdr MBwc LOEKd1AVe871 XoChMKTWDXdHz dD1uZgoy CaYdRd50OqqAgKCx
JKhVj fcrvj e3X07bt r 6CFt bGM sr | oDi URPYaV5DSBw+62z1 +sZJQUI nRei AeqJPD
4ssy2o0vDQupN6gV4ok4VW2 P 50DqVt 3BQONN9L1cz7sHWPYPCPr +ZGBc2aacgl Sl |

JCUMlygpKi ssLS4vMDEy Mz QLN c40To7PD0+Pw==

----- END PRI VATE KEY- - - --

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FIER { 2.16.840.1.101.3.4.4.2 }
}



OCTET_STRI NG {

OCTET_STRING { ‘27d2a77f 33756f 61208ef 113abe82595873d4abc730e
5b5d679529bf 6a4ceb6383427231a8612f 41550515acbha52e48ead8b942833bb
e6865d13d14a79d2c5¢c3e07f 0a056d8de7aadf caba058c493c80b37cab8c5627
53bb3ba6b6ec8297f 885eaa7540d530015a84406e55b1366b577e236¢ce58a26d
8aleb5a44d542323¢c2167d9bf 4a47f 985699ca05bae43b8dec617f 02380a3890
af d4b8c7ec7ede26553a025f 3ce5bc5d7a62130304235¢cbh1ad4836b566b5b863
bd9bdb45a2844a7047b6c8d383e448525e040b4dc8a2b48c6c37c96d62d43f 3f
d88e2881c40a205c9e248f 652b592781a779f 86880f 2a147b67863f 391cclaba
908c0095e07212291e2ef 8a36eb9a9c0c6073225b34703a4af 049382c47573da
68f de9245ad444e31b1f bdb521f 1f 61f 37bc0Ocef 292067e670d28alf f d904f 6f
1190a996918a13037a6cabf 3c373bf 8296cd37ab33ba7746809cc3f 8adelb363
9bd57bf cc69650aaaf 1de198f c4c0463299e52c461780cc428f c5d04a5¢c51850
cbha6c2a5274340675793dda09bed4c29e6395c65f 85d2a0a7c6df 411e6911b1f
2cb6c351cd2e875f 51b638be776097e93e2f 2b2f 83daObeef 4aa85ba%9e763ab6
4502a0cab5222e9eab5b3b7088ed52060e8c8269b943a71ab0aelc5b1b687d2e0
19cf 8036bcf 9bf 6e7bac3aaa36e41660f aa4540f 2648cd93al89ec5c2dea70ba
caaa4f f c906f 90810ealb67bf 24f 2c78cf 6ba88laaeab61lc0652bf f 95blbaed442
6d1773b9cc2caB82c21e38c636e3b1c523244986b0be8a83f 5dd5cf 2d54762f b3
c5ebf 59b8e885302b1ce47033edf 760f 4e029bed40b6d566b19dd758acd5¢c7412
878131244f90172¢c53f 26663¢c21d905301d48baf 91¢c917¢cc7779e9d8802cc10d
89a3705099a2ad3a3a8896743¢c1144698093be257dach66dc785228b912¢8d96
5d14aa28342c3ac4a93f ef a532b20945ddc1020139¢14d638b908c4ddde9a064
5b95b2e4414d40bb79f 04413830f 15a873¢c28bb7059¢c2741002015f 20408f 058
e715b0bf 995b5380b7dd325a056ab97e659a2belcdf 6¢33731¢c683a634b771e8
c92al139aee4bb0e49c7077321d42f c199f 7c1f 298ca625d223a5c263a03cc481
59b7812665b78637e4e18720b2c29a6b99f 42766a4cbc4dc508ba94ba83b89c3
a5c78f 8bb26bbd9b79beb8c8182490f 5793ee5b96013b74b7e169€29d162f 131
5464ea7d72436d89b755161192c81cc2dd1lc8b8bba795ef 426eelcc0lc37aaal
7b2cf f 8b0a378b47cbd0b4d49398cf c2712959699f aObd8cd84666acc61f 541b
84f a96b9c854e4e75e9144addb44b8566a57df bb545ce423c03346f 2b2c1a917
80d152a8delad4d4c9cacde7392¢c996888cc2399¢c02¢38b3353adf 8acab283924
da00a05b76e738c72¢c930d6cba09ael168990f aalf ef 2226e780861d416ef f 402
f 4f 759f c648ab1f 97100109087f 96e4b148d2cbh31e4805314ea0cd95f b023eac
0d989474ba4201d7b41d26f 5394b217eea5b34b71a8b37931c0e594271e0b7c7
33257240233e7ba735603e425a87dee77079e37cb28a21764594ce5350d8da2b
62a07174943032ec89¢98809¢73b6423d30c1d283a766a64d89703¢c3d629b497
828d48320c346210797a298aa10d423¢c8dda069d02bc59e6¢cdf 03a096b8b3da4
cab9b80cad4al4907672ccef lec4f af 234a0bc5b7e9d473f 2b3133b3b26a1d175
cbh67a7805919699¢c02f 76531b99c5f 89180704bb4ca4535¢5b8972679¢660a07
c5e514b87009c862eb8f 5157695ef b3f c40a9def 6b81clcc02a249ae4f 094ad0
d9bd3485c1c1c68080520a7c8c632032cee738154e5¢c5176c07da56024776a43
0Of e76eacf 665a3f 7b832102215bc82f 10939¢8355704336a8f ac1d81e4bb0485
aabd7c74d6b59bbe5c5e972a0d8bac411b55b5d5557cd680ala8f 71b4eb86bc4
8c9a0509731a54bd9d7290b27963e4372dc9b199cf dcacObOlacd28a62395112
e4c43648d622c48c8234d01440e8cc376c927f 23a5af c9ac0474c662274e4245
25c¢8552ece3b3f €26516de901bc7d515bde89558e626c95¢c80b93342f 8010004
f 39e6c6c94871c5e344cab3966¢c835f 9a96a59af d31¢c40286b38b1lcla78470ba
b947518934453ce86736a919f 1f 5a6d510a86f 5454f c3980cbh5c765bd2bd5f 7b
36b1410d6635c8ceb47c4dda0d76a28eac939¢c71c3024804866¢c716266584421
63c2c22117e50acef ce6378a985652302a4ef 0c2ceOcc716b7796e2b6b2e3777
df alac3da259a31b5a9b530f 8cbh638a8la62ac301849abaf 95a7301bda300689
09bf db7e67dbccbb38a5551a25bl1a3a0f 685748ad5753d8880f 0016¢c62748616
6384c5571f €2365900364d038311e2d875db366686932b5ec602430a369e87a6
ef 5¢338786657825bd4c057aceb923eb0935e6905e63b4ced7f 80857a773dd64
b150d26612ea9ac12052db2017bf 1843cch4b3281b690dc728adf a85¢c00281b8
e3c09287335f 856b4f c2892f 69a2f 57921ada01914c40988662d57769662a786
351b9b66493dab79594d986de2100d65balf f 4ea58b81538d24a4435a258f ac2
5404aa7f 41f 658b1385065e158dchb60115732720f 40459aaac15e406953a90ac
52997d1ccd070060ef c65db9e653354467f ad56ec713c86e7540c423acf 2669f
52f a6f 4ac6888d871ef 3e847c029a8aaf bb92e17b24aa079b1f 419ba6175b442
af b11909d4a56b70a0335b28739218aa7¢9348e2c3c2f 3eb3d15a41e6417c0dd
94bf eb21419b311a7bb13a180bbe833218a9a6b17447cc85f 225859587a73077
049acbcf d44d0f 025438e15d1538270d586e1bf 83192a9459cf 63c0e972f 8529
7679831ecf 121509851cb8340f 6f 107b0f alaOef d1b36a8189bc085c4f 5¢cb784
e553f 41b918f 80397ce1956f 785bee377ca%9aa8be6998ada30c26b7c3d8c6b55



254cc96203b20c42aeelac4elebb408e49a9e3f 879d0ab0785eb7025425d1305
a2299¢c015e120d163b0e19494ce57253d0246d182745ch8197ab7438b3c1bb79
72bec5a306eba3567855c014699f ef 65ae54c770a0d85¢c18400cf 642aedc6607
77bad4b138502bd5a7812f 621f 84a48296b98dd4322b6f 15828b8a8f 0e00a8ba4
4a53c3a8b143571b0740abd567daf 1cde9c79c204b6d5e259d1766a31bbbcb4e
6a05cf 4502176b301c1c2f 41247750157bcec85e809b30a4d60d7747cddOf 5b9
9aa8c826987517793aaa8080a0b124a8558df 72bbe37b75f 4edbb6be8216d6¢c6
33f b2b2280e25113d8695e43481c3eeb397eb192505229b67a201ea893c3e2ch
32da8bc342f a4ddea0578a24e16d8f 8f 9383a95b77050f 4d9f d2f 5733eec1d63e
f 3c23ebf 9918173669a7202122232425262728292a2b2c2d2e2f 303132333435
363738393a3b3c3d3e3f* }

}
}

C.1.2.3. Both Formt

----- BEG N PRI VATE KEY--- - -

M | Jvgl BADALBgl ghkgBZQVEBAI EggngM | JpgRAAAECAWQFBgc| CQoLDAOCDXAR
EhMUFRYXGBkaGxwdHh8gl Sl j JCUMlygpKi ssLS4vMDEy Mz QLN) ¢40To7PDO+PwSC
CWAN0gd/ MW YSCOBROr 6 CW/hz 1KvHMOWL 1nl Sm akzr YANCcj GoYSOBVQUVr LpS
51 6ti 5QuM/vimhl 0TOUp50s XDAHBKBVWNS6T f yr oFj EKBgLN8q4xW 10706a271 KX
+1 Xgp1ONUWAVQEQGE VS TZr V34 bONKIt i h61pELUl yPCFN2b9KR/ nFaZygWs5DuN
7GR/ Al gKQICv1Lj H7H7eJl UBAI 885bxdem TAWQ XLG SDalZr WAY72b20W hEpw
R7bl 04Pk SFJeBAt NyKKOj Gn3yWLi 1D8/ 21 4ogc Kl FyeJl 91 Klkngad5+G A8qgFH
t nhj 85HMA qQ ACVAHI SKR4u+KNuuanAxgcy JbNHAG6SvBIOCxHVz2nj 96 SRalET]

Gx+9t SHx9h83vAzvKSBNn5nDSi h/ 9kE9vEZCpl pGKEWNGbKvZzWw3Q' gpbNN6szundG
gJzD+K3hs2Mh1Xv8xpZQqq8d4Zj 8TAR] KZ5Sx GF4 DM/ FOEpc UYUMumwgUnQO BN
V5PdoJvkTCnnOVx| +FOqCnxt 9BHkRsf LLbDUcOuh19Rt j i +d2CX6T4vKy+D2gvu
9KgFup520r ZFAQDKUI Lp6r Wt wi OLSBg6MymbQ6casKacWkt of S4ABnPgDa8+b9u
ebwoeqj bk FmD6pFQPJIkj Nk6GI7Fwt 6nCoyqpP/ JBvkl EQobZ78k8seMr gl Gg6nmHA
ZSv/ | bGB5EJt F306zCyoLCH ] GNuOxx SMkSYaw oqD9d1c8t VHYvs8Xr 9ZuQ FMC
sc5HAZ7f dg90Apvk C21VaxnddYr NXHQ@Sh4ExJE+QFy X T8n¥Zj wh2QUWHUI 6+Ry Rf M
d3np2l Asw@Jo3BQrakKt g gl | n@BEURpgJO+JIX2st nBHhSKLKkSy N | 0Uqgi gOLDr E
gT/ vpTKy CUXdwQ BCcFNY4uQ@ E3d6aBkWsW5EFNQLt 58EQTgWBVgHPCI 7cFnCdB
ACAV8gQ 8Fj nFbC/ mvt TgLf dM oFar | +ZZor 4MB2wz cxx0OrNLdx 6 MkgESr uS7 Dk
nHB3MVh1C/ Bnf f B8pj KYI 0i A wnDgPMSBWheBImABhj f k4YcgssKaa5n0J2aky8Tc
Ul upS6g7i cA x4+Lsmu9nBm+uMgYJJID1eT7] uMATt Ot +Fp4pOVLXMWRK6N1y Q2]
t TUVEZLI HMLdHI uLunl e9ChuHMACNGqj eyz/ i wo3i Of LOLTUK5) PwnEpWWT oL2M
2EZnr MYf VBUuE+pa5yFTk516RRK3bRLhWaI f f ulRc5CPAMDbyss GoF4DRUgj) eGk1M
nKzec5LJl oi My nt AsOLMLOt +Kyr KDkk2gCgWBbnOVE skwlsugnmuFonmQ+qH+8i Ju
eAhh1Bbv9AL091n8ZI gx+XEAEJCH+WSLFI 0ssx51 BTFQoM2V+w +r A2YI HS6 QgHX
t BOmBTI LI X7gW S3Gos 3kxwONUIx4LT HW Vy QCMre6¢ 1 YD5CWof e53B543yyi i F2
RZTQULDY2i ti oHFOI DAYy 71 nJi AnHO2Q OwwdKDp2amr'Yl wPD1i 0l 4KNSDI MNG Q
eXopi gENQ yN2gadAr xZ5s3wQgl ri z2kyr miDKShSQINLM/ x7E+vI OoLxbf p1HPy
sxM7OyahOXXLZ6e AVRI pnAL3ZTGNF+JGAcEuOykULxbi XJnnGYKB8XI FLhwCchi

649RV2| e+z/ ECp3vadHBz AKi Sa5PCUr @2b00hcHBx0CAUgp8j GvgMs 7nOBVOXFF2
wH2| YCR3akMP526s9m 97gyECI Wi LxCTnl NVcEM2gPr B2B5LsEhapdf HTW Zu+
XF6XKg2Lr EEbVb XWXz WjKGo9xt QuGv Ej JoFCXMaVL2dcpCyeWPk Ny 3JsZnP3Kwi
AazSi m 5URLkxDZI 1i LEj | | 00BRA6MM3bJIJ/ | 6WyawEdMZi JO5CRSXI VS700z/ i

ZRbekBvHIRW6JVY5i bJ XI CSMOL4AQAE855sbJSHHF40TKs5Zsgl+al gWa/ THEAO
azi xwaeEcLg5R1IGINEU86CGc2qRnx9abVEKhvVFT8OYDLXHZbOr 1f ezaxQQLniNcj O
t HiXN2g12006sk5xxwwl| Bl ZscWMAEChY8LCI Rf | Cs785) eKnFZSMCpGBMLODMEW
t 31 uK2suN3f f oawdol nj GLgbUw+M j i 0GrKsMBhJq6+VpzAb2j AG Q1 235n28y7
OKWG W06D2hXSK1XW9i | DWAWKi dl YWYATFVx/ i Nl KANKODgxHi 2HXbNmaGkyt e
xgJDC aeh6bv XDOHhmV4Jb1MBXr QuSPr CTXnkF5j t M7 X+AhXp3PdZLFQQnmYS6pr B
| FLbl Be/ GEPM LMoG2kNxyi t +0XAA0(A48CShzNf hW PwokvaalleSG oBk Ux A

Zi 1XdpZi p4Y1Ght nST2r eVI NmG3i EALI ug/ 061 i 4FTj SSkQlol j 6w QEqn9BIl i x
OFBIl 4Vj ct gEVcycg9ARZggwv5AaVOpCs Upl 9HVDHAGDV x| 2551 MLRGF 6 1WTHE8hu
dUDEI 6zyZp9S+nmBKxoi Nhx7z6Ef AKai g+7kuF7JKoHmm9Bnm6YXW Qq+x GOnUpW w
0DNbKHOSGKp8kO0j i w8Lz6z0VpB5kF8DdI L/ r | UGbMRp7sToYC76DVhi ppr FOR8Y F
8i WFl YenMHc Ensv P1EOPAI Q44V0OVOCc N\WGAb+DGSqUWE9j wdl y +FKXZ5gx 7PEhUJ
hRy 4NA9v EHs PoaDv0ObNqgYnBCFx PXLeE5VPOGSGPgDl 84ZVWeFvuN3ypgovmivr a
MMIr f D2Ma1U TM i A71 Mg7gr E4eu0COSanj +HnQqweF63Al Q 0TBal pnAFeEgOW
oM zSUzI cl PQIAYJOXLgZer dDi zwbt 5¢r 7Fowbr 01Z24VeAUaZ/ vZa5Ux3Cg2FwY
QAz2Qq7¢cZgd3uks ThQKOWNgS9i HASkgpa5j dQyK28VgouKj wAAqLpEpTWEi xQlcb
BOCr 1W a8¢c3px5wgS21eJZ0XZqvbu8t CagXPRQ Xaz Ac HCOBJHd QFXv Oy F6 Ane Ck



1913R83bmagMymHUXe Tqqgl Cgs SSoVY33K743t 192 7a+ghbW«j P7KyKA4l ET
2d eQgcPus5f r GSUFI pt nogHgi Tw+LLM gLWOL6TeoFeKJOFt j 4+Tg6l bdwUPTZ
[ SOXM+7BLj 7zw 6/ mRgXNmmI CEi | yQ Ji coKSor LCOuLzAxM MONTY3CODk 60zwo
Pj 8=

----- END PRI VATE KEY-----

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.4.2 }

}
OCTET_STRI NG {
SEQUENCE {

OCTET_STRING { ‘000102030405060708090a0b0c0d0e0f 1011121314
15161718191alblcldlelf 202122232425262728292a2b2c2d2e2f 3031323334
35363738393a3b3c3d3e3f‘ }

OCTET_STRING { ‘27d2a77f 33756f 61208ef 113abe82595873d4abc73
0e5b5d679529bf 6a4ceb6383427231a8612f 41550515acha52e48ead8b942833
bbe6865d13d14a79d2c5c3e07f 0a056d8de7aadf caba058c493¢c80b37cab8c56
2753bb3babb6ec8297f 885eaa7540d530015a84406e55b1366b577e236ce58a2
6d8aleb5a44d542323¢c2167d9bf 4a47f 985699ca05bae43b8dec617f 02380a38
90af d4b8c7ec7ede26553a025f 3ce5bc5d7a62130304235¢chb1ad4836b566b5b8
63bd9bdb45a2844a7047b6c8d383e448525e040b4dc8a2b48c6¢c37¢96d62d43f
3f d88e2881c40a205c9e248f 652b592781a779f 86880f 2a147b67863f 391ccla
5a908c0095e07212291e2ef 8a36eb9a9c0c6073225b34703a4af 049382¢c47573
da68f de9245ad444e31blf bdb521f 1f 61f 37bcOcef 292067e670d28alf f d904f
6f 1190a996918a13037a6cabf 3c373bf 8296cd37ab33ba7746809cc3f 8adelb3
639bd57bf cc69650aaaf 1de198f c4c0463299e52c461780cc428f c5d04a5¢c518
50cba6c2a5274340675793dda09bed44c29e6395c65f 85d2a0a7c6df 411e6911b
1f 2cb6c351cd2e875f 51b638be776097e93e2f 2b2f 83dalbeef 4aa85ba9e763a
b64502a0cab5222e9eab5b3b7088ed52060e8c8269b943a71ab0aelc5b1b687d2
e019cf 8036bcf 9bf 6e7bac3aaa36e41660f aa4540f 2648cd93al89ec5c2dea70
bacaaa4f f c906f 90810ealb67bf 24f 2c78cf 6ba88laaea61c0652bf f 95blbae4
426d1773b9cc2ca82c21e38c636e3b1c523244986b0be8a83f 5dd5¢cf 2d54762f
b3c5ebf 59b8e885302b1ce47033edf 760f 4e029be40b6d566b19dd758acd5¢c74
12878131244f 90172c53f 26663c21d905301d48baf 91¢c917cc7779e9d8802ccl
0d89a3705099a2ad3a3a8896743c1144698093be257dach66dc785228b912c8d
965d14aa28342c3ac4a93f ef a532b20945ddc1020139¢c14d638b908c4ddde9al
645b95b2e4414d40bb79f 04413830f 15a873¢c28bb7059¢c2741002015f 20408f O
58e715b0bf 995b5380b7dd325a056ab97e659a2belOcdf 6¢33731c683a634b771
e8c92a139aeedbb0e49c7077321d42f c199f 7c1f 298ca625d223a5¢c263a03cc4
8159b7812665b78637e4e18720b2c29a6b99f 42766a4cbc4dc508ba94ba83b89
c3a5c78f 8bb26bbd9b79beb8c8182490f 5793ee5b96013b74b7e169e29d162f 1
315464ea7d72436d89b755161192c81cc2dd1c8b8bba795ef 426eelcc0lc37aa
a37b2cf f 8b0a378b47cbd0b4d49398cf c2712959699f aObd8cd84666acc61f 54
1b84f a96b9c854e4e75e9144addb44b8566a57df bb545ce423c03346f 2b2c1a9
1780d152a8delad4d4c9cacde7392¢c996888cc2399¢02¢38b3353adf 8acab2839
24da00a05b76e738c72c930d6¢cba09ael168990f aalf ef 2226e780861d416ef f 4
02f 4f 759f c648ab1f 97100109087f 96e4b148d2cb31e4805314ea0cd95f b023e
ac0d989474bad4201d7b41d26f 5394b217eea5b34b71a8b37931c0e594271e0b7
€c733257240233e7ba735603e425a87dee77079e37cb28a21764594ce5350d8da
2b62a07174943032ec89c98809c73b6423d30c1d283a766a64d89703¢c3d629b4
97828d48320c346210797a298aa10d423¢c8dda069d02bc59e6¢df 03a096b8b3d
ad4cab9b80cad4al4907672ccef lec4f af 234a0bc5b7e9d473f 2b3133b3b26aldl
75¢ch67a7805919699¢c02f 76531b99c5f 89180704bb4cad4535¢c5b8972679¢c660a
07¢c5e514b87009c862eb8f 5157695ef b3f c40a9def 6b81clcc02a249ae4f 094a
d0d9bd3485¢c1c1c68080520a7¢c8c632032cee738154e5¢5176c07da56024776a
430f e76eacf 665a3f 7b832102215bc82f 10939¢c8355704336a8f ac1d81e4bb04
85aa5d7c74d6b59bbe5c5e972a0d8bac411b55b5d5557cd680ala8f 71b4eb86b
c48c9a0509731a54bd9d7290b27963e4372dc9b199cf dcacOb0lacd28a623951
12e4c43648d622c48c8234d01440e8cc376¢c927f 23ab5af c9ac0474c662274e42
4525c8552ece3b3f e26516de901bc7d515bde89558e626c95¢c80b93342f 80100
04f 39e6c6c94871c5e344cab3966c835f 9a96a59af d31¢c40286b38b1c1a78470
bab947518934453ce86736a919f 1f 5a6d510a86f 5454f c3980cb5¢c765bd2bd5f
7b36b1410d6635c8ceb47c4dda0d76a28eac939¢c71¢3024804866c7162665844
2163c2c22117e50acef ce6378a985652302a4ef 0c2ceOcc716b7796e2b6b2e37



77df alac3da259a31b5a9b530f 8cbh638a8la62ac301849abaf 95a7301bda3006
8909bf db7e67dbccbb38a5551a25b1a3a0f 685748ad5753d8880f 0016¢c627486
166384c5571f e2365900364d038311e2d875db366686932b5ec602430a369e87
abef 5¢338786657825bd4c057aceb923eb0935e6905e63b4ced7f 80857a773dd
64b150d26612ea9ac12052db2017bf 1843cch4b3281b690dc728adf a85¢c00281
b8e3c09287335f 856b4f c2892f 69a2f 57921ada01914c40988662d57769662a7
86351b9b66493dab79594d986de2100d65balf f 4ea58b81538d24a4435a258f a
c25404aa7f 41f 658b1385065e158dchb60115732720f 40459aaac15e406953a90
ac52997d1ccd070060ef c65db9e653354467f ad56ec713c86e7540c423acf 266
9f 52f a6f 4ac6888d871ef 3e847c029a8aaf bb92e17b24aa079b1f 419ba6175b4
42af b11909d4a56b70a0335b28739218aa7¢c9348e2c3c2f 3eb3d15a41e6417c0
dd94bf eb21419b311a7bb13a180bbe833218a9a6b17447cc85f 225859587a730
77049acbcf d44d0f 025438e15d1538270d586el1bf 83192a9459cf 63c0e972f 85
297679831ecf 121509851cb8340f 6f 107b0f alalOef d1b36a8189bc085c4f 5¢cb7
84e553f 41b918f 80397cel1956f 785bee377ca9aa8be6998ada30c26b7c3d8c6hb
55254¢cc96203b20c42aeelacd4elebb408e49a9e3f 879d0ab0785eb7025425d13
05a2299¢c015e120d163b0e19494ce57253d0246d182745ch8197ab7438b3c1bb
7972bec5a306eba3567855c014699f ef 65ae54c770a0d85¢c18400cf 642aedc66
0777badb138502bd5a7812f 621f 84a48296b98dd4322b6f 15828b8a8f 0e00a8b
a44a53c3a8b143571b0740abd567daf 1cde9c79¢c204b6d5e259d1766a31bbbchb
4e6a05cf 4502176b301c1lc2f 41247750157bcec85e809b30a4d60d7747cddOf 5
b99aa8c826987517793aaa8080a0b124a8558df 72bbe37b75f 4edbb6be8216d6
c633f b2b2280e25113d8695e43481c3eeb397eb192505229b67a201ea893c3e?2
cb32da8bc342f a4dea0578a24e16d8f 8f 9383a95b77050f 4d9f d2f 5733eec1d6
3ef 3¢23ebf 9918173669a7202122232425262728292a2b2c2d2e2f 3031323334
35363738393a3b3c3d3e3f‘ }
}
}
}
C 1.3. M.- KEM 1024 Private Key Exanples

Each of the exanples includes the textual encoding [RFC7468] followed
by the so-called "pretty print"; the private keys are the sane.

C.1.3.1. Seed Format

----- BEG N PRI VATE KEY-----

MFQCAQAWCWYJ Y ZI AWJDBAQDBEKAQAABAGVEBQYHCAK KOMVMNDG 8 QERI TFBUWFXGZ
GhscHRAf | CEi | yQ Ji coKSor LCOULzAXM MONTY3ODk 60z woP; 8=

----- END PRI VATE KEY-----

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.4.3 }

}
OCTET_STRI NG {

[0 PRRMTIVE] { ‘000102030405060708090a0b0c0d0e0f 10111213141
5161718191alblcldlelf 202122232425262728292a2b2c2d2e2f 30313233343
5363738393a3b3c3d3e3f* }

}
}

C.1.3.2. Expanded For nat

M | MeAl BADALBgl ghkgBZQVEBANVEggxkBI | MYPd7f 2sVxz/ i zFRr Z/ t 3TKG QB 1G
Pgn7uYTKR3p3t scGh8vwlUavkc2qQcsbocMgx HFWAP1L AKPHs bj ypYVY9Jxi Unt sWJ
teess7z1l yc6VONRf RUSCL1Kph51unmewwVl KmkZYnr AgATU eFxM2vDOF Rmzwbl
E0QSs2aCPVAXj | vyYasSCi i gT+wBzBXyt xkSzuVKgO7YVA Lab6i G et 2YebVagwh
PVMHYFNWSs 5VWT650R200Nx Fj Epv4ZFJy UGBswhpTdGsgnmXB3u6FVezsopOf 6B3Y5
| SR2Pr SBzqoRNmMvOdKBGhT QVPw Wk 9AV/ | JoKy ScEw7oMor NvHLt | HYvytj J761
f NP6y5QYb+P8nt ChQOuykdLJu3By M- i JUBZZVOWARN] LPdFed6JaBzSxak1pSt K
gi Okyllcni BynsVJLsNpYe+400y8AKWWNSMpXz2ANgv BYDVHz nDXhl 01ZXpWh91Y
nSf gY3SMAMI quybsTkMoj razsLwegl c+5zsaAhGDGEDUOE! ri 6sr duVt GSguYRpwxnM



J7+gEBMIKaMBVAr Fnkdef 6 YOXECNCh2Qyw Uz qN5r Dp+X7 YBhKN8HaHt phxsCc
HAdToRARYEf Kj WKQ@BMWKFNt Sj KRs EFYws PcZBYki CZ4vHgF9Yqdl McQRWeEai BESI

rs4ql | Nyt gJHmaVHf WA] dQSgXAr Fe8cKNVj Aj E3mh+8TAr T8t VI EESI suVnBMi5C
NFBAPGY Ff cQRs/ 76wQUgXxLsW.ERUVWkY0CJJI f 6E6Cy x| LOLi nMSZnZacWI'1Kr f Bz
zD46RY54gKoDl Aj mUr 6TsgyLQuxbDl Aj naxy YFKFGTOVMS7Dnt | 1t yl JpXf GsncB
Eol XSdUmDn3URs CWEYWQAL50AdJhHB88AeSgcx PSOnSL50t S5y PpaXQLlgUGYxp+l x
zuhAs| +nmPBNynX6! qscDUgnEzbzZpMcy6dY/ of sOTGz4x Yf zHR6p0l CRon+r hS/ f J
ov+6EWKYEr gDct j pBJ22n) oSYdCi hZgbTVeJngukFgeht np8DhKSNon4xj | Td9l w
X0k K@SlI hGhOFw7eBO+2UVCBY P3+VJah3k/ r 7v8qYLma7gGgcgy SKi dol TBm LOj z
Hn/ AkJOknp/ Q pGM e30Y6/ FGhYoU4AFhGDRhFf sLi CzGSC88XLzBwYl A +Ej | Zi z
SygaesOVIJEOGKM BI Al 6m+2] heh8@BEk YkwhB2j ml V03ZI JI Pri ZRAdS8EY03DA q
b/ zBAYr KE6CK] @ 6gBmMJUXaehz8I pkTKQyt H G aSWHYnRECQol PrilL.cJCIgMM SwSE2
wy bx PORGZk ¢ SsLkLWGO0AoWTy 94 Gzl i i eJAX+KW ZFywa7aj JngUSOaAWOpQuoz
FI 5pNSAMApkuBuZax3yLgBi PsZca/ CTUAzzvzU3St wsl DXKf Fg7mhbyl QaCAex
Y6zQ | vgOF3ggg2kbk27RNLKk YscOuDpHP+0TZCcxWBV8wW nmoxWis HHb UHVa5k H7 B
wlncnok HQDonpwXj YZSEsKOEbo71 Fpwxt GDUTAMVRGTQRM GGGvHIZZ(Qy6i Sv VBV
WFQDEf +bPl GSwwPY] 4ukapAceC7w 4j xsg3at qULD8Nj | wDj FUMBMVB5KF401HNK1
buHw+00gs+j PS7HkeUHUt TQNMscl RVyyqpcTZCUe2s XWhBTxi p3ud496yadkczZt T
wr Egoodphul Xt yvXzuRKcmMHMasi YXYr MaNzg4aWhAgl +31 FLmMUUEUL8c8nf b7
pBF5WIcXki spui 1Tg+WowNzBYBsJbJbXk4/ VpoqH 8e5R3qGoHLr XaJQyy/ sMy2D
yPQ7vo4RwW143f TSTZshc I Zf 2/ CegBRWPs AsOnByi D5pCf xcl md8ppDivVEyf g8C
X4DsMAgAoVnj CVEqJ9saf huMCpnTf f wi hy5RkwBox| Gr | h9Tq67i C62aPqvLg5Ey
Ub8TWHspYXt XVDMBTar bl j gOHCr ZNAGGKA9k SUQLeEunj 12sRNj 2Wet 01 ZUDI 8OR
QO 3SPsbRy3F7NgX8l a8ZHi ed pSMEl Tghr Ts AEUUMp RQERGRgj s 1IFMvsHgPZgl zL
hj k6Lf sSEZU+i GS03v60cSXxl Au7l yoCnQ zguvW SohYWkATI 6 PSMr Qrp6+wgr wh
PEMXCQBax1ksLqgi KZTxEkeoZOTEz X1Lpi aPEzFbZxVNz LVf EcPt Bq3WhZdLQREW
L82cTj RKES] 6nhHgQlj hku0OBSyM Kn7i si 4] cX9EER7j NXU5nDdkbanmBPsnyEq/ p
Tl 3FWj MKcpTMHOI Opt P7t PFoW i JLASs s Xz RawXDXs GEbanF2x5TM Gf 1X8kj wqOg
Mz ZZk Ygs MCQRA4E4AQ7 Xsf JZAM Y3Bgk uz wDHUW mTk WYy kI mwGni7 Xnf kF1zy KG
yN1c Sl psWEHzG60L0CalUc G 1Ud07zTj | bBL5zbF2x331 t sAqcB9H QLI VT9pTA2C
cnt MSl wsEEEhKQENSAI 41 RGzd+x 1l UebGXj 3YATUES2YYTILj pj SCvelNAc6UIqV
mBplZPmODKI Yv2GCky CoUCAXI U0y Xr Gx2ns KXAHVuewaFs0DVARgFI QSkmppQoQ
GY6xC eEZ460J9e0ur uVUpM/BI | XI z4TGOr woOr DdYSmMVAGxcD4EKsz YN1MJg/ JB
yt ZRWMdNAEZ5pRCNb GZr | ke TENDAXCFuzr ng2Zz UMRFj ZdnLoYegLHSZ5UQGj pvl 2
DHekaULHoGoVTSKAgMLR67x ThF21 MsWwGgz Chvkzacl K+n4f pwhHEaRYOn uo6q
UgHHKUo8Cl WLO2VOUNCI JexkbJCgRhl yTuf Qva/ | NDEyy+9nt u+xpewoCbhdzU4zn
€z2L.BOs LPCIWARS Me WWZgLoHUr 9x SSEXZJ8GFcMpD8KaRv3kvVLbkobWAzi CRCW
FaesK2QKYMMDN2pYQaP7i kclaPgbG Zy Ff NMAW 7Dwsi ¢ XXXI QABc Hwpue YUvc VB
b2yBi pU3C0J4gt e0dnl gnsbr mrJ0zZsj kagr pF4zk9Lpr pchyplsGhi LWCdxP5Cm
WF3pQz UowCs DzhC7X31 BOND7t MMVENa5G0UpJd/ hezf 5XSK8p UIHWRs hZCYwPDQ
i sVWHXvKbW OUHMYx X3AKC2bzI| ZXFi Bdzc8Rmmy GBBx5MOgXwt KMbYI j zXaJKw80p
x/ 1 JIBDFB4ANVsSTj 7U6a5r miLnAgkPnugRcRzduuM xPUz 1Ggc2+j FUDJJB83DaVE
v5+cKNm fi 8qf KI aTkt Ghnfas7zHat 8RCdVnpvEr WwOmXn7Aqudr yqj FWDOWTI nZ
jryaGriD7tt|j PFPSwf i 5UY48Lec6Gd7nms4C syl xz2ThKf 1sHobnXUoj RQHpZt 06
VAr 1lyPTzSnt KIT7i hJJWbV5nxvVYVF ywUGrwoBVNRNng Q) G b6l M RTxV7f zA9B6
acdzdo/ LTQec CQAXA6DDqU3kuz6j ovFl g9D5FwWo5UNsHE PC8M ApJd/ n3l ht i Wkm
Ngl QKi cFMDY3eZ3TRNpFHBz 3v2e EDCsweauMadwZl/ ZAUBYSRQxFyeYDvBZnbl | r

NHHhA7bx VEACTRc Cl EgRH/ vTf hxnD2TxS4p7M | MknOXdL8OMLSI dk Qr WNgL PXh
MELGSsZ5e4n7VRr  gWHLSAMzLf nEu8j yTEss1DwKat Tf i hzR/ OwdawQk Gp4Pxxs
B8y4j OEi j EvhxkD3kLXDpdXTynkkl ddLxGFWII j Aes YAJ2uSSr WBmt+HwWSUy 3b4L0
YKdI CXdmvHhaZl gYdeZhZ7FTU9c¢pc QRwB2X VWKs WAXdmmeE6kooOr 7r CWP6ox HZC
Ccl CHe MR WodpkgaXgyexx TRe90annDhB8Fbi UOEAqy TUGau9Cxf GgWw Uw8Dk D2
nhYSr CG6yi 5kI bJURbnl EJzi TOQvOad4nmbNi hr Dr 8ZR7uYhPcyyi f agr GoXcDM 4i F
cUkQ | sj EMT5MZ1BCz Tz uQA+l Xa7mVIXRVWEGEJIUnY7i 6WsUwz Fggr r Q605j +np
e6pSPXpEMM8PTr we Z5HXbhcqVr 1CJvgvr BbL6q0i WinD4HI hHKI eOaoKl JgDN+0
RvgYkYLSv16sTsHWXer 1nti hPkgj VAbRF / 3cg0S2xmEqG gkvoCl nol aVDr DI ¢cB
7Vj cYod2uYQO LhF1YTSeXBMaf hFqBGOGHX0YZj xWI8OMe Uf dqt / Ui s16RTUgl S |

JCUMlygpKi ssLS4vMDEy Mz QLN c40To7PD0+Pw==

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.4.3 }

}
OCTET_STRI NG {



OCTET_STRING { ‘f77b7f 6b15c73f e2cc546b67f b774cal9b42cd463ea
f bb984ca477a77b6c71087cbhf 051abe4736a9072c6e870c8311¢c55963f 500a3c
7b1b8f 2a58558f 49c62527b6c594b5e7acb3bcf 597273a5743517d151208bd4a
a61e75ba67b0bd594a994919627ac0a804d489e171336bc339f 4666706e51344
12b366823d50318c8bf 261ab120a28a04f ecO0lccl15f 2b71912cee54aa8eed854
694b6ba886b5eb7661e6d56aac213cc1d814d592b395554f ae74476d34371163
129bf 864527250606cc21a53746b20997077bbal55733b28ad4e7f a0776399524
763eb481ceaalll366c3474a04685f 40c3f 08b0424f 40bf f 949a0ac92704c3bal
c6eb36f 1f 5b621d8bf 2b6327beb57cd3f acbh94186f e3f c9ab0al434bb291d2c9
bb70723057e2254059656f 565919a32cf 74579de89681cd2c5a935a52b4aaa2d
24cb5d5c9e20729ec5492ec36961ef b8a28chc00ac303523295f 3d8036abc160
3307ce70d7848a35657a5687dd589927ea63731626abb26ec4e431b8eb6b3b0b
c1e82573ee73b1a021183183528108ae2eacaddb95b464a0b98469¢319cc27bf
a01bc31054a68c05502b1662b879f €98a1711c3426f 6436¢cb0214ceal379ac3a’
e5f b60184a37cldaleda6lc6c39c1dd4e847845811f 2a358a43731528536d4a3
291b04158c2¢c3dc641624882678bc7805f 58a9d94c7104567846a2044e65aece
2a225372b6024799a5477d60237504aa5c0ac57bc70a3558c08c4de687ef 1302
b4f cb5594413d22cb959bc31be423450403c6bc57dc411b3f ef ac1052ac4bbl16
2c44545a4ca80892657f al3a0b2c482ced629¢cc4999d969c593d4aadf 073cc3e
3a458e78a8aa039408e652be93b20c8b42ec5b0e50239dac726052851a6d1531
2ec39ed208b72209a577¢c6b2770112895749d5260e7dd446c0b0118c1000be68
01d2611f cf 00792a9cc4f 4b49922f 9a2d4b9c8f a5a5d0d60506631a7e971cee8
40b08f a63¢c13729d7ea5aac70352a984cdb669331cba758f e87ec3931b3e3161
fcc747aa749424689f eaeldbf 7c9a2f f bal302b212b80372d8e9049db69a3al2
61d0a2859a9b4d57899e0ba41607alb67a7c0e12923689f 8c6395377d970c749
0a4129611a1d05c3b7813bed945420723f 7f 9525a87793f af bbf ca982e66bb80
681c83248a89da084c19882f 48f 31e7f c09093a49e9f d09691b021edf 463af c5
19b62853816118346115f bOb882cc6482f 3c5¢cbcc1c1894697e1239598b34b2a
9a7acd15244d0690c88194097a9beda585e87¢c437124624c210768e6215d3764
82653eb89947877¢118d370c696a6f f cc1018ae413a08a8d0f f aa819945da7al
67c229913290cad1c80a369258762610ea253e62dc24226a30c892¢12136¢326
f 13f 4446664712b0b90bc063b4028593chbde06cdc22289e240c7e296b59172c1
aeda8c99e0512d1a0163a942ea33148e6937¢c026029424b81b996b1df 22ea062
3ec65c6bf 093500c¢f 3bf 35374adc392035ca7¢583b99685bca541a0807b163ac
d0888be0385dea820dad46e4dbb44d2e462¢734b83a473f ed1364273159257¢cc?2
59a8c5676¢c1c76d41d56b9907ec1c3599¢9e8907403a27a705e3619b04b0ad04
6e8ec8169¢c17b460d44c0c0c4464d044c946186bc725965083a892bcc495¢c054
0311ff 9b3e5192¢c303d88f 8ba46a901c782ef 02388f 1b2addab6a5350f c36397
00e3154337337e4a178d351cd2b56eelf Obf ea34aacf a33d2ec791e50752d4d0
34cb1c951572caaa5¢c4d90947b6b175a6dd3c62a77bb8f 7ac9ae24719b53¢c2b1l
20a2876986€e217b72bd7ceed44a7265bl1ceelab2261762b31a3738386969c082
5f b79452e652e1142f c73¢c9df 6f ba411795b4717922b29ba2d53abe5a8c0dccl
601b096c96d7938f d5a68a8797c7b9477a86a472eb5da250cb2f ec318d83c8f 4
3bbe8e11c35e377d349366c85¢c4382597f 6f c27a0051c0f bO0Ob02c01ca20f 9a4
27f172599477ca690cc1327e0f 025f 80ec338a80a159e308c12a27dbla7el1b96
0a99d37df c22872e51930f 28c651ab221f 53abaee20bad9a3eabcbab913251bf
135beb29617b5754333c4daadb2238341¢c2ad9378186280f 6449440b784ba78f
5dac44d8f 65b3b7421950397¢3913a2dd23ec6d1lcb717b36a5f c95af 191e2782
96948c1254ea86b4ec004b94c29450111191823b3514c9aclea3d9825cch8639
3a2df b04654f a2192d37bf ad1c497c6502eee5ca80a73bf ceObaf 5a54a88585a
401397a3d232f 426a7af b082bc21a44317090eaac7592c2ea88a653c4491eal9
3931335f 52e989a3c4cc56d9¢553732d57¢470f b41ab759b65d2d04445382f cd
9c4e344a1128f a9e11e04358e192ed014b23232a7ee2b22e23717f 44111ee335
75399¢c37646da9813ec9b212af e94e5dc5¢c2330a7294cclf 4234a6d3f bb4f 168
5ab8892c04ach17¢cd1c170d7b0611b6a7176¢c794cc8c67f 55f c923c2ad203100
f 365991882¢30243d77813843b5ec7¢c964032263706092ecf 00c7516be64e459
8cad226c069bb5e67e4175cf 2286c8dd5¢c488a6¢5861f 31baa0bd0269470e8b5
51dd3bcd38c86¢c12f 9cdb176¢c77dc8b6c02a701f 478902¢c8553f 694c0d82727b
4c4a5c2c1041212aa1274808b82111b377ec75214e9b1978f 76004d4139d9861
3f 4b8e98d20af 7b534073a509a959b7a7564f 9b40ca218bf 61829320a8502017
954d328d7ac6c769ec29700756e7b0685b340d5e118059504a49a9a50a10198e
b10a5784678eb427d7b4babb9552933b062897973e1318eaf 0aleac37584a654
01b1703e042accd837531483f 241cadcd1c1d378119e694429db199ac891e4ch
343757085bb3ae783667350c4458d97672e861e80b1d2679510ea3a6f 2360¢c77
a46942c7a06a554d228080c84b47aef 14db17620cbh16c06ab30albed4cda7082b
e9f 87e9¢c211c46916349a5ba8eaa5201c7294a3c0885b53b657452108825ec64



6c90a04612324ee7d031af e5343132cbef 67b6ef b1a5ec2809b773538ce77b3d
8b04eb0b3c2256011e4c716c19a8ba0752bf 71492117649f 0615¢3290f c29a46
f de4bd52db9286d603388244259c15a7ac2b640a60cc03376a5841a3f b8a4735
68f a9b1a267215f 34c01697b0f 0627175d72105b7707c29b9e614bdc33a6f 6¢
818a95370b427882d7b476796a9ec6eb993274cd9b2391a82bad45e3393d2e9ae
9721ca9d6¢c1b988b5827713f 90a6585de9433528c02b03cel0bb5f 720138d0f b
b4c30c1266b918e52925df e17b37f 95d22bcab54f 475919ac859098c0f 0d08ac5h
875ef 29b56f d141e6ef 15f 700a0b66f 39595¢588177373¢c4669b21bc071e4c3a
abf 0b4a31b6258f 35da24ac3cd29c7f 2092410¢c5078355b138f b53a6b9%9ae6elb
9c08243e7bhaad45c47376eb8c7f 13d4cf 51aa736f a31540c9241f 370dab44bf of
9c28d9a57e2f 2a7ca95a4e4b466e641ab3bcc76adf 1139d567a6f 12b52f 3a65e
7ec0aae26bcaa8c55833b04e59998ebc9al1930f bb6d2233c53d2c1f 8b9518e3c
2de73a19dee6b380a5b32971cf 64e129f d6¢c1f abe75d4a234501e966dd3a540a
f 5¢c8f 4f 34a6b4a253ee28492566d5e67c6f 55855f cbh0506f b06¢c156744d9a03a
31a26f a94cadl14f 157b7f 303d07a69¢c773768f cb4d079¢c09059703a0c3a94de4
b99ea3a2f 16583d0f 9170a3950db07b4f 0bc30802927f 9f 7961b6259892636a9
502a2705303637799dd344da451clcf 7bf 67840ceb3079ab8c6b8c1927f 64053
€612450c45¢c9e603bc16666e596b3471e103b6f 15447424d17022048111f f bd3
7elc670f 64f 14b8a7b32b94c1a49b45dd2f c38cd5289d910ad63602cf 513042
c64ac6797b89f b551ad08e05a92d200ccch7e712ef 23¢c9312cb350f 029ab537e
287347f d3075ac10906a783f 1c6c07cchb88f 41228c4belc640f 790b5c3a5d5d3
€a792495d74bc461562658c07ac600276b924ab5bc9belf 0494ch76f 82f 460a7
480972663381e169996061d799859ec54d4f 5ca5¢411¢01db1597b165977669d
el3a928a34af bac258f ea8c4764239¢c9421dc3119bf 5b47699206978327b1c53
45ef 7462798384 1f 056e2534100ab24d4e9abbd0b17c6a95bd4c3c0e40f 69e16
12aceeb28b99086c95116e7204273893390bf 46b899b36286b0ebf 1947bb9884
f 732ca27da82b19b5dcOcc7f 8885714910888b2310c4f 9319d410b34e6433b90
03e2176bb995257456106e8952163b8ba592530cc5aalaeb43ad398f e9e97baa
523d7a4431677c3d3af 0719e475db85ca95af 5089beabeb05b2f aab4896ba60f
81c88472a57b46a828826a0cdf b446f 8189182d2bf 5eac4eclcc5deaf 599c8al
3e48235406d17f f ddc8344b6c66984a868aa92f a02227a086950eb0c8701ed58
dc628776b983882e117561349e5¢131a7e116a0463861d7d18663¢c5627c38c71
47ddaadf d48acd7a4535202122232425262728292a2b2c2d2e2f 303132333435
363738393a3b3c3d3e3f‘ }

}
}

C.1.3.3. Both Formt

M | Mgl BADALBgl ghkgBZQVEBAMEggy M | MogRAAAECAWQFBgc| CQoL DAOCDXAR
EhMUFRYXGBkaGxwdHh8gl Sl j JCUMIygpKi ssLS4vMDEy Mz QLNj c40To7PDO+PwWSC
DGD3e39r Fcc/ 4sxUa2f 7d0yhnmOLNRj 6p+7mEykd6d7bHEl f LBFG 5HNgk HL GG HDI

MRXVI j 9Q0 x7GA8qWFWPSc Yl J7bFI LXnr LCB9ZcnO dDUXOVEgi 9SqYedbpnsL1Z
Spl IGM6WKgELl nhc TNr wzn0Znt GGRNEEY Nimgj 1QWYyL8nGr EQoooE/ sAcw8r cZ
Es7l Sqj u2FRpS2uohr Xr dmHnilWs| TzB2BTVkr OvWU+udEdt NDcRYxKb+GRScl Bg
bM aU3Rr | J| wd7uhVXM7 KKTn+gd20QzZUkdj 60gc6qETZs NHSgRoX0DD81 sEJPQL/ 5
SaCsknBMO6DG6zbx9bYh2L8r Yye+t XzT+suUGH j / JqwoUNLs pHSy bt wej BX4i VA
WAV VI kZoyz3RXnei WjcOsWpNaUr Sqot IM dXJ4gcp7FSS7DaWHv uKKMy ACs VDU

KV89gDar w\Az B85w14 SKNW6Vof dWI kn6nmiNzFi ar snmiv E5SDGA62s7C8HoJ XPuc 7 Gy
| Rgxg1KBCK4ur K3bl bRkoLnEacMZz Ce/ oBvDEFSn] AVQKX Zi uHn+nKFx HDQTBK Ns
sCFMBj eawef | +2AYS) f B2h7aYcbDnB3U6EeEVBHy 01i kNz FShThUoykbBBWWLD3G
QNI gmelx4Bf WKNZTHEEVNhGogROZa70Ki JTer YCR5m R31gl 3UEql wKx XvHG VY
W xN50f vEWKO/ LVZRBPSLLI ZvDG+Q RQQDxr xX3EEbP++sEFKs S7Fi xEVFpMjAI S
ZX+hQgssSCzt Ypz Enz2WhFk 9Sq3we 8w+ CkWoeKi gASQ 51 K+k71 M OLsWWQ 52s
cmBShRpt FTEUWS7SCLci CaV3xr J3ARKIVONVJIg591EbAs BGVEAC+aAHSYR/ PAHKq
nMTOt Jki +aLUucj 6W ONYFBnivaf pcc70QLCPpj wTcpl+par HALKphM22aTMcunWP
6H7Dkxs+MAHBx0eqdJkad/ g4Uv3yal/ uhMCshK4A3LY6QSdt po6 EmHQuoVAND1X
i Z4LpBYHobZ6f A4Skj aJ+My5U3f ZcMiJCkEpYRodBcG3gTvt | FQgcj 9/ | SWd5P6
+7/ KnC5mu4BoHI Mki onaCEWZi C91 8x5/ wlCTpJ6f 0JaRs CHt 9G0Ovx RmM2KFOBYRgO0
YRX7C4gsxkgvPFy8we GIRpf hl 5Wys0sgmr NFSRNBpDI gZQJepvt pYXof ENXJGIM
| Qdo5i FAN2SCZT64nmUeH BGNNwx panm 8wQGEK5BQgi 00P+qgZl F2noW CKZEykM R
yAo2kl h2JhDgJT5i 3CQ aj DI ksEhNs MrBTOERnMZHEr C5C8B;j t AKFk8veBs3Cl oni

QVf i | r WRcsGu2oyZ4FEt GgFj qULgMWkSCaTf AJgKUJLgbmAsd8i 6gY] 7GXGrwk 1AM
8781N0r cOSAlynxYChl oVBpUGggHsWOs 01 i L4Dhd60ol NpGENUOTS5GLHNLg6Rz/ t

E2On Wkl f M1ZgMnbBx21B1WIZB+wecNZnJ6JB0A6J6¢CcF42GhBLC BG6OyBacF7Rg



1EWMVDERKOETJRhhr xy WANUI Cokr zEl cBUAXH nz5Rks VD21 +LpGgQHHgu8CO 8bKt
2r al NQ@ DY5cA4xVDNz N+SheNNRz St W h8L/ gNKr PozOux5H B1LUODTLHIUVEcsqq
XE2Q Ht r F1pt 08Yqd7uPesnuJHGOUSKxI KKHaYbi F7cr 187kSnJl sRzuGr | nF2Kz
G c40d pw Jf t 5RS5l LhFC/ HPJ32+6QReVt HF5I r Kbot UvI qVDcwWAb CVWy \WL5 0P
laakh5f HUUd6hgRy612i UMsv7DGNg8j 0076 0ECNeN300k 2bl XEOCWK9vwnoAUc D7
ALAsAcog+a@n8XJZl Hf KaQzBVh4PAl +A7DOKgKFZ4wj BKi f bGn4bl gqZ0338I ocu
UZMPKMZRqy | f Uuu4gut m) 6r y6uRM G Elvr KWF7V1QzPE2g2y| 4ANBwg2TeBhi gP
ZEl EC3hLp49dr ETY9l s7dCGVASf DkTot 0j 7QG0ct xezal / IW GR4Angpalj BJU6oa0
7ABLI MKUUBERKYI 7NRTJr B6j 2YJcy4Y50 37BGVPohkt N7+t HEl 8ZQLu5cqApzv8
4Lr 1pUgl WFpAES5ej 0j LOJgevsl K81 aRDFwk OgsdZLC6oi mMJBRIHGGTkx ML9S6 Ynij
XMW cVTey 1 XxHD7Qat 1P XSOERFOC/ NnE40ShEo+p4RAENY4ZLt AUsj | yp+4rlu
| 3F/ RBEe4zV1OZW3Z&2pgT7JIshKveUsdxcl zCnKUzBICNKbT+7 TxaFq4i Swer LF8
OcFwW17Bh@pxdseUzIl xn9V/ JI 8Kt | DEA82WZGE LDAk PXeBOEOL 7 Hy WQDI miNwYJLs
8AX1Fr 5k5FnmVpCIsBpul5n5Bdc8i hsj dXEi KbFhh8xugqC9Am HDot VHICB804y GAS
+c2xdsd9yLbAKNAf RAkCy FU aUMNgnJ 7 TEpcLBBBI SghJ0gl uCERs 3f sdSFOxI 4
92AE1BQdMGE/ S46Y0gr 3t TQHA Cal Zt 6dWISt Ayi GL9hgpMygqFAgF5VNVb16xsdp
7C wB1lbnsGhbNA1eEYBZUEpJ gaUKEBMOs Qo XhGeOx Cf Xt Lq71 VKTOWYol 5¢+Exj q
8KDgW3WVEpI Bs XA+BCr MDA TFI PyQcr cOcHTeBGeaUQp2xmay JHkx T@BVwhbs654
Nt 1DERY2XZy 6 GHoCx0me VEQo6by Ngx3pd Cx6BqVUOI gl DI SOeu8U2xdi DLFsBq
swob5M2nCCvp+HBCI RxGKWNIpbqQOgl | Bxyl KPAI Ft Tt | dFI Q CXsZGy QEYSMK7n
0DGv5TQxMsvVZ7bvsaXsKAnBc1OVb3s9i Wit Czwi VgEeTHFs Gai 6B1K/ c UkhF2Sf
BhXDKQ Cnkb95L1S25KGLgMAgkQ@ nBWAr Ct kCnDMAZ dgWVEG +4pHNW 6mxonthXz
TAFpew8OYNF11yEFt 3B8KbnnFL3DOTMsgYqVNwt Cel LXt HZ5ap7G65kydMebl 5Go
K6ReMbPS6a6XI cqdbBuYi 1gncT+Qpl hd6UMLKMAr AB4Qu19yATj Q+7TDDBINuUR) |
KSXf 4Xs3+V0i vKVPRLkZr | WQniVDWOI r Fh17ynilb9FB5u8VIwCgt nB5W/x YgXc 3PE
ZpshvAceTDgl 8LS) G2JY812i SsPNKcf y CSQxQeDVbE4+10mua5uCowl JD57gk XE
c3brj HBTIMBPRgNNvoxVAy SO N2l RL+f nCj ZpX4vKnypVWK5LRbkGr OBx2r f ETnV
Z6bxK1Lzpl 5+wKri a8qoxVgzsE5Zmy68mhkw+7bSI zx TOs HAuVGOPC3nChne5r OA
pbMpcc9k4Sn9bB+nb11KI 0UB6WAA QK9cj 080pr Si U+40SSVmLeZ8b1WFX8sFBv
sGWZ0TZoDoxom+pTKOU8Ve38wPQermHc 3aPy 00Hn Ak Fl wOgwel NSLmeo6LxZYPQ
+RcKOVDbB7 Tw DCAKSF 595YbYl mlJj apUConBTA2N3nd00TaRRwec 979nhAzr MHnr
j GUMGSE 2 QFPGEK UMRc nmA7WWZiib Zaz Rx4QO2 8VRHQK O XAI Bl ER/ 7034cZwOk8UuK
ezK5TBpJt F3S/ Dj NUonZEK1j YCz14TBCxkr GeXuJ+1UaOl 4FqSO0gDMy35xLvI 8kx
LLN@BCnr U340c0f 9MHWS EJBgeD8chAf Mul 9BI oxL4cZA95CIwe XV08p5JJ XXS8Rh
Vi ZYwHr GACdr kkqlvJvh8El M 2+C9GCnSAl yZj OBAWZYGHXmYWex ULPXKXEEc Ad
sVI 7Fl | 3Zp3hOpKKNK+6W j +qMR2Q nJCh3DEZv1t HaZl d 4vhscU0XvdGp5g4 QX
BWI NBAKsk1Onr vQs Xxql b1 MPA5A9p4WEqzusouZCGy VEWBYBCc4kzkL9GuInE YO
awe/ GUe7m T3Mson20KxmL3AzH+| hXFJEI i LI xDE+TGdQQs 05k M7k APi F2u51 SVO
VhBuUi VI Wo4ul kI MkaoK60Ox OY/ p6XuqUj 16RDFnf DO68HGeR124 XKl a9Q b6r 6w
W+qt || rpg+Byl RypXt GgCi Cagzft Eb4GIGCOr 9er E7BzF3q9Znl oT51 | 1QX0X/ 9
31 NEt sZphKhogpL6Ai J6CA Qwy HAe1Y3CKHdr nDi C4ARIVWEONI wTGn4RagRj hh19
GGY8Vi f D HFH3ar f 11 r NekULI CEi | yQ Ji coKSor LCOuLzAxM MINTY3CODk6Czwo
Pj 8=

————— END PRI VATE KEY-----

SEQUENCE {
INTEGER { O }
SEQUENCE {
OBJECT | DENTI FIER { 2.16.840.1.101.3.4.4.3 }

}
OCTET_STRI NG {
SEQUENCE {

OCTET_STRING { ‘000102030405060708090a0b0c0d0e0f 1011121314
15161718191alblcldlelf 202122232425262728292a2b2c2d2e2f 3031323334
35363738393a3b3c3d3e3f* }

OCTET_STRING { ‘f77b7f 6b15c73f e2cc546b67f b774cal9b42cd463e
a9f bb984ca477a77b6c71087cbhf 051abe4736a9072c6e870¢8311¢c55963f 500a
3c7b1b8f 2a58558f 49c62527bh6c594b5e7ach3bcf 597273a5743517d151208bd
4aa61e75ba67b0bd594a994919627ac0a804d489e171336bc339f 4666706e513
4412b366823d50318c8bf 261ab120a28a04f ecOlccl15f 2b71912cee54aa8eed8
54694b6ba886b5ebh7661e6d56aac213cc1d814d592b395554f ae74476d343711
63129bf 864527250606cc21a53746b20997077bbal55733b28a4e7f a07763995
24763eb481ceaalll366c3474a04685f 40c3f 08b0424f 40bf f 949a0ac92704c3b
a0c6eb36f 1f 5b621d8bf 2b6327beb57cd3f ach94186f e3f c9ab0al434bb291d2
c9bb70723057e2254059656f 565919a32cf 74579de89681cd2c5a935a52b4aaa
2d24cb5d5c9e20729ec5492ec36961ef b8a28chc00ac303523295f 3d8036abcl



603307ce70d7848a35657a5687dd589927ea63731626abb26ec4e431b8eb6b3b
Obc1e82573ee73b1a021183183528108ae2eacaddb95b464a0b98469c319cc27
bf a01bc31054a68c05502b1662b879f €98a1711c3426f 6436¢cb0214ceal379ac3
a7e5f b60184a37cldaledablc6c39c1dd4e847845811f 2a358a43731528536d4
a3291b04158¢c2¢3dc641624882678bc7805f 58a9d94c7104567846a2044e65ae
ce2a225372b6024799a5477d60237504aa5c0ac57bc70a3558c08c4de687ef 13
02b4f cb5594413d22chb959bc31be423450403c6bc57dc411b3f ef ac1052ac4bb
162c44545a4ca80892657f al3a0b2c482ced629cc4999d969c593d4aadf 073cc
3e3a458e78a8aa039408e652be93b20c8b42ec5b0e50239dac726052851a6d15
312ec39ed208b72209a577¢c6b2770112895749d5260e7dd446¢c0b0118c1000be
6801d2611f cf 00792a9cc4f 4b49922f 9a2d4b9c8f a5a5d0d60506631a7e971ce
e840b08f a63c13729d7eab5aac70352a984cdb669331cba758f e87ec3931b3e31
61f cc747aa749424689f eaeldbf 7c9a2f f bal302b212b80372d8e9049db69a3a
1261d0a2859a9b4d57899e0ba41607al1b67a7c0e12923689f 8c6395377d970c7
490a4129611a1d05¢c3b7813bed945420723f 7f 9525a87793f af bbf ca982e66bb
80681c83248a89da084c19882f 48f 31e7f c09093a49e9f d09691b021edf 463af
c519b62853816118346115f bOb882cc6482f 3c5¢cbcc1c1894697e1239598b34b
2a9a7acd15244d0690c88194097a9beda585e87¢c437124624c210768e6215d37
6482653eb89947877¢118d370c696a6f f cc1018ae413a08a8d0f f aa819945da7
al67c229913290cad1c80a369258762610ea253e62dc24226a30c892¢12136¢3
26f 13f 4446664712b0b90bc063b4028593cbde06cdc22289e240c7e296b59172
claeda8c99e0512d1a0163a942ea33148e6937¢c026029424b81b996b1df 22eal
623ec65c6bf 093500cf 3bf 35374adc392035ca7¢c583b99685bca541a0807b163
acd0888be0385dea820da46e4dbb44d2e462c734b83a473f ed1364273159257¢
c259a8¢c5676c1c76d41d56b9907ec1c3599c9e8907403a27a705e3619b04b0ad
046e8ec8169c17b460d44c0c0c4464d044c946186bc725965083a892bcc495¢c0
540311f f 9b3e5192¢c303d88f 8ba46a901c782ef 02388f 1b2addab6a5350f c363
9700e3154337337e4a178d351cd2b56eelf Obf ea34aacf a33d2ec791e50752d4
d034cb1c951572caaa5¢c4d90947b6b175a6dd3c62a77bb8f 7ac9ae24719b53c2
b120a2876986e217b72bd7cee44a7265b11ceelab2261762b31a3738386969c0
825f b79452e652e1142f c73c9df 6f bad11795b4717922b29ba2d53abe5a8c0dc
c1601b096c96d7938f d5a68a8797c7b9477a86a472eb5da250chb2f ec318d83c8
f 43bbe8el11¢c35e377d349366c85c4382597f 6f c27a0051c0f b00b02c01ca20f 9
a427f 172599477ca690cc1327e0f 025f 80ec338a80a159e308c12a27dbla7elb
960a99d37df c22872e51930f 28c651ab221f 53abaee20bad9a3eabcbhab913251
bf 135beb29617b5754333c4daadb2238341¢c2ad9378186280f 6449440b784ba7
8f 5dac44d8f 65b3b7421950397c3913a2dd23ec6dlcb717b36a5f c95af 191e27
8296948c1254ea86b4ec004b94c29450111191823b3514c9aclea3d9825cch86
393a2df b04654f a2192d37bf ad1c497c6502eee5ca80a73bf ceObaf 5a54a8858
5a401397a3d232f 426a7af b082bc21a44317090eaac7592c2ea88a653c4491ea
193931335f 52€989a3¢c4¢cc56d9¢553732d57¢c470f b41ab759b65d2d04445382f
cd9c4e344a1128f a9e11e04358e192ed014b23232a7ee2b22e23717f 44111ee3
3575399¢c37646da9813ec9b212af e94e5dc5¢c2330a7294cclf 4234a6d3f bb4f 1
685ab8892c04acb17cdlc170d7b0611b6a7176¢c794cc8c67f 55f c923c2ad2031
00f 365991882¢c30243d77813843b5ec7¢c964032263706092ecf 00c7516be64e4
598ca4226c069bb5e67e4175cf 2286c8dd5¢c488a6¢c5861f 31baal0bd0269470e8
b551dd3bcd38c86c12f 9cdb176c77dc8b6c02a701f 478902¢8553f 694c0d8272
7b4c4a5c2¢c1041212aa1274808b82111b377ec75214e9b1978f 76004d4139d98
613f 4b8e98d20af 7b534073a509a959b7a7564f 9b40ca218bf 61829320a85020
17954d328d7ac6c769ec29700756e7b0685b340d5e€118059504a49a9a50a1019
8eb10a5784678eb427d7b4babb9552933b062897973e1318eaf 0aleac37584a6
5401b1703e042accd837531483f 241cadcdlc1d378119e694429db199ac891e4
c5343757085bb3ae783667350c4458d97672e861e80b1d2679510ea3a6f 2360c
77a46942c7a06a554d228080c84b47aef 14db17620cb16c06ab30albed4cda708
2be9f 87e9¢c211c46916349a5ba8eaa5201c7294a3c0885b53b657452108825ec
646c90a04612324ee7d031af e5343132chef 67b6ef bla5ec2809b773538ce77b
3d8b04eb0b3c2256011e4c716c19a8ba0752bf 71492117649f 0615¢3290f c29a
46f de4bd52db9286d603388244259c15a7ac2b640a60cc03376a5841a3f b8a47
3568f a9bh1a267215f 34c01697b0f 0e627175d72105b7707¢c29b9e614bdc33a6f
6c818a95370b427882d7b476796a9ec6eb993274cd9b2391a82ba45e3393d2e9
ae9721ca9d6c1b988b5827713f 90a6585de9433528¢c02b03cel0bb5f 720138d0
f bb4c30c1266b918e52925df e17b37f 95d22bca54f 475919ac859098c0f 0d08a
c5875ef 29b56f d141e6ef 15f 700a0b66f 39595¢588177373¢c4669b21bc071e4c
3aabf 0b4a31b6258f 35da24ac3cd29c¢7f 2092410c5078355b138f b53a6b%aebe
0b9c08243e7baad5c47376eb8c7f 13d4cf 51aa736f a31540c9241f 370da544bf
9f 9c28d9a57e2f 2a7ca95a4e4b466e641ab3bcc76adf 1139d567a6f 12b52f 3a6



5e7ecOaae26bcaa8c55833b04e59998ebc9a1930f bb6d2233¢c53d2¢c1f 8b9518e
3c2de73al19dee6b380a5b32971cf 64e129f d6clf a6e75d4a234501e966dd3a54
Oaf 5¢c8f 4f 34a6b4a253ee28492566d5e67c6f 55855f cbh0506f b06¢c156744d9a0
3a31a26f a94cadl4f 157b7f 303d07a69c773768f cbh4d079c09059703a0c3a94d
e4b99ea3a2f 16583d0f 9170a3950db07b4f 0bc30802927f 9f 7961b6259892636
a9502a2705303637799dd344da451clcf 7bf 67840ceb3079ab8c6b8c1927f 640
53¢c612450c45¢c9e603bc16666e596b3471e103b6f 15447424d17022048111ff b
d37el1c670f 64f 14b8a7b32b94c1a49b45dd2f c38cd5289d910ad63602cf 5130
42c64ac6797b89f b551ad08e05a92d200ccch7e712ef 23¢9312¢ch350f 029ab53
7e287347f d3075ac10906a783f 1c6¢c07cch88f 41228c4belc640f 790b5c3a5d5
d3ca792495d74bc461562658c07ac600276b924ab5bc9belf 0494cb76f 82f 460
a7480972663381e169996061d799859ec54d4f 5ca5¢c411c01db1597b16597766
9del3a928a34af bac258f ea8c4764239¢c9421dc3119bf 5b47699206978327b1c
5345ef 746a7983841f 056e2534100ab24d4e9abbd0b17c6a95bd4c3c0e40f 69e
1612aceeb28b99086c95116e7204273893390bf 46b899b36286b0ebf 1947bb98
84f 732ca27da82b19b5dcOcc7f 8885714910888b2310c4f 9319d410b34e6433b
9003e2176bb995257456106e8952163b8ba592530cc5aalaebh43ad398f e9e97b
aab23d7a4431677c3d3af 0719e475db85ca95af 5089beabeb05b2f aab4896bab
0f 81c88472a57b46a828826a0cdf b446f 8189182d2bf 5eac4eclcc5deaf 599¢c8
al13e48235406d17f f ddc8344b6c66984a868aa92f a02227a086950eb0c8701ed
58dc628776b983882e117561349e5¢c131a7e116a0463861d7d18663c5627¢c38¢c
7147ddaadf d48acd7a4535202122232425262728292a2b2c2d2e2f 3031323334
35363738393a3b3c3d3e3f‘ }

}
}
}
C. 2. Exanple Public Keys

The following is the M.-KEM 512 public key corresponding to the
private key in the previous section. The textual encoding [ RFC7468]
is followed by the so-called "pretty print"; the public keys are the
sarme.

M | DM ALBgl ghkgBZQVEBAEDggVhADmMVgV5Zf RBDVc8pgl Mey TIRhplbzb51 cST2
Ar i 2pmwW HYWEK1 2 XPXYAG: RXpBaf wr Adr DG_voygVPnyl cBaZ8TBf Hnv G+Qs OSb
aTUSt s6ZKouAFt 38Gmysfj +WecvYad1l3GvM | szVkYr Gy3dGoF53nzbW / ngvJdQ
Pyx7fi OADYZFD7GAf KTKvaRl gl oxx4mht 6SRqzhydl OyDQ xkg+i E8l AKOFr g7gS
Trm2XmLLUADcw3qpoP/ 3OXDEdy81f SQYnKb1M-VowQO 3aj di poxgXl Y8XSCVcuD8
dTLKKUcpU1Vnt f xBPF6HKkt JGRTbMyI +Yr ddGZPFBVmM+-QFqk KVBgpqYoEZMbBqLt E
wt T6PCwgl GByj VFKGnxMrbj Rl gQ0zDUpFgqast eDj 3/ 2t Tr gWyaf WRr evpsRZM
JqPDdVYZvpl M RnvgMe BbNEeDbLI VC+GCna5r BWTXP9Ubj kr p5dBFy D5JPSQrax U
I 1TVt VQ 4KnrBal t r ZWMeEl ZekNML2Vj t bf wmi 8xI gj J4NVWHRbOy 6t nVUAAUH
gVeMZnmBLgXr RISKUc26LAYYaS1p0UZuLb+UUi aUHI 5L1 h2JscTd2V10zgGocj i cy
r 5f CaA9RZmvKkx QuLvAQxx Pl oM r xs8RVKPuhU bHi xwZhwKUf MDzdyekb7U70R3l|
yOGRNGhZUW 2r XJADzzy Cbl 2r vNaWAr | f r Pj D6/ VAXPKi n3SZ1r OH30Xt hQzzRr 4
D3cl hp9mVvl hJeYCxr BCgzct j agDt hoGz Xk KRIMJANQe | uF+Dper Dp KPMFgCQPJp
NWC5szbl r wlSnawaBl EZMCy3qbzBELI | Ub8CEX8Znc SFqFK3Rz8JuDGrgx 1bVMC3
kNI | zZ2u5LZRi onmzbMB2| Ej x6r wAnoLg2Ve6i i / CoBOcl AY/ WiuS2Ac9huqt xp6PT
UZej Q+dLSi csEl 1UCIZCbYWBI YO7OKa6nH7Dei XHt EzbEt 3kU5t Ks| | 2NoPwS/ eg
NnIMXEHf 6DChsW.gsy @z QLWhKFEZ3I zRLr dAA+N] FN8SPmY8FMHzr 0e3guBw7xZoG
Wht t Y7Js

SEQUENCE {
SEQUENCE {
OBJECT | DENTI FIER { 2.16.840.1.101.3.4.4.1 }

}

BIT STRING { ‘00° ‘3995815e597d104355cf29aa5333¢c93251869d5bcdb
e487124f 602b8bh6a66c16c4761648ad765¢cf 5d8006b515e905a7f 0ac076b0c62
ef a328153e7¢ca5701699f 1305f 1e6bc6f 90b0e49b693512b6ce992a8b8016ddf
cla662c7e3f 9619chd869dd771af 30896ccd5918ac6chb77466¢c5e779996d67f f
9aabc97503f 2c7b7e2d000d86450f b1807cad4cabdad465825a31c789alb7a491a
b3872765d320d0b71920f a213¢94093416b83b8124e69f 65e62ch5000dcc37aa
9a0f f f 73970c4772f 357d24189ca6f 5305568c0e2376a3762a68c605e563c5d2



09572e0f ¢c7532ca294729535567b5f c413¢c5e8792d2464536cc808f 98add7466
4f 141566f 9016a90a541829a98a0464ced41a8bb44c2d4f a3c2¢c209460728ef 14
ala7c4c9b98d12203b4cc3529160a9ab2d7838f 7f f 6b53ae05aa31a7d646b7af
a6c45932526a3¢c3755619be994c211c2a31c05b3447836¢cb2150bel1829daebb0
4c5535cf f 546e392ba797411720f 924f 490a5ac5495f 21356d550b782a64c168
8b6b655bcc7842197a434c2f 6563b5b7f 09a78bcc488232783561d16f 4cbab67
55400050781570c66604b817ad1252294736e8b01861a4b5a74519b8b6f €5148
9a5072392e587626¢c713776575d33806alc8e2732af 97¢2680f 51666331c4eb8
bbc0431c4f 96832daf 1b3c45528f bal53f 6¢c78b1c198702947ccd337727a46f b
53ballde5chb4191346859516¢ch6ad72400f 3cf 209b236aef 35a580ac87eb3e30
f af d66973ca8a7dd2675af 41f 7a17b61433cdlaf 80f 7708869f 665488497980b
lac10a0cdch636a00ed8681b35e429124ca80350725b85f 83a5eac3a4a3ccl60
0903e65293560b9b336e5af 0d529dac1a048119302cb7a9bcc110b94851bf 021
17f 199dc485a852b7473f 09b831a6831d5b54c0b790d225cf 6bb92d9462a26¢d
b33dda5123c7aaf 0e26a0b83655eea28bf 3a8074725018f d6bae4b601cf 61baa
b71a7a3d35197a343e74b4a272c125d540896426d85b7958d3b38a6ba987ec37
225c7b44cdbl12dde4539b4ab082363683f 04bf 7a09cc5c41df e830alb162e0b3
24334362f 084a14467723344badd000f 8d8c537c48f 998f 05307cebdledeOb81
c3bc59a065alb6d63b26¢ }

}

The following is the M.-KEM 768 public key corresponding to the
private key in the previous section. The textual encoding [ RFC7468]
is followed by the so-called "pretty print"; the public keys are the
sare.

M | Esj ALBgl ghkgBZQVEBAI DggShACTKoQLCPI 3aBp0CvFnnef A6CWILPaTKubgM
pKFIB2cszvHsT68] SgvFt +nUc/ KzEzs7JgHRdct np4BZGMT Avdl Mont X4k YBWS7
TKRTXFuJcnecZgoHxeUUUHAJYGLr j 1FXaV77P8Kne9r gcHVAQJJr k8J St DZvTSF
we HGgl BSCny MYy Ay zuc 4FU5c UXbAf aVgJdHdqQw nbgz2ZaP3uDl Q hW8gvEJCcgl
VWwQz ao+sHYHkuwSFgl 18dNalnv5cXpcqDYusQRt Vt dVVf NaAoaj 3Q064a8SMgUJ
cxpWZ1lykLISY+@BLenmxne/ cr AsBr NKKY]j | REUTENK] W s SMyj TQFEDoz Ddskn8;
pa/ Jr AROxm nTkJFJIchVLs47P+Jl Ft 6QG8f VFb3ol V] nmisl cgLkzQvgBAATzNnnks
I'1 ccXj RMgzl nyDX5gWhZr 9Me QChr OLHBp4Rwur | HUYKORTzo0ZzapG& Hlpt UQqGAU
VPw5gM cdl vSvV97Nr FBDWY1y M60f E3aDXai j gy TnHHDAkgEhmxx YNZYRCFj wsl h
F+UKzvzmN4qYVI | wKk 7wnws4Mkxa3eWdr ay43d9+hr D2i WAMbWht TD4y 2OKgaYgww
GEnmr r 5SWhMBvaMAaJ Cb/ bf nf bzLs4pVUaJdbG oPaFdl r VdT2I gPABbGIOhhZj hMvX
H+I 2WQA2TQODEeL Ydds2Zo0aTK17 GAKIMKNp6Hpu9c Mie GZXgl vUwFes 651 +sJNeaQ
Xm0zt f 4CFenc91ksVDSZhLgns EgUt sgF78Y@y0sygba@HKK36hc ACghj j wIKH
ML+Fa0/ G S9pov V5l a2gGRTECYhmLVd2l nKnhj UbnRZJPat 5WJ2Ybel QDWABDY Tq
W.gVONJ KRDW WPr CVASqf 0H2W.E4 UGXhWNy 2 ARVz Jy DOBFnr BXk BpUBk Kx SmX0c
ZQcAYQ GXbnmJz VEZ/ r VbscTyGE1QMY r PIm1L6b0r G | 2HHVPoR8ApgKr 7uS4X
skgqgebHOGbphdbRCr 7EZCdSI a3CgMLsoc5l Ygny TSOLDw Pr PRV HMOXWN2 Uv +s h
QsxGuxChglLvoMy GKmrs XRHz | Xy J YW/h6cwdwSay 8/ UTQBCVD] hXRU4JwlYbhv4
MZKpRZz 2 PA6XL4UpdnnDHs 8 SFQMFHLg0D28Qew+ho Q' Rs2qBi bwi XE9ct 4TI U/ Qb
kY+AOXz hl WD4WH43f Kngi +aZi t owwrt 8PYxr VSVMYW DsgxCr uCsTh67Q 5JgeP4
edCr B4Xr cCVCXRMFoi nt AVASDRY7Dhl JTOVY U9AkbRgnRcuBl 6t 0OLPBuU3l yvsW
Buuj VnhVwBRpn+9I r | THc KDYXBhADPZCr t xmB3e6Sx OFAr 1aeBL2I f hKSCl r nN1D
I r bxWCi 4gPDgCouk Sl PDgLFDVxsHQKvVZ9r xzenHnCBLbV4l nRdnmoxu7y05qBc9F
Ahdr MBwc LOEKd1AVe871 XoCbh MKTWDXdHz dD1uZgoy CaYdRd50gqAgKCxJKhVj f cr
vj e3X07bt r 6CFt bGM sr | oDi URPYaV5DSBw+62z1 +sZJQUI nRei AeqJPD4ssy2ovD
QupN6gV4

----- END PUBLI C KEY- - - - -

SEQUENCE {
SEQUENCE {
OBJECT | DENTI FIER { 2.16.840.1.101.3.4.4.2 }

}

BIT STRING { ‘00° ‘298aal0d423c8dda069d02bc59e6cdf 03a096b8b3da
4cab9b80ca4al4907672ccef lec4f af 234a0bc5b7e9d473f 2b3133b3b26aldl7
5cb67a7805919699c02f 76531b99c5f 89180704bb4ca4535¢c5b8972679c660a0
7c5e514b87009c862eb8f 5157695ef b3f c40a9def 6b81clcc02a249ae4f 094ad
0d9bd3485¢c1¢c1c68080520a7¢8c632032cee738154e5¢c5176c07dab56024776a4
30f e76eacf 665a3f 7b832102215bc82f 10939¢8355704336a8f ac1d81e4bb048
5aa5d7c74d6b59bbe5c5e972a0d8bac411b55b5d5557¢cd680ala8f 71b4eb86bc



48c9a0509731a54bd9d7290b27963e4372dc9b199cf dcac0b0lacd28a6239511
2e4c43648d622c48c8234d01440e8cc376c927f 23a5af c9ac0474c662274e424
525c8552ece3b3f e26516de901bc7d515bde89558e626¢c95¢c80093342f 801000
4f 39e6c6c94871c5e344cab3966¢c835f 9a96a59af d31¢c40286b38b1c1a78470b
ab947518934453ce86736a919f 1f 5a6d510a86f 5454f c3980cb5¢c765bd2bd5f 7
b36b1410d6635c8ceb47c4dda0d76a28eac939c71c3024804866¢c71626658442
163c2c22117e50acef ce6378a985652302a4ef 0c2ceOcc716b7796e2b6b2e377
7df alac3da259a31b5a9b530f 8ch638a81a62ac301849abaf 95a7301bda30068
909bf db7e67dbccbb38a5551a25bla3a0f 685748ad5753d8880f 0016¢c6274861
66384c5571f €2365900364d038311e2d875db366686932b5ec602430a369e87a
6ef 5¢338786657825bd4c057aceb923eb0935e6905e63b4ced7f 80857a773dd6
4b150d26612ea9ac12052db2017bf 1843cchb4b3281b690dc728adf a85c00281b
8e3c09287335f 856b4f c2892f 69a2f 57921ada01914c40988662d57769662a78
6351b9b66493dab79594d986de2100d65ba0f f 4ea58b81538d24a4435a258f ac
25404aa7f 41f 658b1385065e158dchb60115732720f 40459aaac15e406953a90a
¢52997d1ccd070060ef c65db9e653354467f ad56ec713c86e7540c423acf 2669
f 52f a6f 4ac6888d871ef 3e847c029a8aaf bb92e17b24aa079b1f 419ba6175b44
2af b11909d4a56b70a0335b28739218aa7c9348e2c3c2f 3eb3d15a41e6417c0d
d94bf eb21419b311a7bb13a180bbe833218a9a6b17447cc85f 225859587a7307
7049achcf d44d0f 025438e15d1538270d586e1bf 83192a9459cf 63c0e972f 852
97679831ecf 121509851ch8340f 6f 107b0f alaOef d1b36a8189bc085c4f 5¢ch78
4e553f 41b918f 80397cel1956f 785bee377ca%9aa8be6998ada30c26b7c3d8c6b5
5254¢c96203b20c42aeelOac4elebb408e49a9e3f 879d0ab0785eb7025425d130
5a2299¢015e120d163b0e19494ce57253d0246d182745ch8197ab7438b3c1bb7
972bec5a306eba3567855c014699f ef 65ae54c770a0d85¢c18400cf 642aedc660
777ba4b138502bd5a7812f 621f 84a48296b98dd4322b6f 15828hb8a8f 0e00a8ba
44a53c3a8b143571b0740abd567daf 1cde9c79c204b6d5e259d1766a31bbbcb4
e6a05cf 4502176b301c1c2f41247750157bcec85e809b30a4d60d7747cddOf 5b
99aa8c826987517793aaa8080a0b124a8558df 72bbe37b75f 4edbb6be8216d6¢c
633f b2b2280e25113d8695e43481c3eeb397eb192505229b67a201ea893c3e2¢c
b32da8bc342f a4deal0578" }

}

The following is the M- KEM 1024 public key corresponding to the
private key in the previous section. The textual encoding [ RFC7468]
is followed by the so-called "pretty print"; the public keys are the
sare.

————— BEG N PUBLI C KEY-----

M | GV ALBgl ghkgBZQVEBAMDgg YhAEUUWp RQERGRg] s1FMrsHgPZgl zLhj k6Lf sE
ZU+i GSO03v60cSXxl Au7l yoCnd zguvW SohYWKATI 6 PSMy Qrp6+wgr whp EMXCQ6q
x1ksLqgi KZTxEkeoZOTEzX1Lpi aPEzFbZxVNz LVf EcPt Bq3WZdLQREU4L82cTj RK
ESj 6nhHgQLlj hkuOBSyM Kn7i si 4] cX9EER7j NXU5nDdkbamBPsnyEq/ pTl 3Fw MK
cpTMHOI Opt P7t PFoW i JLASss Xz RwXDXs GEbanF2x5TM G 1X8kj wqOgMXDz ZZKY
gsMCQA4E4Q7 Xsf JZAM Y3Bgk uz wDHUW mrk Wy kI mavGnir Xnf kF1zyKGyN1c Sl ps
WGHz G60L0CaUcG 1Ud07zTj | bBL5zbF2x331 t sAqcB9H QLI VT9pTA2Ccnt MBI ws
EEEhKgENnSAI 41 RGzd+x 11 UsbGXj 3YATUES2YYTILj pj SCvelNAc6UIqVm8plZPnD
DKI Yv2GCky CoUCAXI UOyj Xr Gx2ns KXAHVuewaFsO0DVARgFI QSknppQoQGY6xCl eE
Z460J9e0ur uVUpM7Bi i Xl z4TGOr woOr DdYSmVAGxc D4EKsz YNLMJg/ JByt zRwd N4
EZ5pRCnbGZr | ke TFNDAXCFuzr ng2Zz UVRFj ZdnLoYegLHSZ5UQ6j pvI 2DHekaULH
0GpVTSKAgMhLRE67XxThF21 MsVWWGgz Chvkzacl K+n4f pwhHEaRYOM uo6qUgHHKUO8
Cl WLO2VOUNCI JexkbJCgRhl yTuf Qva/ | NDEyy+9nt u+xpewoChdzU4znez2LBGsL
PCIVARS McVWWZLoHUr 9x SSEXZJ8CGFcMpD8KaRv 3kvVLbkobWAzi CRCW FaesK2(K
YMAMDN2pYQaP7i kclaPgbG Zy Ff NMAW 7Dwsi ¢ XXXI QABcHwpueYUvcMsb2yBi pU3
C0J4gt e0dnl gnsbr mrJ0zZsj kagr pF4zk9Lpr pchyplsGhi LWCdx PSCMAF3pQz Uo
WCs DzhC7X31 BOND7t MMMVENMB5G0OUpJd/ hezf 5XSK8pUIHWRTE hZCYWPDQ s WHXV Kb
WOUHM X X3AKC2bz| ZXFi Bdzc8Rnmy GBBx5MOgXwt KMbY! j zXaJKw80px/ | JJBDF
B4ANVsTj 7U6a5r miLnAgkPnugRcRzduuM xPUz 1Ggc2+j FUDJJB83DaVEv5+cKNm
fi 8qgf Kl aTkt GonQas7zHat 8ROdVnpvEr lwOmXn7Aqudr yqj FWDOWTI nZj r yaGTrD7
ttlj PFPSW i 5UY48Lec6Cd7nms4C syl xz2ThKf 1sH6bnXUoj RQHpZt 06VAr 1yPTz
Smt KIT7i hJJWbV5nxv VYV ywdGHwhBVNRNmgG G b6l M RTxV7f zA9B6acdzdo/ L
TQec CQNKA6DDqU3kuZ6j ovFl g9D5FwWo5UNsHE PCBM ApJ/ n3l ht i WrknNgl OQKi cF
MDY3eZ3TRNpFHBz 3v2e EDCsweauMa4wzZl/ ZAUBYSRQx FyeYDvBZnbl | r NHHhA7bx
VEdCTRcCl EgRH/ vTf hxnD2TxS4p7M | MKnOXdL8OMLSI dk Q@ WNgLPXhMELGSs Z5
edn7VRr § gWWLSAMzLf nEu8j yTEss1DwKat Tf i hzR/ OwdawQk Gp4PxxsB8y4j OEi
j EvhxkD3kLXDpdXTynkkl ddLxGFWII j AesYAJ2uSSr WBm+-HwWSUy 3b4L0YKdI CXIm



C 3.

MiHhaZl gYdeZhZ7FTU9c pc QRMB2x WKs WAKdmrmeE6k 0o0r 7r CWP6ox HZCCcl CHe VR
m WodpkgaXgyexx TRe90annmDhB8Fbi UOEAqy TUGau9Cxf GqWwUw8DkD2nhYSr O6y
i 5kl bJURbnl EJzi TOQvOa4nbNi hr Dr 8ZR7uYhPcyyi f agr GoXcDM 4i FcUKQ | sj
EMISMZ1BCz Tz uQA+l Xa7mVIXRWEGEJ UhY7i 6WsUwz Fqgr r Q605j +npe6pSPXpE
MA8PTr we Z5HXbhcqVr 1CIvavr BbL6g0i WinD4HI hHKI eOaoKl JqDN+ORvgYKYLS
v16sTsHWXer 1nti hPkgj VAbRf / 3cg0S2xmEqG gkvoCl nol aVDr DI ¢B7Vj cYod2
uYO LhF1

————— END PUBLI C KEY- - - - -

SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.4.3 }

}

BIT STRING { ‘00° ‘4b94c29450111191823b3514c9aclea3d9825cch863
93a2df b04654f a2192d37bf ad1c497c6502eee5ca80a73bf ceObaf 5a54a88585
a401397a3d232f 426a7af b082bc21a44317090eaac7592c2ea88a653c4491eal
93931335f 52e989a3c4cc56d9¢553732d57¢470f b41ab759b65d2d04445382f ¢
d9c4e344a1128f a9e11e04358e192ed014b23232a7ee2b22e23717f 44111ee33
575399¢37646da9813ec9b212af e94e5dc5c2330a7294cclf 4234a6d3f bb4f 16
85ab8892c04ach17cd1lc170d7b0611b6a7176c794cc8c67f 55f c923¢c2ad20310
0f 365991882¢30243d77813843b5ec7¢c964032263706092ecf 00c7516be64e45
98ca4226c069bb5e67e4175cf 2286c8dd5c488a6¢c5861f 31baaObd0269470e8b
551dd3bcd38c86¢12f 9cdb176¢c77dc8b6c02a701f 478902¢c8553f 694c0d82727
b4c4a5c2c1041212aa1274808b82111b377ec75214e9b1978f 76004d4139d986
13f 4b8e98d20af 7b534073a509a959b7a7564f 9b40ca218bf 61829320a850201
7954d328d7ac6c769ec29700756e7b0685b340d5e118059504a49a9a50a10198
eb10a5784678eb427d7b4babb9552933b062897973e1318eaf 0aleac37584a65
401b1703e042accd837531483f 241cadcd1c1d378119e694429db199ac891e4c
5343757085bb3ae783667350c4458d97672e861e80b1d2679510ea3a6f 2360c7
7a46942c7a06a554d228080c84b47aef 14db17620cb16c06ab30albed4cda7082
be9f 87€9c211c46916349a5ba8eaa5201¢c7294a3c0885b53b657452108825ec6
46c90a04612324ee7d031af e5343132cbef 67b6ef bla5ec2809b773538ce77b3
d8b04eb0b3c2256011e4c716¢c19a8ba0752bf 71492117649f 0615¢3290f c29a4
6f de4bd52db9286d603388244259c15a7ac2b640a60cc03376a5841a3f b8a473
568f a9b1a267215f 34c01697b0f 0e627175d72105b7707¢c29b9e614bdc33a6f 6
c818a95370b427882d7b476796a9ec6eb993274cd9b2391a82bad45e3393d2e9a
€9721ca9d6c1b988b5827713f 90a6585de9433528c02b03cel0bb5f 720138d0f
bb4c30c1266b918e52925df e17b37f 95d22bca54f 475919ac859098c0f 0d08ac
5875ef 29b56f d141e6ef 15f 700a0b66f 39595¢588177373¢c4669b21bc071e4c3
aabf 0b4a31b6258f 35da24ac3cd29c7f 2092410¢5078355b138f h53a6b9aebel
b9c08243e7baa45c47376eb8c7f 13d4cf 51aa736f a31540c9241f 370da544bf 9
f 9¢c28d9a57e2f 2a7ca95a4e4b466e641ab3bcc76adf 1139d567a6f 12b52f 3a65
e7ecOaae26bcaa8c55833b04e59998ebc9a1930f bb6d2233c53d2c1f 8b9518e3
c2de73a19dee6b380a5b32971cf 64e129f d6¢c1f a6e75d4a234501e966dd3a540
af 5¢8f 4f 34a6b4a253ee28492566d5e67c6f 55855f cbh0506f b06c156744d9a03
a3la26f a94cadl14f 157b7f 303d07a69c773768f cbh4d079c09059703a0c3a94de
4b99ea3a2f 16583d0f 9170a3950db07b4f 0bc30802927f 9f 7961b6259892636a
9502a2705303637799dd344da451clcf 7bf 67840ceb3079ab8c6b8c1927f 6405
3c612450c45¢c9e603bc16666e596b3471e103b6f 15447424d17022048111f f bd
37el1c670f 64f 14b8a7b32b94c1a49b45dd2f ¢c38cd5289d910ad63602cf 51304
2c64ac6797b89f b551ad08e05a92d200cccb7e712ef 23¢9312cb350f 029ab537
e287347f d3075ac10906a783f 1c6c07cchb88f 41228c4belc640f 790b5c3a5d5d
3ca792495d74bc461562658c07ac600276b924ab5bc9belf 0494ch76f 82f 460a
7480972663381e169996061d799859ec54d4f 5ca5¢c411c01db1597b165977669
del3a928a34af bac258f ea8c4764239¢9421dc3119bf 5b47699206978327b1ch
345ef 746a7983841f 056e2534100ab24d4e9abbd0b17c6a95bd4c3c0e40f 69el
612aceeb28b99086c95116e7204273893390bf 46b899b36286b0ebf 1947bb988
Af 732ca27da82b19b5dc0cc7f 8885714910888b2310c4f 9319d410b34e6433b9
003e2176bb995257456106e8952163b8ba592530cc5aalaeb43ad398f e9e97ba
ab23d7a4431677c3d3af 0719e475db85ca95af 5089beabeb05b2f aab4896ba60
f 81c88472a57b46a828826a0cdf b446f 8189182d2bf 5eac4eclcc5deaf 599c8a
13e48235406d17f f ddc8344b6c66984a868aa92f a02227a086950eb0c8701ed5
8dc628776b983882e1175" }

}
Exanpl e Certificates



| RFC EDI TOR Pl ease replace the following reference to
| [I-Dietf-lanps-dilithiumcertificates] with a reference to the
| published RFC

The following is the M.-KEM 512 certificate that corresponding to the
public key in the previous section signed with the M.- DSA-44 private
key from[Il-D.ietf-lanps-dilithiumcertificates]. The textual

encodi ng [ RFC7468] is followed by the so-called "pretty print"; the
certificates are the sane.

----- BEG N CERTI FI CATE- - - - -

M | NpDCCBBggAW BAgl UFZ/ +byL9XMXE Uk 32/ V400N44808wWOwWYJYI ZI AWUDBAMR
MCl x DTALBgNVBAOTBEI FVEYx ETAPBgNVBAMICEXBTVBTI FdHVB4XDTI wivDl wiviz AO
Mz | x MFoXDTQMVDEY OTAOMz | x MFowl j ENVAS GA1UEChMESUVUR] ERMAS GALUEAXM
TEFNUFMyVOcwggMy MAs GCWCGSAFI AWQEAQOCAY EACZWVBXI | 9EENVZzY Uz PIM GG
nWNvkhxJPYCuLanbBbEdhZI r XZc9dgAalFekFp/ CsB2sMyu+j KBU+f KvnFpnx MF
8ea8b50n5Jt pNRK2zpkqi 4AVBf waZi x+P5YZy9hp3Xca8wi VW NVRi sbLd0ZsXneZ
It Z/ +aq8l 1A/ LH +LQANhKkUPs YB8pM19pGNCW HHI aG3pJ G OHI2 XTI NC3GSD6I T
yUCTQMIDUBJCaf ZeYst QANzDeqgng/ / c5¢cMR3LzV9JBI cpvUwWW Adj dgN2Kmnj GBe
Vj xdl IVy4Px1MsopRyl TVW1/ EE8X0eSOkZFNsyAj 5i t 10Zk 8 UFWh5AW) Qo UGCnp
i gRkzkGou0TC1Po8LCCUYHKOBUoaf EybmNEI A7 TMNSKWCpqy 140Pf / alQuBaoxp9
ZQ& 6+mx Fky Umo 8 N1 Vhmitmwh HCoxwFs ORANs shUL4 YKdr ms ExVNe/ 1RuQSunl OEX
| Pkk9Jd r FSVBhNWLVC3ggZMroi 2t | WBx4Ghl 6 Q0w ZWOLt / CaelLzEi CvhglYdFv
TLg2dVQABQeBVwxmYEuBet El | pRzbosBhhpLWIRRMt v5RSIpQcj KuWHYMkxN3ZX
XTQAahyQlzKvl 8JoD1FmYzHE64u8BDHE+W)y 2v Gz x FUo+6FT9se L HBmHAPpR8z TN3
J6Rvt TuhHeXLQZEOaFI RbLat ckAPPPI Jsj au81pYCsh+s+MPr 9Zpc8qKf dJnWr X
ehe2FDPNGvgPdwi Gn2ZUi El 5gLGs EKDNy 2NgAO2GgbNe QoEky 0A1ByWAX4d 65 Ck
08WWAJA+ZSk 1YLz NuW DVKdr BoEgRkwLLepv MEQuUhRvw Rf xmdx | WoUr dHPwn
MaaDHVt UnWLeQOi XPa7kt | GKi bNsz3aUSPHqvDi aguDZV7gKL86gHRy UBj 9a65LYB
22G5g3Gno9NRI 6ND50t KIywSXVQ | kJt hbeVj Ts4pr qYf sNyJceOTNsS3eRTnmOgw
9j Y29/ BL96CcxcQd/ oMKGxYuCz JDNDYvCEoURNncj NEut 0AD42MJU3x| +Z) wwf OvR
7eCAHDvFngZa@21j snyj Ui BQVIAAGALUd DWEB/ WQEAW FI DA BgNVH4 EFgQUDs W5
pZcef 02geKhuRn Ty +xH26 NcwHWYDVRO] BBgwFoAUMpoHsT q7SPUqMI 8RoYrPhl 4]

| v8WOWYJYI ZI AWUDBAMRA4| JdQDc VBLA/ De8Ss6UL3t McHXKcOi TXaBPPLYyoGi mw
KG BhZ299qdyg6Qv/ hWwk Xf uQLvBI JUi E9bol UvDIH1Bv5g+wBXDMAPcb585a972
f B7Lj 7r TYWGezp4 QRGsn4bMOUHE OS/ 9MADILAWBXI EDSI 69KgN+j N+Cak +PS1Q@BO
u+TpeM2f 0304+3vTf H Nl ePSNOgkd1pzs2nwWI bQA Wet pF1r | HC7NJ/ XOO8Zs N3
Cr 7580Ly Aot CdGCRnj 16Fhxh1r J976b6y+Yo96CDMyl 221 YPJoi hl BekuKc4ugkE
g4vJEwWAL Pl Moaogn7XJcVKKI hGKp1lM/ nAKvgQxCRvI f RURUDyHai QAk Cay K+Hp6
4AV02pbYX/ w1 X9bWLKCel d42EUQpF2i Fu3i | QJi 1JmvFy MP8I ZZYq/ 8f Pv3KGZPF
YJpd6yaA7Rel QaNi FgCvgx7nw/ Zt i 7sa2a5dor 3YqQYRj Z8U JUuYUKxNDde/ u46W
m EGSYcynpO EYbyeWrXWlye7ghT1Q7bnFPV8M zn3r Xyt zUz UZf r K8j 9cHxAozY
sF7RDuBmaul i Yf V1j ar oCcHr ohVTnSSi SMKV4q6H KPI pf 40ENs4SVh9xkWXdbB
Qai GgFhsl +sx| DGPRwWbKr j 6gVcbyFuJl PRLA1LYl J2qFXzpzHyf AS3f HFvgv+S0AJ
Dnf Nk3QcT70j GhESQCkTXA4Lgx Pl +0c6asvauXl | CnN8RAQ r aY4+DQ.8cYi dEi
SANXSOKNSzj +b225zdPvf BB/ 4eJTt V7VAdnQOhETJEr of XEWbpA8zobl / +bu2snmdY
Pgla83hwVo+Hxf kSz1i HWOWI9+i whnnm28RqzLdme ZGJ Sf gEFKADr i wXUEr +L1 kX
OxeMavy Xxdxv9S6Y6y+n0Al 0gl 0t zGvi VoDgAOXNLU+Mupou5f t DTJj 7ULlox| UH
H FeE06+JRoTPbDcl +cBi | 31SI xuZ1u7cOE33nbPOW0j WDXe ASBMVbUE3aMah5 VRS
t ZXmdi j HA4ZEN1/ ++Q60JAF1SCTsnTkZ0Il k3Zl | f pQOH1sJIpl NzLI BOO4dLI Qx2Nc
NFI ExuPsVO7kWLr DLgkh8sr BKr dUa/ 8ngD3kppXWri aBhSnUEONGI rwi 5g/ f JbNU
HOWZr Ob31uOKD@BCcNKI K8PZL5pu/ ul JTGZ5Dz 4HORWIt 2aXQoj Zf GQOr ashKxes8
F+Ewgse7NUAt 3HgX94+0SWhf pNCVI ZknK5Xf hZJV08XVZ2Tk TDoJ6aBLqua/ a5Xg
j Whwr 0AJuB84j x2BleCeYxj t +3cEaB274XU++HEbk P/ 1Qx J3L1r 545NaRQAy| ZF
MrCt CTVy Aavhr Ter Quhl 8r VGAKO XaCf HSI n8y9u26qMHeL9BI P7JeMeZx CYQBb
QXNOW GrK1L1IWB XE2CTcOqQURAUOV T r XTf | 5A+1 6DS4T2Z226APgk0q2JSQ hO3JEg
S7zknl 2NoAummhwe GU/ qSPz X+4/ Kl xwc CCs8nD8Zk kwhdB5poUAUTES/ eCOtr r nB
wxLm | cv2RAMANBbRkxnB5SQCCf c6ri i t 4AxkaRKz5b27FWedf kHIbOgQaQexni v
51 wGHs FGeQFJyV1pNvo0aB9vvMIL3VZ0OsoXooxr dl cOkv7j J9Q6eF8ZAFYXvxnaS
D+/ CsH1b1+6WCVZI DRzRsMauvai f YUZNMQQ CKSkDkFPj BDY5Xca9yZkd +S+Pzz
70Du6by 3l vvUk+V6s PKEAS4ej ZOocr i V75SPf zOW RZol j JXOnBt KCo6L2e56nt Vs
hRi | BaLGbst QF 2Ei hTSZUf 21zNj b15E7KcdbTt r 8TEOI JAUVYX Bt NRW VhEXOMY
QXWAIHLO15pv8Dubwt 6i Dr 8CbCDNOI t Pt szI Nj Cz4yN51aGTr H&ZOCIcbc UWgxOm
Wwr QmYWJaz 1eDahnbnowXshql 8RcGgvz U Z0/ g6nEbAJZgbk7j 0z C1VI wOKMVA
er hkwsnr r pi ¢X3cvP3wl 3JyhB6vbAf KAXQH3Cf r nK12Bhpg@+9V5DKX TLO2f +5m



ckJ1 9¢cZgSYx8r hl DI NbR33k SOYOBa2Rw mvkhdypd38| 5S80SwTRu5eJ4Vr r SeeM
wi VBgl xLA+0+SD2i FKyaf sW.eu+Axx5/ H | VB+g82dGKkZr r ESEvOOLpdl aS+AMN
9BccbDD2SGE2UZKI K4zx2QWYvnFGE ZDRj mvQVOdQOxi y0j 21 7WHnbed! TTUUMSFU
Ocf SG+cIHnToa/ VRUANDHY FpnV+AFOdAls0oemhN5v OghDz HnKas FFp UDH88n57K
gbXELYi HTQEB/ s/ Hr Ocr j wWQQCbhJFe4bBJzhcnwuGcdNUKLF7M dvoyKYYu200E
P6F0/ RoDWS2FVBRyr KeSzIl LWhuar f Tq84i MaPgKr O 8XNf aSgGRs G3kx Ge0s3r Vs
i wzaOBTHoCLp6W)Eebf ucmSCMXt Kf VE 28u/ dvQkz1D0oqTcWihQ@ DLgZI 3Hj dDr
i 044DARVGKASEv(q75Jq91GXP+1R8yej pP1l ZU4onX1i OE8DMUVEUB5JIN+Kk FXbS83
6nZHmYhgwj 931 vet Ni K5cJs2ML9LNJj 5G ONnPM zoXCl Bj zDxOMY 3CoRF5achF
p598l Yl oyvl S1VYhwnir pFnmz 0BB9OEepvdq0ZX11XVb32l 6W F41 AUhOYEX1FI nO
XJ74LC2uMka92wbnceJAj i r aJKhi 4VnUrRhPa7MUt / 20A5WY8zznVGn94U PsENPj
/ nl 7vXBVLb9Noj t 9AkI O637bT+1wszCvOH8nel nzNDsCBi 9B8+ntdgzi zENO8UKSk
dCaNbCB86LVeo+unyY5abrmgr 2NO 7XaSTqWs 7ezenmR5Ak| Uka35LgVI KvZw2Wez
G3KxZI mbvi V+XMsakqGTrdXof 7klusEcnbJ/ EJLi 9ecaxMZKulLj T9sFt No8uvE/ nil
1pf 4bGnGXgBERGpZsgnm+JNx DDThD1Wht dPpyeF8/ 6i Xd/ eNi HboV830Q j 0dXJ4
YbTr BcWbf UeZ8+8gGI0bgshM PCr CdYVMAf W cu7DyFi Ot Qdt S1pnpo5Co+0On.xe
I yKgwl | YOghCE3r 6SBCr x0+sTPOsi xV5Ref u2J1 Bkj oywPavnk3+109l 1FOBkz ST
f QLpAWENGx00LVFdZHB1f 4CS| Zai q8Te7At O X6QX ba4wBbP1+j 2FSVCW& 4goSv
s7TAncr R1dr vOBRI aH2qyt nr 8Pc AAAAAAAAAAAAAAAAAAAAAFSVR QA==

————— END CERTI FI CATE- - - - -

SEQUENCE {
SEQUENCE {
(0] {
I NTEGER { 2 }

}
I NTECER { *‘ 159f f e6f 22f d5cc42c524df 6f d5e28d0de38f 34f* }
SEQUENCE {

OBJECT I DENTIFIER { 2.16.840.1.101.3.4.3.17 }

}
SEQUENCE {
SET {
SEQUENCE {
# organi zati onNane
OBJECT_I DENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }

}

}
SET {

SEQUENCE {
# commonNane
OBJECT_I DENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }

}
}

}

SEQUENCE {
UTCTi me { "200203043210Z" }
UTCTi me { "400129043210Z" }

}
SEQUENCE {
SET {
SEQUENCE {
# organi zati onNane
OBJECT_I DENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }

}
}
SET {
SEQUENCE {
# commonNanme
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }
}
}

}



SEQUENCE {
SEQUENCE {
OBJECT | DENTI FIER { 2.16.840.1.101.3.4.4.1 }

}

BIT STRING { ‘00" ‘3995815e597d104355cf29aa5333c93251869d5
bcdbe487124f 602b8b6a66c16c4761648ad765cf 5d8006b515e905a7f 0ac076b
Oc62ef a328153e7ca5701699f 1305f 1e6bc6f 90b0e49b693512b6ce992a8b801
6ddf c1la662c7e3f 9619¢cbd869dd771af 30896ccd5918ac6ch77466¢c5e779996d
67f f 9aabc97503f 2c7b7e2d000d86450f b1807cad4cabda465825a31c789alb7a
491ab3872765d320d0b71920f a213c94093416b83b8124e69f 65e62cb5000dcc
37aa9a0f ff 73970c4772f 357d24189ca6f 5305568c0e2376a3762a68c605e563
¢5d209572e0f c7532ca294729535567b5f c413c5e8792d2464536¢c808f 98add
74664f 141566f 9016a90a541829a98a0464ced4l1a8bb44c2d4f a3c2c209460728
ef 14ala7c4c9b98d12203b4cc3529160a9ab2d7838f 7f f 6b53ae05aa31a7d646
b7af a6c45932526a3¢c3755619be994¢c211¢c2a31c05b3447836¢ch2150bel1829da
e6b04c5535cf f 546e392ba797411720f 924f 490a5ac5495f 21356d550b782a64
c1688b6b655bcc7842197a434c2f 6563b5b7f 09a78bcc488232783561d16f 4cb
ab6755400050781570c66604b817ad1252294736e8b01861a4b5a74519b8b6f e
51489a5072392e587626¢c713776575d33806alc8e2732af 97¢c2680f 51666331c
4eb8bbc0431c4f 96832daf 1b3c45528f bal53f 6¢78b1c198702947ccd337727a
46f b53ballde5cb4191346859516ch6ad72400f 3cf 209b236aef 35a580ac87eb
3e30f af d66973ca8a7dd2675af 41f 7a17b61433cdlaf 80f 7708869f 665488497
980blac10a0cdch636a00ed8681b35e429124ca80350725b85f 83a5eac3ad4a3c
c1600903e65293560b9b336e5af 0d529dac1a048119302cbh7a9bcc110b94851b
f02117f 199dc485a852b7473f 09b831a6831d5b54¢c0b790d225cf 6bb92d9462a
26cdb33dda5123c7aaf 0e26a0b83655eea28bf 3a8074725018f d6bae4b601cf 6
lbaab71a7a3d35197a343e74b4a272c125d540896426d85b7958d3b38a6ba987
ec37225c7b44cdb12dde4539b4ab082363683f 04bf 7a09cc5c41df e830albl162
e0b324334362f 084a14467723344badd000f 8d8c537c48f 998f 05307cebdlede
0b81c3bc59a065a1b6d63b26¢c }

}
[3] {
SEQUENCE {
SEQUENCE ({
# keyUsage
OBJECT_I DENTIFIER { 2.5.29.15 }
BOOLEAN { TRUE }
OCTET_STRI NG {
BIT STRING { b*'001" }
}

}
SEQUENCE {
# subj ect Keyl dentifier
OBJECT_I DENTIFIER { 2.5.29.14 }
OCTET_STRI NG {
OCTET_STRING { ‘ 0ec592a5971e7e8da078a86e4674f 2f b11f 6

e8d7' }
}
}
SEQUENCE {
# aut horityKeyldentifier
OBJECT | DENTI FIER { 2.5.29.35 }
OCTET_STRI NG {
SEQUENCE {
[0 PRRM TIVE] { ‘329a07blf abb48f 52a309f 11a1898f 848
e2322ff* }
}
}
}
}
}
}
SEQUENCE {

OBJECT_I DENTI FI ER { 2.16.840.1.101.3.4.3.17 }

}
BIT_STRING { ‘00° *‘dc57c2c0fc37bc4ace942f 7b4c7075ca7348935da04



f 3cbca80a2996286f c1859dbdf 6a77283a42f f e158cc577ee40bbc120952213d
6e8214bc3247d41bf 9abec015¢c33383dc6f 9f 396bdef 67clecb8f bad363019ec
€9e10446b27e1b30e507b4e4bf f 4c683f 4b030f 179440d297af 4a80df a337e09
a93e3d2d50dcebbe4e978cd9f a37d38f b7bd37¢c794d89e3d234eaad775a73b36
9f 05486d018859ch69175ac81c2ecd27f 5ce3b766c3770abef 9f 0e2f 2028b427
460919e3d7al61c61d6b27def a6f acbe628f 7a083320976da560f 2688a19417a
4b8a738ba0904838bc913002d3e53286a8827ed725¢c5a42888462a9d4cee71bd
2af 810c4246f 21f 45446e0f 21da88e02439ac8af 87a7ae00574da96d85f f c355
f d6d6d4a39e21de36114429176885bb78a53898b5266305¢c8c3f c959658abf f 1
f 3ef dcal993c5609a5deb2680ed178841a36216008cablee7c3f 66d8bbblad9a
e5da2bdd8a9846367¢525254h9850ac4d0dd7bf bb8e969881064987329e93a21
186f 27969975b8c9eeea853d50edb9853d5f 0c8f 39f 7ad7cadcd4cd465f acaf 2
3f5¢1f 1028cd8b05ed10ee0666ae96261f 5758daae809cleba215539d24a248c
40a578abale328f 2297f 8a8436cel12561f 719165dd6c139a88680586¢c23eb319
4318f 4706caae3ea055c6f 216e2483d12f 52f 2949daal57ce9cc7c9f 012ddf 1c
5be0bf e4b40090e77¢cd93739c4f b1bd8d08444903a44d70382eac4f 23edlce9a
b2f 6ae5e52029cdf 1174e8eb698e3e0d02f ¢71889d1224809d7b0e28d4b38f e6
f 6db9cdd3ef 7c107f e1le253b55ed576740e8444c912balf c4459ba40f 33a1b97
f f 9bbb6b267583e0d5af 37870568f 87c5f 912¢cf 58875bd593f 7e8b08679b6f 11
ab32dd9a6cd918949f 804164003ae2c17504af e2c8917d3178claf c97c5dc6f f
52e98eb2f a7d00974aa5d2dcc6be25680ea034c4d2d4f 8cbha9a2eebf b434c98f
b535a312141e31e515e134ebe251a133db0dc97e7018a5df 54a5c6e675bbb70e
137de76c¢f 3b0d235835de03c339bh84dda3106ale5545f b595e67628c7e3310dd
7f f be439a09005d52093b274e4674964dd99487e93b41f 5b09a483732e504ed3
874b950c7635c345204c6e3ec54eeed45b5ac32ea921f 2cacl2ab7546bf f 27803
de4a695d6ee26818529d413437a96bc22e60f df 25b3541f 45bbaf 46f 7d6ed0al
dOf 1c34a94af Of 64be69bbf ba5253199e43cf 81ce47056dd9a5d0a2365f 190d2
b6ac84ac5eb3c17e13082¢c7bb35402ddc7a97f 78f b4496a5f a4d0959599272b9
5df 859255d3c5d56764e44c3a09e9a04baaebbf 6b95e08d64f 0ae8009bh81f 388
f 1d81d5e09e6318edf b7704681dbbel753ef 87ea6e643f f d50b49dcbd6be78e4
d691400ca56453300ad09357201abelad372b430865f 2b54600a3a55da09f 1d2
967f 32f 6edbaa8clde2f d0483f b25e31e671098410e5b4313745af 1a62b5d56e
971b6093734a90d117543af 7eb5d37e5e40f 88e834b84f 6676e803e0928ab625
242284edc91204bbce49e5d8da00ba69alclel94f ea48f cd7f b8f ca971c1c082
b3c983f 19924c21741e69ald4e2ed4c44bf 7823beaeb9b7¢c312e688872f d91c0d7
4df 1b464c66df 94900827dceab8a2b7803191a44acf 96f 6ec559e75f 907f 5b3a
041a406c66f ef e48c061ec146790149¢95d6936f a34681f 6f bcc4cbdd564eb28
5e8a31add95cd24bf b8c9f 50e9e17¢c6401585ef c676920f ef ceb07d5bd7ee960
956480d1cdl1b0Oc6aebda89f 61464d31043f 08a4a40e414f 8c10d8e5771af 7266
41a5f 92f 8f cf 3eceleeeb2de5bef 524f 95eac3cal004b87a364ealcae257beb2
3df cf 45a5459a258c95ce9b7b4a0a8e8bd9ee7a9ed56¢c85188805a2c6e6¢ch507
f 612285349951f db5ccd8dbd7913b29c75b4edaf c4c4d22240b9563106d3515a
c56113138c3bf 42a5d69c72f 4d79a6f f 03b9bc2dea20ebf 0e6¢c20cd388b4f b6c
ce53630b3e32379d5a193ac7199d0225c6dc516ab13a65b5¢c2b4269d85946b3d
5e0da8666e7a305ec86a23c45claabf 3525674f e0ea711b0096606e4ee3a330b
5565c0e28c3387ab864c399abae989c5f 772f 3f 7c25dc9cal07abdb01f 2b85d0
1f 709f ae72b5d81869806d3ef 55e432b14chd367f ee66724248f 5c66a498c7ca
e194394d6d1df 7912398d016b6470be633185dca9777f 25e52f 284b04d1bb978
9el5aeb49e78cc225b7808c4b03ea3e483da214ac9a7ec58b7aef 80c71e7f 1e5
21507e83cd9d18a919aeb11212f 3bd2e9765692f 80316f 4171c6c30f 64861365
192a52b8cf 1d90c18be7146f d90d18e6bd05747503b18b2d23da5ed61e66de76
54d3514779154d1c7d21be7091e74e86bf 5515389831ef 1699d5f 80174740d6¢
d287a684de6f 3aa843cc79cabac145a540c7f 3c992eca81b5¢c42d88874d0101f
ecf c7af 472b8f 05504026c915ee1b049cel727c2e39c74d50a2e617b32276f a3
229862edb4a043f al74f d1a03c12d855b7472aca792ce52d69eebab7d3abce22
31a3e02ab3a5f 1735f 69280646¢c1b793119ed2cdeb56c8b0cda3bc4c7a022e9e
96a4479b7ee726482317b4a7d51bf dbcbbf 76f 424cf 50f 4a2a4dc5aa8508832e
a648dc78dd0eb8a8e380c045518a02c12f abbe49abdd465cf f b547cc9e8e93f 5
959538a275f 58b413c0cch95114f 3924df a41576d2f 37ea7647998860c23f 772
2f 7ad3622b9709b36335f 4b9¢c98f 91ab38d98f 322ce85¢22018f 30f 1d0c3bf dc
2a1117969c845a79f 7¢958968caf 952d55621c262eba459b3d0107d3847a9bdd
ab4657d755cce77d88e96205e25014874604c751489ce5c9ef 82c2dae3316bdd
96ea771e2408e2ada24a862e159d44613daecc52df f 6a00e5663ccf 39951a7f 7
85253ec1263e3f e797bbd70552dbf 4da23b7d02420eeb7edb4f ed70b330af 387
f 277a59f 3343b02062f 41f 399d8338b310dd3c50a4a474268d6¢c207ce8b55ea
3ebabc98e5a6e682bd8d388ed76924ea58chb3b7b37a647902421491adf 92e054



82af 670d961331b72b1648992be257e5cch1a92a193757alf ee4d6eb047266¢c9
f c424b8bd79c6b13192ae2e34f dbO5b4da3cbaf 13f 9b5d697f 86c69¢c65e00444
46a59b2a9e6f 893710c34db0f 55a7b5d3e9c9el7cffa89777f 78d8876e857cdf
43a58f 475727861b4eb4017166df 51e67cf bc8062746e0b2132d3c2ace75854c¢c
01f 59f 72eec3c858b4b5076d4b5a66a390a8f 8ecObc5e2322a0¢c252183a08421
37af a4810abc74f ac4cf d2c8b157945e7eed89201923a32c0f 6af 98adf ed74f 6
5d45d019334937d0d6903010d1b1d282d515d6470757f 80929596a2abc4deecO
b4e7d7e90b5b6b8c3c6cf d7e8f 6152542586b788284af b3b4cOclcadld5daef f
41462687daacad9ebf 0f 70000000000000000000000000000000015233640" }

}

| RFC EDI TOR: Please replace the followi ng reference to
| [I-Dietf-lanps-dilithiumcertificates] with a reference to the
| published RFC.

The following is the M.-KEM 768 certificate that corresponding to the
public key in the previous section signed with the M- DSA-65 private
key from[Il-D.ietf-lamps-dilithiumcertificates]. The textual

encodi ng [ RFC7468] is followed by the so-called "pretty print"; the
certificates are the sane.

————— BEG N CERTI FI CATE- - - - -

M | SnTCCBZqgAwW BAgl UFZ/ +by L9XME Uk 32/ VA0oON44808wWCwYJ Yl ZI AWJDBANMS
MCl x DTALBgNVBAOTBEI FVEYx ETAPBgNVBAMICEXBTVBTI FdHVB4XDTI wivDl wivie AO
Mz | x Mo XDTQMVDEY OTAOMz | x MFowl j ENVAs GA1UEChMESUWVUR] ERMAS GALUEAXM

TEFNUFMyVOcwgg Sy MAs GCOWCGSAFI AWQEAg OCBKEAKYghDUI 8] doGnQK8WebN8DoJ
a4s9pMy5uAykoUk HZy zOBex Pr y NKC8WB6dRz 8r MTOzsnodF1y 2engFkZazZwC92 Ux
uzxf i RgHBLt MpFNc W yZ5xnCgf F5RS4cAnl YuuPUVdpXvs/ xAqd72uBwewCoknmu
Twl KONnBNI XBwcaAgFl Kf | xj | DLObzgVTIl xRdsBI9pWAkd2pDD+dur PZI o/ e4MAi

Fby C8k5y DVXBDNgj 6wdgeS7BI WiXXx01r WhvI xel yoNi 6xBGLWL1WW810ChgPcbh
Trhrxl yaBQ zd S9nXKQsnl j 5Dct ybGZz9ys OwGs0opi OVESS5MP SNYi x1 y CNNAU
Q0 M\2ySfyQd r 8ns BHTGYi dOQkU yFUUzj s/ 4mUMBpAbx9UWei VWAOYny Vy AUTNC
+AEABPCeb Gy UhxxeNEyr ONbI Nf npal myOxxAKGs4scGnhHC6uUdRi TRFPChnNgkZ
8f WriLRCob1RU/ DnmAy 1x2WOK9X3s2sUENZj XI zr RBTdoNdgKOr JOccc MCSASGhHFI

Zl hEl WO EX5Qr O OY3i phWj AgTvDCzgz HFr d5bi t r Lj d336GsPaJZoxt amlMP
j LY4qBpi r DAYSauvl acw®owBokJv9t +Z9vMuzi | VRol sa0Cg9oVO0i t V1PYi ABAFs
YnSGFnOEXVcf 4] ZZADZNAANMRAt h12z ZmhpM XsYCQmo2noenv1wzh4Zl e CWOTAV6
zr kj 6wk15pBeY7TOL/ gl V6dz3VWBEx UNInEugawSBS2y AXvxhDz LSz KBt pDccor f qF
WAKBUOPAKkocz X4Vr T8KIL2m 9Xkhr aAZFMQIi GYt V3aWrgeGNRubzkk9q3Il ZTZht
4hANZboP9Cp YuBU40k pENaJ Y+sJUBKp/ (F ZYs ThQZeFY3LYBFXWhI PQEWAQs Fe QG
| TgQ FKZf RzNBwBg78ZdueZTNURn+t VuxxPl bnVAxCOs8maf UvpvSsal j Yce8+hH
wCrrogvu5Lhey SqB5sf QZunt1t EKvsRkJ1KVr cKAzWhzkhi gf INI 4sPC8+s9FaQe
ZBf A3ZS/ 6yFBnezEae7E6GAUu+gz| YgaaxdEf Mnf | | hZWHpz B3BJr Lz 9RNDwJ UOOFd
FTgnDVhud gxkgl FnPY8DpcvhSl 2eYMez x| VCYUcuDQPhxB7D6Gg79GzaoGIvAhe
T1y3hOVT9BUR] 4A5f OGvb3hb7j d8gaqlL5pnK2j DCa3wdj G VIUzJYgOy DEKu4KxO
Hrt Aj knp4/ h50KsHhet wd UJdEWW KZwBXh!| NFj sOGU MbXJTOCRt GCdFy4GXq34
s8G7eXK+xaM366NVe FXAFGnT 72WiVdwo Nhc GEAMBKKu3GYHA 7pLE4UCY Vp4Ev Yh
+Epl KWIY3UM t vFYKLi 08QAKI 6RKUBCos UNXGAMIAq9VN2vHNGeec! Et t Xi WIF2a]

G7vLTmoFzO0UCF2swHBwW QSR3UBV7zshegJd swpNYNdOf NOPWsnmj | Jph1F3k6gqoCA
OLEkgFWNIyu+N7df Tt u2vol WLsYz+ysi gQIRE9hpXkNI HD7r OX6xkl BSKbZ61 B60
k8Pi yzLai 8NC+k3gBXi j Ui BQVA4GALUdDWEB/ WQEAW FI DAdBgNVHQAEFgQUQ y 1
oW 6MAMRIYS29gYc FanUY94cwHwYDVROj] BBgWFoAUGW] 480z RhScj J688j sKTI qQ
DuowCOwYJY! ZI AWUDBAMSA4l M7gDya3x1P7gnc/ 43+gw 1bbPyLFhkbPTUdbp8wr

S6y 1l Br e YKD5+0OSNsHx1sQ+vThL20hYZunwSyzMBud/ UFZJcpTYE3hLI qWYYI Ff D
KXc9OUYTf L4x Yt wY9L7NuVIG t 0POZgXGx CBuFBc CPt gXnKKm+2Ve Uc p3VWAdgnWe T
ohOKPc1JMNLEl gywy AeUKGyVu26WhQxl t O t DONyW j x88GJI QBOEAhd+CUx2gJoG
71QWaHKKKY2Ap66\VWvNYSEW GBxHf dlagWKl +dR70 dl YHAf | Sr Zyczt / m@7CBf T
gz0g59Yrt pgFC6A8f 27DOns49/ pcvFr Fvngbr B6ol gn4g95wla+z Tj K+OLEOLUZ7
coxK7Gh2UMA+znB9r gi V6L 57E+ggq6PI g6VIQzWeN i i 8vK2c4D9+r u9DWr QY1 p
| @011cWg37cwlUenD7ouG5zd0Rgg5L1 aoeQwngLFoAEGQ 213x G 7nFmPKweg6m
j EWAr h8WFdQ@S8xaAr Vxh16Chi j pk9al MRXP8kv 7x80ORXI Ok f E2zVQnnj M 7z2TO7
YbKYOuj PIwEga8UsP95V3ApLLNc4S9EI ml URSL9i 1eA5Yf 0/ 7qZub4512L N3t HOf

QG 96wt | GKmvitDY M ON8 6 GXVRMY QW8W3DSgi 73RuVbWH+HI VZ8k Rgdwx 6f f / FI bd3
PXXmxzi Qd6Jd0O Dn2JeTaEf Zd6MkJ8j uknEQTot | zChSNJ08zcQukCu00Q ¢cNvaK
vzbzEDP+Vbi | GxL6n7Y3JRnp+ACA2pWHB5I Ul 7Ex20OMCO9zr GALSf 98+5RFI d7Mz
2gQah/ y2FFHVW72TB3XFzyPuThi TSeXW s QUMK GXcb6cgUA25Unuq+t vKukt Lt



H7Rr j 13+g+cSgkDVKpHPx2aVTaz3hchDgGhpl Lu8adVkj aXl drr U/ | e3JYUnWZCsL
47CbW EZeRgq7r Vi r SSEnBULpsE5SnFZ0Lgewlz87FKI YmTFVY25Xew+T4Q' BC35P
k3xp5pP99ShC+000Yy St Qzi C2PmNNzj m6x HGYAYas 7gyf pqVz9300N51 g9uMrInLs
SAAL j sumBInLGFPJ9t NYnL6Abnl BZi Bwg2oSul | SUBTCMFbt +4Qvsgeqj Hx7nQ
Z+oc8x7D3t Si Vcf +sTI CFRO6br 2FF2PHDI TvKudWszi FLs YWkkNK4K68p4GO983H
R8pdOuXyhl C\VHSgr i CDpHTbTvyV2Vzh9+AKCt 8PLi i xeKzBLOQBA2I quik+cJP8f

AQL/ TbhUJ1BOyy1Gvy60Tol D+zM7ZUw 85VEqBnwWWYA/ UU3pggJgld | t G gBx
f GkPVj PZ91 j adgBOt gf HZ97gWsYi ocaXnmu6r r YF6r x Yk V\DawwdUg8CQsr v7YRb2Q
QelLCemlj yo/ 98YeMkVxBXZt AgM gbAd2f Opa9Y3u840BvdLNl yHXDWym hHGAuy 1
6J060xdU9qoEyw3s/ 8hCAQQZf EHTs TTbR+i j 35PCZHf YOZi FUZozMCSs| HSr bl ¢
+hnj d5s| vDnbuxwCnhJX5dOnVRQ W bUg4k J FwSv en+MCQ6d8CS6 RZbEHOwW CDAB
gl HUaR1+l T9bVBkynPMZk6GIKCvy AEVNf 9kadm i Jr zycqBwwdOT 1 f KsESvi E2yd
9YyBF3adS6eOKi uE71HI7hlgnpxQILt r COqd4y4Rmh9ar wbb5nQ7r Qr FAnTG+ UMFLL
sR8j d+/ QHGpZ5ghUf xyt i 2gQ0x eG DI Xt A2guahqCSX71GUpXLTY3VYi sn\WwoM

xdoMhKy+maEJ1mCeyr PnmOXh/ mkLWhwe NA2QH3u+i kt Ga66LKNwk5P4+1aSj V62k
6] WWAF6bSgr 7hhf f yt 8Nr 70HkI YQg3NZpo5i vpzYzCJ6r 5dmdyulL6pxJg098RYu
3Cfyj yOHB/ FVhx+e9ADQLI / NokGyDvl j / AgDOTLb&Ay XU968SP3AEnedi 31 ZLGO
Et A373hLW r nVCal5+3r cLc QACH Jw8Wwhl peZSBh7f Z26KcR2R) OvV7n786ZbK
6a®@ S| HpRCsV6hi QdsCYr 1k+X0a7wr Rr 80f Hr Cd07vqd hl 4dbFu/ | hMe@43K6n
3FTnHcl YDoKauQCm Of gp9/ 3dj Ab/ r Ovwi PMoXkVS8JAJPa3gazej nl TG+W209T1
UKA+AYVPpAR2qdlysBj ZnZxbEswAVWKk2z6Q' 056/ F1AQal VRgKBI YzuwEll LNLNV4
OgLUZ7910Ef j Vx/ 1QghgLBd3pY/ U35350 MBI CURj dMbOEuxsr | Y3AXDQHANSTsw
Ez E6ZDFLCFEKEEW i VJul 8qKUt Fuogqs QWX51A21 1 AosbaPzawY6RU2/ BWFgew2A4
K5WYbYDwi | HYl pBy3+F1ByNUI 5+ay XMFwQ 0dgpD6QXpuRmB8Ze+qy2YKt aAl j eJ
xf cJj dl rx2Li AvKGHO6Y Mb+JVA i BZr 38wS5f JX3sZY1gWE3uG82qMb9f t 50vnDE
ZMVb4GSBf X8WI'yncPmO' t 7/ w+JbVP/ HxOyv/ 7WWY1pPoC6boEt YAYr | Hve7l xv
S8NSi xJ8ESLzf f JZTGcOD/ t DM6FRHobUZI t SoFZwHp GGbf Or OD1@BmMV] 20xXh7
nl W KX+W5ZX59s R+Ez4eHej nNXFT2FGW Uf KO5+0YooTn/ 4] ZE/ u8X9t Sf / HIkKb
Ny KoDeJ9l wf 60i JFbQNf 1zXVc0OU3I 9y833Cv Uz 3V1XKZ0Z6 AQXcc5NWH Npj OCPD
323t j w3 dpQopzZWsqYk66yekt O780f YKdqG3WHOQv Fnmv25D0] Kx0Dc NXDgs6AXn8
Dehq700gi Raqi sQUXEO0+Qy9MdXwx/ 9yt N6nB8Th25dNg7PPKuPugbFAg3ev+RuPv0
a3BwLoz Ry Al p5VGUG7I uUOESOKAXQ xkN3YQucWhXTsJIBf sr FyUVJLej YgXOXnkj +
+2pf 4+91 Rf 2nAwgc YRZy| t 1NO/ x2/ vy 7pz57Nl oWGs QP Vy8HcgK/ r us 1PWRhN36
i c51 oCgko/ ct VpKzZf X3Rhhmiqgj WKEgzsi M 8/ RhbKC2m Mobc CNCQUK26f wet M i

Sq62x3XTyal 4HUSk CQUdXcuaal3UvnmFxNKghKgJd SYopCOk+2t P49gewc4dPKebbc
qYF8kVhpJB5cwi f B3i eaRj U66PaTX2AwZNaOk3Xr Xl 9pQ6h6K7QJ+DucAJnln0
FHOXEI KBX2ebUC9I ugUj HRKeJW FDZEi j j 9ez8ssGVDAEI cut / gMLhNh1GBOhDNL
x8y E3BKNWHIf s9bQxphoRYnw78r | NuwUU9Yi | d15XLEa9Cz UvwnDewQXku/ X4aVPv
0qsUnF414LGeySk/ 8XUcJewV/ u9EdI niLXvL77i i f RaV9CeRu4yEYPn737QCWj +F
Ex4W Whok| 54n+SeBuvz6Jf s/ 121 Pj FVI sDOIMM+Yal VA2846¢cVJI0I dc+o7MaXK5e
6p/ 2Pj | Rkt Xr YPVHr | RP3CQuc2j s0l BEK6STubJFbSnAHTSRQqntxphl1BXLf 6A1dd
7dt 7R7t KbepBxVKYQg5I i CORqg2oat r bMARHS9EWS cOEAZ ZPOLOr i 01KPknvMDZBI

i bi szAb7sqgkh7Hg7Eoi ci rdXTj 1t G t SQMhG ui KVgCEOj ANM/I Fhf O63XsFo7G
GQUOUgQKDITX+8F5qHs 2s 7y C4uZDDmvk +pZ36J 6 Mae5Ccy e XVQDgk BZdU4 7t VCeBO
7TWjaXFAdbJ TKWMEK G3PSg9qp8SoDL6c9eQye/ Hk1Z/ vnf 1t YHoPg8i Jpx0i Df dEk
[ 73i GZEAr 7U7NM | dcDxCXOLnf BNSmi xq6zp5j JEHITCo+us TOdQKGWIN1z Py Dr H
OgHW 1xSQOGEFPK4z Ty EY/ 84z+ec XFvxxynXLYYCnbk EnKO6PYi VY5OKCOaBe9vma
gS66MzHNpf j Nbl Jf Q' Hei JLI3vV7/ F3U kf xs3PSt r MjoXMRt 1KBr ml BB3F1xE
5WCaEONmuYSmI MZPbdkB+7r EsbC4v1cny EO800BAGNYpVy Py TYbf PBt hNEmMYsBI V
KSYuVQ1259Ju69UE22dgnXnor s CZCXVEpnt mRO8/ Gvb0Y7OYFW t DeGLFIRbJ4av
5dt NnRZH53uLPi 3aYsZWIcyf xh7AcbKSf Q RSVKC 600BQ@BZvnBPPOvcsUbUU500
FgCPGse60f vnKhEEO9z EnuU3RCbc QPk DQRMMB Chi bi Gz OECaUBPCEVI3P+N+I Jm
/ OM2] NaYgaksOknKoYdEnmpLdndGSCCB6HI+nl | | wodr MOWK9SZUgkd+kFoGvF 7+
XkFvm JbGn4UCaaHOUaDZs FBM Ac MAACPvOFI MrA9NI j bC2i ndOTJf +t Lf 6t LAGP
gFHt zTF9yuL8FSI +bbLr 9go0P&SnqPMIRGha4s20oOvt NKQ 2SmyuOAAAAAAAAA
AAAAAAAAAAAAAAAFDBUZHy U=

————— END CERTI FI CATE- - - - -

SEQUENCE {
SEQUENCE {
[ O]
I NTEGER { 2 }

}
| NTEGER { * 159f f e6f 22f d5cc42c524df 6f d528d0de3sf 34f
SEQUENCE {

OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.18 }



}
SEQUENCE {
SET {
SEQUENCE {
# organi zati onNane
OBJECT_I DENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }
}

}
SET {

SEQUENCE {
# comonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }
}
}

}

SEQUENCE {
UTCTi me { "200203043210Z" }
UTCTi me { "400129043210Z" }

}
SEQUENCE {
SET {
SEQUENCE {
# organi zati onNane
OBJECT_I DENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }

}

}
SET {
SEQUENCE ({
# comonNane
OBJECT IDENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }

}
}

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FIER { 2.16.840.1.101.3.4.4.2 }

}

BIT STRING { ‘00° ‘298aal0d423c8dda069d02bc59e6cdf 03a096b8
b3da4cab9b80ca4al4907672ccef 1lec4f af 234a0bc5b7e9d473f 2b3133b3b26a
1d175cb67a7805919699c02f 76531b99c5f 89180704bb4ca4535¢c5b8972679¢c6
60a07¢c5e514b87009c862eb8f 5157695ef b3f c40a9def 6b81clcc02a249ae4f 0
94ad0d9bd3485c1c1c68080520a7c8c632032cee738154e5¢5176¢c07da560247
76a430f e76eacf 665a3f 7b832102215bc82f 10939¢c8355704336a8f ac1d81le4db
b0485aa5d7c74d6b59bbe5c5e972a0d8bac411b55b5d5557cd680ala8f 71b4deb
86bc48c9a0509731a54bd9d7290b27963e4372dc9b199cf dcacOb0lacd28a623
95112e4c43648d622c48c8234d01440e8cc376¢c927f 23a5af c9ac0474c662274
e424525c8552ece3b3f e26516de901bc7d515bde89558e626c95¢c80b93342f 80
10004f 39e6¢c6c94871c5e344cab3966c835f 9a96a59af d31c40286b38blcla78
470bab947518934453ce86736a919f 1f 5a6d510a86f 5454f c3980chb5¢c765bd2b
d5f 7b36b1410d6635c8ceb47c4dda0d76a28eac939¢71¢c3024804866¢c7162665
8442163c2c22117e50acef ce6378a985652302a4ef 0c2ceOcc716b7796e2b6b2
e3777df alac3da259a31b5a9b530f 8ch638a8la62ac301849abaf 95a7301bda3
0068909bf db7e67dbccbb38a5551a25b1a3a0f 685748ad5753d8880f 0016¢c627
486166384c5571f e2365900364d038311e2d875db366686932b5ec602430a369
e87a6ef 5¢338786657825bd4c057aceb923eb0935e6905e63b4ced7f 80857a77
3dd64b150d26612ea9ac12052db2017bf 1843ccb4b3281b690dc728adf a85¢c00
281b8e3c09287335f 856b4f c2892f 69a2f 57921ada01914c40988662d5776966
2a786351b9b66493dab79594d986de2100d65balf f 4ea58b81538d24a4435a25
8f ac25404aa7f 41f 658b1385065e158dchb60115732720f 40459aaac15e406953
a90ac52997d1ccd070060ef c65db9e653354467f ad56ec713c86e7540c423acf
2669f 52f a6f 4ac6888d871ef 3e847c029a8aaf bb92e17b24aa079b1f 419ba617
5b442af b11909d4a56b70a0335b28739218aa7c9348e2c3c2f 3eb3d15a41e641



7c0dd94bf eb21419b311a7bb13a180bbe833218a9a6b17447cc85f 225859587a
73077049acbcf d44d0f 025438e15d1538270d586e1bf 83192a9459cf 63c0e972
f 85297679831ecf 121509851chb8340f 6f 107b0f alalef d1b36a8189bc085c4f 5
cb784e553f 41b918f 80397cel1956f 785bee377ca9aa8be6998ada30c26b7¢c3d8
c6b55254cc96203b20c42aeelacd4elebb408e49a9e3f 879d0ab0785eb7025425
d1305a2299¢c015e120d163b0e19494ce57253d0246d182745¢cb8197ab7438b3c
1bb7972bec5a306eba3567855c014699f ef 65ae54c770a0d85¢c18400cf 642aed
c660777badb138502bd5a7812f 621f 84a48296b98dd4322b6f 15828b8a8f 0e00
a8ba44a53c3a8b143571b0740abd567daf 1cde9c79¢c204b6d5e259d1766a31bb
bcb4e6a05cf 4502176b301clc2f 41247750157bcec85e809b30a4d60d7747cdd
0f 5b99aa8c826987517793aaa8080a0b124a8558df 72bbe37b75f 4edbb6be821
6d6¢c633f b2b2280€25113d8695e43481c3eebh397eb192505229b67a201ea893c¢
3e2cb32da8bc342f a4dea0578° }

}
[3] {
SEQUENCE {
SEQUENCE {
# keyUsage
OBJECT_I DENTI FIER { 2.5.29.15 }
BOOLEAN { TRUE }
OCTET_STRI NG {
BIT_STRING { b*001' }
}

}
SEQUENCE {
# subj ect Keyl dentifier
OBJECT_I DENTIFIER { 2.5.29.14 }
OCTET_STRI NG {
OCTET_STRI NG { ‘ 42bcb5al67f a330449612dbd8187056a7518
f787 }

}

}
SEQUENCE {

# aut horityKeyldentifier

OBJECT_IDENTIFIER { 2.5.29.35 }

OCTET_STRI NG {

SEQUENCE {
[0 PRRMTIVE] { ‘1b0563e3cd3346149c8c9ebcf 23b0ade5
a900eea' }

}
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.18 }

}

BIT STRING { ‘00° ‘f26b7c753fb82773fe37fa0c08d5b6cfc8b16191b3d
351d6e9f 30ae34bach5201ade60a0f 9f 8e48db07¢c75b10f af 4e12f 6d21619ba7
c12cb3337b9df d415925¢ca53604de12c8a966189457¢329773d39461f 2f 8¢58b
7063d2f b36e57d1a2b683ce66a5c6¢c42f 2e1417023ed8179ca2a6f b655c51ca’
75807609d6e93a2138a3dcd4930dd44960cb0c80794286¢c95bb6e96850c65b4e
f edOf d3725a38f 1f 3¢189401d0402177e094c76809a06ef 541661alca28a6360
29eba56f 358f 04c1f 1bcc477ddd5a8165e5f 9d47b3a576560701f 952ad9c9cce
df e6f 7b0817d3833d2ae7d62bb698050ba03c7f 6ec33a7b38f 7f a5cbc5ac5be?
a9bac1ea89609f 883de70f 5af b34e32bed0b10e2ee67b728c4aec6e7650ce3ec
e6f 3dae0895e8b7f 9ec4f alaba3c883a54943359e3658a2f 2f 2b67380f df abbb
d0d6c6b41822994ed35d5¢c5bbab7edcc3551e9c3ee8b86eb3774460ab92c86a8
7908309e02¢5a00106976d77c4627b9c598f 2b07aaea68c4580aelf 1615d412f
31680ad5c61d7a4218a3a64f 5a20c4573f c92f ef 1f 0e45720e4247c4db35509e
78cchb7bcd33bb61b298d2e8cf 2701206bc52c3f de55dc0a4b2cd7384bd1089bf
51148bf 62d5e03961f d3f eeab6e6f 8e75d8b377b47f 5f 406af deb0b4818a98c9
83f ccf ce37ce865d644cbd05bcc370d2822ef 746e339587f 88559f 24460770c7
a7df f c595b7773d75e6¢7389077a25d3880e7d897936847d977a33127¢c8ee927
1104e8b48cce852349d3ccdc42a902bb439021c34c68abf 36f 31033f e55b8881



b12f a9f b6372519e9f 80080da959b07995497b131d8e3023bdceb1802f 97f df 3
ee5114877b333da040e6alf f 2d85147570ef 64c1dd7173c8f b938624d27975bf
b1050c92f 19771be9c814036e549aeabeb6f 2ae92d2ed1f b46b8f 5df e83e7128
240cc2a91cf c766954da67785c843a9086994bbbc69d5648dab5e576bad4f e57b
7258530642b0be1909b59f 11979182aeeb562ad24849bc535a6¢c1399856742ea
7b02f 3f 3b14a218993155636e577b0f 93e0ef c10b7e4f 937c69e693f df 5284 2f
b4a346324ad433882d8f 98d3738e6eb11c660061ab3b8327e9a95cf dde8aldeb
583db8c4e72ec49d003f e3b2e981f 672c614f 27db4d6262f a01b9e5059881c20
da84ae22549405308c1666edf b842f b207aa8c7c7b9d067ealcf 31lec3ded4a25
5c7f eb132021513ba6ebd851763c70e54ef 2ae756eb38852ec61692434ae0aeb
ca7818ef 7cdc747cab5dd2e5f 284808¢c1d282b88e0e91e66d3bf 257657387df 80
282b7c3cb8a2c5e2b304bd10e80da5aae324f 9c24f f 1f 4384092f f 4db509d41d
32cb5195cbhbaal3a080f eccced953023ce5512a067¢c16a80f d4537a608098350a
322d1ab80cf 717¢c690f 5633d9f 488da760074b607c767dee05bab22alc6979ae
eabad817aaf 16245836b0c3d52af 0242caef ed845bd9039e2c27a6d63ca8f f df
1878cc55¢c415d9b40a8c7e06c07767f 4a5af 58deef 38381bdd2¢cd2321d70d682
62211c6e2ech5e893ba3b1754f 6aa04cbOdecf f c8420106d065f 1074ec4d36d1
f a28f 7e4f 0991df 60e662154668ccc092b251d2adb21cf al9a3779b25bc39dbb
b1c029e1257e5d3a759142d5b36d48389091704af 7a7f 8c090e9df 024ba4596¢
41cec2f 083e01a881d4691d7e953f 5b5bc9329cf 31993a19d282bf 20045677f d
91ae2622226bcf 272a070c1d39395f 2ac112be2136¢9df 58¢8117769d4ba78e2
a2b84ef 51c9eel1d609e9c5024bb6b0b4ab8chb846687d6abc036f 99d0edOac5e?2
61be8d43052cbb11f 2377ef d01c69a9679aal51f c72b62daa40eb5ela30e55ed
03682e6ala82497ef 5194a572d36375588ac9d6¢ce833f c5daOc84ache99a109d
6639ecab3e798e5elf e6¢c4b5a9¢1c378d901f 7bbe8adb466bae8b28dc24e4f e3
ed5ad4a357adadea35af 58017a6d282beel85f 7f 2b7c36bef 41e4958420dcd669
a398af a73633089eabe5d9b4cae2f aa71260d3df 1162edc27f 28f 238707f 1558
71f 9ef 400d0d48f cd6e41b20ef 223f c0a83d132db1bd0325d4f 7af 123f 700499
e762dc864b18e12d037ef 784b5bf ae75426b5e7edeb70b7100027¢c9c2f f 15¢c1b
22979948187b7d9dba29c476463d2f 57b427ef ce996cae9albd4a51e9442b15e
al189076c098af 593e5f 46bbc2b46bf 347c7ac2774eef a86f e197875b16ef c884
c790db8dcaea7dc54e71dc9580e829a5100a694e7e0a7df f 776301bf eb395c22
3ccal79154bc24024f 6b781acde8e72131be5b6d3d4f 5ba403e018be9011daa’
75cac0636676716c4b300162a4db3e8ef f 4e7af c5d4041a215460281218ceecO
4d652cd2cd5783a02d467bf 75a047e3571f f 542a8602c1777a58f d4df 9df 93a5
33c9425118dd328d04bb1b2b218dc0c43407767493b3013313a64314b08510a1l
04c3f 89526e97ca8a52d16ea2ab10317e750362f 5028b1b68f cdac18e91536f ¢
1585a9ec360382b95a6e580f 08a51d8969072df e175072354239f 9ac97305¢c10
8b476aa43e905e9b919b7f 197beab2d982ad680963789c5f 7098dd22bc762e20
2f 2861ceeb231bf 89546962059af 7f 304b97c95f 7b19635816137b86f 36a8ca3
d7ede68be6a0464c31be064817d7f 164f 29dc3e63bf b7bf f Obf e25b54f f c7¢c74
caf f f b596558d693e80ba6e812d63862b207bdeee5c6f 4bc3528b127c1122f 37
df 2594c¢673d0f f b4333a1511e86d4648b52a056701e91866df 3ab383d50f 2659
ab563d8ec5787b9e55ab297f 964995f 9f 6c47e133elelde8e7357153d85196ad4
7cad39f b4628a139f f e23644f eef 17f 6d49f f c726429b3722a80de27d9707f ad
222456d035f d735d573453723dchcdf 70af 533dd5d57299a19e8041771ce4d5b
€94da63d023c3dd9ded8f 060621da50a29656eaa624ebac9e92d3bbf 347d829d
a86dd6f b442f 166576e438cac740dc3570e0b3a0179f cOde86aef 4a208916aa8
ac42e5c4d3e432f 4c757c31f f dcad37a9b74e1db974d83b3cf 2ae3ee81b14083
77af f 91b8f bf 46b70702e8cd1c80229e551aelbb22ed04f 349005d08b190ddd8
4297168574ec2417ecac5c945492de8d8817d179a48f ef b6asf e3ef 4845f da70
30a9c61167296dd4dd3f c76f ef 572ee9cf 9ecd228586b10f 55cbcldc80af ebba
cd4f 59184ddf a89ce48a02824a3f 72d5692997d7dd18619b8aa3597120cec88¢c
8f cf d185b282dab6f ccalb7023424142b6e9f cleb4cae24aaeb6c775d3c9a2381
d4e6409051d5dch9abb5dd4bebl7134aaal2aa252628a423a4f b6b4f e3da9ecl
celd3ca79b6dca9817c¢915869241e5cc227clde279a46353ae8f 6935f 603064d
6b49375eb5e6aabf 6943a87a2bb409f 83b9c0099f 59f 4147d171252815f 679b5
02f 65baa5231d129e256f ¢50d91228e3f 5ecf cb2c18c0f 812572eb7f a8cd6136
1d46074843375c7cc84dca3701c97ecf 5b431a61a11627c3bf 2b20dbb0514f 58
8a5775e572¢c46bd0b352f c2639cc105e4bbf 5f 86953ef d2ab149c5e35e0b19ec
9293f f 1751c25ec15f eef 447489b55ef 2f bee289f 45a57d09e46ee321183e7ef
7ed0096ee3f 85131e16ad66e8908e789f e49e06ebd9e897ecf f 5da53e315522¢
0f d30cf 98688540dbce3a71527421d73ea3b3065cae5eeadf f 63e395192d5eb6
0f 547ac844f dceb9cda3b3420110ae924ee6¢c915b4a70074d2450aa6731a61d4
15cb7f a03575deddb7b47bb4a6dead41c56298ab99620bd46aab6alab6b6cc011
1f 9f 445ac728100cd93f 42f 4ae2a3528f 927bccd1904889b8accc06f bb2a921e



c7abb12889c8ab7574e322d3a2b52416b211a2ba2295a821348c034cee51617c
eeb75ec168ec6lae3aea90283253c7ef 05e6alecdacef 20b8b990c398cc7eab9
df a27a31a7b909cc9e5d5403824059754e3bb5509e074ed6a9a5c501d6c94cab
701241b73d283daa9f 12a032f a73d790c9ef c793567f be67f 5b581e83e0f 2226
9c74883f dd124f f bde2199100af b53b34cf e575c0f 10973b599f 04d4a68blaba
ce9e632441f d4c2a3ebac4f 47502865b4375ccf c83ac7d2ald6b75c523b41bal
4f 2b8cd3c8463f f 38cf e79c5¢c5bf 1¢729d72d86029b990484ad3a3d889563938
a39a05ef 6f 99aa92eba3331cdabf 8cd6e525f 1bd3bf 1de8892c9def 57bf c5dd4
fe47f 1b373d2b6b320a17311b75281ae6201077175¢c44e5609a10e366b984a62
4c64f 6dd901f bbac4b1b0b8bf 5727c84d3cd3404018d6295723f 24d86df 3c1b6
1344998b0121529262e550d76e7d26eebd504db676a9d79e8aec099097584a66
72644ef 3f 1af 6f 463b39815696d0de18b14945b2786af e5db4d9b6647e77b8b3
e2dda62c654f 5cc9f c61ec071b2927d09514952828f aa34050dd9be604f 3cebd
cb146d4539a2816008f 3ac7badlf be72a11043bdcc49ee53744e6dc40f 903411
98c4373a189b886ccel0e694e8f 084549dcf f 8df a5266f f 433694d69881a92cd
2498aa187449a92dd99d19208207al1c9f a7208970aldaccd302bd49952a91df a
41681af 19f ef e5e416f 9a525b1a7e1409a68739468366c14132201¢c30001c3ef
f 4520cf 80f 4d2236¢c2da299dd1325f f ad2df ead2c0e8f 8051edcd317dcae2f cl
5223e6db2ebf 60a343c6d929ea3ccell4216b8b363a83af b4d9102364a6beed0
00000000000000000000000000000000000050¢c15191f 25 }

}

| RFC EDI TOR Please replace the followi ng reference to
| [I-Dietf-lanps-dilithiumcertificates] with a reference to the
| published RFC

The following is the M.-KEM 1024 certificate that corresponding to
the public key in the previous section signed with the M.- DSA- 87
private key from[I-D.ietf-lanps-dilithiumcertificates]. The
textual encoding [RFC7468] is followed by the so-called "pretty
print"; the certificates are the sane.

————— BEG N CERTI FI CATE- - - - -

M | ZQz CCBxqgAWM BAgl UFZ/ +byLIXMQs Uk 32/ VA00N44808WOWYJ Y1 ZI ANUDBAMT
MCl x DTALBgNVBAOTBEI FVEYx ETAPBgNVBAMICEXBTVBTI FdHVB4XDTI wivDl wivi AO
Mz | x MFoXDTQMVDEY OTAOMz | x MFowi j ENVAs GA1UEChMESUVUR] ERVAB GA1UEAXM

TEFNUFMgVOcwg g Yy MAs GCWCGSAFI AWQEAWOCBI EAS5TCI FAREZGCOz UUy awe09ntC
XMuGOTot +wRl T61 ZLTe/ r RxJf GUC7uXKgKc7/ OC69aVKi Fha@BOXo9l y9Canr 7CC
vCGKxcJDgr HVBwuql pl PESR6hk5MINf Uuml 08TIWt nFU3M VBRw+0Gr dZt | Ot BE
RTgvz Zx ONEoRKPge Ee BDWOGS7 QFLI yMyf uKyLi Nxf OQRHUMLATneN2Rt g YE+y bl S
r +1 OXc XCMwpy| MMf @ SnD/ u08Whaul ksBKyxf NHBc NewYRt qc XoH My MZ/ Vif y SPC
r SAXAPN nRi O D13gThDt ex8l kAyJj ¢ GCS7PAMIRa+ZORZj KQ bAabt eZ+QXXP
I obl 3VxI i mkYYf MoqgvQIpRW6LVR3TvNOVhs EvnNs XbHf ci 2wCpwH0eJAshVP2| M
DYJyeOx KXCWQSEqoSdl CLghEbN37HUhTpsZePdgBNQInZhhPOuOmNI K97UOBz pQ
mpWbenVk+bQvbhi / YYKTI KhQ BeVTTKNesbHaewpc AdWs 7 BoVWw QNXh GAWBKSanT

ChAZj r EKVARNj r Qn17S6u5VSkzsGKIeXPhMY6v Cg6sNLhKZUAb FwPgQqzNg3Ux SD
8kHK3NHBO3gRnm EKdsZnsi RSMJONLcl W QueDZnNQxEWNl 2cuhh6AsdJnl RDgOm
8] YMU6RpQsegal VNI oCAyEt Hr vFENs XYgyxbAar MKG+TNpwgr 6f h+nCEcRpFj SaWe
j gpSAccpS) Wi hbU7ZXRSEI gl 7GRskKBGE] JO59AXr +UOMILL72e277G 7CgJt 3NT
j Gd7PYsE6Ws8I | YBHkxxbBrmougdSv3FJI RAknwYVwy kPwppG eS9Ut uSht YDA JE
JZwWp6w ZApgz AMBal hBo/ uKRzVo+psaJnl V80wBaXsPDmIxddchBbdwf Cnb5hS9
wzpvbl GKI TcLni Cl7R2eWjexuuZMh TNy ORqCuk Xj OTOurnul yHKnWhb t YI3E/

kKZYXel DNSj AKWPCOELt f cgE40PuOWwASZr kY5SKkI 3+F7N/ | dI ryl TOdZGayFkJj A
8NCKx Yde8pt W RQebvFf cAoLZvOVI cW F3NzxGabl bwHHkw6pf COoxt i WPNdokr D
zSnH3gkk EMUHg1VW OPt Tpr nubguc CCQ+e6pFxHN264x/ E9QTPUapzb6 MWQWkHzcN
pUS/ n5wo2aV+Lyp8qVpOS0ZuZBgzvMig3xE51WenBSt S86Zef s Cq4mv KQMWYMZBO
WZmOvJoZMPu20i MBUWOLB+LI Rj j wt 5z0Z3uaz gKkWe KXHPZOEp/ Wivf puddSi NFAel m
3TpUCv Xl 9PNKaOol PuKek! zt Xnf @VhV/ LBQ7BsFWIE2aA6MaJvqUyt FPFXt / ND
OHppx3N2j 8t NB5wJBZc DoMOpTeS5nqG 8WADOPk XG | QRwe08LwwgCkn+f eWE2JZ
i SY2qVAqQIWUWN] d5ndNE2k UcHPe/ Z4QvbzB5qg4xr j Bkn9kBTxhJFDEXJ5gO8FnZu
WAs 0ce EDt vFUROJNFwW g SBEf +9N+HGc PZPFLI nsyuUnaSbRdOvwAz VKI2RCE Y2As
9eEwWB ZKxnl 7i f t V& COBakt | AzM +cS7yPJINMSyz UPApg1N+KHNH TB1r BCQang/

HOWMHz Li PQSKMS+HGQPe@ cA 1dPKeSSV10vEYVYMAVBEXgAna5JKt byb4f BITLdv
gvRgp0gJcmyzgeFpmABh15nFnsVNT1yl xBHAHbFZexZZd2ad4TqSi j SvusJY/ qj E
dkl 5yUl dwx Gb9bR2nSBpeDJ 7HFNF73Rge YOEHWWUJ TQQCr JNTpg70LF8apV@ TDwWO
QPaeFhKs7r KLnthsl RFucgOnQIMbC Rri Zs2KGsOvx| Hu5i E9zLKJI9qCsZt dwivk/



i 1 VXSRCl i y MXxPkxnUELNOZDO5AD4hdr uZUl dFYQbol SFj uLpZJ TDMA)Cut Dr TnP
6el 7ql | 9ek@xZ3wlOvBxnkdduFypW Ul mrg+sFsvqr SJa6YPgci EcqV7RggognoM
37RGHBi Rgt K/ XgxOnexd6vWZy KE+SCNUBt F/ / dy DRLbGaYSoaKqgS+gl i eghpUGsM
hwHt WAxi h3a5g4guEXW Ui BQVA4GAL Ud DWEB/ wQEAW FI DAdBgNVHQAEFgQU20! Y
LDnr 2zUNKE7kvFB7cgQ +i MMHWYDVROj BBgwFoAUi YhnULV8JINs/ wBLHt 52d TM3
NOSWOWYJY! ZI AWUDBAMI A4l SFABOI | v x69mChnV48hOgGE9RRQLMVKy| Fn4sKDx
FOBgr AAsx KwohdEkv+TKgayLkCkxeDnhL/ H OnDRXxZ9i VUMcCUr hcer Y1 | Zi Ueu
CIYYHAKOW/ eQF+qz T3UNREKdI j BD7r | enivwRC70T6Vvf 304BFsDOQTL3yL3gh8hl

ycxUsSWvh3dHE6G 1wSug91LVBV/ GhLebDi xXuKCe/ q5dyNQRK 1l | 4i nbysGCkGzdq
UZuanqgBYvvEOc 1dvvge@+qVIARQOx mOaKYQVENVVAIHbz GV66 GUr R19j K9z 1bRI

0SzFCha830GHKY CObHCLf vt XFXRxNVI DHGk 7dRnm2dACds/ i WIL4cu/ M2CBr Vx| t

ypf ei eyKbr 6CQ GzWjQB1 NYC3pi MOByl 6(QxvZgBPhFelLbXYc3ZFhk2500z7mt+LF
DpHX0+uf 4SRON1ED003gN3hQPp9usgYQf pr P/ SpxGmxJ03GaHv/ t FF/ pEWCAT+
sGPj YGsT14KVNG / gul 4cHs9pE6s5Y8I sl DLAU) Fg8VA | gF2JCPnaOGyagdEens
maz LJ0y2KCnFVhgp30GaVWKC2L Swy OLe 0XKeJWRbuv XQ4W 810 t yLX86f j ol 8bO
nCG83V3w4AL30Oni zd9SdnBt d6uv+1S60XxEvNcs7+pw6 TN 6 EuUaRPhi / j Yr 8Zppl g
Jf sCOUoLs6hJLj r DSQWhCCx YCr V76eabMoyyr 1/ Onf El Okk TLM_zKN5p4vqPEdJAd
N5vDAT8g4Yn0OMs RPqgKOp Xy UA7 Ax91 SGuQebeF9r BEt oEl G+bg4wXBWn22g@BKi

ct NDS5LUZS23n85pZ8t 0021 X6f XD3JYt n4UMIEj bSh3+s6WY3A1qQ00bLJL4chl g
+@BnBAZN0/ eOKxb+H7Y1t WZnTe+pi 08f KWRc PTEdHXLKU8bS53e3A851y8cNr GsO
dNHaDQHj cboFgDhXS4geBY6i wz HGdnf DKc A5 mx URP+XUg G HBLUCYCnk 0S50z P+F
ZY+bChnR7z0j 8bTI 4YOO i aHyh2CW8f r Gs1 | wlt Bl NezLWA7sr +4r x6C1CKOF2J/

| dYl dEMLi L8Yx85wWL0q0Euf Doc/ HPQRe3hDDt Ysex3RM 830sZI +okf +3vt MoLv3
CIxyZl p8Di 65SuZRHZ5KNW DGFWGAobRHb S6Va37KTj zysglVsdhvbwgcl YFvOW/

mv UVJ 2Mo XSawQuwKVM Yei bT8n55S9i L7ncf ni vLgl 7QNCB6vaks8ZRpnZEA+FVS
Q SO0K9eznBTI 7L4bzJKZHgTg0t cd13qZXZt UpQdXxquS6300I DZs7k5i Kx7Xt 3Pz
T1f 2y5ADQ r SPJ9Yt w7 1TubGot B39vki qwr F2f | 7n/ 1 a8aEHp3k6x10UbCOc Q7 G7
PWsE2mdgy +2Fc Sl yonFXDent 9ayH135V2k87/ YYwt Jj t 2r FMSRogut 01At K3/ On
Cl1E2X5s5U9FXnmeuylss/ U6zHZ+VEi SSZI Bulej 6/ yr sCAsu03/ HepXM bh4NuB4X
yUTGRYg4r F12nH3ah9Er 33b4i YMbzf 5JVPRPba+60D] QHYA] vD+gRFID5t 64PcaQ
JAA381HRYqt i gLpS1INaAD2bUvg2JYsZEkynXsl1lw+i GBaLBcakJpgmwKazFczcpZd
nAf hVAopj RQTy Gxys| H+01Kd4ZUi PALKZCKNr @ sNspl H aAPMoOkL/ FAO3t f Gae
szZvcvl nJYD7PI r wxCW I FVW24 A6y aGKg4x ELNCO0J QALRNDDY61 y OYf 9] YN cGb
wsJ51 sbUcUck GOPHI Rx91 HSi OFewb5KW QUN79wWA9/ wl SWIo@2f USr f USNnEvsV5
F+As9EcQuvgVG | Nul zWAHxf CGbf VHZ8EO35x QE077xc EGvhMz 9e NVQRBGA QOLY 2k
Q Nl ZvoWpKa5CcVj kBRHPpf sFOMT4qHWBAr v6VoNc TwUuobFt | 6DYWIeU/ gr mN3
e5gML76CKneRS81 oDF8nZeCDCeHAD17g4V9UUKNaeHaVQZ4el vvVwPhZvdr TGol p
+VZr Y1 Jql t UCZwBvsxy6l LzZHCGTLTQMWAHSI aRLVKUPVYnXVBnzj 2c ReDb4pk8
/ bQu/ 03ZSquCQub6PTV/ 8U7ej b4f XXa6 TEWQa2Sao7zi qYI UTf woPzNf vz4eLFMPw
j 7USnBXe8mv+MOgL2ncK7aobQ yf Pwal 51 EAA50vPmY63T1JQCdAounKTO7 NOVb5
hR/ f Xq250r W 77Df 3vl Ndi 5n1GC7UFXN2FdJ4wdl 3X8ny5L3sVO: zAWKMAQBLbgN
CKFKxM/bYI 6gBT79VimEf 4LgwGEf 91 FQUk 3y sP/ uQFwWURGCGG! zPNAGT r NHPNx 5y B
bUU74kBd5KOYNP09S6gyxVd1l7nau6i 4BkxwA69HNI S7RDXf g7kFnr nNvkOy SHFb
a8YnLTK4n5HEQRKRSoay| j My5j 7CvTZZag/ enlL.3dSdFsNsngJcl U 5RI m Xg5xnv
nf 5x+ Xcx71 Z3f Bau3yEOOL1CAWH j | h9EzaRqTt OvT2JuJ/ Mn4i Rws/ a7CYdX3+L
FI Nsr gkQlwbgUOFZGE LShXel( PxbVNnEOTM 35QqC6t Yy Y+571 qblcBc3+ZPnirc
Q7yCeHf GAhdI 7aYRV8Ggt 2nx8Z2wuhCJ RuuxWG5Yj bpx9St bbVe SmQy QODo UUe XvBR
70 FgKVRz 3CXFWj 8SMRIi XCk8pQ3J+chby A2 AuXJkBI kI YswL.VgH2NT3onbnhO6
0YbkUi v7d8AARKt ulVHDpJW 5JgMsQ05k5b2r gKDOCPHW)hapFFy EDBESeL LrmUH
WKf 0aNl 7Vr Yr XYRz EXz UCDF 61y UJbBwWOgTLMDCBWCEH / NPt h57aZ1A0/ | B8l r 322
vXABgKz 3By k8kl GzEa37ti st +sZj N87DhKG AUcol goOn8F9p+SAwWnLVLMBo+Yi

Fpu5hwAl ggz YhC+f gH170z8nBSEL+06LUoAL | eMZPQCgbSh88CvBZPHBPa3l 6+qF
CcORCr af kR7eKWUBCcJej SzUvap?2Vi gDSner LH OcppKvLOB9Jf ++DO5RARKhTLAL
BKCHsf GVYW h+cpePHIMWKz ax5K46Rj bKr KOv7gD50H HQO 6RV30J/ SXuZr 5HRq
j Hgy6quxwksp5wli | 324kdoQ+VzaVHNbd70yngk8hMLRC2/ HVYE/ 8xJj | ZUxMbl x
/ D460FpuXdxyuYg7Z46sHNv10307sRi OFXJf OHOWb6HAPA03T8k KLHASaA4f Xql
| | 4ANGV4eSDObx DNJV+7uywbUTTKzy50hF4swWgkf QHt Rk GoXZwSTk | GnGa+bwOnO
G z22WT4YZVWbHs6gChn7cCQngUnt FH+WZn54qY5FDX9Zy GsP2gxeb5zh7G Zx4T
W cEkEok22Ywt eSxYUPM 51 kol 5edy9e5kua8YKEEFue04Cghzv37ROnh5+/ s
NFZooNTzP7i PDc YuPMYSCpbowr VaRRxu7A3+I K37n9gk BONMXT4xXi zv79ey3gM
xr k+2aa8GTCAJEXMBEY) i LI hl Q GFLk6xPi 0y9/ dX4t xmRzG 6DEyi 6yf pog2xho
56zUqHz2qcKBnEyr Kzd99JnDe3Ri wOC0Lci 3SzKP1DvNQKt Der nbTkyhJbOdQ 5Y5
fj kksJj UIEVWOGysJHx7A UZRGPyt XgTUXKEZ6oMOb Xt 6+/ | Q~dB4117dsanPdl +
I Xy c9OFxgwMCy aECP72CuvJWCNRr PEI xI RIAaMPYhal gl t gGGFn8vDhyKgf bAyhl v
O kH6/ 700Y8V/ 9SS6Xt Rl ZD8WhLs x| KhB+spvt FSA3nmkgLOwVx46Ct V+91f 5r Jd
Hc DAQOM / KebHbt 0gTKi | ncx41 CUS3Cc TnF5MEhSxWBHTGeF2u6w62h9j | pp+JD



nB84hh9A1gH30Ons nBGc BMkb6H23i XNGYZYyWnel | uQTvRTOCNKr a8hgnmBON XK6F
N8BZepxBL1Bu7TQ HLi YUWBLNnQzI Enbel f /i aUz6S4RRT042Cek8YWNHKhAF 4ko0
0syLPVpPPxSZMoj 2r UKny O PxLt HeVhE1Q@HeUS9Ygkj EHOVWB1g68l z1 / 10M APX
8/ OW2ehncAXZzcvagKn3sVFOnt f Y6zexcvkVWKnnt yr Vi k6f ei kCRDynbCguxGzv
| eBp4PVFOkMI+| bRTCgvu+r Au70sni7 HRYk bt vUQzdAkdl QYNGYa5Ah9+y/ ol Ovy1l
CAYz5c5D4XLNGl onHL/ N e2A6RPwCa4i 5BdVDBut LBAI Xg8QLei ci kPLxmzVJdV
hat / 2VgWDPnr V2hOf Hgka+S4nmuOUcxHKLLKz4vI y4H6aUzt Snj od5P/ 03Jr QOBq
i BZhOYA9t zOKx NOn8Sx| W JHhT8vb7KX3pT9dKmAgf TPn5gYI nT8r exudJkcX0pY
QMOCcLNKThdRAWP/ t 7Yk9evt 6gh7g/ /[ IMZj KM Ht PE+nmL5m xi Bj GNi ALJkV5/ vl

55t WJRGoJMr0qgcPvivBI KvUMK65x2gj H50s 1f uV52BgVOpcwhbLJEnHGAW/ | E09
G W'r FFAL4vy UNhxx XsmAsf hYsoSRR/ s3GE X1FwPDx qUw+VS2duVCHYv KDBs ZaL P
Er gt 6f Dal HKZVTnl 2t VGNH3f FpAnBC5V8I 8t hzK4f RK2y F8nGP4AHYSWNqQc2P50
hB8w Eof pG i t BANgl uj kBMcNs LPPk9ZnUn(B/ er zFw34b0j TMUBr sf | ea@&Kf 1S
9CG YU ULOMoRh8c PSSr vaGCxf Nx9M Wkal 8JvDsEL19ASBYqu3bOv2bCut Pgbf P
Bd1C6N8f NNzJ 7hPSVAqz 980Tt f ngK+dj 4ANghEwsAaVxy4+91 V& 6JhYAT8F/ / ATK
xf Ae44nD1Bj 8UGN+se YWEK7dKaCd703yP6CNu9447k/ 3xkvt wewt L40Kgneza6913
B64HvQ@G SaCdl AkaPqlACy+20 +S1kl vOTKBenHF3KMIf 02+1ZdAhwJ4uJ SnGDi

uVvVT8svHW/ 79Fgl UMZj OrdE8dI 7) pRKsw3czguc&2r / EPYRVal1B8cQd9i q8Xwl/ Ce
7CbgROAqNT boMupDgA+QEVINF 2aAwWgQTES 6y GbsaOt oNi CULXwiNmh18RPVWhZhKgm
voXPxnZyZ2VsN3j | cFB2WGSI ngf +r/ / d320QX8pt GOHNETXx| vIMIRG2p2TS7PAt hx
T45SNsbL5j NQFysj JQATI GGYG NGQIHt ghmi | wpUl CoJNynF YEKT g84QKo7+Nd X
XZFd7HAAWOMISI 1t vKLX+ui Fzl +2d/ d+SvAxHD3gDi t g/ 90t UDLAoOAXmaYQ3! nfy
kTuJUWJLhkavp3LC2QBK+ngevgl nwdh+sw2l YOa7RVLLnHc6/ FVi / sC/ Snulu8u
019R3unx8f al uUt gsRvl xAj t H1f eQdl Apy5FFp5n8t +1 xpelQ pBTN3Aa+g3bphO
hWww7u9JgPQ a0l | JDDyGmhyv4i Csl | 10SKhHILn3U34BCBNTY2DPgvoj pRKg7u
PVnSPpbAdLnf SU3Z+x4e Qi ZLK@BLwWcOnU6+J8S2Mheboj 4t 8chpbl bFqXEX2GDy
j E6Jf f | AEt Zan8bJyuD9l NJgr 4r aeyt 2r qRLnpoY1Enk5HSI ol j sgUTu92FeM/ b
YWP6Fc/ r XHoYl 5XxREKUWIBL i B+592H XdJzPHIQx2kj zS4gh1NH5s0y ENMOWY Tar
OHJecZt h4BF3SNDzEl W OvGMMY / f pkHgAg+agXa2UCd4 P/ FaEXVUQuxy +vnHae
qqi gp/ MAD19+Di Tyv7WEe+o/ AormHct Lyi gGFl R2zs3yLXSWNNDJ6YANpgM EspwS
3ToM/PbcVCIOVDS j KhGdAhvdVT1l r 71 UOf YeMVppE6HK0oKS6t bsokb9qt bvt vWCS z
| 6342qn7BWs/ Si ZEx/ Sl / DzF8qA3eLHMIX FR2kvHs n+5AB5ucy 2ZQJ F2W XuwYSU
BPoRr mdl WKQYC8/ MD5Pt ZMjUoEGYH 6j Fpf bO6+RP6NakpA+q4 Tl 4xuDNyeKqOdD
9+XdE3acWR/ r +Jsei r cGaBDDkpj BEl cYgZuLf gKr x1+Gbi 6t 6gWbpcNt LmVcuAW
HVT8540 kNI Uogf nESCDr czb3C5kj J230df 4V156gMIBwac JFt zf 5Cby Bycnd/

kNggl p4 AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQ Dx cdKS4x

————— END CERTI FI CATE- - - - -

SEQUENCE {
SEQUENCE {
[0] {
I NTEGER { 2 }

}
| NTEGER { * 159f f e6f 22f d5cc42c524df 6f d5e28d0de38f 34f ¢}
SEQUENCE {

OBJECT | DENTI FI ER { 2.16.840.1.101.3.4.3.19 }

}
SEQUENCE {
SET {
SEQUENCE {
# organi zati onNane
OBJECT IDENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }

}

}
SET {

SEQUENCE {
# conmmonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }

}
}

}

SEQUENCE {
UTCTi me { "200203043210Z" }
UTCTi me { "400129043210Z" }



}
SEQUENCE {
SET {
SEQUENCE {
# organi zati onNane
OBJECT_I DENTIFIER { 2.5.4.10 }
PrintableString { "I ETF" }

}

}
SET {

SEQUENCE {
# comonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAWPS WG' }

}
}
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FIER { 2.16.840.1.101.3.4.4.3 }

}

BIT_STRING { ‘00° *'4b94c29450111191823b3514c9aclea3d9825cc
b86393a2df b04654f a2192d37bf ad1c497c6502eee5ca80a73bf ceObaf 5a54a8
8585a401397a3d232f 426a7af b082bc21a44317090eaac7592c2ea88a653c449
1ea193931335f 52e989a3c4cc56d9¢553732d57¢470f b41ab759b65d2d044453
82f cd9c4e344a1128f a%9e11e04358e192ed014b23232a7ee2b22e23717f 44111
ee33575399¢c37646da9813ec9b212af e94e5dc5¢c2330a7294cclf 4234a6d3f bb
4f 1685ab8892c04achb17cd1c170d7b0611b6a7176¢c794cc8c67f 55f c923c2ad?2
03100f 365991882¢30243d77813843b5ec7¢c964032263706092ecf 00c7516beb
4e4598ca4226c069bb5e67e4175cf 2286¢c8dd5c488a6¢5861f 31baa0bd026947
0e8b551dd3bcd38c86c¢c12f 9cdb176c77dc8b6c02a701f 478902¢8553f 694c0d8
2727b4c4a5c2¢1041212aa1274808b82111b377ec75214e9b1978f 76004d4139
d98613f 4b8e98d20af 7b534073a509a959b7a7564f 9b40ca218bf 61829320a85
02017954d328d7ac6c769ec29700756e7b0685b340d5e118059504a49a9a50a1l
0198eb10a5784678eb427d7b4babb9552933b062897973e1318eaf 0aleac3758
4a65401b1703e042accd837531483f 241cadcd1c1d378119e694429db199ac89
1e4c¢5343757085bb3ae783667350c4458d97672e861e80b1d2679510ea3a6f 23
60c77a46942c7a06a554d228080c84b47aef 14db17620cbh16c06ab30albedcda
7082be9f 87€9¢c211c46916349a5ba8eaab201¢c7294a3¢c0885b53b65745210882
5ec646c90a04612324ee7d031af e5343132chef 67b6ef bla5ec2809b773538ce
77b3d8b04eb0b3c2256011e4c716c19a8ba0752bf 71492117649f 0615¢3290f ¢
29a46f de4bd52db9286d603388244259c15a7ac2b640a60cc03376a5841a3f b8
a473568f a9b1a267215f 34c01697b0f 0627175d72105b7707¢c29b9e614bdc33
a6f 6¢818a95370b427882d7b476796a9ec6eb993274cd9b2391a82ba45e3393d
2e9ae9721ca9d6c1b988b5827713f 90a6585de9433528c02b03cel0bb5f 72013
8d0f bb4c30c1266b918e52925df e17b37f 95d22bca54f 475919ac859098¢0f 0d
08ac5875ef 29b56f d141e6ef 15f 700a0b66f 39595¢588177373¢c4669b21bc071
e4c3aabf 0b4a31b6258f 35da24ac3cd29c7f 2092410¢c5078355b138f b53a6b9a
e6e0b9c08243e7baad5c47376eb8c7f 13d4cf 51aa736f a31540c9241f 370da54
4bf 9f 9c28d9a57e2f 2a7ca95ad4edb466e641ab3bcc76adf 1139d567a6f 12b52f
3a65e7ec0aae26bcaa8c55833b04e59998ebc9a1930f bb6d2233c53d2c1f 8b95
18e3c2de73a19dee6b380a5b32971cf 64e129f d6c1f a6e75d4a234501e966dd3
ab540af 5¢8f 4f 34a6b4a253ee28492566d5e67c6f 55855f ch0506f b06c156744d
9a03a31a26f a94cadl14f 157b7f 303d07a69¢c773768f cbh4d079c09059703a0c3a
94de4b99ea3a2f 16583d0f 9170a3950db07b4f 0bc30802927f 9f 796106259892
636a9502a2705303637799dd344da451clcf 7bf 67840ceb3079ab8c6b8c1927f
64053c612450c45¢c9e603bc16666e596b3471e103b6f 15447424d17022048111
ffbd37el1c670f 64f 14b8a7b32b94c1a49b45dd2f ¢38¢cd5289d910ad63602cf 5e
13042c64ac6797b89f b551ad08e05a92d200ccch7e712ef 23¢c9312¢cb350f 029a
b537e287347f d3075ac10906a783f 1c6¢c07cch88f 41228c4belc640f 790b5c3a
5d5d3ca792495d74bc461562658c07ac600276b924ab5bc9belf 0494cb76f 82f
460a7480972663381e169996061d799859ec54d4f 5ca5¢411¢01db1597b16597
7669del13a928a34af bac258f ea8c4764239¢9421dc3119bf 5b47699206978327
blc5345ef 746a7983841f 056e2534100ab24d4e9abbd0b17c6a95bd4c3c0e40f
69e1612aceeb28b99086c95116e7204273893390bf 46b899b36286b0ebf 1947b
b9884f 732ca27da82b19b5dcOcc7f 8885714910888b2310c4f 9319d410b34e64



33b9003e2176bb995257456106e8952163b8ba592530cc5aalaeb43ad398f e9e
97baa523d7a4431677c3d3af 0719e475db85ca95af 5089beabeb05b2f aabh4896
ba60f 81c88472a57b46a828826a0cdf b446f 8189182d2bf 5eac4eclcchdeaf 59
9c8a13e48235406d17f f ddc8344b6c66984a868aa92f a02227a086950eb0c870
1ed58dc628776b983882e1175 }

}
[3] {
SEQUENCE {
SEQUENCE {
# keyUsage
OBJECT_IDENTIFIER { 2.5.29.15 }
BOOLEAN { TRUE }
OCTET_STRI NG {
BI T_STRING { b'001' }
}

}
SEQUENCE {
# subj ect Keyl dentifier
OBJECT_I DENTI FIER { 2.5.29.14 }
OCTET_STRI NG {
OCTET_STRI NG { ‘ da82182c39ebdb350d904ee4bc507b72043f
fa23" }

}

}
SEQUENCE {

# aut horityKeyldentifier

OBJECT_I DENTIFIER { 2.5.29.35 }

OCTET_STRI NG {

SEQUENCE {
[0 PRRMTIVE] { ‘89886750b57c24db3f c012e61ede59753
337374f" }

}
}
}
}

}
SEQUENCE {
OBJECT | DENTI FIER { 2.16.840.1.101.3.4.3.19 }

}

BIT STRING { ‘00° ‘74225bdf c7af 660a19d5e3c84e80613d45140b98c2b
28c59f 8b0alf 114ef 20ac002cc4ac3d85d124bf e4caa9ac8b9029317839e12f f
1c83a70d15f 167d89550c70252b85¢c7ab6082198947ae0896181c09345af f de4
05f aacd3dd435110a7658c10f bae57a6ef 0442ee84f abdf df 4e0116c0ce4262f
7c8bde087c848c9cc54e52321ddd1f ala3d704ae83dd4b54157f 4212de6¢38b1
5ee28e7bf ab9772350464d652388a6e72b060a41b376a519b9a9eal58bef 1347
3576f be0786f 7ea95f 404503b198e68a610304355540f 476f 3195ebal94adild7
d8caf 73d5b448392cc509b6bcde81872b20bd6¢c708b7ef b571574713559431¢c6
93b7519b674039db3f 89624belcbbf 3363bcad66bl122dca97de89ec8abebe824
231b35aa43994d602de988c3bd07297a431bd9a813e115e2db5d8737645864db
9d28cf b9be2c50e91d7d3eb9f e1244e5b9d440e8a3780dde140f a7dbac81841c
7e9acf fd2a711a6c49d3719alef f ed145f e91300804f eb063e3606b13d782953
46f f f 82e238707b3da44eace58f 25b250f 50148c583¢c550948a85d8908f 9da38
6c9a81d11e9b799acch274ch62829c5321aa9de819a5565¢c2d8b4b0c8e2dedl17
29e25645bbaf 5d0e1697cd4e22dc8b5f ce9f 8e897c6¢ce9c21bcdd5df 0eObdce9
a2cddf 5276706d77abaf f b54baa3112f 35cb3bf a9c3adcdf f al2e51a44f 862f e
362bf 19a6996a25f b02394a0bb3a8492e3ac3e50326082c580ab57be%9e6ba328
cbh2af 5f f 499f 1253a49132cc2f 328de69e2f a8f 11d01d379bc3013f 20e189f 43
2c44f aaa2b4a57¢9403b031f 48486b9079b785f 6b044b681081be6eae305c15b
1986da04372a272d3434b92d4652db79f ce6967cb74d36217e9f 5¢3dc962d9f 8
50c2448db4aldf eb3a598dc0d6alb4dlb2c92f 872122af 86f 26040666d3f 7b42
b16f elf b635b566674def a98b4f 1f 2b045¢c3d311d1d72ca53c6d2e777b703ce?
5cbc70dac6b3474d1da0d01e371ba058038574b881e058ea2¢331c67667c329¢
0399b15113f e5d4806e8704bb826029b1d12e4eccf f 85658f 9b0al9dlef 3d23f
1b4e5e1838e222687cald825bc7eblac225¢35b4120d7b32d66bbb2bf b8af 1e8
2d422b417627f 21d60874430b88bf 18c7ce702f 4ab412e7c3alcf c73d045edel



0c3b58blec7744caf cde8b1923ea247f edef b4caObbf 7089c72648a7c0e2eb94
ae6511d9e4a356f ¢31855860286d11db4ba55adf b2938f 3cac83556¢c74ceb0a9
c21816f 38c57f 9af 51527631b5d26b042ec0a54c8d87a26d3f 27e794bd88beeb
71f 9e2bcb825ed034ef 3abda92cf 194699d9100f 855524224b42bd7999c14c8e
cbelbcc92991e04e0d2d71dd77a995d9b54a50757c6ab92eb7a3494366cee4eb
22bled7b773f 34f 57f 6cb9003408ad23c9f 58b70ef 54ee6¢c6a2d077f 6f 922ab0
bebl1767e5ee7f c86bc6841e9ded4ebld4e51b39c43b1bb3d6f ac13699d832f b61
5c4a5caB89855¢c37a7b7d6b21f 5df 957693cef f 618c2d263b76ac531246882eb7
4d40b4a27f 3a70b51365f 9b3953d15799ebb2d6¢cbh3f 53acc767e544892499941
bb57a3ebf cabb0202cbb4df f 1dea5731f 6e1e0db81e17¢c944c6458838ac5d769
c7f 1a87d12bdf 76f 889833acdf e4954f 44f 6daf baa038d01d8023bc3f a0445f 4
3e6deb83dc690240037f 351d162ab6280ba52d4d6800f 66d4be0d8962c644932
997b35¢c3e886f 1a2c171a909a6a9b029acc57337296499c07e1540a298d1413c
86c72b251f ed3529de195223f 82ca64290dad08ec36ca481c86803cca7490bf ¢
5034ded7c6clebl19bdchbe59c9603ecf 22bc31096748156db803ac9al8a838c44
d4d3bda094162d13430d8e88c8e61f f 63c3860d95¢c1b9c2¢c27922¢c6d47147241
8e3c7891c7d2074a23857b06f 92968d050def dc00f 7f c354964e81b67d44ab7d
448d844bec57917e02cf 44710be0546b4836e9735961f 17¢c219b7d51d9f 043b7
e71406d3bef 170418c84ccf d78d59047c19d40e2f 2da4423365655f 54f 6929%ae
427158e40511cf abf b0538c4f 8a875ba02bbf a56835c4f 052ealb16d97a0d859
3794f eaae63777b980cd7be822a77914bc2280c5f 2765e08309e1c00f 5eelel5
f 5450a35a787695419e1e96f bd5c0f 859bddad31a8229f 9566b60826a96d5026
70bclbecc72e882f 36470864ch4d0c166874a26912d52943d5ca65d5067ce3d9
c45e0dbe2993cf db42ef f 4dd94aab8eb9be8f 4d5f f c53b7a36f 87d75dae93116
41ad926a8ef 38aa6085137f 0a0f ccd7ef cf 878b14c3f 08f b5129c15def 2657e3
0e80bda770aedaalb388c9f 3f 06a5e48100039a2f 3e663add3d49406740a2e98
adceecd3956f 9851f df 5eadb93ab59f ef bOdf def 94d762e67d460bb5055cdd85
749e30265dd7f 26cb92f 7b153adcc058a300a812dba8d70al4ac4cbdb608eal0
53ef d566f 5f e0b8301847f d945414937cac3f f b90170511186825ccf 3781a622
b3473cdc79c816d453be2443¢c77928e6263f 4f 52eaOcb155dd7b9dabba8b8064
c7003af 479¢c84bb4435df 83b9059eb9cdbe4d3248715b6bc6262d32b89f 91c43
b62914a86b222332ae63ec2bd36596a0f de98bddd49d16c36c9ea25¢c95497944
89a55e0e719ef 9df e71f ab5dcc7b219ddf 05abb7c84d34d42e16f a58e587d133
691a93b74bd3d89b89f cc9f 8891c2cf daec261d5f 7f 8b14836cae090e2706e05
0e159186f cb4al5ded4e8cf c5b5671344cc977e50a82ead63263ee7b96a6f 570
1737f 993e64dc43bc8e7877¢c6021748edab61157claab769f 1f 19c2e842251bae
c561988dba71f 52b5b6d5792990c90383al1451e5ef 051ec38c5a8a551cf 70971
56d23f 123112625¢c293ca506f 727e71bc80d80b9726406590862cc0b5601f 635
3de89db9e13bad186e4522bf b77¢c000464b6ed551c3a495abe4980c490d39939
6f 6aea283d023c75a985aa4517210304449e2cb9a75075977f 468d97b56b62b5
d8473117cd41837f ad725096c1c3d8132cc0c2f 1618797f 34f b61e7b699d40a3
f 201f 08af 7cf 6bd7001a8acf 707293c9251b311adf bb62b2df ac66337cec384a
1a3014728960a0e9f c17da7e480c272d52cc841a3e622169bb9870008820cd88
42f 9f 807d7b3b3f 26f 1210bf a8e8b52802d95e€3193d00a06d26f cf 02bc164f 1c
13dade5ebea8570e442ada7e447b78a5940427097a34b352f 6a9d958aa0d29de
acbhlebdlca692af 2f 407d25f f beOcee510112al14ch74b04a087b1f 19558987e7
2978f 1dd30cdOacdac792b8e918db2ab2b4bf ba83e681df 1d0388e91577a09f d
25ee66bed4746a8c7832eaabbl1c24b29e70d62977db891dal0f 95cda54735b77b
3b29e093c84cd510b6f c757213f f 31263959531328971f c3e3ad05a6e5ddc72b
9883b678eaclcdbf 5a373bbb1188e15725f 387f 7055be87e0f 028dd3f 242b51c
049a0387d7ab5963e0d195e1e483d1bc43349bf eeeecb06d44d32b3chb939b178
b3056091f 407b51906a176704939081a71b0f 9bcOec0e188cf 65b44f 86195706
c7b3a802867edc0909eab26ac51f ec199f 9e2a6391435f d6721ac3f 6ab179be7
387blad671e135a3704904a24d8ed98c2f b5e4b16143ccf f 9964a25e5e772f 5e
e64b9af 18284105b9ed380a0859bf 7ed13909ele7ef ec345668a0d4f 33f b88f O
dc62e3cc6120a96e8c2b55a451c6eecOdf e20adf b9f d82407d34c5d3e315e2ce
fef d7b2de03bdc6b93ed9abbc1930b82445ccdc452388b221950f c614b93ac4f
8b4cbdf dd5f 8b71991cc68balc4ca2eb27e9a20db1868e7acd4a87676a9c2819
84cab2b377df 499837b7462c3d0b42dc8b74b328f d43bcd424b437ab9b94e4dca
125b3909796397e3924b098d4744bd6386cac247c7b1a55194463f 2b57813b97
28467aa0c39b5edebef e5405741e35d7b76c6a63dd97e217c9cf 45¢60c0c0b26
8408f ef 60aebc9c02351acf 108c6544901a30f 6216a5825b6a186166f 2f 0Oelc8
a81f 6c0cal22f 3ab907ebf ee8398f 15f f d492e97b512190f c5a92ecc482al107e
b29bed1520379a480b3b0f 95¢78e82b55f bdd5f e6b25d1dc0c0a8e325f ca79b1l
dbb748132a2227731e080944b739¢c4e6179304852¢c70047a9319el176bbac3ada
1f 63969a7e2439b7e2187d035807dcec2c9c119¢c04cc5be87db7897346619632



5b29de225b904ef 453d029caadaf 21826f 0e3635cae8537c0597a9c412f 506ee
d34081f 5898516e4b9d0cc8126e9e21f f e2694cf a4b84514f 4e3609e93c6165a
992101f e24a34d2cc8b3d5a4f 3f 14993298f 6ad42a6¢c8e88f c4bb47795844d50
1de512f 58aa48c41f d5b7d60ebc97323f d4ec0800f 997f 3f d16d9e8677005d9c
dcbdaa8a9f 7b151749ed7d8eb37b172f 9162a7427b72ad58a4e9f 7a2902443ca
6e4282ec46¢cef 95e069e0f 545f 64309f a56d14c282f bbeacObbbd2c9bb1d1624
6edbd443374091d21060d1986b9021f 7ecbf a08d2f ch50b8633e5ce43el72cde
aba261cbf cdf ded80e913f 009ae22e417550c1bad2c10225e0f 102de89c8a43c
bc669f 354975585ab7f d958160cf 9ab5b684e7c78246be4b89ae3947311e42ch
2b3e2f 232e07e9a533b529e3alde4f f f 4dc9ad03a6f 2a881cel139803db7338ac
4d3a7f 12c655a5247853f 2f 6f b297de94f d74a996a9f 4cf 9f 98189674f cadec6
e74991c5f 4a58426f 5¢2cd29385d440cO0f f eded893d7af b7aaaleeOf f f f c9319
8ca3081ed3c4f a62f 99bf c6206318d880d49915e7f be5e79b56a911a824chbf 4a
a070f bccf 482af 50c93ae71da08c7e68b357ee579d818153a973085b2¢c91261c
6e3077f 204a3dlab5bbac51462f 8bf 250d871c57b2602c7e162cal2451f ecdc6
957d45c0f Of 1a94c3e552d9db9508762f 28306c65a2¢cf 12b82de9f 0da9472995
539c8dad546347ddf 169026042e55f 08abcb6lccaelf 44adb217¢9c63f 81d849
636a41cd8f e68841f 30bc4alf a468e2b4174daa5ba390131c36c2cf 3e4f 599d4
990df f 7abcc5¢c37elbd234cc50laec7e579a1b629f d52f 421ba6148942e83284
61f 1c3d24abbdal82c5f 371f 4cf d691a23c26f 0ec10bd7d012058aaeddb395d9
bOaeb4f 81b7cf 05dd42e8df 1f 34dcc9eel3d2540ab3f 7cd13b5f 9a02be763e0d
aall30e40695c72e3ef 48546b7a2616004f c17ff cO4cac5f 01ee389c3d418fch
0637eb1e630124edd29a09def 4df 23f a08dbbde38ee4f f 7c64bedclcc2d2f 8d0
aaabcdaebdd7707ae07bd0d868d268e74802468f ab5002cbed8e23e4b5908bce
4ca05e98717728c25f d36f b565d021c09e2e2529¢c60e2b954f cb2f 1ccef bf 458
0850c6633a6744f 1d23b8e944ab30ddcceOb9clb6af f 10f 61155ad41f 1c41df 6
2abc5f 0d7f 09eec26e044e02a99f 6e832ea43800f 90115f 4d7f 6680c2a41312c
eb21b9bla3ada0d88250b5f 0366875f 113d685984aaabbe85cf c6767267656¢3
778e5705076586e659e07f eaf f f dddf 6417f 29b464079844d7¢c48bcc9911b6a7
64d2ecf 02d8714f 8e5236¢c6che63350172b232505939461981a33464091edaal
9a2230a54202a093729867d8124ae0f 3840aa3bf 8d757¢5915dec7000c3d31d4
abd6dbe42d7f ae885ce5f b677f 77e4af 0311c3deale2b60f f dd2d5032c0a00c6
66983b7966172913b8950c5492e191abe9dch0b64392be9al7af aa59f 0e21f ac
c36958dlaed154b2e71dcebf 1558bf b02f d29aed6ef 2ed35f 51dee9f 1f 1f 6a5b
94b6abllbe5c408edl1f 57de41d200a72e45169e66f 2df 88c697b5422a414cddc
06be8376e9874856¢c3bbbd2603ce8dad252090c3c86¢c16872bf 8882b08235392
2alldd2e7dd4df 804243c9d36360cf aaf a23a512a0eee3d59d23e96c074b9df 4
94dd9f blele4198992ca43c2f 070e9d4ebe27c4b632779ba23e2df 1¢8696e56¢
5a97117d860f 28c4e897df 20012d65a9f c6¢c9cae0f d94d260af 8ada7b2b76aea
44pb9a9al18d449a4e474a2a088ec8144eef 7615e329f db6163f al5cf eb5¢c7al189
79¢51e64516e01b6207ee7dd87f d7749ccf 1c9431da48f 34b8821d4d1f 9b34c8
434c3966136abd0725e719b61e0117748d0f 312559c3af 1969cc423f df a641e0
02af 9aa976b65027783f f 15a1175543aec72f af 9c7cleaaa8ala7f 9960f 5f 7e0
e24f 2bf b5847bea3f 02898772d2f 28a0185951db3b37¢c8b5d2c0d9¢327a60036
980c944b29c12dd3a0cecf 6dc542f 6f 0df 8caB84674086f 7554f 596bec85347d8
78c569a44e87928292ead6eca246f daad6ef b6f 5827f 323adf 8daa9bb056ebf 4
a2644c7f 4a5f c3cc5f 2a03778blccd31151dadbc7b27f b9001e6e732d9938917
65bd5eec1849404f allae674858a4180bcf ccOf 93ed64ca94a04laf 1e5ea3169
7db3baf 913f a35a92903eab84e5e31b8337278aa8e743f 7e5dd13769c591f ebf
89b1e8ab7066810c39298¢1125718819b8b7ea2abc75f 86e62eadeal05a8a5c36
d2e655ch805af 1d54f ce7838890d214a2a7e7112383adccdbdc2e648c9db7d1d
7f 8575e7aa8c6c9070c1c245b737f 939bc8edf 272777f 90d820229e000000000
000000000000000000000000000000000000000000004080f 171d292e31" }

}
C. 4. Exanples of Bad Private Keys

|  WARNING These private keys are purposely bad do not use them
| in production systens.

The foll owi ng exanpl es denonstrate inconsistent seed and expanded
private keys.

C.4.1. M-KEMInconsistent Seed and Expanded Private Keys

Four M.- KEM 512-Pri vat eKey exanpl es of inconsistent seed and expanded



private keys follow

1. The first M.-KEM 512-PrivateKey exanpl e includes the both CHO CE

, i.e., both seed and expandedKey are included. The seed and
expanded val ues can be checked for inconsistencies.

2. The second M.- KEM 512-Pri vat eKey exanpl e includes only
expandedKey. The expanded private key has a nutated s 0 and a
valid public key hash, but a pairw se consistency check woul d
find that the public key fails to match private.

3. The third M- KEM 512- Pri vat eKey exanpl e i ncludes only

expandedKey. The expanded private key has a nutated H(ek); both
a public key digest check and a pairw se consi stency check shoul d

fail.

4. The fourth M-KEM 512-Privat eKey exanpl e includes the both CHO CE

, i.e., both seed and expandedKey are included. There is
m smat ch of the seed and expanded private key in only the z
inplicit rejection secret; here the private and public vectors
mat ch and the pairw se consi stency check passes, but z is
different.

The following is the first exanple:

M | Gvgl BADALBgl ghkgBZQVEBAEEggagqM | GogRAAAECAWQFBgc| CQoLDAOCDXAR
EhMUFRYXGBkaGxwdHh8hI i MkJSYnKCkgKywt Li 8wMTI zNDU2Nzg5Q s8PT4/ QASC
BnDvsn6JOEOL+bZhFYaTegU33BzhWY5u8TDVVBI waUFnGLKk3E4KY1l kkOQvUI Er q
c6VzJCCGWz LkAdwi CoTQZI eHEYl gwgwpJUosr xy Cy FgSFL9d570FT3+Qy RXGht G
Z6yFl UbOCoVEPVSI t PMVKMY3@Br ar t J/ LOMD2QT6F4hF5wixk] 2bUsdgwi DAJ YxZhd
eQNgMro6r Loj sTCL939wACcAlks/ zf CXBID+J8FAzBi keocuHoaMd9HaPzI| zmd5f E
c08AWCNOJ@&Bdj QHi gj f aMypNgOl dj WB2ZycuxCQt enMoZsc+GEFUMW gZj xgupeV
A+ QZpRmeKWOpt | ynHRcsMUCVH ¢ S+19m PXI OPEQv ORmMEQqale12RzZKkkLj 6y27
Uk4kZ5TB82bpgj ccBB10Og4l @B88ns0V2f YWt 5UFCoML53A8t BBNbf APnl W pRQHa
+TdRoDHeyhTHg2/ GExQBI hhf B4ADP/ C+v+XBY4F5xNMh4euYj sWKs PC5MPy X1n6aDe
eYnB9q61wWWKTKGI ndGylcl r ZwQX70Ta7l 8br ALnFQDUU zhgE8f 510s DoBUHgCEm
eh0Za60KkLt pppJFVEI opV7adFl USzNGBI | VBp2hk5PxN6gYGBcLt srplr uBYkLg
GaZplMAYI Ei Mc4nv4j OYO7y TZCRKWINBed4wBl yr 6ysUL7Fdsux| 7wJRHYa26pyxh
6h0kglut Bl 8x STZXA4/ Ep0JZnmvVOdAxP971 soF21 pPESAI TqsKkZSSHI9ZCyg2al T
5Js FAWASWQbHu YwaUgFWWRZ4x k811 JKVbKZD4SChoXae YRS] dkCCpOol t | z8t 8cF
WAMIR9Tx kqcu8Y5j JzMYwWSUARI 5Vmul dKK4JLGshai t +hv@xCzEEPQqbn7r | Z3
ecO4uKl | gS/ og7cVit b6t SFASEl Rf xBLW024t Yi KszHLKBOhbVzR2Gy0xKVef 8Xsi
CJg8GxdrunLDi rf e2371 WVX4WBdp3V4YCGtscf wlit M0o7FWK8+sEMI1VVhBZX
gO0aRgxBRo8uY5nll &pl YDgSZm | Rr/ zGygxEYYCeK+p2x5YyDpt 21 El oVWI8cCm
| 0i UsRuop7nj Msr udKX/ hi pV3Df kmnHUt Ke6BaAb2MKLpr TD1T+QCy WWypBol mQW
| 2F6gEbx4pGmihsshOi F9i kVUNA7 GQSpNy PpV4LuksVW28LwDBdf LJuwul 04R5Xg
1JuB860ha8Qz 7xHKpQ7 MKRS7| 71 +D4V2Uopy/ M LU/ Hxeg5Go663Fk A+2QJ 76knBy
+gE8028vM25KSgdLANnsUel Pgnl kXf GAM0Sc5ZytrscTA c XA GhxW.cz2l Fyl r
ODGNMI XVNN2Dt +a2Qv46nFX8k F2LUo0CEy 0j / XEMI8MygnmQTaNngt LCUpCl YWS3S7
Fz/ HRj / +AzbZl SXgNV5dQF700VAs] Ef f t EN3AcGE gW Z5D0+waOvB8Mej CUSVLYF
| bedgXyv9j ngwlcl 6wsGsFt | HBzww ¢80y +PWINswWRPI GHIVWAn+ZKTaet nr spooj
we20LI sCg2asSt 6gTs/ C7BWbAZcwTuR2hadCel khKC0zz4Jnmyghi miGVQITNEGG
wYcd92WvxsLZZMaOBGUEY 1oUnny 1hoKORa2y 8x CVs 7saBUDaanf G vRaoTBy Gal
EG4ugDghf | 6RG7A2CCKkf LsdNDGBURLQYg6RZXNOai 679nnZYsJTVOnT YV8i i oKU
nmFhvgx4sKa4r VAl KgnC+7LxHvHGr a45wt | gwpg8NYH vebxvYwk/ | yaOmKG d A
zLgF+40EVI MQ UOxeh3spj Jt mir V2kUshj i 24i 9h4ROPZ8DVZg4l qTf xJcsaVnJQ
4HhdomaViKnJ 61 EpgM eOQ y Yxp2GOAJf 52GdI yKs AV9y 2bf WruHhAni Yar DxzON
+6JY0QB7VTT7AVHVX1aeVh3Vg6qVi 7XX447eQuMy230pwnANSI 4f ARf j ZwA/ S5mev
42x0+n6QWhj 1BC8i Eaf PhBz/ F5Bt GVQMN MBI i 111xw/ 9+l ygBl JOSR+8CGhu450Q
URONz 6 7nmpuEl dXK2f W i QmYsoAnYOghQAr x\Waj Y+/ OpEdTMpOV105HVZ D50LQO5m
hHpZnF6s80FNh4KdUx3AVX9XI Sl j JCUMIygpKi ssLS4vVDEy Mz QLN c40To7PDO+
POA=

The following is the second exanpl e:



————— BEG N PRI VATE KEY-----

M | GeAl BADALBgl ghkgBZQVEBAEEgQZKkBI | GYHFVT9@RNE8nhbGzsbr BhLZnk AMz
bChxWh30eMSCXGrgPzxKSA91t Ohgr THTOAUYY] / SB6t Sj dYnl Ul YNa4AYsNnt Opx
uvEKr Q6KKQ Ha+MTSL6XxXMMIV83r t K/ yInVr vGAbZW r eEr Lr r NHAvD4ai YgI R y
Ky PANVh3bHNBTbgYM3nl A+Dcwx YKEXVWMOacaR! 5) YHr aYgaRlI Opnl pcss M nmiyX
nf PM ceQcGegQUKQRAQqg67Yi GDj | MaRh+1 QXSj MFOMSNZLW dAKpD/ ot Or kQUAC
hnt ccTxqj XOW3i 4GdbxLp5adCVbCPCx Xj xLqDKc XN21 XI SSj j qoBj 5agWik A/ kX
NbEQEM 1kwk TZNy GRFvI Bl QKm FyGhJGn4p7D0OCsaY64bK05p/ SCTZpRY6r CHuaA
i WU8i j +ssLZ0S1Ji u8snpDInirl cyt kz8es8JI gXOHH gYJdgx DODP+ADQ s YKDAK
dBEVWBLRhsnbggRKaDb TG5gv OYREBEMYI ROKI 4CI meTCKPncl 0ZcqgeOl +sj KFHD
bS7VPT7Tu3UAY3Bhpdw kvoc RmnHNUaDMovsLB7Sy1lyZt 47KCWkDj Pf DTAEYck4x
yuCG GsOMCt SD10Xet 7Vs8zgKszoCOonvMBy Yl / bk/ FOWKX8HU2j | DgKHLf pzGYQ
| Di gdf DSgT/ Mshntx22zgj 8nOWBhWUGSI AQRo3/ 7r 64sFQFI zs XGv3PFI f uSz RUx
Jgf aBwd4ZzSvZIl EvEi 8f RpTQzi 60Lr WWkdUCznhQqxWHIE7r WPQBq141 VOpXj | gs
PXf HrLuhVCczvnNEj yP7cMDl NTonyl M x SGEk6+7OAhKNNbWC a6i H3UnMOr JqCH
CZOBWjak CXXy GK3KFYLWI/ y GUvuzqab7wwT5GUX6Sq7yh4/ XFA9WETOj ef Rl hvgS
yD/ yt xnmmh7HSuSxWsz Tr t W POdgewnrCRx Yz uXPLQKGgAVOKK +hGkec Aj AXQ20q
KQ@Dpk+t aCgZ0AM 0qt 8gHBTEMSZKY7r pXM WKDmVgV5Zf RBDVe8pql Mey TIRhplb
zb51 cST2Ar i 2pmW HYWSK12XPXYAG RXpBaf wr Adr DALvoygVPnyl cBaZ8TBf Hm
vG+@BOshaTUSt s6ZKouAFt 38Gmysf j +WecvYad1l3GvM | szVKYr Gy3dGhF53nmzbW
f/ mgvIdQPyx7f i 0ADYZFD7GAf KTKvaR! gl oxx4mht 6SRqzhydl OyDQ xkg+i E8I A
kOFr g7gSTm2XmLLUADcw3qpoP/ 3OXDEdy81f SQYnKb1M-Vowd 3aj di poxgXl Y8
XSCVcuDBdTLKKUcpUlVnt f xBPF6Hkt JGRTbMyl +Yr ddGZPFBVmM+QFqk KVBgpgYoE
ZNMbBgLt Ewmt T6PCwgl GByj vFKGnxMrbj Rl gQ0zDUpFgqast e 3/ 2t Tr gWjVaf WRr
evpsRZM JgPDdVYZvpl M RwgMeBbNEeDbLI VC+GCna5r BWTXP9Ubj kr p5dBFy D5
JPSQpaxU f 1 TVt VQ 4KnmTBal t r ZWNMeEl ZekNML.2Vj t bf wmi 8x1 gj JANVWHRbOyY 6
t nVUAAUHg Ve MZnBLgXr RISKUc26LAYYaS1p0OUZuLb+UUi aUHI 5L1 h2JscTd2V10z
gGocj i cyr 5f CaA9RZmkx QuLVAQXXPl oM r xs8RVKPuhU/ bHi xwZhwKUf MDzdy ek
b7U70R3l yOGRNGhZUW 2r XJADzzyChbl 2r vNaWAr | f r Pj D6/ WaXPKi n3SZ1r OH30X
t hQzzRr 4D3cl hp9nVI hJeYCxr BCgzct j aght hoGz Xk KRIMJANQe| uF+Dper DpKPM
FgCOPMUpNWCSszbl r wliSnawaBl EZMCy3qbzBELI | Ub8CEX8Znc SFqFK3Rz8JuDGm
gx1bVMC3KNI | z2u5LZRi onrzbMB2| Ej x6r wAnolLg2Ve6i i / CoBOcl AY/ WiuS2Ac9h
ugt xp6PTUZej Q+dLSi csEl 1UCIZCbYWBI YO7OKa6nmH7Dci XH EzbEt 3kU5St Ksl | 2
NoPwS/ egnMXEHFf 6 DChsW.gsy Qz @LWhKFEZ31 zRLr dAA+Nj FN8SPmY8FMHzr Oe3g
uBwW7xZoGwht t Y7JsgvEB/ 2SAY7N24r t sSWBRVII W DC/ g2t 4VDvoODnB2Wiogl Sl
JCUmlygpKi ssLS4vDEy Mz QLN c40To7PD0+Pw==

————— END PRI VATE KEY-----

The following is the third exanple:

----- BEG N PRI VATE KEY--- - -

M | GeAl BADALBgl ghkgBZQVEBAEEggZkBI | GYHBVT9@NE8nhbGzsbr BhLZnk AMz
bCbhxWh30eMSCXGrgPzxKSA91t Ohqr THTOAUYY] / SB6t Sj dYnl Ul YNa4AYsNnt Opx
uvEKr Q6KKQ Ha+MTSL6XXMAMIV83rt K/ yInVr vGAbZW r eEr Lr r NHAVD4ai Ygl Ri y
Ky PANVh3bHNBTbgYM3nl A+Dcwx YKEXVWMOacaRl 5) YHr aYgaRlI Opnl pcssMenmiyX
nf PM ceQcGEgQNKQRIQg67Yi GDj | MaRh+I QXS] MFOWSNZLW dAKpDY ot Or kQUAC
hmt ccTxqj XOW 3i 4GdbxLp5adCVbCPCx Xj xLqDKe XN21 XI SSj j qoBj 5agWik A/ kX
NoEQEM 1kwk TZNy GRFvI Bl QKm FyGhJGn4p7D0CsaY64bK05p/ SCTZpRY6r CHuaA
i WUBi j +ssLZ0S1Ji u8snpDInl cyt kz8es8JI gXOHH gYJdqx DODP+ADQ s YKDAK
XdBEWBLRbsnbggRKaDbTG5gv OYREBEMYI ROKI 4Cl meTCKPncl 0ZcqgeOl +sj KFHD
bS7VPT7Tu3UAY3Bhpdwi kvoc RmwHNUaDMVbvsLB7Sy 1y Zt 47KCWkDj Pf DTAEYck4x
yuCG GsOMCt SD10Xet 7Vs8zgKszoCOonvMBy Yl / bk/ FOWKX8HU2j | DgKHLf pzGYQ
| Di gdf DSgT/ Mshncx22zgj 8nOwBhWIGSI AQRo3/ 7r 64sFQFI zs XGv3PFI f uSz RUx
Jgf aBwd4zSvZl EvEi 8f RpTQzi 60Lr WWkdUCznhQqxWHIE7r WPBq14l VOpxj | gs

PXf HrLuhVCczvnNEj yP7cNMDl NTonyl M x SGEk6+7OAhKkNNbWC a6i H3UnMOr JqCH
CZOBWjak CXXy GK3KFYLWI/ yGUlvuzgqab7wwT5GUX6Sq7yh4/ XFAOWETOj ef Rl hvgS
yD yt xnmmh7HSuSxWs z Tr t W POdgewnCRx Yz uXPLQKGgAVOKXK +hGkec Aj AXQ20q

KQDpk+t aCgZ0AM 0qt 8gHBTEMSZKY7r pXM WKDmgV5Zf RBDVc8pql My TIJRhplb
zb51 cST2Ar i 2pmWk HYWSK12XPXYAQ RXpBaf wr Adr DALvoygVPnyl cBaZ8TBf Hm
vG+QBOShbaTUSt s6ZKouAFt 38Gnivsf j +WecvYad1l3GvM | szVkYr Gy3dGhF53nZbW
f/ mgvIdQPyx7f i OADYZFD7GAf KTKvaR!l gl oxx4mht 6SRqzhydl 0yDQ xkg+i E8I A
kOFr g7gSTm2XmLLUADcw3gqpoP/ 30XDEdy81f SQYnKb1M-Vowd 3aj di poxgXl Y8
XSCVcuD8dTLKKUc pULVnt f xBPF6HKkt JGRTbMy! +Yr dd GZPFBVM+QFqk KVBgpqYoE
ZNMbBgLt Ewt T6PCwgl GBy|j vFKGhxMrbj RI gQ0zDUpFgqgast eDj 3/ 2t Tr gWjMaf WRr

evpsRZM JgPDdVYZvpl M RwgMeBbNEeDbLI VC+GCna5r BWTXP9Ubj kr p5dBFy D5



JPSQaxU f I TVt VQ 4KmTBal t r ZVwMeEl ZekNM.2Vj t bf wmi 8xI gj J4ANWHRbOy 6
t nVUAAUHg Ve MZnBLgXr RISKUc26LAYYaS1p0OUZuLb+UUi aUHI 5L1 h2JscTd2V10z
gGocj i cyr 5f CaA9RZMVKx QuLVAQXXPl oM r xs8RVKPuhU/ bHi xwZhwKUf MDzdyek
b7U70R3l yOGRNGNZUW 2r XJADzzyChl 2r vNaWAr | f r Pj D6/ VaXPKi n3SZ1r OH30X
t hQzzRr 4D3cl hp9nVI hJeYCxr BCgzct j agbt hoGz Xk KRIMJANQe! uF+Dper DpKPM
FgCQPmMUpNWC5s zbl r wlSnawaBl EZMCy3qbz BELI | Ub8CEX8Znc SFqFK3Rz8JuDGm
gx1bVMC3KkNI | z2u5LZRi onzbMd2| Ej x6r wdnmolLg2Ve6i i / CoBOcl AY/ WiuS2Ac9h
ugt xp6PTUZej Q+dLSi csEl 1UCIZCoYWBI YO7OKa6nH7Dci XHt EzbEt 3kU5t Ksl | 2
NoPwS/ egnMXEHf 6 DChsW.gsy Qz QRLWhKFEZ3I zRLr dAA+N] FN8SPnY8FMHzr 0e3g
uBwW7xZoGwWht t Y7Jsg/ EB/ 2SAY7N24r t sSWBRVIIl W DC/ q2t 4VDvoODnB2Wiogl Sl

JCUMlygpKi ssLS4vMDEYy Mz QLN c40To7PD0+Pw==

----- END PRI VATE KEY-----

The following is the fourth exanpl e:

----- BEG N PRI VATE KEY-----

M | Gvgl BADALBgl ghkgBZQVEBAEEggaqM | GpgRAAAECAWQFBgc! CQuLDAOODXAR
EhMUFRYXGBkaGxwdHh8gl Sl j JCUMIygpKi ssLS4vMDEy Mz QLNj c40To7PDO+PwWSC
BnBwWU UNj RPJ4Wks7GowYS2Z5ADMwBVp96H Egl xr 4D88SkgPdbdl aqOx06AF
GG / 0ger Uo3WyFIVWDWIAGLDZ7dKebr xCq0Q i kCB2vj EOi +sVzMCVf N67Sv8i Z1
a7xg&RVoq3hKy66z RwLw+Goml CEYsi sj +DVYd2x5wWU26mDN5y APg3MMAChF1c DDm
NnGkZeY2B62nmKnk SDgZ5aXLLDHIpnF5nzz]l nHkHBUoEFi kEXUKoQu2l hg45TGk Yf i
EF00zBTsOTW51n3QCqQ 6LTq5EFAA0Zr XHE8a019Fs94uBnWW8S6eVWhQ OQ wsV48
S6gynFzdpVyEko46gAY+Wjl nZAP5Fz VW EBDHIZMIE2 Tchk Roy ASECpohckl SRp+K
ewzgr GruGyt Caf 0gk2aUwWogwh7ngl sFPI o/ r LC2dEt SYrvLIqQ ZkyHM ZM Hr P
CZYFIBx5YGCXas Qzgz/ gAOP7 GCgwCk JHQRFUSOW J260ESTg20xu YLz mERAej GJU
dJJeAi IJnkwi j 53CNGXKnt CPr | yhRwW20ulT0+07t 1AG\WYaXc| pL6HEZs Bz VGgz KL
70ne0st cnmbeOygl pA4z3w03RCGHIOMeT ghi Br NDAr Ug9dF3r elbPMACr MBAj qJr zA
cmJf 25PxdFi | / BLNo5Q4Ch9X6cxmEJQ4oHXwOoE/ zEoZnMt s41 / Jws AYVI BkpQE
EaN +6+uLBUBZc7Fxr 9zxZX7ksOVMSYH2gcHeGUr 2ZRLx1 vHOaUOMAut C61mvs XV
As54UKsVhyRO61j 0Cat eCFdKe YyKr D13x5i 70VQnM75zRI 8j +3DA5TU6J8i DI sUh
hJOvuzgl ZDTWLgpWIoh91Jj DgyaghwmrgVgnpAl 18hi t yhWC1k/ 8hl L7s6mm+8NE
+Rl F+kqu8oeP1xXf cBE9I 3n0SI b4Esg/ 8r cZpp4ex0r ksVr MO67VpTznansJgkcW
M7l zyOChoAFdCkJPoRpHNAI wFONt Ki k A6ZPr Wyo GAdADHIKT f | B/ E+j EnBnO66Vz |
11 w51 YFeWKOQQLXPKapTMBky UYadWB2+SHEk 9gK4t qZsFsR2Fki t dl z12ABr UV6Q
Wh8KwHawxi 76 Mo FT58p XAWYT EwXx5r xvkLDknRk 1Er bOnSgLgBbd/ BpmiH4/ | hnl
2Gnddxr zCIbMLZGKx st 3Rmxed5mAMn/ 5qr y XUD8se34t AA2GRQ+xgHykyr 2kZYJa
MceJdobekkas4cnzZzdMgOLcZl PohPIQINBa4O4Ek5p9l 5i y1AA3MNEqgaD/ 9z1 wxHcv
NXOk Q@ ymBTBVaMDi N203YqaMYF5WPFOgl XLg/ HUyyi | HKVNVZ7X8QTxeh5L SRk U2
z| CPnK3XRmINx QvZvkBapd QYKanKBGTOQai 7RM_U+j wsl JRgco7xShp8TJuYOSI D
t MVLKRYKnr LXg49/ 9r U64Fqj Gnlka3r 6bEWIJI Saj w3VWEh6ZTCECK] HAW RHg2yy
FQvhgp2uawTFUlz/ VAA5K6eXQRcg+STOk KW VI Xy E1bVULe CpkwW La2Vbz HhCGX
pDTCIl Y7WB8Jp4v VSl | yeDVhOVOMur Z1VAAFBAFXDGZgS4F60SU | HNui wGGGkt a
dFGbi 2/ 1 FI M ByOs5Ydi bHE3dI ddMABgHI 4nMy+XwngPUWZ) MeTr i 7wWEMET5aDLa
8bPEVS] 70VP2x4scGYcC HzNMBchpG+1O6Ed5ct Bk TRoOW/Fst gly QA888gnyNqg7z
W gKyH6z4w+v1im zyop90nda9B96F7YUMB0a+A93Cl af ZI SI SXmAsawQoM3LY20A
7YaBs 15Ck STKgDUHIbhf g6Xqw6Sj zBYAk D51 KTVgubM25a8NUp2s GgSBGTAst 6n8
WRC5SFG AhF/ GZ3EhahSt 0c/ ChgxpoMIWLTAL 5DSJc9r uS2UYgJs2zPdpRI 8eq80
JqQCAN XuoovzgAdHIQGP1r r kt gHPYbqgr caej 01GXo0PnS0onLBJdVAI WP Ft 5WN
Ozi muph+w3l | x7RMRXxLd5FChbSr CCNj aD8Ev30JzFxB3+gwobFi 4LMKMINi 81 ShRG
dyMIS63QAP] YXTf Ej 5SmPBTB869Ht 4Lgc O8VABI obbWOy bl LxAf 9kgGOzduK7bFt O
Vi ZVpQw 6t reFQ76Dg5vN r gl CEi | yQ Ji coKSor LCOuLzAxM MONTY3CODk 60zwo
Pj 4=

----- END PRI VATE KEY- - - --
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