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Abst ract

RFC 5280 defines the profile of X. 509 certificates and certificate
revocation lists (CRLs) for use in the Internet. Section 4.2.1.3 of
RFC 5280 requires CRL issuer certificates to contain the keyUsage
extension with the cRLSign bit asserted. However, the CRL validation
al gorithm specified in Section 6.3 of RFC 5280 does not explicitly

i nclude a correspondi ng check for the presence of the keyUsage
certificate extension. This docunment updates RFC 5280 to require

t hat check.

About This Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://CBonnell.github.io/ietf-|anps-keyusage-crl-validation-
clarification/draft-ietf-Ianps-keyusage-crl-validation.htm. Status
information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-ietf-|anps-keyusage-crl -

val i dation/.

Source for this draft and an issue tracker can be found at
https://github. com CBonnel | /| anps- keyusage-crl -val i dati on-
clarification.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

[ RFC5280] defines the profile of X 509 certificates and certificate
revocation lists (CRLs) for use in the Internet. Section 4.2.1.3 of

[ RFC5280] requires CRL issuer certificates to contain the keyUsage
extension with the cRLSign bit asserted. However, the CRL validation
al gorithmspecified in Section 6.3 of [RFC5280] does not explicitly

i nclude a correspondi ng check for the presence of the keyUsage
certificate extension. This docunent updates [ RFC5280] to require

t hat check.

Section 3 describes the security concern that notivates this update.

Section 4 updates the CRL validation algorithmto resolve this
concern.
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Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

The risk of trusting CRLs signed with non-certified keys

In sone Public Key Infrastructures, entities are del egated by
Certification Authorities to sign CRLs. CRLs whose scope enconpasses
certificates that have not been signed by the CRL issuer are known as
"indirect CRLs".

Applications which consune CRLs follow the validation algorithmas
specified in Section 6.3 of [RFC5280]. |In particular, Section 6.3.3
contains the followi ng step for CRL validation

(f) Obtain and validate the certification path for the issuer of
the conplete CRL. The trust anchor for the certification path
MUST be the sane as the trust anchor used to validate the target
certificate. |If a keyUsage extension is present in the CRL
issuer’s certificate, verify that the cRLSign bit is set.

This step does not explicitly specify a check for the presence of the
keyUsage extension itself.

Simlarly, the certificate profile in [ RFC5280] does not require the
i nclusion of the keyUsage extension in a certificate if the certified
public key is not used for verifying the signatures of other
certificates or CRLs.

Certification Authorities can del egate the issuance of CRLs to other
entities by issuing to the entity a certificate that asserts the
cRLSign bit in the keyUsage extension. The Certification Authority
will then sign certificates that fall within the scope of the
indirect CRL by including the crlDistributionPoints extension and
speci fying the distingui shed name ("DN') of the CRL issuer in the
cRLI ssuer field of the corresponding distribution point.

The CRL issuer signs CRLs that assert the indirectCRL boolean wthin
the issuingDi stributionPoint extension

The al |l owance for the issuance of certificates w thout the keyUsage
extension and the lack of a check for the inclusion of the keyUsage
extension during CRL verification can manifest in a security issue.
A concrete exanple is described bel ow.
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1. The Certification Authority signs an end-entity CRL issuer
certificate to subject X that certifies key A for signing CRLs by
explicitly including the keyUsage extension and asserting the
CcRLSign bit in accordance with Section 4.2.1.3 of [RFC5280].

2. The Certification Authority signs one or nore certificates that
include the crlDi stributionPoints extension with the DN for
subject X included in the cRLIssuer field. This indicates that
the CRL-based revocation information for these certificates wll
be provided by subject X

3. The Certification Authority signs an end-entity certificate to
subject X that certifies key B. This certificate contains no key
usage extension, as the certified key is not intended to be used
for signing CRLs and could be a “mundane” certificate of any type
(e.g., SYMME, docunent signing certificate where the
corresponding private key is stored on the filesystemof the
secretary’'s laptop, etc.).

4. Subject X signs a CRL using key B and publishes the CRL at the
di stributionPoint specified in the crlDistributionPoints
extension of the certificates signed in step 2

5. Relying parties downl oad the CRL published in step 4. The CRL
val i dat es successfully according to Section 6.3.3 of [RFC5280],
as the CRL issuer DN matches, and the check for the presence of
the cRLSign bit in the keyUsage extension is skipped because the
keyUsage extension is absent.

4. Checking the presence of the keyUsage extension

To renedi ate the security issue described in Section 3, this docunent
specifies the foll owi ng anendnment to step (f) of the CRL al gorithm as
found in Section 6.3.3 of [RFC5280].

_QD: _
(f) Obtain and validate the certification path for the issuer of
the conplete CRL. The trust anchor for the certification path
MUST be the sane as the trust anchor used to validate the target
certificate. |If a keyUsage extension is present in the CRL
issuer’s certificate, verify that the cRLSign bit is set.

_NEW _
(f) Obtain and validate the certification path for the issuer of

the conplete CRL. The trust anchor for the certification path
MJUST be the sanme as the trust anchor used to validate the target
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certificate. If the version of the CRL issuer’ s certificate is
version 3 (v3), then verify that the keyUsage extension is present
and verify that the cRLSign bit is set.

Thi s change ensures that the CRL issuer’s key is certified for CRL
signing. However, this check is not perfornmed if the CRL issuer’s
key is certified using a version 1 (v1l) or version 2 (v2) X 509
certificate, as these versions do not have an extensions field where
the key usage extension can be incl uded.

5. Security Considerations

If a Certification Authority has signed certificates to be used for
CRL verification but do not include the keyUsage extension in
accordance with Section 4.2.1.3 of [RFC5280], then relying party
applications that have inplenmented the nodified verification

al gorithmas specified in this docunent will be unable to verify CRLs
signed by the CRL issuer in question

It is strongly RECOMVENDED that Certification Authorities include the
keyUsage extension in certificates to be used for CRL verification to
ensure that there are no interoperability issues where updated
applications are unable to verify CRLs.

If it is not possible to update the profile of CRL issuer
certificates, then the policy nanagement authority of the affected
Public Key Infrastructure SHOULD update the subject nam ng
requirenents to ensure that certificates to be used for different
pur poses contain uni que DNs.

6. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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