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Abst r act

Certification Authorities (CAs) issuing certificates to Public Key
Infrastructure (PKI) end entities may require a certificate signing
request (CSR) to include additional verifiable information to confirm
policy conpliance. For exanple, a CA may require an end entity to
denonstrate that the private key corresponding to a CSR s public key
is secured by a hardware security nodule (HSM, is not exportabl e,
etc. The process of generating, transmitting, and verifying
additional information required by the CAis called renote
attestation. While work is currently underway to standardi ze vari ous
aspects of renote attestation, a variety of proprietary nmechani sns
have been in use for years, particularly regarding protection of
private keys.

This specification defines an ASN.1 structure for renote attestation
that can accommodate proprietary and standardi zed attestation
mechani sms, as well as an attribute and an extension to carry the
structure in PKCS#10 and Certificate Request Message Format (CRMWF)
nmessages, respectively.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The | atest revision of this draft can be found at https://| anps-
wg.github.io/csr-attestation/draft-ietf-lanmps-csr-attestation.htni.
Status information for this document may be found at

https://datatracker.ietf.org/doc/draft-ietf-|anps-csr-attestation/.

Source for this draft and an issue tracker can be found at
https://github. com | anps-wg/ csr-attestation
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Certification Authorities (CAs) issuing certificates to PKI end
entities may require a certificate signing request (CSR) to include
verifiable attestations that contain clains regarding the platform
used by the end entity to generate the key pair for which a
certificate is sought. At the time of witing, the npst pressing
exanpl e of the need for renote attestation in certificate enroll nent
is the Code-Si gning Baseline Requirenents (CSBR) document rmaintained
by the CA/Browser Forum [CSBR]. The [CSBR] requires conpliant CAs to
"ensure that a Subscriber’s Private Key is generated, stored, and
used in a secure environnent that has controls to prevent theft or

m suse". This requirenment is a natural fit to enforce via renote
attestation.

This specification defines an attribute and an extension that allow
for conveyance of verifiable attestations in several Certificate

Si gni ng Request (CSR) formats, including PKCS#10 [ RFC2986] or
Certificate Request Message Format (CRMF) [RFC4211] nessages. G ven
several standard and proprietary renote attestation technol ogies are
in use, this specification is intended to be as technol ogy-agnostic
as is feasible with respect to inplemented and future renote
attestation technologies. This aligns with the fact that a CA may
wi sh to provide support for a variety of types of devices but cannot
dictate what format a device uses to represent attestations.

VWil e CSRs are defined using Abstract Syntax Notation One (ASN. 1),
attestations may be defined using any data description | anguage,

i.e., ASN. 1 or Concise Data Description Language (CDDL), or
represented using any type of encoding, including D stinguished
Encodi ng Rul es (DER), Concise Binary oject Representation (CBOR),
JavaScript Object Notation (JSON). This specificati on RECOMVENDS
that attestations that are not encoded using the Basic Encoding Rul es
(BER) or Distinguished Encoding Rul es (DER) be wapped in an ASN. 1
OCTET STRI NG

Qunsworth, et al. Expi res 3 Septenber 2026 [ Page 3]



Internet-Draft Renmpte Attestation with CSRs March 2026

2. Relationship to the | ETF RATS Wrking G oup

As noted, attestation-related technol ogi es have existed for nmany
years, albeit with no standard format and no standard neans of
conveying attestation statenents to a CA. This draft addresses the
|latter, and is equally applicable to standard and proprietary
attestation formats. The | ETF Renpote Attestati on Procedures (RATS)
working group is addressing the former. |n [RFC9334], RATS defined
vocabul ary, architecture, and usage patterns related to the practice
of generating and verifying attestations.

In its sinplest topological nodel, attestations are generated by the
certificate requester and verified by the CARA  Section 5 of

[ RFC9334] defines topol ogical patterns that are nore conpl ex,

i ncludi ng the background check nodel and the passport nodel. This
docunent nay be applied to instantiating any of these topol ogical
nmodel s for CSR processing, provided the required security
requirenents specific to the context of certificate issuance are
sati sfi ed.

Section 4.2 of [RFC9334] defines several roles that originate,
forward or process attestation statenents (al so see Section 1.2 of

[ RFC9683]): the Attester; Endorser; Relying Party; and Verifier
Attestation statenments, such as Evidence, nay be directed to an
entity taking at |east one of these roles, including to an RA CA
acting as a Verifier. An RA/CA may also forward attestation
statenments to a Verifier for appraisal. Each attestation statenents
may contain one or nore clains, including clains that nay be required
by an RA or CA. Attestation statements transmitted by these parties
are defined in Section 8 of [RFC9334] as the "conceptual nessages"
Evi dence, Endorsenment, and Attestation Results. The structure
defined in this specification nmay be used by any of the roles that
originate attestation statenents, and is equally applicable to these
t hree conceptual nessages.

3. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent re-uses the terms defined in [ RFC9334] related to
renote attestation. Readers of this docunent are assuned to be
famliar with the following terns defined in [ RFC9334]: Evidence,
Endorsenent, Claim Attestation Result (AR), Attester, Relying Party,
and Verifier. Per [RFC9334], the RAVCA is the Relying Party with
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respect to rempte attestation. This use of the term"relying party"
differs fromthe traditional PKIX use of the term This
specification uses RA/CAto refer to an [ RFC9334] Relying Party,
which may or may not include an integrated Verifier

The term"Certification Request" nessage is defined in [ RFC2986] .
Speci fications, such as [RFC7030], later introduced the term
"Certificate Signing Request (CSR)" to refer to the Certification
Request nessage. Wile the term"Certification Request"” would have
been correct, the mistake was unnoticed. In the nmeanwhile CSR is an
abbrevi ati on used beyond PKCS#10. Hence, it is equally applicable to
other protocols that use a different syntax and even a different
encoding, in particular this document al so considers nmessages in the
Certificate Request Message Format (CRMF) [RFC4211] to be "CSRs". In
this document, the ternms "CSR' and Certificate Request nessage are
used i nterchangeably.

The term "hardware security nmodule (HSM" is used generically to
refer to the conbinati on of hardware and software designed to protect
keys from unaut hori zed access. Oher comonly used terms include
Secure El enent, Trusted Pl atform Mbdul e, and Trusted Execution

Envi ronment .

Since this docunent conbines term nology fromtwo donmains, Renote
Attestation (RATS) and X. 509 PKI, it follows a naming convention to
avoid anmbiguity. RATS terminology is witten in uppercase (e.qg.,
Verifier), while X . 509/PKlI termnology is witten in | owercase (e.qg.,
certification authority (CA)). This distinction clarifies terns that
exi st in both domains; for instance, a Verifier refers to the RATS
entity that processes Evidence, whereas a verifier refers to the PK
entity that validates certificates. This convention is distinct from
camel -case identifiers like "Attestati onStatenent”, which denote
ASN. 1 types

4. Conveying Attestations in CSRs

The focus of this specification is the conveyance of attestations to
a CA/RA as part of a CSR. The follow ng sub-sections define formats
to support this conveyance, an optional nechanismto limt support to
specific attestation types at the ASN. 1 |evel, and bindings to the
attribute and extension nechanisns used in certificate managnent

pr ot ocol s.
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4.1. AttestationStatenent and Attestati onBundl e

The AttestationStatement structure (as shown in Figure 1) facilitates
the representation of Evidence, Endorsenents, and Attestation Results
generated by an Attester, Endorser, or Verifier for processing by a
Verifier or Relying Party, such as verification by a CA RA

* The type field is an OBJECT | DENTIFIER that identifies the format
of the stm field.

* The bindsPublicKey field indicates whether the attestation in the
stm field is cryptographically bound to the public key included
in the CSR

* The stm field contains the attestation for processing,
constrained by the type field. Formats that are not defined using
ASN. 1 MUST define an ASN. 1 wrapper for use with the
AttestationStatenent structure. For exanple, a CBOR-encoded
format may be defined as an OCTET STRING for AttestationStatenent
pur poses, where the contents of the OCTET STRING are the CBOR-
encoded dat a.

* The attrs field enables the inclusion of Attribute values that nmay
informthe verification of the stnt. This specification does not
define any Attribute instances.

* The attrs field is not bound to the type of attestation to
facilitate reuse of attribute types across attestation statenent
types and to allow for parsing of an AttestationStatenment with no
know edge of the details of a specific type.

ATTESTATI ON- STATEMENT : : = TYPE- | DENTI FI ER
AttestAttrSet ATTRIBUTE ::={ ... }
AttestationStatement ::= SEQUENCE {

type ATTESTATI ON- STATEMENT. & d({Attestati onStatement Set}),

bi ndsPubl i ckey [0] BOOLEAN DEFAULT TRUE,

stm ATTESTATI ON- STATEMENT. &Type({Attestati onSt atenent Set}{@ype}),
attrs [1] Attributes {{AttestAttrSet}} OPTI ONAL

Figure 1: Definition of AttestationStatenent
In sone cases, a CA may require CSRs to include a variety of clains,
whi ch may require the cooperation of nore than one Attester.

Simlarly, a RA/CA may outsource verification of clainms from
different Attesters to a single Verifier. The AttestationBundle
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structure, Figure 2, facilitates the representation of one or nore
AttestationStatenent structures along with an OPTI ONAL col |l ection of
certificates that may be useful for certification path building and
validation to verify each AttestationStatenent. AttestationBundle is
the structure included in a CSR attribute or extension.

Attestati onBundl e ::= SEQUENCE {
attestations SEQUENCE Sl ZE (1.. MAX) OF AttestationStatenent,
certs SEQUENCE SIZE (1..MAX) OF LimtedCert Choices OPTI ONAL,

Figure 2: Definition of AttestationBundle

At | east one elenent in the attestations field SHOULD contain an
attestation that is cryptographically bound to the public key that is
the subject of the CSR containing the AttestationBundl e.

The CertificateChoices structure defined in [RFC6268], and reproduced
bel ow al ong with Ot herCertificateFormat, allows for carrying
certificates in the default X 509 [RFC5280] format, or in other non-
X.509 certificate formats. CertificateChoices MIST only contain
certificate or other. 1In this context, CertificateChoices MJST NOT
contain extendedCertificate, v1AttrCert, or v2AttrCert. Note that
for non-ASN. 1 certificate fornmats, the CertificateChoi ces MIST
contain other with an OTHER- CERT- FMI. Type of OCTET STRI NG and data
consistent with OTHER- CERT-FMI.id. LinmtedCertChoices is defined to
limt the available options to certificate and ot her.

CertificateChoices ::= CHO CE {
certificate Certificate,
ext endedCertificate [0] IMPLICI T ExtendedCertificate,
-- (bsolete
[[3: vIiAttrCert [1] IMPLICIT AttributeCertificateVli]],
-- Obsolete
[[4: v2AttrCert [2] IMPLICIT AttributeCertificateV2?]],
[[5: other [3] IMPLICIT OherCertificateFormat]] }
OTHER- CERT- FMI : : = TYPE- | DENTI FI ER

O herCertificateFormat ::= SEQUENCE ({
ot her Cert For mat OTHER- CERT- FMT.
& d({SupportedCert Formats}),
ot her Cert OTHER- CERT- FM.
&Type({Support edCert For mat s} { @t her Cert Format })}

Li m tedCert Choices ::= CertificateChoices (WTH COVPONENTS {\
certificate, other})
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The certs field contains a set of certificates that may be used to
val idate an AttestationStatenent contained in attestations. For each
AttestationStatenent, the set of certificates SHOULD contain the
certificate that contains the public key needed to directly validate
the AttestationStatenent, unless the signing key is expected to be
known to the Verifier or is enbedded within the Attestati onStatenent.
Addi tional certificates MAY be provided, for exanple, to chain the
attestation key back to a trust anchor. No specific order of the
certificates in certs should be expected because certificates
contained in certs may be needed to validate different
AttestationStatenent instances.

Thi s specification places no restriction on mixing certificate types
within the certs field. For exanple a non-X 509 attestation signer
certificate MAY chain to a trust anchor via a chain of X 509
certificates. It is up to the Attester and its Verifier to agree on
supported certificate fornmats.

4.2. AttestationStatenent Set

Attestati onSt at enent Set ATTESTATI ON- STATEMENT :: = {
-- None defined in this docunent --
}

Figure 3: Definition of AttestationStatenentSet

The expression illustrated in Figure 3 maps ASN. 1 Types for
attestation statenents to the O Ds that identify them These

mappi ngs are used to construct or parse AttestationStatenent objects
that appear in an AttestationBundle. Attestation statenents are
typically defined in other |IETF standards, in standards produced by
ot her standards bodies, or as vendor proprietary formats along with
corresponding O Ds that identify them AttestationStatenentSet is

| eft unconstrained in this docunent. However, inplenmenters MAY
populate it with the formats that they wi sh to support.

4.3. CSR Attribute and Extension

By definition, attributes within a PKCS#10 CSR are typed as ATTRI BUTE
and within a CRM- CSR are typed as EXTENSI ON.
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id-aa-attestation OBJECT IDENTIFIER ::={ id-aa 59 }

-- For PKCS#10

attr-attestations ATTRI BUTE :: = {
TYPE AttestationBundl e
COUNTS MAX 1
| DENTI FI ED BY id-aa-attestation

}

-- For CRMF

ext-attestati ons EXTENSION :: = {
SYNTAX AttestationBundle
| DENTI FI ED BY id-aa-attestation

}

Figure 4: Definitions of CSR attribute and extension

The Extension variant illustrated in Figure 4 is intended only for
use within CRM CSRs and is NOT RECOMMENDED to be used wi thin X 509
certificates due to the privacy inplications of publishing

i nformati on about the end entity’ s hardware environnent.

Due to the nature of the PKIX ASN. 1 cl asses [ RFC5912], there are

mul tiple ways to convey multiple attestation statenments: by including
multiple copies of attr-attestations or ext-attestations, multiple
values within the attribute or extension, and finally, by including
multiple Attestati onStatenent structures within an Attestati onBundl e.
The latter is the preferred way to carry nmultiple Attestations
statenents. |nplenentations MJST NOT place nmultiple copies of attr-
attestations into a PKCS#10 CSR due to the COUNTS MAX 1 decl arati on.
In a CRMF CSR, inplenenters SHOULD NOT place multiple
AttestationBundl e i nstances in ext-attestations.

5. | ANA Consi derations
I ANA is requested to allocate a value fromthe "SM Security for PKIX
Modul e Identifier" registry for the included ASN. 1 nodule, and to
all ocate a value from"SM Security for SSM M Attributes"” to
identify an attribute defined within.

5.1. Mdule Registration - SM Security for PKIX Mdule Identifier

I ANA is asked to register the following within the registry id-nod
SM Security for PKIX Mdule lIdentifier (1.3.6.1.5.5.7.0).

* Decimal: | ANA Assigned - *Repl ace TBDMOD*

* Description: CSR ATTESTATI ON-2025 - id-nod- pki x-attest-01
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* References: This Docunent

5.2. bject ldentifier Registrations - SM Security for S/M ME
Attributes

I ANA is asked to register the following within the registry id-aa SM
Security for SIMME Attributes (1.2.840.113549.1.9.16.2).

* Attestation Statenent

* Decimal: | ANA Assigned - This was early-allocated as 59 so that we
coul d generate the sanpl e data.

* Description: id-aa-attestation
* References: This Docunent
6. Security Considerations

Thi s docunent defines a structure to convey attestations as
additional information in CSRs, as well as an extension to convey
that structure in the Certification Request Message defined in
{[RFC2986]} and an attribute to convey that structure in the
Certificate Request Message Format defined in {[RFC4211]}. The CA/RA
that receives the CSR may choose to verify the attestation(s) to
determine if an issuance policy is net, or which of a suite of
policies is satisfied. The CARAis also free to discard the
additional information w thout processing.

The renmai nder of this section identifies security considerations that
appl y when the CA/RA chooses to verify the attestation as part of the
eval uation of a CSR

6.1. Binding Attestations to the CSR s Public Key

Regardl ess of the topological nodel, the CARAis ultimately

responsi ble for validating the binding between the public key and the
attestation(s) in the CSR  For CAs issuing in conformance with the
CA/ Browser Forum s Code Signing Baseline Requirenments, this neans
verifying the attestation of HSM generation pertains to the public
key in the CSR

Multiple attestations frommultiple sources, as envisioned in

[ RFC9334], can introduce additional conplications as shown in the
fol |l owi ng exanpl e.
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For exanple, a CA nmay have an issuance policy that requires key
generation in an HSM on a company-owned platformin a known good
state. The CSR might contain three AttestationStatenents origi nated
by three different attesters:

1. an Evidence that a key pair was generated in an HSM

2. an Endorsenment that states a particular platformis conpany-
owned; and

3. an Attestation Result stating a particular platformwas in a
known good state (e.g, up to date on patches, etc.).

Wil e each of these attestations may be independently correct, the
CA/RA is responsible for confirmng the attestations apply in concert
to the public key in the CSR That is, the CA/RA nust analyze the
attestations to ensure that:

1. the attestation of HSM generation in Attestati onStatenent 1
applies to the public key in the CSR

2. the attestation of conpany ownership in AttestationStatenment 2
applies to the platformthat contains the HSM and

3. the attestation that a platformwas in a known good state in
AttestationStatenent 3 applies to the platformthat contains the
HSM

6.2. Freshness

To avoid replay attacks, the CA/RA nay choose to ignore attestations
that are stale, or whose freshness cannot be deternined. Mechanisns
to address freshness and their application to the RATS topol ogi cal
nodel s are discussed in [RFC9334]. Oher nechani sns for deternining
freshness may be used as the CA/ RA deens appropri ate.

6.3. Relationship of Attestations and Certificate Extensions

Attestations are intended as additional information in the issuance
process, and may include sensitive information about the platform
such as hardware details or patch |levels, or device ownership. It is
NOT RECOMMENDED for a CA to copy attestations into the published
certificate. CAs that choose to republish attestations in
certificates SHOULD revi ew the contents and del ete any sensitive

i nformati on.
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6.4. Additional Security Considerations

7.

7.

In addition to the security considerations listed here, inplementers
should be famliar with the security considerations of the
specifications on which this specification depends: PKCS#10

[ RFC2986], CRMF [ RFC4211], as well as general security concepts
relating to renote attestation; many of these concepts are di scussed
in Section 6 of [RFC9334], Section 7 of [RFC9334], Section 9 of

[ RFC9334], Section 11 of [RFC9334], and Section 12 of [RFC9334].

I mpl enenters should al so be aware of any security considerations
relating to the specific attestation formats being carried within the
CSR.
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Appendi x A.  Exanpl es

Exanmpl es and sanple data will be collected in the "CSR Attestation
Sanpl e Data" G tHub repository [ Sanpl eDat a].
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Appendi x B.  ASN. 1 Modul e
=============== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ================

CSR- ATTESTATI ON- 2025
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkix-attest-01(TBDMID) }

DEFINITIONS | MPLICI T TAGS ::= BEG N
EXPORTS ALL;
I MPORTS

Certificate, id-pkix

FROM PKI X1Explicit-2009 -- from [ RFC5912]

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmd(0)

i d- nod- pki x1-explicit-02(51) }

CertificateChoices, Attributes{}
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- from [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

EXTENSI ON, ATTRI BUTE, AttributeSet{}, SingleAttribute{}
FROM PKI X- CormonTypes- 2009 -- from [ RFC5912]

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)

i d- nod- pki xConmon- 02(57) }

i d-aa
FROM Secur eM neMessageV3dot 1- 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smine(16) nodul es(0) nsg-v3dot1-02(39) }

ATTESTATI ON- STATEMENT : : = TYPE- | DENTI FI ER

AttestationSt at enent Set ATTESTATI ON- STATEMENT : : = {
-- None defined in this docunment --

}

AttestAttrSet ATTRIBUTE ::={ ... }

AttestationStatenent ::= SEQUENCE {

type ATTESTATI ON- STATEMENT. & d({Attestati onStatenent Set}),
bi ndsPubl i cKey [0] BOOLEAN DEFAULT TRUE,
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st nt ATTESTATI ON- STATEMENT. &Type(
{AttestationStatementSet}{@ype}),
attrs [1] Attributes {{AttestAttrSet}} OPTI ONAL

-- Arc for Attestation types

id-aa-attestation OBJECT IDENTIFIER ::={ id-aa 59 }
-- For PKCS#10 (Attestation)
attr-attestation ATTRIBUTE :: = {

TYPE AttestationBundl e

COUNTS MAX 1

| DENTI FI ED BY i d-aa-attestation
}

-- For CRMF (Attestation)
ext-attestati on EXTENSION :: = {
SYNTAX AttestationBundle
| DENTI FI ED BY i d-aa-attestation
}

Li m tedCert Choices ::= CertificateChoices (WTH COVPONENTS {\
certificate, other})

AttestationBundl e ::= SEQUENCE {
attestations SEQUENCE Sl ZE (1.. MAX) OF AttestationStatenent,
certs SEQUENCE SIZE (1..MAX) OF LimtedCert Choices OPTI ONAL

}
END
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