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Abst ract

A PKI end entity requesting a certificate froma Certification
Authority (CA) may wish to offer trustworthy clainms about the

pl atform generating the certification request and the environnent
associated with the corresponding private key, such as whether the
private key resides on a hardware security nodul e.

This specification defines an attribute and an extension that allow
for conveyance of RATS conceptual nessages (see Section 8 of

[ RFC9334], such as Evidence, Endorsenents and Attestation Results, in
Certificate Signing Requests (CSRs), such as PKCS#10 or Certificate
Request Message Format (CRMF) payl oads. This provides an el egant and
aut omat abl e mechani sm for transporting attestation data to a
Certification Authority.

I ncl udi ng Evi dence, Endorsenents and Attestation Results along with a
CSR can help to inprove the assessnment of the security posture for
the private key, and can help the Certification Authority to assess
whether it satisfies the requested certificate profile.
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This note is to be renoved before publishing as an RFC
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wg.github.io/csr-attestation/draft-ietf-lanmps-csr-attestation.htni.
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https://datatracker.ietf.org/doc/draft-ietf-|anps-csr-attestation/.
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1. Introduction

QO

When requesting a certificate froma Certification Authority (CA),
PKI end entity may wi sh to include RATS conceptual nessages (see
Section 8 of [RFC9334], such as Evidence, Endorsenents
[I-Dietf-rats-endorsenents] and Attestation Results
[I-Dietf-rats-ardsi], of the security properties of its environnents
in which the private keys are stored in that request.

Evi dence and Endorsenents are appraised by Verifiers, which typically
produces Attestation Results that serve as input for validating
incomng certificate requests against specified certificate policies.
Verifiers are associated with Registration Authorities (RAs) or CAs
and function as logical entities responsible for processing Evidence
and Endorsenents in order to produce Attestation Results. As renote
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attestation technology matures, it is natural for a Certification
Authority to rely on renote attestation data for proof that the
requesting entity is in a state that matches the certificate profile.
This is referred to as the RATS Background Check Model, and is
illustrated in Figure 1.

Alternatively, the Attester might have a direct connection to a
Verifier to which it presents its Evidence and Endorsenents, and
recei ves back an Attestation Result signed by the Verifier which it
can include directly in the CSR and save the RA/ CA from needing a
|l ocal Verifier. This is referred to as the RATS Passport Model, and
isillustrated in Figure 2

At the time of witing, the nost pressing exanple of the need for
renote attestation in certificate enrollnment is the Code-Signing
Basel i ne Requi renents (CSBR) docurent nmi ntained by the CA/ Browser
Forum [ CSBR], which requires conpliant CAs to "ensure that a
Subscriber’ s Private Key is generated, stored, and used in a secure
environnment that has controls to prevent theft or misuse", which is a
natural fit to enforce via renmpte attestation

This specification defines an attribute and an extension that allow
for conveyance of Evidence, Endorsenents, and Attestation Results in
Certificate Signing Requests (CSRs), such as PKCS#10 [ RFC2986] or
Certificate Request Message Format (CRMF) [RFC4211] payl oads. This
CSR extension satisfies CAB Forunis CSBR [ CSBR] requirenents for key
protection assurance, provided that the CSR carries attestati on data
that the RA/ CA can parse to obtain the assurance that it needs to
satisfy its certificate issuance policies.

As outlined in the | ETF RATS architecture [ RFC9334], an Attester
(typically a device) produces a signed collection of Cains that
constitute Evidence about its running environment(s). The terns
"attestation" or "renpte attestation" are not explicitly defined in
RFC 9334 but the activity of "attestation" is clarified in [ RFC9683].
It refers to the process of generating and eval uating renote
attestation Evidence and Endorsenents.

Thi s docunent relies on Section 3 as the foundation for how the
various roles within the RATS architecture correspond to a
certificate requester and a CA/ RA

Several standard and proprietary renote attestation technol ogies are
in use at the time of witing. This specification thereby is
intended to be as technol ogy-agnostic as is feasible with respect to
i npl emented renpte attestation technol ogies. Hence, this
specification focuses on (1) the conveyance of Evi dence,

Endor sements, and Attestation Results via CSRs while making m ni nal
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assunpti ons about content or format of the transported payl oad and
(2) the conveyance of sets of certificates used for validation of
Evi dence, Endorsenents, and Attestation Results.

The certs field of the EvidenceBundl e typically contain one or nore
certification paths rooted in a device manufacturer trust anchor and
the end entity certificate being on the device in question. The end
entity certificate is associated with key material that takes on the
role of an Attestation Key and is used to sign Evidence originating
fromthe Attester. |In sone interpretations of the RATS Architecture
[ RFC9334], the Attestation Key Certificate and its correspondi ng
certificate chain are considered to be Endorsenents of the
Attestation Key. The certs field of the Attestati onResul tsBundl e
behaves sinilarly but the end entity certificate will correspond to a
Verifier. For the purposes of this specification, a certificate
chain provided for the purposes of validating another signed object
is not considered to be an Endorsenent in and of itself. Here, the
term "Endorsenent” neans a signed object containing data about the
target environnent which may or nmay not be acconpanied by a
certificate chain.

* Evidence and Endorsenents are placed into an Evi denceSt at enent
along with an ODto identify its type and optionally a hint to
the Relying Party about which Verifier (software package, a
nm croservice or sone other service) will be capable of parsing it.
A set of EvidenceStatenment structures may be grouped together
along with the set of CertificateChoice structures needed to
validate themto forma EvidenceBundle. See Section 5. 2.

* Attestation Results are carried in the Attestati onResult al ong
with an ODto identify its type. A set of Attestati onResult
structures may be grouped together to form an
Attestati onResul tBundle. See Section 6.2.

A CSR nmay contain one or nore Evidence payl oads. For exanple

Evi dence asserting the storage properties of a private key, Evidence
asserting firmvare version and other general properties of the

devi ce, Evidence signed using different cryptographic algorithmns, or
Endor senents provided by the device manufacturer. Like-wise, a CSR
may al so contain one or nore Attestation Result payl oads.
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Wth these attributes, additional information is available to an RA
or CA, which may be used to decide whether to issue a certificate and
what certificate profile to apply. The scope of this docunent is,
however, limted to the conveyance of Evidence, Endorsenents, and
Attestation Results within CSRs. The exact format of the Evidence,
Endorsenents, and Attestation Results being conveyed is out of scope
of this docunent as they are defined in various standard and
proprietary specifications.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent re-uses the ternms defined in [ RFC9334] related to
renote attestation. Readers of this docunent are assuned to be
famliar with the followi ng ternms: Evidence, Endorsenent, C aim
Attestation Result (AR), Attester, Verifier, Target Environnent,
Attesting Environment, Conposite Device, Lead Attester, Attestation
Key, and Relying Party (RP)

The term"Certification Request"” nessage is defined in [ RFC2986] .
Speci fications, such as [RFC7030], later introduced the term
"Certificate Signing Request (CSR)" to refer to the Certification
Request nessage. Wiile the term"Certification Request"” would have
been correct, the mistake was unnoticed. In the meanwhile CSR is an
abbrevi ati on used beyond PKCS#10. Hence, it is equally applicable to
other protocols that use a different syntax and even a different
encoding, in particular this docunent al so considers nessages in the
Certificate Request Message Format (CRMF) [RFC4211] to be "CSRs". In
this docunment, the terns "CSR' and Certificate Request nessage are
used i nterchangeably.

The term "hardware security module (HSM" is used generically to
refer to the conbinati on of hardware and software designed to protect
keys from unaut hori zed access. Oher comonly used terms include
Secure El ement and Trusted Execution Environment.

Since this docunent conbines terminology fromtwo donmains - Renote
Attestation (RATS) and X. 509 PKI - it follows a nam ng convention to
avoid anmbiguity. RATS terminology is witten in uppercase (e.qg.,
Verifier), while X . 509/PKlI termnology is witten in | owercase (e.qg.,
certification authority (CA)). This distinction clarifies terns that
exi st in both domains; for instance, a Verifier refers to the RATS
entity that processes Evidence, whereas a verifier refers to the PK
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entity that validates certificates. This convention is distinct from
camel -case identifiers |like "EvidenceStatenent"”, which denote ASN. 1

types.

3. Architecture

Fi gure 1 shows the high-level conmunication pattern of the RATS
background check nodel where the Attester transmits the Evidence in
the CSRto the registration authority (RA) and the certification
authority (CA), which is subsequently forwarded to the Verifier. The
Verifier appraises the received Evidence and conputes an Attestation
Result, which is then processed by the RA/CA prior to the certificate
i ssuance. The RA and CA are depicted as separate entities with the
RA consuning the Attestation Results and deci di ng whether or not to

forward the certificate request to the CA. |In sonme depl oynents they
are co-located roles. |In other deploynents, the RA uses a
proprietary interface into the CA. In either case, communication

between RA and CA is out-of-scope, they can be conceptualized as a
single Relying Party entity for the purposes of this specification.
Thi s di agram overlays PKI entities with RATS roles in parentheses.

| | Conpare Evidence
| (Verifier) | agai nst Apprai sal
I | Policy

AN
Evi dence / | Attestation

I

I

< ———

Endor senent s Resul t
............ B R e
. >l----" |------ >
end Evi dence / registration CA

I
| |
| Endorsements | authority (RA)
| in CSR |
I I

Figure 1: Exanple data fl ow denonstrating the architecture with
Background Check Model .

In addition to the background-check nodel, the RATS architecture al so
defines the passport nodel, as described in Section 5.2 of [RFC9334].
In the passport nodel, the Attester transmts Evidence directly to
the Verifier to obtain an Attestation Result, which is subsequently
forwarded to the Relying Party.
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Evi dence /

Endor senent s R .

R > | Conpare Evidence /
| | (Verifier) | Endorsements

| R | | agai nst Appraisa

| | B " Policy

| | Attestation

| | Result

| \%

———————— | ---. e R
| R >| Registration I >| |
| End | Attestation | Authority RA | | CA |
| Entity Result in | | | |
I I I I I

I
(Attester) | CSR

Figure 2: Exanple data fl ow denonstrating the architecture with
Passport Model .

The choi ce of nodel depends on various factors. For instance, the
background-check nodel is preferred when direct real-time interaction
between the Attester and the Verifier is not feasible.

The interface by which the Relying Party passes Evi dence and
Endorsenents to the Verifier and receives back Attestation Results
may be proprietary or standardized, but in any case is out-of-scope
for this docunent. Like-wise, the interface between the Attester and
the Verifier used in the passport nodel is al so out-of-scope for this
docunent .

RFC 9334 [ RFC9334] discusses different security and privacy aspects
that need to be consi dered when devel opi ng and depl oying a renote
attestation solution. For exanple, Evidence may need to be protected
agai nst replay and Section 10 of [RFC9334] |ists approach for
offering freshness. There are al so concerns about the exposure of
persistent identifiers by utilizing attestation technol ogy, which are
di scussed in Section 11 of [RFC9334]. Finally, the keying materia
used by the Attester needs to be protected agai nst unauthorized
access, and against signing arbitrary content that originated from
outside the device. This aspect is described in Section 12 of

[ RFC9334]. Mbst of these aspects are, however, outside the scope of
this specification but relevant for use with a given attestation

t echnol ogy.

The focus of this specification is on the transport of Evidence,

Endor senents, and Attesation Results fromthe Attester to the Relying
Party via existing CSR nessages.

Qunsworth, et al. Expires 8 April 2026 [ Page 8]



Internet-Draft Renmpte Attestation with CSRs Cct ober 2025

4. Information Model
4. 1. Model for Evidence and Endorsenents in CSR

To support a nunber of different use cases for the transm ssion of
Evi dence, Endorsenents and certificate chains needed to validate them
in a CSR the structure shown in Figure 3 is used.

On a high-level, the structure is conposed as follows: A PKCS#10
attribute or a CRWMF extension contains one EvidenceBundl e structure.
The Evi denceBundl e contains one or nore EvidenceStatenent structures
as well as one or nore CertificateChoices which enable to carry
various format of certificates. For the purpose of conveyance within
these structures, Evidence and Endorsenents are considered

i nt erchangeabl e since they are both signed data objects with a
certificate chain that needs to be validated by a Verifier, so for
the remai nder of this docunment, the term "Evidence" will be used to
refer to both types of RATS conceptual nessages.

Note: Since an extension rmust only be included once in a certificate
see Section 4.2 of [RFC5280], this PKCS#10 attribute or the CRWMF
ext ensi on MJUST only be included once in a CSR

R +
| PKCS#10 Attribute |
I or I
| CRMF Extension |
S SRR TS +
1 N
| I T e +
| R >| CertificateChoices |
| | o e e e e e e e e aao- +
| | | Certificate OR |
| | | OtherCertificateFormat |
1 | | L R T +
Y lv
R + 1 1..N Hemeemeemeeaeiea e +
| EvidenceBundl e | <----mmmemee-- - >| Evi denceSt atement |
o e e e + o e e e o +
| Type |
| Statenent |
| Hint |
I IR +

Figure 3: Information Mddel for CSR Evidence Conveyance.
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A conformant inplementation of an entity processing the CSR
structures MJIST be prepared to use certificates found in the

Evi denceBundl e structure to build a certification path to validate
any EvidenceStatenent. The follow ng use cases are supported, as
described in the sub-sections bel ow

4.1.1. Case 1 - Evidence Bundle without Certificate Chain

A single Attester, which only distributes Evidence w thout an
attached certificate chain. In the use case, the Verifier is assuned
to be in possession of the certificate chain already or the Verifier
directly trusts the Attestation Key and therefore no certificate
chain needs to be conveyed in the CSR

As a result, one EvidenceBundle is included in a CSR that contains a
singl e EvidenceStatenment without the CertificateChoices structure.
Figure 4 shows this use case.

R +
| EvidenceBundl e |
P +
| EvidenceStatenent |
+

Figure 4: Case 1: Evidence Bundle without Certificate Chain.
4.1.2. Case 2 - Evidence Bundle with Certificate Chain
A single Attester, which shares Evidence together with a certificate

chain, is shown in Figure 5. The CSR conveys an Evi denceBundle with
a single EvidenceStatenent and a CertificateChoices structure.

| EvidenceSt at ement |
| CertificateChoices |

Figure 5: Case 2: Single Evidence Bundle with Certificate Chain.
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4.1.3. Case 3 - EBEvidence Bundles with Miltiple Evidence Statements and
Conpl ete Certificate Chains

In a Conposite Device, which contains multiple Attesters, a
collection of Evidence statenments is obtained. |In this use case,
each Attester returns its Evidence together with a certificate chain.
As a result, nultiple EvidenceStatement structures and the
corresponding CertificateChoices structure with the certification
chains as provided by the Attester, are included in the CSR  This
approach does not require any processing capabilities by a Lead
Attester since the information is nerely forwarded. Figure 6 shows
this use case.

St +

| EvidenceBundl e |

P +

| EvidenceStatenent (1) | Provided by Attester 1

| EvidenceStatenent (2) | Provided by Attester 2

| CertificateChoices | Certificates provided by Attester 1 and 2
St +

Figure 6: Case 3: Miultiple Evidence Structures each with Conpl ete
Certificate Chains.

4.2. Model for Attestation Result in CSR

Figure 7 illustrates the information nodel for transmitting
Attestation Results as a PKCS#10 attribute or a CRVMF extension. This
structure includes a single Attestati onResultBundle, which in turn
conprises one or nore AttestationResult structures.

o e e e e oo oo +
| PKCS#10 Attribute |
or |
| CRMF Extension |
RIS +
1~ S RIS +
| 1..n | AttestationResult |
| S T +
I I | Type I
| | | Result |
I I I I
1 | R P +
\Y 1v
o e e e e e e oo +
| AttestationResultBundle |
e +
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5

5.

5

Figure 7: Information Mddel for CSR Attestation Result Conveyance.

A Relying Party receiving a CSR containing an Attestation Result MJST
use the Type information to parse the content. The Attestation
Result encodi ng MJUST provide infornmation for the Relying Party to
determine the Verifier, who created and protected the Attestation
Resul t agai nst nodifications.

ASN. 1 El enments for Evidence in CSR
1. Object ldentifiers

Thi s docunent references id-pkix and id-aa, both defined in [ RFC5911]
and [ RFC5912].

2. Evidence Attribute and Extension

By definition, attributes within a PKCS#10 CSR are typed as ATTRI BUTE
and within a CRM- CSR are typed as EXTENSION. This attribute
definition contains one Evidence bundl e of type Evi denceBundl e

contai ning one or nore Evidence statenents of a type

Evi denceSt atenent al ong with optional certificates for certification
path building. This structure enables different Evidence statenents
to share a certification path without duplicating it in the
attribute.

EVI DENCE- STATEMENT : : = TYPE- | DENTI FI ER

Evi denceSt at enent Set  EVI DENCE- STATEMENT :: = {
-- None defined in this docunent --
}

Figure 8: Definition of EvidenceStatemnent Set

The expression illustrated in Figure 8 maps ASN. 1 Types for Evidence
Statements to the O Ds that identify them These mappings are used
to construct or parse EvidenceStatenments. Evidence Statenents are
typically defined in other |ETF standards, other standards bodies, or
vendor proprietary formats along with corresponding O Ds that
identify them

This list is left unconstrained in this docunent. However,
i mpl ementers can populate it with the formats that they wish to
support.
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Evi denceSt at enent :: = SEQUENCE {
type EVI DENCE- STATEMENT. & d({Evi denceSt at ement Set}),
stm EVI DENCE- STATEMENT. &Type({ Evi denceSt at enent Set}{ @ype}),
hi nt | A5String OPTI ONAL

Figure 9: Definition of EvidenceStatenent

In Figure 9, type is an OD that indicates the format of the val ue of
stnt.

Based on the responsibilities of the different roles in the RATS
architecture, Relying Parties need to relay Evidence to Verifiers for
eval uation and obtain an Attestation Result in return. Ideally, the
Rel ying Party should select a Verifier based on the received Evidence
wi thout requiring the Relying Party to inspect the Evidence itself.
This "routing" decision is sinple when there is only a single
Verifier configured for use by a Relying Party but gets nore conpl ex
when there are different Verifiers avail able and each of them capable
of parsing only certain Evidence formats.

In sone cases, the EvidenceStatenent.type O D wll be sufficient
information for the Relying Party to correctly route it to an
appropriate Verifier, however since the type ODonly identifies the
general data format, it is possible that multiple Verifiers are

regi stered against the sane type O D in which case the Relying Party
will either require additional parsing of the evidence statenent, or
the Attester will be required to provide additional information

To sinplify the task for the Relying Party to select an appropriate
Verifier an optional field, the hint, is available in the

Evi denceSt at enent structure, as shown in Figure 9. An Attester MAY
include the hint to the EvidenceStatenent and it MAY be processed by
the Relying Party. The Relying Party MAY decide not to trust the

i nformati on enbedded in the hint or policy MAY override any
information provided by the Attester via this hint.

When the Attester populates the hint, it MJST contain a server name
whi ch uniquely identifies a Verifier. Server names are ASCI| strings
that contain a hostnane and optional port, where the port is inplied
to be "443" if mssing. The nanmes use the format of the authority
portion of a URI as defined in Section 3.2 of [RFC3986]. The nanes
MUST NOT include a "userinfo" portion of an authority. For exanple,
a valid server nane mght be "verifier.exanple.con or
"verifier.exanpl e.com8443", but not "verifier@xanple.coni.
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Rel ying Parties SHOULD NOT connect to a host nane provided in the
hint, especially if the verifier has no previous trust rel ationship
with that host name, instead this SHOULD be used only as a | ookup
string for determning between a list of Verifiers that the Relying
Party is pre-configured to use.

In a typical usage scenario, the Relying Party is pre-configured with
a list of trusted Verifiers and the correspondi ng hint val ues can be
used to | ook up appropriate Verifier. The Relying Party is also
configured with a trust anchor for each Verifier, which allows the
Verifier to validate the signature protecting the Attestation Result.
Tricking a Relying Party into interacting with an unknown and
untrusted Verifier nust be avoi ded.

Evi denceBundl e :: = SEQUENCE ({
evi dences SEQUENCE SI ZE (1..MAX) OF Evi denceSt at enent,
certs SEQUENCE SIZE (1..MAX) OF CertificateChoices OPTI ONAL
-- CertificateChoices MIST only contain certificate or other,
-- see Section 10.2.2 of [RFC5652]

}

The CertificateChoices structure defined in [RFC6268] allows for
carrying certificates in the default X 509 [ RFC5280] format, or in
ot her non-X 509 certificate formats. CertificateChoices MIJST only
contain certificate or other. CertificateChoices MJST NOT contain
extendedCertificate, v1AttrCert, or v2AttrCert. Note that for non-
ASN. 1 certificate formats, the CertificateChoices MJIST use ot her [3]
with an OGtherCertificateFormat. Type of OCTET STRING, and then can
carry any binary data.

The certs field contains a set of certificates that is intended to
validate the contents of an Evidence statenent contained in
evidences, if required. For each Evidence statenent, the set of
certificates SHOULD contain the certificate that contains the public
key needed to directly validate the Evidence statenent, unless the
signing key is expected to be known to the Verifier or is enbedded
within the statenent. Additional certificates MAY be provided, for
exanple, to chain the Evidence signer key back to an agreed upon
trust anchor. No specific order of the certificates in certs SHOULD
be expected because certificates contained in certs may be needed to
val idate different Evidence statenents.

Thi s specification places no restriction on mxing certificate types
within the certs field. For exanple a non-X 509 Evidence signer
certificate MAY chain to a trust anchor via a chain of X 509
certificates. It is up to the Attester and its Verifier to agree on
supported certificate fornmats.
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i d-aa-evi dence OBJECT IDENTIFIER ::={ id-aa 59 }
-- For PKCS#10
attr-evidence ATTRIBUTE ::= {

TYPE Evi denceBundl e

COUNTS MAX 1

| DENTI FI ED BY i d- aa- evi dence
}
-- For CRMF
ext - evidence EXTENSION :: = {

SYNTAX Evi denceBundl e

| DENTI FI ED BY i d- aa- evi dence
}

Figure 10: Definitions of CSR attribute and extension

The Extension variant illustrated in Figure 10 is intended only for

use within CRM CSRs and is NOT RECOMMENDED to be used wi thin X 509
certificates due to the privacy inplications of publishing Evidence
about the end entity’s hardware environment. See Section 9.3 for
nore di scussi on.

By the nature of the PKIX ASN. 1 cl asses [RFC5912], there are nultiple
ways to convey nultiple Evidence statements: by including multiple
copi es of attr-evidence or ext-evidence, nmultiple values within the
attribute or extension, and finally, by including multiple

Evi denceSt at ement structures within an EvidenceBundle. The latter is
the preferred way to carry multiple Evidence statenents.

| mpl enent ati ons MUST NOT place nultiple copies of attr-evidence into
a PKCS#10 CSR due to the COUNTS MAX 1 declaration. In a CRVW CSR

i mpl ement ers SHOULD NOT pl ace nultiple copies of ext-evidence.

6. ASN. 1 Elenents for Attestation Result in CSR

When operating according to the RATS Passport Model, as depicted in
Figure 2, the CSR sent to the CA/ RAwW Il contain Attestation
Results in place of Evidence or Endorsenents. 1In order to clearly
differentiate Background Check and Passport Model use cases, this
section registers a different top-level CSR Attribute (PKCS#10) and
Extension (CRVMF) for carrying Attestation Results, which are
syntactically identical to those for carrying Evidence and

Endor senment s.
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6.1. Cbject ldentifiers

Thi s docunent defines the O D depicted in Figure 11 as an additional
CSR Attribute (PKCS#10) or Extension (CRVWF) to carry Attestation
Results in a CSR

-- ODfor Attestation Result types
i d-aa-ar OBJECT IDENTIFIER ::= { id-aa (TBD2) }

Figure 11: New O D for PKIX Attestation Result Formats
6.2. Attestation Result Attribute and Extension

By definition, attributes within a PKCS#10 CSR are typed as ATTRI BUTE
and within a CRM- CSR are typed as EXTENSION. This attribute
definition contains one AttestationResultBundl e structure.

ATTESTATI ON- RESULT :: = TYPE-| DENTI FI ER

Attestati onResul t Set ATTESTATI ON- RESULT :: = {
-- None defined in this docunent --
}

Figure 12: Definition of AttestationResult Set

The expression illustrated in Figure 12 maps ASN. 1 Types for
Attestation Result to the O Ds that identify them These nmappi ngs
are used to construct or parse AttestationResults. Attestation
Results are defined in other |IETF standards (see
[I-Dietf-rats-ar4si]), other standards bodi es, or vendor proprietary
formats along with corresponding O Ds that identify them

This list is left unconstrained in this docunent. However,
i npl ementers can populate it with the formats that they wish to
support.

Attestati onResult ::= SEQUENCE {
type ATTESTATI ON- RESULT. & d({Attestati onResultSet}),
stm ATTESTATI ON- RESULT. &Type({Attestati onResul t Set}{@ype}),
Figure 13: Definition of Attestati onResult

In Figure 13, type is an O D that indicates the format of the val ue
of stnt.
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Attestati onResul t Bundl e ::= SEQUENCE {
results SEQUENCE SIZE (1..MAX) OF AttestationResult,
certs SEQUENCE SIZE (1..MAX) OF CertificateChoices OPTI ONAL
-- CertificateChoices MIUST only contain certificate or other
-- see Section 10.2.2 of [RFC5652]

}
-- For PKCS#10
attr-ar ATTRIBUTE ::= {
TYPE AttestationResul t Bundl e
COUNTS MAX 1
| DENTI FI ED BY i d- aa- ar
}
-- For CRWF
ext-ar EXTENSION ::= {
SYNTAX Attestati onResul t Bundl e
| DENTI FI ED BY i d- aa- ar
}
Figure 14: Definitions of CSR attribute and extension
7. I nplenentation Considerations
7.1. 1s the CSR constructed inside or outside the Attester?

This specification is applicable both in cases where a CSR i s
constructed internally or externally to the Attesting Environnent,
fromthe point of view of the calling application. This sectionis
particularly applicable to the background check nodel.

Cases where the CSR is generated internally to the Attesting

Envi ronment are straightforward: the hardware security nodul e (HSM
generates and enbeds the Evidence and the corresponding certification
pat hs when constructing the CSR

Cases where the CSR is generated externally might require extra
communi cati on between the CSR generator and the Attesting
Environment, first to obtain the necessary Evidence about the subject
key, and then to use the subject key to sign the CSR, for exanple, a
CSR generated by a popular crypto library about a subject key stored
on a PKCS#11 [ PKCS11] devi ce.

As an example, assunming that the HSMis, or contains, the Attesting
Envi ronment and sone cryptographic library is assenbling a CSR by
interacting with the HSM over sonme network protocol, then the

i nteracti on woul d conceptual |y be:
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| Crypto | | HSM |
| Library | | |

1
1
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Figure 15: Exanple interaction between CSR generator and HSM
7.2. Separation of RA and CAroles with respect to Attestation Results

As described in Section 3, CSRs MAY contain either Evidence or
Attestation Results (AR), and also the registration authority (RA)
and certification authority (CA) MAY be conceptualized as a single
Relying Party entity, or as separate entities. There are sone

i nplications here worth di scussion

In many cases, the Evidence contained within a CSRis intended to be
consunmed by the RA and not to be placed into the issued certificate.
In sone RA/ CA architectures, it MAY be appropriate for the RAto
"consune" the Evidence and renove it fromthe CSR re-signing the CSR
with an RA signing key. A CRMF CSR also allows the RAto indicate
that it verified the CSR without the need to re-signing the CSR

In any case where the RA and CA roles are separated, and Evidence is
eval uated and consuned by the RA, the RA does at least inplicitly
produce Attestation Results as defined in the RATS Architecture

[ RFC9334]. For exanple, the decision to reject the Evidence and fai
back to the client, or to accept the Evidence and forward a request
to the CA could be viewed as a bool ean Attestation Result.

Similarly, if acceptance or rejection of the Evidence controls the
presence or absence of a certain policy OD or other extension in the
i ssued certificate, this could al so be viewed as an Attestation
Resul t.
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8.

8.

1.

2.

Al ternatively, the RA MAY place explicit Attestation Results into its
request to the CA; either for consunption by the CA or for inclusion
in the issued certificate. The exact nechanisns for doing this are
out -of -scope for this docunent, but are areas for inplenentation
consi deration and potential future standardization work.

I ANA Consi derations

I ANA is requested to open two new registries, allocate a value from
the "SM Security for PKIX Module Identifier" registry for the

i ncluded ASN. 1 nodul e, and allocate values from"SM Security for S/
MME Attributes" to identify two attributes defined within.

Modul e Regi stration - SM Security for PKIX Mdule Identifier

IANA is asked to register the following within the registry id-nod
SM Security for PKIX Mdule lIdentifier (1.3.6.1.5.5.7.0).

* Decimal: | ANA Assigned - *Repl ace TBDMOD*
* Description: CSR-ATTESTATI ON-2023 - id-nod-pkix-attest-01
* References: This Docunent

oject Identifier Registrations - SM Security for S/IM M
Attributes

IANA is asked to register the following within the registry id-aa SM
Security for SSMME Attributes (1.2.840.113549.1.9.16.2).

* PBvidence Statenent

* Decimal: |1 ANA Assigned - This was early-allocated as 59 so that we
coul d generate the sanpl e data.

* Description: id-aa-evidence

* References: This Docunent

* Attestation Result

* Decimal: | ANA Assigned - - *Replace TBD2*
* Description: id-aa-ar

* References: This Document
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8.3. Attestation Evidence OD Registry

I ANA is asked to create a registry that hel ps developers to find QD
Evi dence mappi ngs that may be encountered in the wild, as well as a
link to their specification document. This registry should follow
the rules for "Specification Required" as laid out in [RFC5226].

Each row corresponds to an OD and ASN. 1 type that could appear in a
Evi denceSt at enent or AttestationResult, with references for where to
find the full specification

Regi stration requests should be formatted as per the registration
templ ate bel ow, and receive a three-week review period on the spasm
(mailto:spasm@etf.org) mailing list, with the advice of one or nore
Desi gnat ed Experts [RFC8126]. However, to allow for the allocation
of values prior to publication, the Designated Experts may approve
regi stration once they are satisfied that such a specification wll
be publi shed.

Regi stration requests sent to the mailing list for review should use
an appropriate subject (e.g., "Request to register attestation
evi dence: exanple").

| ANA nust only accept registry updates fromthe Designated Experts
and should direct all requests for registration to the review mailing
list.

8.3.1. Registration Tenpl ate
The registry has the follow ng col ums:

* QA D: The O D nunber, which has already been allocated. |ANA does
not allocate OD nunbers for use with this registry.

* Type: The ASN. 1 type corresponding to the given OD.

* Description: Brief description of the use of the Evidence and the
registration of the O D.

* Reference(s): Reference to the docunent or docunents that register
the O D and define the ASN. 1 type for use with a specific
attestation technol ogy, preferably including URIs that can be used
to retrieve copies of the docunments. An indication of the
rel evant sections may al so be included but is not required.

* Change Controller: The entity that controls the listed data

format. For data formats specified in Standards Track RFCs, |ist
the "I ESG'. For others, give the nane of the responsible party.
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8.

3.

Thi s does not necessarily have to be a standards body, for exanple
in the case of proprietary data formats the Reference may be to a
company or a publicly-available reference inplenmentation. In nost
cases the third party requesting registration in this registry
will also be the party that registered the OD. As the intention
is for this registry to be a hel pful reference, rather than a
normative list, a fair amunt of discretion is left to the

Desi gnat ed Expert.

2. Initial Registry Contents

The initial registry contents is showm in the table below. It lists
entries for several evidence encoding ODs including an entry for the
Conceptual Message Wapper (CMN [I-D.ietf-rats-nmsg-wap].

* CMW
- 0D 13615571235
- Type: CWN
- Description: id-pe-cnw
- Reference(s): [I-D.ietf-rats-nmsg-w ap]
- Change Controller: |ETF

The current registry values can be retrieved fromthe I ANA online
website.

Security Considerations

In the RATS architecture, when Evidence or an Attestation Result is
presented to a Relying Party (RP), the RP nmay |earn detail ed

i nformati on about the Attester unless that information has been
redacted or encrypted. Consequently, a certain anount of trust nust
be placed in the RP, which raises potential privacy concerns because
an RP could be used to track devices. This observation is noted in
Section 11 of [RFC9334].

In the RATS architecture, RPs are typically application services that
consunme renote attestation, rather than PKI-style RAs or CAs.

Devi ces already place substantial trust in RAVCA infrastructure, so
additional information disclosed through renpte attestation to these
entities is generally less sensitive than disclosure to application
services. The issue of CAs enbeddi ng Evidence into X 509
certificates is discussed in Section 9. 3.
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These privacy risks can be mtigated using several approaches,
i ncl udi ng:

* Shared Attestation Keys: A nanufacturer nay provision all devices
in a product fanmily with the same attestation key. This enables
anonymity by meki ng devi ces indistinguishable fromone another,
but it also prevents revocation of a single device's key if
comprom sed. To preserve privacy in such cases, Evidence nust
avoi d enbeddi ng uniquely identifying information, as this would
negate the benefits of shared keys.

* Per-Use Attestation Keys: Devices may be designed to dynanically
generate distinct attestation keys (and request the correspondi ng
certificates) for each use case, device, or session. This is
anal ogous to the Privacy CA nodel, in which a device is initially
provisioned with an attestation key and certificate; then, in
conjunction with a privacy-preserving CA it can obtain unique
keys and certificates as needed. This strategy reduces the
potential for tracking while maintaining strong security
assurances. This is the nodel described in this docunent.

*  Anonynous Attestation Mechani sns: Direct Anonynpus Attestation
(DAA) and rel ated cryptographi c schenes enabl e devi ces to produce
attestation signatures that are verifiable against a root key, but
unl i nkabl e across different uses. This prevents a verifier from
using repeated attestations with the sane key as a gl oba
correlation handle to track devices. [I-D.ietf-rats-daa] extends
the RATS architecture with such a DAA schene, thereby enhancing
privacy.

9.1. Background Check Mdel Security Considerations

A PKCS#10 or CRWF certification request typically consists of a

di stingui shed nane, a public key, and optionally a set of attributes,
collectively signed by the entity requesting certification. 1In
general, because an Attestation Key is intended solely for signing
Evi dence, the private key used to sign a CSR SHOULD be distinct from
the Attestation Key used to sign Evidence about the Target

Envi ronment. Exceptions MAY be all owed when CSRs and Evi dence are
both part of the process of bootstrapping the Attestation Key.

To denonstrate that the private key applied to sign the CSRis
generated, and stored in a secure environnent that has controls to
prevent theft or m suse (including being non-exportable / non-
recoverable), the Attesting Environment has to collect clains about
this secure environnent (or Target Environnent, as shown in

Fi gure 16).
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Figure 16 shows the interaction inside an Attester. The Attesting
Envi ronment, which is provisioned with an Attestation Key, retrieves
cl ains about the Target Environment. The Target Environnent offers
key generation, storage and usage, which it nmakes available to
services. The Attesting Environnent collects these clains about the
Target Environnent and signs them and exports Evidence for use in
renote attestation via a CSR

AN
| CSR wi th
| Evi dence
_____________ o e e e e e e m - -
| _ |
| CSR Li brary | <----- +
| ]
___________________________ |
|~ A I
Private | | Public | Signature |
Key | | Key | Operation |
Generation | | Export | |
|| | |
---------- R R e
| | Attester
v v (HSM

| Target Environnent |
| (with key generation, |
| storage and usage) |

Col |l e
d ai

32

Attestation | Attesting |
Key ----- > Environment +---------- +
| (Firmmvare) |Evidence

Figure 16: Interaction between Attesting and Target Environnent

Figure 16 places the CSR library outside the Attester, which is a
valid architecture for certificate enrollnent. The CSR |library may
al so be located inside the trusted conputing base. Regardless of the
pl acenent of the CSR library, an Attesting Environnent MJST be able
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to collect clainms about the Target Environnent such that statenents
about the storage of the keying material can be nade. For the
Verifier, the provided Evidence nust allow an assessnent to be nade
whet her the key used to sign the CSRis stored in a secure |ocation
and cannot be exported.

Evi dence comunicated in the attributes and structures defined in
this document are meant to be used in a CSR It is up to the
Verifier and to the Relying Party (PKI RA/CA) to place as nmuch or as
little trust in this information as dictated by policies.

Thi s docunent defines the transport of Evidence of different formats
in a CSR Some of these encoding formats are based on standards
while others are proprietary formats. A Verifier will need to
understand these formats for matching the received cl ai mval ues

agai nst policies.

Policies drive the processing of Evidence at the Verifier: the
Verifier’s Appraisal Policy for Evidence will often be based on

speci fications by the manufacturer of a hardware security nodule, a
regul atory agency, or specified by an oversight body, such as the CA
Browser Forum The Code- Si gni ng Basel i ne Requirenents [ CSBR]
docunent is an exanple of such a policy that has been published by
the CA Browser Forum and specifies certain properties, such as non-
exportability, which nmust be enabled for storing publicly-trusted
code-si gning keys. Oher policies influence the decision naking at
the Relying Party when evaluating the Attestation Result. The
Relying Party is ultinmately responsible for making a decision of what
information in the Attestation Result it will accept. The presence
of the attributes defined in this specification provide the Relying
Party with additional assurance about an Attester. Policies used at
the Verifier and the Relying Party are inplenmentati on dependent and
out of scope for this docunment. Wether to require the use of
Evidence in a CSR is out-of-scope for this docunent.

9.2. Freshness for the Background Check Mde

Evi dence generated by an Attester generally needs to be fresh in
order to provide value to the Verifier since the configuration on the
devi ce may change over tine. Section 10 of [RFC9334] discusses

di fferent approaches for providing freshness, including a nonce-based
approach, the use of tinmestanps and an epoch-based technique. The
use of nonces requires that nonce to be provided by the Relying Party
in some protocol step prior to Evidence and CSR generation, and the
use of tinmestanps requires synchroni zed cl ocks which cannot be
guaranteed in all operating environnents. Epochs also require an

out - of -band communi cation channel. This docunent |eaves the exchange
of nonces and other freshness data to certificate nanagenent
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protocols, see [I-D.ietf-lanps-attestation-freshness]. Devel opers,
operators, and designers of protocols, which enbed Evidence-carrying-
CSRs, MJST consi der what notion of freshness is appropriate and

avail abl e in-context; thus the issue of freshness is left up to the
di scretion of protocol designers and inplenmenters.

In the case of hardware security nodules (HSM, the semantics of
"freshness" are somewhat anbi guous in the context of CSRs, especially
consi dering that non-automated certificate enroll ments are often
asynchronous, and considering the common practice of re-using the
same CSR for multiple certificate renewals across the lifetinme of a
key. "Freshness" typically inplies both asserting that the data was
generated at a certain point-in-tine, as well as providi ng non-
replayability. Certain use cases may have special properties

i mpacting the freshness requirenents. For exanple, HSMs are
typically designed to not allow downgrade of private key storage
properties; for exanple if a given key was asserted at time T to have
been generated inside the hardware boundary and to be non-exportabl e,
then it can be assuned that those properties of that key will
continue to hold into the future.

Not e: Freshness is also a concern for renpte attestation in the
passport nodel; however, the protocol between the Attester and the
Verifier lies outside the scope of this specification

9.3. Publishing Evidence in an X 509 Extension

Thi s docunent specifies an Extension for carrying Evidence in a
PKCS#10 or CRMF certificate signing request (CSR), but it is
intentionally NOT RECOWENDED for a CA to copy the attr-evidence for
PKCS#10 or ext-evidence extension for CRM- into the published
certificate. The reason for this is that certificates are considered
public information and the Evi dence m ght contain detail ed

i nformati on about hardware and patch |evels of the device on which
the private key resides. The certificate requester has consented to
sharing this detailed device information with the CA but m ght not
consent to having these details published. These privacy

consi derations are beyond the scope of this docunent and may require
addi tional signaling mechanisnms in the CSR to prevent unintended
publication of sensitive information, so we leave it as "NOT
RECOMVENDED'. Often, the correct |layer at which to address this is
either in certificate profiles, a Certificate Practice Statenent
(CPS), or in the protocol or application that carries the CSRto the
RA/ CA where a flag can be added indicating whether the RA CA should
consi der the evidence to be public or private.
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9.4.

9.5.

10.

10.

Type O D and Verifier Hint

The Evi denceSt at enent includes both a type OD and a hint field with
which the Attester can provide information to the Relying Party about
which Verifier to invoke to parse a given piece of Evidence. Care
shoul d be taken when processing these data since at the tine they are
used, they are not yet verified. |In fact, they are protected by the
CSR signature but not by the signature fromthe Attester and so could
be maliciously replaced in some cases. The authors’ intent is that
the type OD and hint will allow an RP to sel ect between Verifier
with which it has pre-established trust relationships. The RP MJST
NOT blindly nake network calls to unknown donmain nanes and trust the
results. Inplenenters should al so be cautious around type O D or
hi nt val ues that cause a short-circuit in the verification |ogic,
such as None, Null, or simlar values that could cause the Evidence
to appear to be valid when in fact it was not properly checked.

Addi tional Security Considerations

In addition to the security considerations listed here, inplementers
should be famliar with the security considerations of the
specifications on this this depends: PKCS#10 [ RFC2986], CRMF

[ RFC4211], as well as general security concepts relating to renote
attestation; many of these concepts are discussed in Section 6 of

[ RFC9334], Section 7 of [RFC9334], Section 9 of [RFC9334], Section 11
of [RFC9334], and Section 12 of [RFC9334]. Inplenmenters should al so
be aware of any security considerations relating to the specific

Evi dence and Attestation Result formats being carried within the CSR
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Appendi x A.  Exanpl es

Thi s section provides an example that conveys an Arm Pl atform
Security Architecture token, which provides clains about the used
hardware and software platform into the CSR

After publication of this docunent, additional exanples and sanple
data will be collected at the following GtHub repository
[ Sanpl eDat a] :

https://github. com | anps-wg/ csr-attestation-exanpl es
A. 1. Extendi ng Evi denceSt at enent Set

As defined in Section 5.2, EvidenceStatenentSet acts as a way to
provide an ASN. 1 conpiler or runtime parser with a list of OBJECT

| DENTI FI ERs that are known to represent EvidenceStatenents -- and are
expected to appear in an EvidenceStatenment.type field, along with the
ASN. 1 type that should be used to parse the data in the associated
Evi denceStatenent.stm field. Essentially this is a mapping of O Ds
to data structures. |Inplenenters are expected to populate it with
mappi ngs for the Evidence types that their application will be

handl i ng.

This specification ainms to be agnostic about the type of data being
carried, and therefore does not specify any mandatory-to-i npl enent
Evi dence types.

As an exanpl e of how to popul ate Evi denceStat enent Set, inplenenting
the CMW and PSA Evi dence types would result in the follow ng
Evi denceSt at enent Set definition:
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Evi denceSt at ement Set  EVI DENCE- STATEMENT : : = {
--- Conceptual MessageW apper
{ CMW | DENTI FI ED BY id-pe-cmv },

3

--- PSA
{ OCTET STRING IDENTIFIEDBY { 136 1557 199} }
}

A 2. PSA Attestation Token in CSR

The Platform Security Architecture (PSA) Attestation Token is defined
in [I-D.tschofenig-rats-psa-token] and specifies clainms to be
included in an Entity Attestation Token (EAT). [I-D.bft-rats-kat]
defines key attestation based on the EAT format. In this section the
platformattestation offered by [I-D.tschofenig-rats-psa-token] is
conbi ned with key attestation by binding the key attestati on token
(KAT) to the platformattestation token (PAT) with the help of the
nonce. For details see [I-D. bft-rats-kat]. The resulting KAT-PAT
bundl e is, according to Section 5.1 of [I-D.bft-rats-kat], conbined
in a CMVcollection [I-D.ietf-rats-nsg-wap].

The encodi ng of this KAT-PAT bundle is shown in the exanpl e bel ow

Evi denceBundl| e
+

+ Evi dences

+----> EvidenceSt at enent
+
| _
+-> type: ODfor CMNCol |l ection
| 1361557 1TBD

I
+-> stnmt: KAT/ PAT CMW Col | ecti on

The value in EvidenceStatenent->stnmt is based on the KAT/ PAT exanpl e
fromSection 6 of [I-D.bft-rats-kat] and the result of CBOR encodi ng
the CMW col | ection shown below (with |ine-breaks added for

readabi l ity purposes):
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"kat":

h’ d28443A10126 A058C0A30A5820B91B03129222973C214E42BF31D68
72A3EF2DBDDA401FBD1F725D48D6BF9C8171909C4A40102200121
5820F0FFFA7BA35E76E44CA1F5446D327C8382A5A40E5F29745DF
948346C7C88A5D32258207CB4C4873CBB6F097562F61D5280768C
D2CFE35FBA97EQ97280DBAAAE3AF92FEO8A101A40102200121582
0D7CC072DE2205BDC1537A543D53C60A6 ACB62ECCD890C7FA27C9
E354089BBE13225820F95E1D4B851A2CC80FFF87D8E23F22AFB7 2
5D535E515D020731E79A3B4E47120584056F50D131FA83979AE06
4E76E70DC75C070B6D991AECO8ADFIF41CAB7F1B7E2CA7F67DACA
8BB49E3119B7BAE77AEC6C89162713E0CC6D0E7327831E67F3284
1A,

"pat":

h’ d28443A10126A05824A10A58205CA3750DAF829C30C20797EDDB794
9B1FD028C5408F2DD8650AD732327E3FB645840F9F41CAB7F1B7E
2CA7F67DACA8BB49E3119B7BAE77AEC6C89162713E0CC6DOE7327
831E67F32841A56F50D131FA83979AE064E76E70DC75C070B6D99
1AECO8AD

}
A.3. Confidential Conpute Architecture (CCA) Pl atform Token in CSR

The Confidential Conpute Architecture (CCA) Platform Token is
described in [I-D.ffmrats-cca-token] and is also based on the EAT
format. Although the full CCA attestation is conposed of Real m and

Pl at f orm Evi dence, for the purposes of this exanple only the Platform
token is provided.

Evi denceBundl| e
+

+ Evi dences
I
+----> EvidenceSt at enent
+
I
+-> type: AOD
| 13

I
+-> stmt: CCA Pl atform Token

CCA Pl atform Attestati on Toekn

or
1557 1TBD

f
6

Al t hough the CCA Pl atform Token follows the EAT/CMNformat, it is
untagged. This is because the encoding can be discerned in the CSR
based on the O D alone. The untagged token based on a sanmple claim
set is provided bel ow

Qunsworth, et al. Expires 8 April 2026 [ Page 32]



Internet-Draft Renmpte Attestation with CSRs Cct ober 2025

(long lines wapped for readability)

[/ Sample Platform dains Set in CDDL /
{
/| cca-platformprofile / 265:"tag: arm com 2023: cca_pl at f or n¥#1. 0. 0"
/ armplatformchall enge, SHA-256 cal culation of ‘RAK / 10
h' c9cdc457ebe981d563b19b5a8e0e3cbef 5b944d58e278c9c6779f
77beb65bbd5’
[ armplatformlifecycle / 2395: h’3000’ /secured/
/[ arm platformsw conponents / 2399: [ {1:"ROTFMC', 2:h’903a36d3a
O0a5l1lecac4548f ee860laf 54247c110ce220f 680a0b274441729105°
5:h’ d4cf 61e472d18c8e926ce0d44496674792587¢c88706e8a123b294
c000895d9%ea’ },

{1:"ROTFW, 2:h’59d4116525e974b5b62f f d7c4ff cbaa0b98e08263403aeb
6638797132d2af 959’ , 5:h’ d4cf61e472d18c8e926ce0d4449667479
2587¢88706e8a123h294c000895d9ea’ } |

farmplatformid/ 256: h’ 946338159d767f 9f 37098a00a60f 133b6d57886f
c656f 5f 9eed13760b4893f a1’

/arm pl atformi npl enentation-id/ 2396: h’ 0000000000000000000000000
000000000000000000000000000000000000001°

}

/ This is a full CW-fornatted token. The payload is a sanple
[ PlatformdaimSet. The main structure /
/ visible is that of the COSE_Signl. /

61( 18( [
h’ al0126’, /| protected headers /
{}, | enpty unprotected headers /
h’ a419010978237461673a61726d2e636f 6d2¢323032333a6363615f 706¢c746
66f 726d23312e392e300a580020c9cdc457ebe981d563b19b5a8e0e3chef 5b9
44d58e278c9c6779f 77beb65bbd519095b42300019095f 82a30166524f 54464
d4302580020903a36d3a0a511lecac4548f ee8601af 54247¢c110ce220f 680a0b
27444172910505580020d4cf 61e472d18c8e926ce0d44496674792587¢88706
€8a123b294c000895d9eaae0165524f 5446575800200259d4116525€974b5b6
2f f d7c4f f cbaaOb98e08263403aeb6638797132d2af 95905580020d4cf 61e47
2d18c8e926ce0d44496674792587c88706e8a123b294c000895d9ea19010078
20946338159d767f 9f 37098a00a60f 133b6d57886f c656f 5f 9eed13760b4893
fal11a095¢582000000000000000000000000000000000000000000000000000
00000000000001" / payl oad/
h' cbbf a929cb9b846ch5527d7ef 9b7657256412a5f 22a6e1a8d3a0c71145022
100db4b1b97913blcd9d6ellclf adbc0869882ba6644b9db09d221f 1983286
654b’ /signature/

1))

/ Unt agged serialized token/
h' 8443a10126a0590141a419010978237461673a61726d2e636f 6d2c323032333a
6363615f 706c74666f 726d23312e392e300a580020c9cdc457ebe981d563b19b5a
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8e0e3cbef 5b944d58e278c9c6779f 77beb65bbd519095b42300019095f 82a30166
524f 54464d4302580020903a36d3a0a51l1ecac4548f ee8601af 54247¢c110ce220f
680a0b27444172910505580020d4cf 61e472d18c8e926ce0d44496674792587c88
706e8a123h294c000895d9eaae0165524f 5446575800200259d4116525e974b5b6
2f f d7c4f f chaaOb98e08263403aeb6638797132d2af 95905580020d4cf 61e472d1
8c8e926ce0d44496674792587c88706e8a123b294c000895d9€a19010078209463
38159d767f 9f 37098a00a60f 133b6d57886f c656f 5f 9eed13760b4893f a11a095¢c
582000000000000000000000000000000000000000000000000000000000000000
015840cbbf a929ch9b846cb5527d7ef 9b7657256412a5f 22a6e1a8d3a0c7114502
2100db4b1b97913b1cd9d6ellclf adbc0869882ba6644b9db09d221f 198e3286654b

Real m evi dence can be included in a CMWbundle, simlar to the PSA
token. In this case, the CSR is constructed as foll ows:

Evi denceBundl| e
+

+ Evi dences

I

+----> EvidenceSt at enent
+

I
+-> type: ODf
| 136
I
+-> stmt: Real m Token/ Pl at f orm Token CMWN Col | ecti on or

Real m C aim Set/ Pl at f orm Token CMN Col | ecti on

CMW Col | ecti on

or
1557 1TBD

Appendi x B.  ASN. 1 Modul e

====—===—=—======= NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ===========—=====

CSR- ATTESTATI ON- 2025
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-npd(0) id-nod-pkix-attest-01(TBDMID) }

CsrAttestation DEFINITIONS I MPLICIT TAGS ::= BEG N

EXPORTS ALL;

| MPORTS

Certificate, id-pkix

FROM PKI X1Explicit-2009 -- from [ RFC5912]

{ iso(1l) identified-organization(3) dod(6) internet(1)

security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-explicit-02(51) }
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CertificateChoices
FROM Cr ypt ogr aphi cMessageSynt ax- 2010
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smnme(16) nodul es(0) id-nod-cns-2009(58) }

EXTENSI ON, ATTRI BUTE, AttributeSet{}, SingleAttribute{}
FROM PKI X- ConmonTypes- 2009 -- from [ RFC5912]

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)

i d- nod- pki xComon- 02(57) }

i d-aa
FROM Secur eM neMessageV3dot 1
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smime(16) nodul es(0) msg-v3dot1(21) }

3

EVI DENCE- STATEMENT : : = TYPE- | DENTI FI ER

Evi denceSt at enent Set  EVI DENCE- STATEMENT :: = {
-- None defined in this docunent --

}

ATTESTATI ON- RESULT :: = TYPE- | DENTI FI ER

Attestati onResul t Set ATTESTATI ON- RESULT :: = {

-- None defined in this docunent --

}
Evi denceSt at enent @ : = SEQUENCE {
type EVI DENCE- STATEMENT. & d({ Evi denceSt at ement Set}),
stmt EVI DENCE- STATEMENT. &Type({ Evi denceSt at enent Set}{ @ype}),
hi nt | A5String OPTI ONAL
}
AttestationResult ::= SEQUENCE {
type ATTESTATI ON- RESULT. & d({Attestati onResultSet}),
stmt ATTESTATI ON- RESULT. &Type({Attestati onResul t Set}{@ype}),
}
-- Arc for Evidence types
i d-aa-evi dence OBJECT IDENTIFIER ::={ id-aa 59 }
-- Arc for Attestation Result types
i d-aa-ar OBJECT IDENTIFIER ::= { id-aa (TBD2) }
-- For PKCS#10 (Evi dence)
attr-evidence ATTRI BUTE :: = {
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TYPE Evi denceBundl e
COUNTS MAX 1
| DENTI FI ED BY i d- aa-evi dence

}

-- For CRWF (Evi dence)

ext - evi dence EXTENSION :: = {
SYNTAX Evi denceBundl| e
| DENTI FI ED BY i d- aa-evi dence

}

-- For PKCS#10 (Attestation Result)
attr-ar ATTRI BUTE ::= {
TYPE AttestationResul t Bundl e
COUNTS MAX 1
| DENTI FI ED BY i d- aa- ar

}

-- For CRMF (Attestation Result)
ext-ar EXTENSION ::= {
SYNTAX AttestationResult Bundl e
| DENTI FI ED BY i d-aa-ar

}
Li m tedCert Choices ::= CertificateChoices (WTH COVPONENTS {\
certificate, other})

Evi denceBundl e :: = SEQUENCE {

evi dences SEQUENCE SI ZE (1..MAX) OF Evi denceSt at enent,

certs SEQUENCE S| ZE (1..MAX) OF LimtedCert Choices OPTI ONAL
}
Attestati onResul t Bundl e ::= SEQUENCE SI ZE (1.. MAX)

O AttestationResult

END

B.1. TCG DI CE Exanple in ASN. 1

This section gives an exanpl e of extending the ASN. 1 nodul e above to
carry an existing ASN. 1-based Evidence Statenent. The exanpl e used
is the Trusted Conputing G oup DI CE Attestation Conceptual Message
W apper, as defined in [ TCGDI CEL. 2].
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CsrAttestati onDi ceExanple DEFINITIONS IMPLICIT TAGS ::= BEG N
I MPORTS

t cg-di ce- concept ual - nressage- w apper FROM TcgDi ceAttestation
Di ceConcept ual MessageW apper FROM TcgDi ceAttestation

tcg-di ce- Tcbl nfo FROM TcgDi ceAttestation

Di ceTcbl nfo FROM TcgDi ceAttestation

Evi denceSt at enent Set FROM Csr Att est ati on

3

t cgDi ceCmnEvi denceSt at ement ES EVI DENCE- STATEMENT : : = {
Di ceConcept ual MessageW apper | DENTI FI ED BY t cg-di ce- concept ual -
message- wr apper }

tcgDi ceTcbl nf oEvi denceSt at ement ES EVI DENCE- STATEMENT :: = {
Di ceTcbl nfo | DENTI FI ED BY tcg-dice-Tcblnfo }
-- where Conceptual MessageW apper, tcg-dice-conceptual - mnessage-
wWr apper,
-- DiceTcblnfo, and tcg-dice-Tcbhlnfo
-- are defined in DICE-Attestation-Architecture-Version-1.1-
-- Revi si on- 18 6Jan2024. pdf

Evi denceSt at ement Set  EVI DENCE- STATEMENT : : = {
t cgDi ceEvi denceSt at enent ES,
tcgDi ceTcbl nf oEvi denceSt at enent ES

}
END
TcgDi ceAttestati on DEFI NI TI ONS AUTOVATI C TAGS ::= BEG N
EXPORTS ALL;
tcg OBJECT IDENTIFIER ::={ 2 23 133 }
tcg-dice OBJECT IDENTIFIER ::={ tcg platfornC ass(5) dice(4) }
tcg-dice-Tchlnfo OBJECT IDENTIFIER ::= { tcg-dice tchinfo(1) }
t cg-di ce- endor senent - mani fest-uri OBJECT | DENTIFI ER :: = {
tcg-dice manifest-uri(3) }

tcg-dice-Ueid OBIJECT IDENTIFIER ::= { tcg-dice ueid(4) }
tcg-dice-Milti Tcbhlnfo OBJECT | DENTIFIER ::= {tcg-dice

mul titchbinfo(5) }
t cg-di ce- UCCS- evi dence OBJECT | DENTIFIER ::= {tcg-dice

uccs-evi dence(6) }
tcg-di ce-mani f est - evi dence OBJECT | DENTIFIER :: = {tcg-dice

mani f est - evi di ence(7) }

tcg-di ce- Ml ti Tcbl nfoConp OBJECT | DENTI FIER ::= {tcg-dice

mul titcbi nfoconp(8) }
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t cg- di ce- concept ual - message- w apper OBJECT | DENTI FIER :: = {
tcg-dice cmw(9) }
tcg-di ce- TcbFreshness OBJECT IDENTIFIER ::= { tcg-dice
tcb-freshness(11) }

Di ceConcept ual MessageW apper ::= SEQUENCE ({

cmwv OCTET STRI NG
}
Di ceTchlnfo ::= SEQUENCE {

vendor [0] IMPLICIT UTF8String OPTI ONAL,

nodel [1] IMPLICIT UTF8String OPTI ONAL,

version [ 2] LICI T UTF8Stri ng OPTI ONAL,

svn [3] I MPL T
| ayer [4] | MPLICI NTEGER OPTI ONAL,
index [5] | MPLICI NTEGER OPTI ONAL,
LI C W DLI ST OPTI ONAL,
flags [7] IMPLICIT Operational Fl ags OPTI ONAL,
vendorinfo [8] I MPLICIT OCTET STRI NG OPTI ONAL,
type [9] IMPLICIT OCTET STRI NG OPTI ONAL,
flagsivask [10] 1 MPLICI T Operati onal Fl agsMask OPTI ONAL,

integrityRegisters [11] IMPLICIT IrList OPTI ONAL
}

FWDLI ST ::= SEQUENCE SIZE (1..MAX) OF FWD
FWD ::= SEQUENCE {
hashAl g OBJECT | DENTI FI ER,
di gest OCTET STRI NG

}

Operational Flags ::= BI T STRI NG {
not Confi gured (0),
not Secure (1),
recovery (2),
debug (3),
not Repl ayProtected (4),
notlntegrityProtected (5),
not Runt i meMeasured (6),
not | mut abl e (7),
not Tchb (8),
fixedWdth (31)

}

Oper ational Fl agsMask ::= BIT STRI NG {
not Confi gured (0),
not Secure (1),
recovery (2),
debug (3),

I NTEGER OPTI ONAL,
I
I
F

T
T
fwids [6] IMPLICIT
I

3
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not Repl ayProtected (4),
notlntegrityProtected (5),
not Runt i meMeasured (6),
not | mmut abl e (7),
not Tchb (8),
fixedWdth (31)

}

IrList ::= SEQUENCE SIZE (1..MAX) OF IntegrityRegister

IntegrityRegister ::= SEQUENCE {
regi sterNane | A5String OPTI ONAL,
regi st er Num | NTEGER OPTI ONAL,
hashAl g OBJECT | DENTI FI ER,

di gest OCTET STRI NG

}

Endor senment Mani fest URI :: = SEQUENCE {
enlri UTF8String
}

TcgUei d :: = SEQUENCE {
uei d OCTET STRI NG
}

Di ceTcbl nfoSeq ::= SEQUENCE SI ZE (1..MAX) OF DiceTcblnfo
Di ceTcbl nfoConp ::= SEQUENCE SI ZE (1..MAX) OF Tcbhl nf oConp

Tcbl nf oConp :: = SEQUENCE {
commonFi elds [0] I MPLICI T Di ceTchl nfo,
evi denceValues [1] IMPLICI T DiceTchl nfoSeq

}

UccsEvi dence :: = SEQUENCE ({
uccs OCTET STRI NG
}

Mani fest ::= SEQUENCE {
format Mani f est For nmat ,
mani f est OCTET STRI NG

}

Mani f est For mat :: = ENUMERATED {
swi d- xm (0),
coswi d-cbor (1),
coswi d-j son (2),
t agged- cbor (3)
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}

Di ceTcbFreshness ::= SEQUENCE {
nonce OCTET STRI NG
}

END
B.2. TCG DI CE Tchlnfo Exanple in CSR

This section gives an exanpl e of extending the ASN. 1 nodul e above to
carry an existing ASN. 1- based evi dence statenent. The exanpl e used
is the Trusted Conputing G oup DiceTchlnfo, as defined in

[ TCCGDI CEL. 2] .

/1 SET of CSR Attributes
A0 82 00 8E
/1 CSR attributes
30 82 00 8A
/1 OBJECT | DENTI FI ER i d-aa-evidence (1 2 840 113549 1 9 16 2 59)
06 OB 2A 86 48 86 F7 OD 01 09 10 02 3B
/[l SET -- This attribute
31 79
/1 EvidenceBundl e ::= SEQUENCE
30 75
/1 EvidenceStatenents ::= SEQUENCE SI ZE (1.. MAX)
OF Evi denceSt at enent
30 73
/1 EvidenceSt at enent ::= SEQUENCE
30 71
/1 type: OBJECT | DENTIFIER tcg-dice-Tcblnfo
/1 (2.23.133.5.4.1)
06 06 67 81 05 05 04 01
/1 stm: SEQUENCE
30 4E
/1 CONTEXT_SPECI FI C | version (02)
/1 version = ABCDEF123456
82 0C 41 42 43 44 45 46 31 32 33 34 35 36
/1 CONTEXT_SPECIFIC | svn (03)
/[l svn = 4
83 01 04
/1 CONTEXT_SPECI FI C | CONSTRUCTED | fwi ds (06)
A6 2F
/1 SEQUENCE
30 2D
/1 OBJECT | DENTI FI ER SHA256
06 09 60 86 48 01 65 03 04 02 01
/1 OCTET STRI NG
/1 fwid = 0x0000....00
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04 20 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
/1 CONTEXT_SPECI FIC | vendorlnfo (08)
/1 vendor info = 0x00000000
88 04 00 00 00 00
/] CONTEXT_SPECIFIC | type (09)
/] type = 0x00000000
89 04 00 00 00 00
/1 hint: 1A5String "DiceTcbl nfo.exanpl e. cont
0C 17 44 69 63 65 54 63 62 49 6e 66 6f
2e 65 78 61 6d 70 6¢c 65 2e 63 6f 6d

/1 BER only

a0 82 00 8c 30 82 00 88 06 Ob 2a 86 48 86 f7 0Od
01 09 10 02 3b 30 79 31 77 30 75 30 73 30 71 06
06 67 81 05 05 04 01 30 4e 82 Oc 41 42 43 44 45
46 31 32 33 34 35 36 83 01 04 a6 2f 30 2d 06 09
60 86 48 01 65 03 04 02 01 04 20 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 88 04 00 00 0O
00 89 04 00 00 00 00 16 17 44 69 63 65 54 63 62
49 6e 66 6f 2e 65 78 61 6d 70 6¢Cc 65 2e 63 6f 6d
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