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Abst ract

Modul e- Latti ce- Based Key-Encapsul ati on Mechanism (M.-KEM is a

quant umresi stant key-encapsul ati on mechani sm (KEM . Three paraneter
sets for the M.-KEM al gorithm are specified by NIST in FIPS 203. In
order of increasing security strength (and decreasi ng perfornmance),
these paraneter sets are M.-KEM 512, M.- KEM 768, and M.- KEM 1024.

Thi s docunent specifies the conventions for using M.-KEMw th the
Crypt ographi c Message Syntax (CMS) using the KEMReci pi entlnfo
structure.

About This Docunent
This note is to be renoved before publishing as an RFC
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https://datatracker.ietf.org/doc/draft-ietf-|anmps-cns-kyber/.
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https://mailarchive.ietf.org/arch/browse/spasni. Subscribe at
https://ww.ietf.org/ mailman/listinfol/spasni.

Source for this draft and an issue tracker can be found at
https://github. com | anps-wg/ cns- kyber.
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This Internet-Draft is submtted in full confornmance with the
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Internet-Drafts are working docunments of the Internet Engineering
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1.

1.

1.

I nt roducti on

The Modul e Lattice Key Encapsul ati on Mechanism (M.-KEM is an | ND
CCA2- secure key-encapsul ati on nechani sm (KEM standardi zed in

[ FI PS203] by the US NI ST PQC Project [NIST-PQ. M-KEMis the nane
given to the final standardized version and is inconpatible with pre-
standards versions, often called "Kyber".

Native support for Key Encapsul ati on Mechani sms (KEMs) was added to
CVB in [ RFC9629], which defines the KEMReci pientinfo structure for
the use of KEM al gorithms for the CMS envel oped-data content type,
the CMB aut henticated-data content type, and the CMS aut henti cat ed-
envel oped-data content type. This document specifies the direct use
of M.-KEM in the KEMReci pientlnfo structure in the CM5 using each of
the three paranmeter sets from[FI PS203], namely MK-KEM 512, M.- KEM
768, and M.- KEM 1024. 1t does not address or preclude the use of M-
KEM as part of any hybrid schene.

1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP14 [ RFC2119] [ RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. M-KEM

M.-KEMis a lattice-based key encapsul ati on nechani sm usi ng Mdul e
Learning with Errors as its underlying prinitive, which is a
structured lattices variant that offers good performnce and
relatively small and bal anced key and ci phertext sizes. M.-KEM was
standardi zed with three parameter sets: M-KEM 512, M-KEM 768, and
M.- KEM 1024. The paraneters for each of the security levels were
chosen to be at |east as secure as a generic block cipher of 128,
192, or 256 bits, respectively.

Al KEM al gorithns provide three functions: KeyGen(), Encapsul ate(),
and Decapsul ate().

The foll owi ng sumari zes these three functions for the M.-KEM
al gorithm referencing corresponding functions in [FlPS203]:

| RFC EDI TOR: Pl ease replace the followi ng references to
| [I-D.ietf-lanps-kyber-certificates] with a reference to the
| published RFC.

KeyGen() -> (ek, dk): Generate the public encapsul ati on key (ek) and
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a private decapsul ation key (dk). [FIPS203] specifies two formats
for an M.-KEM private key: a 64-octet seed (d,z) and an (expanded)
private decapsul ati on key (dk). Al gorithm 19 (M-KEM KeyGen())
from|[Fl PS203] generates the public encapsul ati on key (ek) and the
private decapsul ation key (dk). As an alternative, when a seed
(d,z) is generated first and then the seed is expanded to get the
keys, algorithm 16 (M-KEM KeyCGen_internal (d, z)) from [ Fl PS203]
expands the seed to ek and dk. See Section 6 of
[I-D.ietf-lanps-kyber-certificates] for private key encodi ng

consi derati ons.

Encapsul ate(ek) -> (c, ss): Gven the recipient’s public key (ek),
produce both a ciphertext (c) to be passed to the recipient and a
shared secret (ss) for use by the originator. Al gorithm20 (M-
KEM Encaps(ek)) from [FI PS203] is the encapsul ati on function for
M.- KEM

Decapsul ate(dk, c) -> ss: Gven the private key (dk) and the
ci phertext (c), produce the shared secret (ss) for the recipient.
Al gorithm 21 (M- KEM Decaps(dk,c)) from[FIPS203] is the
decapsul ati on function for M.-KEM If the private key is stored
in seed form M.-KEM KeyGen_internal (d,z) nmay be needed as a first
step to conpute dk. See Section 8 of
[1-D.ietf-1anps-kyber-certificates] for consistency considerations
if the private key was stored in both seed and expanded formats.

Al security levels of M-KEM use SHA3-256, SHA3-512, SHAKE256, and
SHAKE512 internally.

2. Use of the M.-KEM Al gorithmin the CVB

The M.- KEM al gorithm MAY be enpl oyed for one or nore recipients in
the CMB envel oped-data content type [RFC5652], the CMS aut henti cated-
data content type [RFC5652], or the CMB aut henticat ed-envel oped-data
content type [RFC5083]. In each case, the KEMReci pi entlnfo [ RFC9629]
is used with the M.-KEM al gorithmto securely transfer the content-
encryption key fromthe originator to the recipient.

Processing M- KEM wi t h KEMReci pientlnfo follows the sane steps as
Section 2 of [RFC9629]. To support the M.-KEM al gorithm a CMVB
originator MJUST inplenent the Encapsulate() function and a CMS
reci pi ent MJUST inplenent the Decapsul ate() function
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2. 1.

Reci pi ent I nfo Conventi ons

VWhen the M.-KEM al gorithmis enployed for a recipient, the
Recipientlnfo alternative for that recipient MJST be

O her Reci pientInfo using the KEMReci pientinfo structure as defined in
[ RFC9629] .

The fields of the KEMReci pientlnfo MIUST have the foll owi ng val ues:

Pr at

version is the syntax version nunber; it MJST be O.
rididentifies the recipient’s certificate or public key.

kemidentifies the KEM algorithm it MJST contain one of id-alg-
m - kem 512, id-alg-m-kem 768, or id-alg-m-kem1024. These
identifiers are reproduced in Section 3.

kentt is the ciphertext produced for this recipient.

kdf identifies the key-derivation algorithm Note that the Key
Derivation Function (KDF) used for CM5 Recipientlnfo process MAY
be different than the KDF used within the M.-KEM al gorithm

I mpl enent ati ons MJUST support HKDF [ RFC5869] with SHA-256

[ FI PS180], using the id-al g-hkdf-wth-sha256 KDF object identifier
[ RFC8619]. As specified in [RFC8619], the paranmeter field MJST be
absent when this object identifier appears within the ASN. 1 type
Algorithmdentifier. |Inplenmentations MAY support other KDFs as
wel | .

kekLength is the size of the key-encryption key in octets.

ukmis an optional randominput to the key-derivation function.

For M.-KEM ukm doesn’t provide any additional security benefits.
Originators using M.-KEM MAY choose to send a ukm though there is
no reason to. For maxi numinteroperability, recipients using M-
KEM SHOULD accept and process the ukm Recipients that do not
support the ukmfield SHOULD gracefully discontinue processing
when the ukmfield is present.

wap identifies a key-encryption algorithmused to encrypt the
content-encryption key. |nplenentations supporting M-KEM 512
MUST support the AES-W ap-128 [ RFC3394] key-encryption al gorithm
usi ng the id-aes128-w ap key-encryption al gorithm object

identifier [RFC3565]. |Inplenentations supporting M-KEM 768 or

M.- KEM 1024 MJST support the AES-Wap-256 [ RFC3394] key-encryption
al gorithmusing the id-aes256-wap key-encryption al gorithm object
identifier [RFC3565]. |Inplenentations MAY support other key-
encryption algorithns as well.
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2.

2.

2.

2. Underlying Conponents

VWhen M.-KEM i s enployed in the CV5, the underlying conponents used
within the KEMReci pientlnfo structure SHOULD be consistent with a
m ni mum desired security |evel.

I f underlying conponents other than those specified in Section 2.1
are used, then the followi ng requirements will satisfy the KDF and
key wrapping algorithmrequirenments from Section 7 of [RFC9629]:

M.- KEM 512 SHOULD be used with a KDF capabl e of outputting a key
with at |east 128 bits of preinmage strength and with a key
wrapping algorithmwith a key Iength of at |east 128 bits.

M.- KEM 768 SHOULD be used with a KDF capabl e of outputting a key
with at |east 192 bits of preinmage strength and with a key
wapping algorithmwith a key |l ength of at |east 192 bits.

M.- KEM 1024 SHOULD be used with a KDF capable of outputting a key
with at | east 256 bits of preimage strength and with a key
wrapping algorithmwith a key I ength of at |east 256 bits.

2.1. Use of the HKDF-based Key Derivation Function

The HKDF function is a conposition of the HKDF-Extract and HKDF-
Expand functi ons.

HKDF(salt, KM info, L)
= HKDF- Expand( HKDF- Extract (salt, KM, info, L)

When used with KEMReci pientlnfo, the salt parameter is unused, that
is it is the zero-length string "". The IKM info and L paraneters
correspond to the same KDF inputs from Section 5 of [RFC9629]. The
info paraneter is independently generated by the originator and
recipient. Inplenentations MJUST confirmthat L is consistent with
the key size of the key-encryption algorithm

3. Certificate Conventions

| RFC EDI TOR Please replace the following reference to
| [I-D.ietf-lanps-kyber-certificates] with a reference to the
| published RFC

RFC 5280 [ RFC5280] specifies the profile for using X 509 Certificates
in Internet applications. A recipient static public key is needed
for M.-KEM and the originator obtains that public key fromthe
recipient’s certificate. The conventions for carrying M-KEM public
keys are specified in [I-D.ietf-lanps-kyber-certificates].
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2.

4.

4. SM ME Capabilities Attribute Conventions

Section 2.5.2 of [RFC8551] defines the SM MECapabilities attribute to
announce a partial list of algorithns that an S/M ME i npl enentati on
can support. Wen constructing a CVS signed-data content type

[ RFC5652], a conpliant inplenentation MAY include the

SM MECapabi lities attribute that announces support for one or nore of
the M.-KEM al gorithmidentifiers.

The SM MECapabil ity SEQUENCE representing the M.- KEM al gorithm MJUST
i nclude one of the M.-KEM object identifiers in the capabilitylD
field. Wen one of the M.- KEM object identifiers appears in the
capabilityl D field, the parameters MJST NOT be present.

ldentifiers

Al identifiers used to indicate M.-KEMwithin the CVs are defined
el sewhere but reproduced here for conveni ence:

ni st Algorithns OBJECT IDENTIFIER ::= { joint-iso-ccitt(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stAl gorithm(4) }

kens OBJECT IDENTIFIER ::={ nistAlgorithns 4 }

id-al g-m -kem 512 OBJECT | DENTI FI ER ::

{ kems 1}
id-alg-m-kem 768 OBJECT IDENTIFIER ::= { kens 2 }
id-alg-m-kem 1024 OBJECT IDENTIFIER ::= { kens 3 }

i d-al g- hkdf -wi t h-sha256 OBJECT IDENTIFIER ::= { iso(1)

menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smnme(16) alg(3) 28}

aes OBJECT IDENTIFIER ::={ joint-iso-itu-t(2) country(16) us(840)
organi zation(1) gov(101) csor(3) nistAlgorithns(4) 1}

i d-aes128-wrap OBJECT IDENTIFIER ::= { aes 5}

i d-aes256-wrap OBJECT IDENTIFIER ::= { aes 45}

Security Considerations

| RFC EDI TOR Please replace the following reference to
| [I-D.ietf-lanps-kyber-certificates] with a reference to the
| published RFC
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The Security Considerations sections of
[I-D.ietf-lanmps-kyber-certificates] and [ RFC9629] apply to this
specification as well.

For M.- KEM specific security considerations refer to
[1-D. sfluhrer-cfrg-m -kem security-considerations].

The M.- KEM vari ant and the underlying conponents need to be sel ected
consistent with the desired security level. Several security |levels
have been identified in NIST SP 800-57 Part 1 [N ST. SP. 800-57pt 1r5].
To achieve 128-bit security, M-KEM 512 SHOULD be used, the key-
derivation function SHOULD provide at |east 128 bits of preinmge
strength, and the symretric key-encryption al gorithm SHOULD have a
security strength of at |least 128 bits. To achieve 192-bit security,
M.- KEM 768 SHOULD be used, the key-derivation function SHOULD provi de
at least 192 bits of preimage strength, and the symmetric key-
encryption algorithm SHOULD have a security strength of at |east 192
bits. In the case of AES Key Wap, a 256-bit key is typically used
because AES-192 is not as conmonly depl oyed. To achieve 256-bit
security, M-KEM 1024 SHOULD be used, the key-derivation function
SHOULD provide at |east 256 bits of preimge strength, and the
symmetric key-encryption al gorithm SHOULD have a security strength of
at | east 256 bits.

Provided all inputs are well-formed, the key establishnent procedure
of M.-KEM wi Il never explicitly fail. Specifically, the M-

KEM Encaps and M.- KEM Decaps al gorithnms from [ FI PS203] wi |l al ways
output a value with the sane data type as a shared secret key, and
wi Il never output an error or failure synbol for well-forned inputs
However, it is possible (though extrenely unlikely) that the process
will fail in the sense that M- KEM Encaps and M- KEM Decaps wil |
produce di fferent outputs, even though both of them are behaving
honestly and no adversarial interference is present. |In this case,
the originator and recipient clearly did not succeed in producing a
shared secret key. This event is called a decapsulation failure.
Estimates for the decapsulation failure probability (or rate) for
each of the M.--KEM paraneter sets are provided in Table 1 of

[ FI PS203] and reproduced here in Table 1.
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| Parameter set | Decapsul ation failure rate

[} e ————— e —_—(—(——————(——————————r L
| M- KEM 512 | 27(-138.8) |
S I e +
| M-KEM 768 | 27(-164.8) |
I IRy L . +
| M-KEM 1024 | 27(-174.8) |
T o e e e e e e e e a oo - +

Table 1. M.-KEM decapsul ation failure rates

| mpl enent ati ons MJUST protect the M.-KEM private key, the key-
encryption key, the content-encryption key, message-authentication
key, and the content-authenticated-encryption key. O these keys,
all but the private key are epheneral and MJST be wi ped after use.
Di scl osure of the M.-KEM private key could result in the conprom se
of all messages protected with that key. Disclosure of the key-
encryption key, the content-encryption key, or the content-

aut henti cat ed-encryption key could result in conprom se of the
associ ated encrypted content. Disclosure of the key-encryption key,
the nessage-aut hentication key, or the content-authenticated-
encryption key could all ow nodification of the associated

aut henti cated content.

Addi tional considerations related to key managenent may be found in
[ NI ST. SP. 800- 57pt 1r 5] .

The generation of private keys relies on random nunbers, as does the
encapsul ati on function of M.-KEM The use of inadequate pseudo-
random nunber generators (PRNGs) to generate these val ues can result

inlittle or no security. |In the case of key generation, a random
32-byte seed is used to determnistically derive the key (with an
additional 32 bytes reserved as a rejection value). In the case of

encapsul ation, a KEMis derived fromthe underlying M-KEM public key
encryption algorithmby determnistically encrypting a random 32-byte
message for the public key. |If the random value is weakly-chosen,
then an attacker may find it nuch easier to reproduce the PRNG

envi ronment that produced the keys or ciphertext, searching the
resulting small set of possibilities for a matching public key or

ci phertext value, rather than perfornming a nore conplex algorithnc
attack against M.-KEM  The generation of quality random nunbers is
difficult; see Section 3.3 of [FIPS203] for sone additiona

i nformati on.

M.- KEM encapsul ati on and decapsul ati on only outputs a shared secret

and ciphertext. |nplenentati ons SHOULD NOT use internediate val ues
directly for any purpose.
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I mpl ement ati ons SHOULD NOT reveal information about intermediate

val ues or cal cul ations, whether by timng or other "side channel s",
ot herwi se an opponent nmay be able to determne information about the
keying data and/or the recipient’s private key. Although not al
intermedi ate informati on may be useful to an opponent, it is
preferable to conceal as nmuch information as is practical, unless
anal ysis specifically indicates that the informati on woul d not be
useful to an opponent.

General |l y, good cryptographic practice enploys a given M-KEM key
pair in only one schene. This practice avoids the risk that

vul nerability in one schenme nmay conproni se the security of the other
and may be essential to maintain provable security.

Parties MAY gain assurance that inplementations are correct through
formal inplenentation validation, such as the NI ST Cryptographic
Modul e Validation Program (CWP) [ CWP].

5. | ANA Consi derati ons

For the ASN.1 Modul e in Appendix A, I ANA is requested to assign an
object identifier (OD) for the nodule identifier (TBDl) with a
Description of "id-nod-cns-mnl-kem 2024". The O D for the nodul e
should be allocated in the "SM Security for S/M Me Mdul e
Identifier" registry (1.2.840.113549.1.9.16.0).
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Appendi x A, ASN. 1 Modul e

RFC EDI TOR: Pl ease replace TBD2 with the val ue assigned by | ANA
during the publication of [I-D.ietf-lanps-kyber-certificates].
Al so please replace [I-D.ietf-lanps-kyber-certificates] here
and in the nodule with a reference to the published RFC.

Thi s appendi x includes the ASN.1 nodul e [ X680] for M.-KEM This
nmodul e i nports objects from[RFC5911], [RFC9629], [RFC8619],
[I-D.ietf-lanps-kyber-certificates].

<CCDE BEG NS>

CV5- ML- KEM 2024

{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-m -kem 2024(TBD1) }

DEFI NI TIONS | MPLICI T TAGS ::= BEG N
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EXPORTS ALL;

| MPORTS
SM ME- CAPS
FROM Al gorithm nformati on-2009 -- [RFC5911]
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmd(0)
i d-nod- al gorithm nformation-02(58) }

KEM ALGORI THM
FROM KEMAI gori t hm nf ormati on-2023 -- [ RFC9629]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmd(0)
i d- nod- kemAl gori t hm nf or mati on-2023(109) }

kda- hkdf - wi t h- sha256
FROM HKDF- O D- 2019 -- [ RFC8619]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smime(16) nodul es(0) id-nod-hkdf-oid-2019(68) }

kwa- aes128-w ap, kwa-aes256-w ap
FROM CVSAesRsaesQaep-2009 -- [RFC5911]
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smine(16) nodul es(0)
i d- nod- cns- aes-02(38) }

id-alg-m-kem512, id-alg-m-kem 768, id-alg-m-kem 1024,
pk-m - kem 512, pk-m-kem 768, pk-m -kem 1024
FROM X509- ML- KEM 2024 -- [I1-D.ietf-1lanps-kyber-certificates]
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisns(5) pkix(7) id-nod(0)
i d- nod- x509-m - kem 2024(TBD2) };

-- M- KEM Key Encapsul ati on Mechani sm Al gorithns

kema-m - kem 512 KEM ALGORI THM : : = {
| DENTI FI ER i d-al g-m - kem 512
PARAMS ARE absent
PUBLI C- KEYS { pk-m -kem 512 }
UKM ARE opt i onal
SM ME- CAPS { | DENTIFIED BY id-alg-m-kem512 } }

kema-m - kem 768 KEM ALGORI THM : : = {
| DENTI FI ER i d-al g-l - kem 768
PARAMS ARE absent
PUBLI C- KEYS { pk-ni-kem 768 }
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UKM ARE opt i onal
SM ME- CAPS { | DENTI FI ED BY id-al g-m -kem 768 } }

kema- m - kem 1024 KEM ALGORI THM : : = {
| DENTI FI ER i d-al g-m - kem 1024
PARAMS ARE absent
PUBLI C- KEYS { pk-ml-kem 1024 }
UKM ARE opti onal
SM ME- CAPS { | DENTI FI ED BY i d-al g-m -kem 1024 } }

-- Updates for the SM Me- CAPS Set from RFC 5911

SM nmeCapsSet SM Me- CAPS :: =

{ kema-m -kem 512. &m meCaps |
kema- m - kem 768. & m neCaps |
kema- m - kem 1024. & m nmeCaps |
kda- hkdf - wi t h- sha256. & m neCaps |
kwa- aes128-w ap. &mi neCaps |
kwa- aes256- w ap. &mi neCaps,

}

END
<CODE ENDS>

Appendi x B. Parameter Set Security and Sizes

Instead of defining the strength of a quantumalgorithmin a

tradi tional manner using the inprecise notion of bits of security,

NI ST has defined security |evels by picking a reference schene, which
NI ST expects to offer notable | evels of resistance to both quantum
and classical attack. To wit, a KEM algorithmthat achi eves NI ST PQC
security nust require conputational resources to break | ND CCA2
security conparable or greater than that required for key search on
AES- 128, AES-192, and AES-256 for Levels 1, 3, and 5, respectively.
Level s 2 and 4 use collision search for SHA-256 and SHA- 384 as

ref erence.
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B ool s sy oo sl e e g
| Parameter | Level | Encap. | Decap. | G phertext | Shared |
| Set | | Key Size | Key Size | Size | Secret |
I I I I I | Size |
R ety plp e p—p——g pjp—p———j——r———r plpp—p——_———— e ——_———— plp—j——(————
| M-KEM512 | 1 | 800 | 1632 | 768 | 32 |
I i +----- - R R I I +
| M--KEM 768 | 3 | 1184 | 2400 | 1952 | 32 |
F-- - - - - - +------- F--- - - F--- - - R I +---- - - - +
| M.-KEM 1024 | 5 | 1568 | 3168 | 2592 | 32 |
L i +------- I I I F-------- +

Table 2: M.-KEM paraneter sets, N ST Security Level, and sizes
in bytes

Appendi x C. M.- KEM CM5 Aut henti cat ed- Envel oped- Dat a Exanpl e

Thi s exanpl e shows the establishnent of an AES-128 content-encryption
key usi ng:

* M- KEM 512;
* KEMReci pi entI nfo key derivation using HKDF with SHA-256; and
*  KEMReci pi entl nfo key wap using AES-128- KEYWRAP.
In real-world use, the originator would encrypt the content-
encryption key in a manner that would allow decryption with their own
private key as well as the recipient’s private key. This is onitted
in an attenpt to sinplify the exanple.

C.1. Oiginator CV5 Processing

Alice obtains Bob's M.-KEM 512 public key:
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----- BEG N PUBLI C KEY--- - -

M | DM ALBgl ghkgBZQVEBAEDggVhADmMVgV5Zf RBDVc8pgl Mey TIRhplbzb51 cST2
Ar i 2pmwW HYWEK1 2 XPXYAG: RXpBaf wr Adr DG_voygVPnyl cBaZ8TBf Hnv G+Qs OSb
aTUSt s6ZKouAFt 38Gmysfj +WecvYad1l3GvM | szVkYr Gy3dGhF53nzbW / ngvJdQ
Pyx7fi OADYZFD7GAf KTKvaRl gl oxx4mht 6SRqzhydl 0yDQ xkg+i E8l AKOFr g7gS
Trm2XmLLUADcw3qpoP/ 3OXDEdy 81f SQYnKb1M-VowQO 3aj di poxgXl Y8XSCVcuD8
dTLKKUcpU1Vnt f xBPF6HKkt JGRTbMyI +Yr ddGZPFBVmM+-QFqk KVBgpqYoEZMbBqLt E
wt T6PCwgl GByj VFKGnxMrbj Rl gQ0zDUpFgqast eDj 3/ 2t Tr gWyaf WRr evpsRZM

JqPDdVYZvpl M RamgMeBbNEeDbLI VC+GCna5r BWTXP9Ubj kr p5dBFy D5JPSQpaxU
I f1TVtVQ 4KnrBal t r ZWMeEl ZekNML2Vj t bf wmi 8xI gj J4ANVWHRbOy 6t nVUAAUH
gVeMZnBLgXr RISKUc26LAYYaS1p0UZuLb+UUi aUHI 5L1 h2JscTd2V10zgGocj i cy
r 5f CaA9RZmvKkx QuLvAQxx Pl oM r xs8RVKPuhU bHi xwZhwKUf MDzdyekb7U70R3l|

yOGRNGhZUW 2r XJADzzy Chbl 2r vNaWAr | f r Pj D6/ VAXPKi n3SZ1r OH3o0Xt hQzzRr 4
D3cl hp9mVvl hJeYCxr BCgzct j agDt hoGz Xk KRIMJANQe | uF+Dper Dp KPMFgCQPJp
NWC5szbl r wlSnawaBl EZMCy3qbzBELI | Ub8CEX8Znc SFqFK3Rz8JuDGrgx 1bVMC3
kNI | zZ2u5LZRi onmzbMB2| Ej x6r wAnoLg2Ve6i i / CoBOcl AY/ WiuS2Ac9huqt xp6PT
UZej Q+dLSi csEl 1UCIZCbYWBI YO7OKa6nH7Dei XHt EzbEt 3kU5t Ks| | 2NoPwS/ eg
NnIMXEHFf 6DChsW.gsy @z QLWhKFEZ3I zRLr dAA+N] FN8SPmY8FMHzr 0e3guBw7xZoG
Wht t Y7Js

----- END PUBLI C KEY- - - - -

Bob’s M.- KEM 512 public key has the followi ng key identifier:
599788C37AEDA00EE405D1B2A3366AB17D824A51

Alice generates a shared secret and ci phertext using Bob’s M.-KEM 512
public key:

Shared secret:
7DF12D412AE299A24FDE6D7 C3BBSE3194C80AD3C733DCF2775E09FESBEDBS6D8S

G phertext:
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3EA4O0FC6 CAO90E2C8AF76E2727AB38E0652D9515986FE186827FES4ES596E421B
85FD459CC78997372CI9DE31D191B39C1 D5A3EB6DDB56 AADEDE765CC390FDBBC2
F88CB175681D4201B81CCDFCB24FEF13AF2F5A1ABCF8DBAF384F02A010A6E919
F1987A5E9B1COE2D3FO07F58 A9FA539CE86CC149910A1692C0CA4CEOECEAEEED?2
E6699CB976332452DE4A2EBS5CAG61F7B081330C34798EF712A24E59C33CEALFLF
9E6DAFBF3743A38467430011336F62D870792B866BEFCD1D1B365BED1952673D
3A5B0C20B386B4EFD1CF63FD376BD47 CCCA6 ACADDSEC66B047CACIO5ACFF1CFDO
28A419B002FDA1B617CBA61D2E91CFE8FFFBCBSFFDAD5F6AD8B158C219E36DC5
1405DC0C0B234979AC658E72BDDF1B6773B96B2AE3E4D07BES86048040C016743
6FA839E7529B00CCIABS55A2F25DB63CCIOF557594E691C11E553D4AA3EBC760F5F
19E5FE144838B4C7D1591DA9B5D467494FDOCACS2CC5504060399DBDB72298EB
9A4C017B00786FDC7DOD7 AAS7ADBB8B61C34DE1E288B2AB728171DCE143CD169
53F984C1AED559E56BAA0CEGS8D32CCE42F4407504CD7 AS79ADOEF9B77135EAA
39B6F93A3A2E5997807F06361C83F4E67F8E3FOCF68316011514F5D85A181CEA
D714CD4940E4EBACO1D66528DA32F89CEA0428 ESEBCADCF8AAL88COF62E85B19
57655B7FE2B8D7973B7A7226B66D93BF7B232F3DCF653C84B4AECF1A9920DB194
9AD/750B546A5552A20E54909719B8C0C0 7056 FCB7ES74AD2A32EC95001DDE844
81BE77D039ED5BF74262ECF3981F1B00D3366A9C2E061C4A7E241A061C6249560
D2B8446A480C38C28BA989DOF68ADCABBAF2A20B47EA4923128C72342D597FDA2
59DEOB83C2056D6B77E799B319324AA50B1D659C2A56029B7453C5F3BA5243D9
FA749D917CA0DOD101E453BC8B10E42A7C089323C026F783E100BOFAGE701442
4DA6FA3792BCO57EEB219D016B773F28FEDCCI62A485ABAFFEC023281971E29A
A689839ECFD2619E92287CD230DB26A2507 CC500EB1C7A5293B5FE917AE29BF1
AD350124F8A311635214B411DBI9F67D3B85BD715018537EA45B41F41B4C66051

Al i ce encodes the CVBORI f or KEMX her | nf o:
3010300B0609608648016503040105020110

Alice derives the key-encryption key fromthe shared secret and
CVBORI f or KEMX her | nf o usi ng HKDF wi t h SHA- 256

CF453A3E2BAEOA78701B8206C185A008
Alice randomy generates a 128-bit content-encryption key:
C5153005588269A0A59F3C01943FDD56

Alice uses AES-128-KEYWRAP to encrypt the content-encryption key with
the key-encryption key:

CO50E4392F9C14DD0AC2220203F317D701F94F9DD92778F5

Alice encrypts the padded content using AES-128-GCM with the content-
encryption key and encodes the Aut hEnvel opedData (using
KEMReci pi entI nfo) and Contentlnfo, and then sends the result to Bob

The Base64-encoded result is:
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----- BEG N CM5- - - - -

M | DAgYLKoZl hve NAQKQARegggPRM | Dz Q BADGCA3i kggNOBgsghki GOwWOBCRAN
Az CCA2 MCAQCAFFmMXi IMN6 7 UACBEAXRs gM2ar F9gk pRVAs GCWCGSAFI AWQEAQSCAWA+
pA/ GygkOLI r 3bi cngzj gZS2VFZhv4YaCf +hONNECGAX9RZzHi Zc3LJ3j HRkbOcHY
o+t t 21aq3t 52XMOQ bvC+l yxdWydQuG4HVB8sk/ vE68vWhq8+Ni v OE8 CoBCnB Rnx
mHpemxwOLT8HIYqf pTnChswUmRChaSwivp MOz k 7uQuZpnLl 2MyRS3kout cph97CB
MwwOeY73EqJONMBEh8T nmlPvzdDo4RnQWARMR9i 2HB5K4Zr 780dGzZb 7Rl SZz06
Wwgs4a079HPY/ 03a9R8zEasTdj sZr BHxM az/ HPOC kGhAC/ a&F8untHS6Rz +j /
+8uP/ ULlf at i xX\W Z423FFAXcDAsj SXnmsZY5yvd8bz30bayr j 5NB76GBl BAWBZONv
gDnnUpsAzJql1W 8| 22PVn1V1l CaRwWR5VPUo+vHYPXxnl / hRI OLTHOVkdgbXUZOI P
2cr FLMWQQGASND23I pj r mkwBewB4b9x9nXgl et u4t hwO3h4oi yq3KBcdzh@OW T
+YTBr t VZ5WigDOZY0yz OQv RADQTNel ea00+bdxNeqj m2+To6LI mXgH8GNhy D9QZ/
j ] *¢90MMRUUWOdhaGBzqlx TNSUDKk66WB1mJo2j LAnCoEKQ ryt z4ghi Mh2LoWkl X
ZVt ] 4rj Xl zt 6¢i a2bzZQ eyM/Pc9l Pl SO7PGokg2x! Jr XULVGpVUgl OVJ CXGhj AwH
BW Lf | dKOgMuy VAB3ehEgh530Dnt W dCYuzznB8bANVRapwuBhxHAk GgYc YkI VDS
UERgSAWAWoupi dn2i t xLuvKi COf kkj EoxyNC1Zf 9ol neC4PCBWLr d+eZsxky SqUL
HWAE KI YCnBRTxf O6 Uk PZ+nSdk Xx A2dEB5FCBi x Dk Knwl ky PAJveD4QC5+nbwFEJN
pvo3kryVfughnQ-rdz8o/t zJYqSFq6/ +WwCMoGXHi ngaJg57P0nteki h80j DbJqJQ
f MUA6Xxx6UpOL/ pF64pvxr TUBJPI j EANSFLQR259n07hb1xUBhTf qRbQF Qo TGYFEW
DQYLKoZI hvc NAQKk QAXWCARAWOWYJ Y1 ZI AWUDBAEFBB] AUOQEL5WU3Qr Cl gl DBxf X
Af | PndknePUnOgYJKoZl hvc NAQe BVB4 GCWCGSAFI Aw@BB] ARBAXCpXRouBvwO42n
GBMCARCADZTI aJqZ0s OOGS+nmuggEEFz xe Gx XX 0Ar VPy Twwp KRT M=

————— END CMS- --- -

This result decodes to:

0 994: SEQUENCE {
4 11: OBJECT | DENTIFI ER
: aut hEnvel opedData (1 2 840 113549 1 9 16 1 23)
17 977: [0] {
21 973: SEQUENCE {

25 1 | NTEGER 0
28 888: SET {
32 884: [4] {
36 11 OBJECT IDENTIFIER 1 2 840 113549 1 9 16 13 3’
49 867: SEQUENCE {
53  1: | NTEGER 0
56  20: [0]
: 59 97 88 C3 7A ED 40 OE E4 05 D1 B2 A3 36 6A Bl
: 7D 82 4A 51
78 11 SEQUENCE {
80 O OBJECT IDENTIFIER *2 16 840 1 101 3 4 4 1’
1 }
91 768: OCTET STRI NG

3E A4 OF C6 CA 09 OE 2C 8A F7 6E 27 27 AB 38 EO
65 2D 95 15 98 6F E1 86 82 7F E8 4E 59 6E 42 1B
85 FD 45 9C C7 89 97 37 2C 9D E3 1D 19 1B 39 C1
D5 A3 EB 6D DB 56 AA DE DE 76 5C C3 90 FD BB C2
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F8
AF
F1
86
E6
81
9E
70
3A
CC
28
FF
14
73
6F
9F
19
4F
9A
1C
53
42
39
7F
D7
EA
57
7B
9A
07
81
D3
D2
BA
59
0B
FA
7C
4D
FE
A6
50
AD
: B8
863 13:
865 11:
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8C
2F
98
cC
69
33
6D
79
5B
46
A4
FB
05
B9
A8
55
E5
D9
4C
34
F9
F4
B6
8E
14
04
65
23
D7
05
BE
36
B8
F2
DE
1D
74
08
AG
DC
89
7C
35
58

B1
5A
7A
14
9C
oC
4F
2B
oC
AC
19
CB
DC
6B
39
75
FE
CA
01
DE
84
40
F9
3F
CD
28
5B
2F
50
6F
77
BA
44
A2
0B
65
9D
93
FA
9
83
c5
01
D7

75
1A
S5E
99
B9
34
BF
86
20
4D
BO
8F
0oC
2A
E7
94
14
c5
7B
1E
Cc1
75
3A
9C
49
E8
7F
3D
B5
CB
DO
9C
6A
0B
83
9C
91
23
37
62
9E
00
24
15

SEQUENCE {

68
BC
9B
10
76
79
37
6B
B3
D8
02
FD
0B
E3
52
E6
48
2C
00
28
AE
04
3A
F6
40
EB
E2
CF
46
7E
39
2E
48
47
c2
2A
7C
Cco
92
A4
CF
EB
F8
01

M.-KEM i n the CMS

1D
F8
1C
Al
33
8E
43
EF
86
EC
FD
4D
23
E4
9B
91
38
c5
78
8B
D5
cb
2E
83
E4
CA
B8
65
A5
57
ED
06
oC
E4
05
56
40
26
BC
85
D2
1C
A3
85

42
D3
OE
69
24
F7
A3
cb
B4
66
Al
5F
49
Do
00
C1
B4
50
6F
2A
59
TA
59
16
EB
DC
D7
3C
55
4A
5B
1C
38
92
6D
02
D9
F7
95
AB
61
7A
11
37

OBJECT | DENTI FI ER
hkdf Wt hSha256 (1 2

}

01
AF
2D
2C
52
12
84
1D
EF
BO
B6
6A
79
7B
cC
1E
74
40
DC
B7
E5
57
97
01
AC
F8
97
84
2A
D2
F7
47
c2
31
6B
9B
D1
83
7E
AF
9E
52
63
EA

B8
38
3F
oC
DE
A2
67
1B
D1
47
17
D8
AC
E8
9A
55
D1
60
7D
28
6B
9A
80
15
01
AA
3B
B4
20
A3
42
E2
8B
28
77
74
01
El
E8
FE
92
93
52
45

1C
4F
07
A4
4A
4E
43
36
CF
A
CB
B1
65
60
B5
3D
59
39
9D
17
AA
Do
7F
14
D6
18
TA
EC
E5
2E
62
41
A9
074
E7
53
E4
00
21
Co
28
B5
14
B4

CD
02
F5
CE
2E
59
00
5B
63
9
AG
58
8E
48
5A
4A
1D
9D
7A
1D
oC
EF
06
F5
65
8C
72
F1
49
co
EC
A0
89
23
99
c5
53
B9
9D
23
7C
FE
B4
1F

FC
A0
8A
OE
B5
a3
11
ED
FD
S5A
1D
c2
72
04
2F
3E
A9
BD
A5
CE
E6
9B
36
D8
28
9F
26
A9
09
50
F3
61
D9
42
B3
F3
BC
FA
01
28
D2
91
11
41

B2
10
9F
CE
CA
3C
33
19
37
CF
2E
19
BD
oC
25
BC
B5
B7
7A
14
58
77
1C
5A
DA
62
B6
92
71
01
98
Co6
F6
D5
19
BA
8B
6E
6B
19
30
7A
DB
B4

840 113549 1 9

Expires 2 January 2026

4F
A6
A5
4E
61
EA
6F
52
6B
F1
91
E3
DF
01
DB
76
D4
22
DB
3C
D3
13
83
18
32
E8
6D
oD
9B
DD
1F
24
8A
97
32
52
10
70
77
71
DB
E2
9F
Co6

EF
E9
39
EE
F7
1F
62
67
D4
CF
CF
6D
1B
67
63
OF
67
98
B8
D1
2C
5E
F4
1C
F8
58
93
B1
8C
E8
1B
95
DC
FD
4A
43
E4
14
3F
E2
26
9B
67
60

13
19
CE
D2
BO
1F
D8
3D
7C
Do
E8
c5
67
43
cC
SF
49
EB
B6
69
CE
AA
E6
EA
9C
19
BF
94
ocC
44
00
60
4B
A2
A5
D9
2A
42
28
9A
A2
F1
D3
51

16 3 28)
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I nt

878
881
883

894

920
922
933
935

946
948
962
965

980

C 2.
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1: | NTEGER 16
11: SEQUENCE {

o: OBJECT | DENTI FI ER
: aes128-wap (2 16 840 1 101 3 4 1 5)

: }
24: OCTET STRI NG
: CO 50 E4 39 2F 9C 14 DD OA C2 22 02 03 F3 17 D7
01 F9 4F 9D D9 27 78 F5

}
}
: }
58: SEQUENCE {
o: OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
30: SEQUENCE {
o: OBJECT | DENTI FI ER
: aes128-GCM (2 16 840 1 101 3 4 1 6)
17: SEQUENCE {
12: OCTET STRING 5C A5 74 68 B8 1B FO 3B 8D A7 18 6C
1: | NTEGER 16
. } }
13: [0] 94 C8 68 9A 99 D2 C3 8E 19 2F A6 BA 08
: }
16: OCTET STRING 5C F1 78 6C 57 C7 40 2B 54 FC 93 C3 OA 4A 45 33
' }
}

}

Reci pi ent CMS Processi ng
Bob’s M.- KEM 512 private key:

----- BEG N PRI VATE KEY-----
MFQCAQAWCWYJ YI ZI AWUDBABBEKAQAABAG VEBQYHCAK KOMMNDg 8 QERI TFBUWFXgZ
GhscHRAf | CEi | yQ Ji coKSor LCOuLzAxM MONTY3CODk60zwWOPj 8=

Bob decapsul ates the ciphertext in the KEMReci pientinfo to get the
M.- KEM 512 shared secret, encodes the CVMSORIf or KEMX herl nfo, derives
the key-encryption key fromthe shared secret and the DER-encoded
CVBORI f or KEMOt her I nfo using HKDF wi th SHA- 256, uses AES- 128- KEYWRAP
to decrypt the content-encryption key with the key-encryption key,
and decrypts the encrypted contents with the content-encryption key,
reveal ing the plaintext content:

Hel |l o, worl d!
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