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Abstract

Conposite M.- DSA defines conbi nati ons of M.-DSA with RSA, ECDSA, and
EdDSA. This docunent specifies the conventions for using Conposite
M.- DSA al gorithns within the Cryptographi c Message Syntax (CWMVS).

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://| anps-
wg. gi t hub. i o/ cns-conposite-sigs/draft-ietf-1anps-cns-conposite-
sigs.htm. Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-|anps-cns-conposite-
sigs/.

Di scussion of this docunent takes place on the LAMPS Wrking G oup
mailing list (mailto:spams@etf.org), which is archived at
https://datatracker.ietf.org/wy/l anps/about/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/spans/.

Source for this draft and an issue tracker can be found at
https://github. com | anps-wg/ cns- conposi t e-si gs.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

[I-D.ietf-|anps-pg-conposite-sigs] defines a collection of signature
algorithms, referred to as Conposite M.- DSA, which conbi ne M.- DSA

[ FIPS204] with traditional algorithnms RSASSA- PKCS1-v1.5, RSASSA- PSS,
ECDSA, Ed25519, and Ed448. This docunent acts as a companion to
[1-D.ietf-1anmps-pg-conposite-sigs] by providing conventions for using
Conposite M.-DSA algorithns within the Cryptographi c Message Syntax
(CvB) [ RFC5652].

1.1. ASN 1

CMS val ues are generated using ASN. 1 [ X680], using the Basic Encoding
Rul es (BER) and the Distingui shed Encodi ng Rul es (DER) [ X690].

1.2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here. These words may al so appear in this
docunent in | ower case as plain English words, absent their normative
meani ngs.

Thi s docunent is consistent with the term nol ogy defined in
[ RFC9794] .

2. Composite M.-DSA Algorithmldentifiers

The sane Algorithm dentifier is used to identify a Conposite M.-DSA
public key and signature algorithm The object identifiers for
Conposite M.-DSA algorithns are defined in
[I-D.ietf-lanps-pg-conposite-sigs], and are reproduced here for
conveni ence. The paraneters field of the Algorithmdentifier for the
Conposite M.-DSA public key and signature algorithm MJST be absent.

i d- MLDSA44- RSA2048- PSS- SHA256 OBJECT | DENTI FIER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechani sns(5)
pkix(7) alg(6) 37}

i d- MLDSA44- RSA2048- PKCS15- SHA256 OBJECT | DENTI FI ER :: = {
iso(l) org(3) dod(6) internet(l) security(5) mechanisns(5)
pki x(7) alg(6) 38}

i d- MLDSA44- Ed25519- SHA512 OBJECT | DENTI FIER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechani sns(5)
pkix(7) alg(6) 39 }

i d- MLDSA44- ECDSA- P256- SHA256 OBJECT | DENTI FI ER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechanisns(5)
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pki x(7) alg(6) 40 }

i d- MLDSA65- RSA3072- PSS- SHA512 OBJECT | DENTIFIER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechani sns(5)
pkix(7) alg(6) 41}

i d- MLDSAG65- RSA3072- PKCS15- SHA512 OBJECT | DENTI FI ER :: = {
iso(l) org(3) dod(6) internet(l) security(5) mechanisns(5)
pkix(7) alg(6) 42}

i d- MLDSA65- RSA4096- PSS- SHA512 OBJECT | DENTI FIER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechani sns(5)
pkix(7) alg(6) 43}

i d- MLDSA65- RSA4096- PKCS15- SHA512 OBJECT | DENTI FI ER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechanisns(5)
pkix(7) alg(6) 44}

i d- MLDSA65- ECDSA- P256- SHA512 OBJECT | DENTI FIER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechani sns(5)
pki x(7) alg(6) 45}

i d- M_DSA65- ECDSA- P384- SHA512 OBJECT | DENTIFIER :: = {
iso(l) org(3) dod(6) internet(l) security(5) mechanisns(5)
pki x(7) alg(6) 46 }

i d- MLDSA65- ECDSA- br ai npool P256r 1- SHA512 OBJECT | DENTI FI ER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechani sns(5)
pkix(7) alg(6) 47 }

i d- MLDSA65- Ed25519- SHA512 OBJECT | DENTI FIER :: = {
iso(l) org(3) dod(6) internet(l) security(5) mechanisns(5)
pki x(7) alg(6) 48 }

i d- MLDSA87- ECDSA- P384- SHA512 OBJECT | DENTIFIER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechani sns(5)
pkix(7) alg(6) 49 }

i d- MLDSA87- ECDSA- br ai npool P384r 1- SHA512 OBJECT | DENTIFIER :: = {
iso(l) org(3) dod(6) internet(l) security(5) mechanisns(5)
pki x(7) alg(6) 50 }

i d- MLDSA87- Ed448- SHAKE256 OBJECT | DENTI FI ER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechani sns(5)
pkix(7) alg(6) 51}

i d- MLDSA87- RSA3072- PSS- SHA512 OBJECT | DENTIFIER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechanisns(5)
pki x(7) alg(6) 52}

i d- MLDSA87- RSA4096- PSS- SHA512 OBJECT | DENTI FIER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechani sns(5)
pkix(7) alg(6) 53 }

i d- MLDSA87- ECDSA- P521- SHA512 OBJECT | DENTIFIER :: = {
iso(l) org(3) dod(6) internet(l) security(5) mechanisns(5)
pki x(7) alg(6) 54}

3. Signed-Data Conventions

Qunsworth, et al. Expires 9 August 2026 [ Page 4]



I nternet-Draft Conposite M.- DSA CVB February 2026

3.1. Pre-Hashing

[ RFC5652] specifies that digital signhatures for CM5 are produced
usi ng a digest of the nessage to be signed and the signer’'s private
key. At the tine RFC 5652 was published, all signature algorithns
supported in the CM5 required a nessage digest to be cal cul ated
externally to that algorithm which would then be supplied to the
al gorithminpl ementati on when cal cul ati ng and verifying signatures.
Si nce then, EJDSA [ RFC8032] and M.- DSA [ FI PS204] have al so been
standardi zed, and these algorithns support both a "pure" and "pre-
hash" node, although their use in CM5 has only been defined for
"pure" node

Conposite M.-DSA operates only in a "pre-hash" node. However, unlike
RSA and ECDSA each Conposite M.-DSA algorithmis defined to be used
with a single digest algorithmwhich is identified in the Conposite
M.- DSA al gorithm name. For exanple, id-M.DSA87-ECDSA-P521-SHA512
uses SHA-512 as its pre-hash digest algorithm

When Conposite M.-DSA is used in CM5, the digest algorithmused by
CM5 SHALL be the sane pre-hash digest algorithmused by the Conposite
M.- DSA algorithm A Conposite M.-DSA al gorithm m ght use additional
digest algorithnms for the internal conponent algorithns, e.g., in the
case of id-M.DSA87- ECDSA- P384- SHA512 the traditional conponent uses
SHA- 384. These internal digest algorithns are irrelevant to
Conposite M.-DSA's use in CM5

3.2. SignedData digestAl gorithns

The SignedData digestAlgorithnms field includes the identifiers of the
message di gest algorithns used by one or nore signer. Wen signing
with a Conmposite M.-DSA algorithm this list of identifiers SHOULD
i nclude the correspondi ng digest algorithmfrom Table 1.

3.3. Signature Ceneration and Verification

[ RFC5652] describes the two nethods that are used to cal cul ate and
verify signatures in the CM5. One nethod is used when signed
attributes are present in the signedAttrs field of the rel evant

Si gnerinfo, and another is used when signed attributes are absent.
Use of signed attributes is preferred, but the conventions for
signed-data without signed attributes is also described bel ow for
conpl et eness.
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When signed attributes are absent, Conposite M.-DSA sighatures are
comput ed over the content of the signed-data. As described in
Section 5.4 of [RFC5652], the "content” of a signed-data is the val ue
of the encapContentlinfo eContent OCTET STRING The tag and |l ength
octets are not included.

When signed attributes are included, Conposite M.-DSA signatures are
comput ed over the conpl ete DER encodi ng of the SignedAttrs val ue
contained in the Signerinfo’'s signedAttrs field. As described in
Section 5.4 of [RFC5652], this encoding includes the tag and |l ength
octets, but an EXPLICIT SET OF tag is used rather than the IMPLICIT
[0] tag that appears in the final nessage. At a mninmm the
signedAttrs field MJUST include a content-type attribute and a
message-di gest attribute. The nmessage-digest attribute contains a
hash of the content of the signed-data, where the content is as
described for the absent signed attributes case above. Recal cul ation
of the hash value by the recipient is an inportant step in signature
verification.

Conposite M.-DSA has a context string input that can be used to
ensure that different signatures are generated for different
application contexts. Wen using Conposite M.-DSA as specified in
this docunment, the context string is set to the enpty string

3.4. Signerlnfo Content

When using Conposite M.-DSA, the fields of a Signerlnfo are used as
fol | ows:

digest Algorithm Per Section 5.3 of [RFC5652], the digestAlgorithm
field identifies the nessage digest algorithmused by the signer
and any associ ated paranmeters. This MJST be the sanme di gest
al gorithm used by the Conposite M.-DSA al gorithm Per [RFC3933],
if the signedAttrs field is present in the Signerlnfo, then the
sanme digest algorithm MUST be used to conpute both the digest of
the SignedbData encapContentlnfo eContent, which is carried in the
message-di gest attribute, and the digest of the DER-encoded
signedAttrs, which is passed to the signature algorithm See
Table 1 for exact al gorithm mappings.

[ RFC5754] defines the use of SHA-256 [FIPS180] (i d-sha256) and
SHA- 512 [FI PS180] (id-sha512) in CMS. [RFC8702] defines the use
of SHAKE256 [ FI PS202] in CMS (id-shake256). \When id-sha256 or id-
sha512 is used, the paraneters field MIST be omtted. \When id-
shake256 is used the paraneters field MJST be omtted and the

di gest | ength MUST be 64 bytes.
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| Sgnature Algorithm | Digest Algorithm |
| | 0- VLDSA44- RSA2048. PSS SHA256 | id-shazss )
| d- M.DSA44- RSA2045- PKCSLS- SHA256 R ]
| id-MDsas Edossle-sHas1z idoshasiz )
| i d- M.DSA44- ECDSA P256- SHA2S6 id-shazse )
| 0 MDSAGS- RSAS072- PSS SHAS12 idshasiz )
|1 d- M.DSAGS- RSAG072- PKCSLS- SHAS12 idoshasiz )
| i d- M.DSAGS- RSAG09G- PSS. SHAS12 idoshasiz )
| d- M.DSAG5- RSAM096- PKCSLS- SHAs12 id-shasiz ]
| i d- M.DSAGS- ECDSA P256- SHAs12 idoshasiz )
| i d-M.DSAGS. ECDSA P3B4- SHAS12 idoshasiz )
|1 d- M.DSAB5- ECDSA- br ai npool P256r 1-SHAS12 | 1 d-shasl2 )
| id-MDsGs- Ed2ssie-sHas1z idoshasiz )
| i d-M.DSAB7- ECDSA PaBA- SHAS12 idoshasiz )
|1 d- M.DSAB7- ECDSA- br ai npool P384r 1-SHAS12 | 1 d-shasl2 )
| i d-M.DSAB7- Edads- SHaKEZSS | id-shakez2ss )
| d-M.DSAB7- RSAG072-PSS. SHAS12 idoshasiz )
|0 MDSAST- RSAG096- PSS SHAS12 idshasiz )
| i d-MDSAB7- ECDSA PS2L-SHAs12 idoshasiz )
e T +

Table 1. Digest Algorithns for Conposite M.-DSA
signatureAl gorithm The signatureAl gorithmfield MIST contain one of
the Conposite M.-DSA signhature algorithm O Ds, and the parameters
field MUST be absent. The algorithm O D MJST be one of the A Ds
described in Section 2.

signature: The signature field contains the signature val ue
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4.

resulting fromthe use of the Conposite M.-DSA signature algorithm
identified by the signatureAlgorithmfield. The Conposite M.-DSA
si gnat ure-generation operation is specified in Section 4.2 of
[I-D.ietf-lanps-pg-conposite-sigs], and the signature-verification
operation is specified in Section 4.3 of
[1-D.ietf-1anps-pg-conposite-sigs]. Note that Section 5.6 of

[ RFC5652] pl aces further requirenents on the successful
verification of a signature.

ASN. 1 Modul e

<CCDE BEG NS>
Conposi t e- MLDSA- CM5- 2026
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- conposite-m dsa-cns-2026( TBDMOD) }

DEFI NI TIONS | MPLICI T TAGS ::= BEG N
EXPORTS ALL,;

| MPORTS
S| GNATURE- ALGORI THM  SM ME- CAPS
FROM Al gorithm nformati on-2009 -- [RFC5911]
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nformation-02(58) }

sa- MLDSA44- RSA2048- PSS- SHA256, sa- MLDSA44- RSA2048- PKCS15- SHA256,
sa- MLDSA44- Ed25519- SHA512, sa- MLDSA44- ECDSA- P256- SHA256,
sa- MLDSA65- RSA3072- PSS- SHA512, sa- MLDSA65- RSA3072- PKCS15- SHA512,
sa- MLDSA65- RSA4096- PSS- SHA512, sa- MLDSA65- RSA4096- PKCS15- SHA512,
sa- MLDSA65- ECDSA- P256- SHA512, sa- MLDSA65- ECDSA- P384- SHA512,
sa- MLDSA65- ECDSA- br ai npool P256r 1- SHA512, sa- MLDSA65- Ed25519- SHA512,
sa- MLDSA87- ECDSA- P384- SHA512,
sa- MLDSA87- ECDSA- br ai npool P384r 1- SHA512, sa- MLDSA87- Ed448- SHAKE256,
sa- MLDSA87- RSA3072- PSS- SHA512, sa- M_LDSA87- RSA4096- PSS- SHA512,
sa- MLDSA87- ECDSA- P521- SHA512
FROM Conposi t e- MLDSA- 2025
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- conposi te-nm dsa- 2025( TBDConposi t eMOD) }

-- Expand the signature algorithmset used by CM5 [ RFC5911]
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Si gnat ur eAl gorit hnSet SI GNATURE- ALGORI THM : : = {
sa- MLDSA44- RSA2048- PSS- SHA256 |
sa- MLDSA44- RSA2048- PKCS15- SHA256 |
sa- MLDSA44- Ed25519- SHA512 |
sa- MLDSA44- ECDSA- P256- SHA256 |
sa- MLDSA65- RSA3072- PSS- SHA512 |
sa- MLDSA65- RSA3072- PKCS15- SHA512 |
sa- MLDSA65- RSA4096- PSS- SHA512 |
sa- MLDSA65- RSA4096- PKCS15- SHA512 |
sa- MLDSA65- ECDSA- P256- SHA512 |
sa- MLDSA65- ECDSA- P384- SHA512 |
sa- MLDSA65- ECDSA- br ai npool P256r 1- SHA512 |
sa- MLDSA65- Ed25519- SHA512 |
sa- MLDSA87- ECDSA- P384- SHA512 |
sa- MLDSA87- ECDSA- br ai npool P384r 1- SHA512 |
sa- MLDSA87- Ed448- SHAKE256 |
sa- MLDSA87- RSA3072- PSS- SHA512 |
sa- MLDSA87- RSA4096- PSS- SHA512 |
sa- MLDSA87- ECDSA- P521- SHA512,

}

-- Expand the S/IM ME capabilities set used by CM5 [ RFC5911]

SM nmeCaps SM ME- CAPS :: = {
sa- MLDSA44- RSA2048- PSS- SHA256. & m nmeCaps |
sa- MLDSA44- RSA2048- PKCS15- SHA256. & m neCaps |
sa- MLDSA44- Ed25519- SHA512. &smi neCaps |
sa- MLDSA44- ECDSA- P256- SHA256. &smi neCaps |
sa- MLDSA65- RSA3072- PSS- SHA512. &smni meCaps |
sa- MLDSA65- RSA3072- PKCS15- SHA512. & m neCaps |
sa- MLDSA65- RSA4096- PSS- SHA512. &smi neCaps |
sa- MLDSA65- RSA4096- PKCS15- SHA512. &sm neCaps |
sa- MLDSA65- ECDSA- P256- SHA512. &smi meCaps |
sa- MLDSA65- ECDSA- P384- SHA512. &smi meCaps |
sa- MLDSA65- ECDSA- br ai npool P256r 1- SHA512. &smi meCaps |
sa- MLDSA65- Ed25519- SHA512. & m neCaps |
sa- MLDSA87- ECDSA- P384- SHA512. & m neCaps |
sa- MLDSA87- ECDSA- br ai npool P384r 1- SHA512. & m nmeCaps |
sa- MLDSA87- Ed448- SHAKE256. &sm neCaps |
sa- MLDSA87- RSA3072- PSS- SHA512. &sni neCaps |
sa- MLDSA87- RSA4096- PSS- SHA512. &sni neCaps |
sa- MLDSA87- ECDSA- P521- SHA512. & m neCaps,

}

END
<CODE ENDS>
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5

7

7

| ANA Consi der ati ons

I ANA is requested to allocate a value fromthe "SM Security for PKIX
Modul e Identifier" registry for the included ASN. 1 nodul e

* Decimal: | ANA Assigned - *Repl ace TBDConposit e MOD*

* Description: Conposite-Signatures-CMs-2026 - id-npd-conposite-
m dsa- cns- 2026

* References: This Document
Security Considerations

Al'l security considerations from[I-D.ietf-I|anps-pqg-conposite-sigs]
apply.

Security of the Conposite M.-DSA private key is critical. Conprom se
of the private key will enable an adversary to forge arbitrary
si gnat ur es.

Conposite M.- DSA depends on hi gh-quality random nunbers that are
suitable for use in cryptography. The use of inadequate pseudo-
random nunber generators (PRNGs) to generate such val ues can
significantly underm ne the security properties offered by a
cryptographic algorithm For instance, an attacker may find it nuch
easier to reproduce the PRNG environment that produced any private
keys, searching the resulting small set of possibilities, rather than
brute-force searching the whol e key space. The generation of random
numbers of a sufficient level of quality for use in cryptography is
difficult; see Section 3.6.1 of [FIPS204] for sone additiona

i nformati on.

To avoid algorithm substitution attacks, the CMSAl gorithnProtection
attribute defined in [RFC6211] SHOULD be included in signed
attributes
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Appendi x A,  Exanpl es

Thi s appendi x contai ns an exanpl e signed-data encoding with the id-
M_LDSAG65- ECDSA- P256- SHA512 signature al gorithm

It can be verified using the example public keys and certificates
specified in Appendix E of [I-D.ietf-|anps-pg-conposite-sigs].
Specifically, the foll owi ng exanpl e:
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* tcld: id-MDSA65- ECDSA- P256- SHA512

* x5c: Base64 of the DER encoding of the certificate. Wap this in
PEM headers and footers to get a PEMcertificate.

To keep exanpl e size down, the signing certificate is not included in
the CMB encodi ng. The exanple certificate from
[I-D.ietf-1lanmps-pg-conposite-sigs] used to sign the CM5 content is
sel f - si gned.

The following is an exanple of a signed-data with a single id-
M_DSA65- ECDSA- P256- SHA512 signer, with signed attributes included:

----- BEG N CM5-- - - -

M | OxQYJKoZl hveNAQcCol | Ot j CCDr | CAQEXDTALBgI ghkgBZQVEAgMWgYJ KoZI

hvcNAQc BoEKER2| KLULMRFNBN) Ut RUNEUOEt UDI 1Ni 1TSEELIMTI gc2l nbnVk LWRh
dGEgZXhhbXBsZSB3aXRol HNpZ25! ZCBhdHRy aW 1d GvVz Myl ORDCCDKk ACACQEWX] BG
MQOWOWY DVQQKDARI RVRGMUAWDAYDVQQL DAVMQUL QUz El MCMGAL UEAWAMC aWQX TUX E
UOE2NS1FQORTQS1QV U2LVNI QTUx Mgl UWDMDLOONp7/ ChO9nf DI x AmBwH3 AwCwYJ
Yl ZI AWJDBAI Dol GIMBgGCSqGS| h3DQEJAzEL Bgkghki GOWOBBWEWHAYJKoZI hvcN
AQKFMBXDTI 2MVDEy MTT wivz ky MFowTwYJKoZI hve NAGKEMUI EQ j YcOf 2i K/'i /130
830UERXhQHSSXul hH8t 6] i LSU MK6EbWsxNFsnRLbVI 9PYdOvhVLgKaooVBr bV x
i ZPl X00wCg Yl KwyYBBQUHBI OEgQQOOEK Qc FLL9GAhS5+6z NBEQDr 4xPJj TZj Egwgf OE
5kXi NLt zPJOGVer L/ cUJz8LMhEEMLHM LDW 3J OnSH5s5W FRNST 9j hbDewz HFDd
dZGBmAFBi bQohf ec+yU4ESCt DWBKR1y LOs4Fj AQ2PuXVgRoxBy2z7f xCGr ks Y6C7
Zpesxy65vagnk TKnt 2FF8DO7Y+Vsy SeACY+3ZzTDZ1j El ApTzqqTi Ky5m_pHeJ002
b4t dTt VdXa7JZT2bKl Qam SWOVNPEPT Vi ChCBkl aHOK8o0+f Gst 6Xg+vd41V+Xr Lp
r Pwned8k9ck8zJZq3Yf VXzYxTwbpBj M MyaMchOf s+unxell t gFZ3f J5pl 7Shi w+
j 2ec7Wrwlf ns Xz FOI t k2wDwx 1 ZF8g0gAi H3SOx7Gs2hf nb0OV9zhbj Pt 2NH TMrr

QI TwdPhxDQW 8uBcasPxO DHnj r | cveghpXWjt STIAVIMAWCTKS55PXBshE2j Ft bcC
xwXenC2pds4eH8J+zNwlUelL9VTZg+l 8VkXHvai 7aFM aV\BSZKOf ceBM r | wAOP1gL
pBaur Cr 8nRxcj V7 OKVDoRT+nEFPA] gk6Egyz+N1Pn8rj sY89aVi zA7yl ZnPUBgbG
BkBCVoJbgqWraHFY1wS+gFB9dI dOXK6r vgx 1POByaAn8Yy1Sg3Whgi e5m23hqysB+
j +G VFWTBVc4DZTBPaH 7sPLEgCIGVX4saGhW Y7uUbK6VXTZxW BmXUS3nka7 OV
ZERgal Xl | BNYDEPAEC! j 61 4/ WKhZCc ALH nxEwvr +/ 4Xy TWIOV9j FZL5W gb7sEw
ugl7x7xFVd5YZHv Q@ VKi zGgAKj QG 70M dF17vbnr TgowCOUpSnl G Jr We5qst 3r 8
Mhj r OnFwv 1Yv9SO06Ec CY62BksOeEl f wwZAv8Je2l Vit Ti dPft 7At dCglo5Fj z4Ts
n4FbJ/ quccY5e0g3FH SRMXepW2nSov1y QUAOM+KNI Of I | JLQDMy2yY3g7j 5QReN
Slue6/ A2i OwsFLaRLOWLY FOI ZVf 1VdLx| 2UaxWQQOREHh9EXI 4nmgVKX76vyr vt 1
t WO6Y Yl sNPeQb+f 4Q F2KSYo7/ Gysb6f j QuLf T1ls2nmysef NNVSLXsf GvbZGoSh1l

2vei sLEGGQ@22b111 Czr zkzbCi MLSLFCA1/ 4Dr 8dOR/ ¢ SCEBAKOGOML6I Hbkt 16
J169myt 5nBl j y3s5RYEJqAFym mAéer SsgwS/ N8ivheni? LQoM O0CZLHI Xx1H91dO
dVWOZgLUf kuzN1RI nouGNKPG7sWB4e SWjr we 1JD4AKSs 31 ZQtpUgF2DDI 04Lc4ZN+
gj Mol Tsuax5G3ywhf TvZVaKJIL79u7f/ 2W 9hZRNgc8Nbsxkl pZ4HDr kcl SJ6j /f 4
C8f bhL5nmeVLHZ4dI 2ZoVxcvQGANFA2NQMM ¢ 3dl aBEwRVDr 4Mz 8v TeBENt 0Pzd5aW6
sLUUGBKW 950NJFj 0maOb0RMPCRe8gnS/ A2gR3t Vp0+BVuJeDODV8qG: aZScr t Xr

eVRnvbeSf E5l xmOxj i 1UZ6r KxxQuz Xj MBbY42f NgOkt ERXPCPewG+HnBYf oOL+MLv
dmeRo4YKf ye6HqeVBoVB7ul zBATI GgFSM +aLEYU9+l vXxbn9XxkKqj / Nxkuo4qi
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qqmOA5Fpwhb860nT JQOXxpR1d0030eGysaj Ol i 7u5VT5ni 2gJCvbl gL26QT8Kf bL
pvEYZbq7RbsB/ cbd9l dk AWWuTNkRWryxeLr 8SW107 Uk 30k Ak JKTFn4z XUwlr gHLO
| HOxkf sWI'vZBGgTNOVkc5hLeznt i cj d4Agn60dMgy bWAZONO 50xgwTbt ZI h5dV9
Xr 6+CVZmYhAcBlsr | S+4HF37KHTOO+c 7bUDXvz GPNyt 2DOz 1Ucnr JBcl hDULi LvL
Yu8FMAAKI ncqMRc Q2 C3KgpqpRVKQ OnwSuPqPHf i FAI uB2gdUDnlob/ +XqZ4UANR
nZHMXf n+n2bH+eT8ECEZ1Xj eLyFey JHRDROaZy EOdKJyVA9a569 YWHQYTpKVMEPP
9Rt ol kNBI MZYpQwwhl glRcr y4v6VanXKaaghOc3Q48nNdZIl y UFTi FAhGPReABe
uwWWTUhFFNmOhqzcy7AKohg6ZPhYLdxr kf R3Q0bj MZvs6r gal7VWyzxQ OHDgZCJO
9H X1BsOBnYI pj cnoUBW.PPKgOE/ Nf vt i px8pC2V5I g5v6ui 7j HZ6GLTobl 1x7ar

O nmb+nROgS5R7gW 1UH4es EaVGDxKkLOKkTV1kxwg3BzRnl 2LUr ul od1sLVuly/ mvP
+g/ uBg+G3l TW 486r TVCvgW +P7i ZXgs ESobx 7k MNI vCTeDaUPdAf 4w0UHAa0t BH
eEkHOPi z08/ i aWHDOuZ6t kQLOpY3GxmAtvqol 541 X3EXI5pdQA7 DUz +2+KwgvzcN
WU799hQG Hnx OXW 1+BVWNVWAMAT/ L2YO7+CW KaKvH6Tq434aWeDOVhf uYCVi oWF
X2y S9ans CuCcaw nxShMTdTEFt 65celL022g57Tt ugbQCS5gECZKgA2vcyEKs+gd
Dx 1HGS/ 903 Xf 9VpYvEaNVBNZi b044A3gXRZbg3ndN2cZy Uo3FF/ Xwsf PXr ar BZug
xw7vnbdmdKkLb9l g5nTOZXZQV9cK5e6i Uf bWR3s6+LvCGPqShi A1DQLMBAOt dybCD
yOBvuvTRsBJqUe13D9ypFnp3r ut 1LWIf 8ZSxXVOWQWG yT1S/ / As HW GNGFQBWD
Uo7f 1 37Qc9CDH HK12nmdBRv/ QQW3i MADS5hxHe 74bA KmuNms PPt cs/ | t f nkovsuj

cPgwHsah8KgdSQv2sonK9t x/ Ba5i COnLt nBDV3BPpUx55sv231 vVOBT+5PH +XAK
TYedCVBsEf sQK4R MouRx3kFHOOFKGUN/ vAZEqQxmTGr 6al WrAt oyLJ7ZDEXr TZK+
ELduqCvwi HZ5Hoh6Hz WPz Dma+JMK5X/ BBVpKoBuOTvQ 8x59En1+NYf HFFcl 1M

j kQDHG B56LBMXt wyJDn6i G52skJ Tz dNs Fh3V4CgJ SC8HXr mef Pws 1UG OuXVNBC
EMUNSZTGBI AOUw8t LBV®r Bbkl bBE3g+nU6f KASE4Yq2t +9eUsr LnMI51xf uXXVxD
KPBU2MDXPYJKVFWUI ga5KX4cJi MNnf upl VHZALJIXr z5t XNFniJhQcbt M 9sVBAPE+
vKwWANToBD3J Yl 68 CURKGO8nkxJLTO8Psmj z9gqYW SIx| UyLsaCbr Yz8vW vSFBn
cOM2hOYpwr mvwNr K+Jehl cf | ROBEPcUJ Yl 7NRHE 8s0SV4J6Lhr AWNK] QIKu7D12P
4KASt | ul BHsy DbV Wrbl YbYnGOSW h7zxMhdNDUOt vI s1whpZg3f od6mi6cr NcP
tKU m Sf/ Ma f sst wW7Li Mwker ASHIhTLA9t Zp+WmJILSRhTOKXFI QwnZFl N3R
UVUI ysYdH8qi / G NdvDhOxp7Kanf 1bl quMIrPbg5sdJNKCVUj YLZ21aP3D2vHDDW)
Cr N3KcFgd+uQUaEvWIr 0VgJaK8VNFt H+5j ZOdPyQ JGy2Gp4t 53Ft ELeaQt NZnmbC
mLO07uESI O78A0DXdVN+G3g56QnaYvhAkQ UXngTxI | yRpRr Zycxg3yqYwKRr MK\
EoqWingh8zs! nNTGYs Ado+Dol 7pY9Snk2nMPRZHTDCrroNCdezr z FNSKORy dBwvK
ozvf SkBEKW UgahNU3Bht pkBX72YYc HWWVENI 771 YWRDj L99¢c9r MPLRuynYGF5
KD2j M 9NLkel el J8g93JTRY1AdKs1vi Ov@Bj /| Lj uen8B420Pb0uelJSi Qr +dego
C+j NMdgMdauCAWzwx xbnTvi SUDPPxKGSI EFr Lr QqVf xqUr XI / KYB1KgLIl 8Se4p50
Ho/ 58ZYcr 3kKuAJ8QVJAX0cQCyqi 09j yJUzZDh9Cc85G\p61B8UghTgf gOReuFAd8
dvXz20ZLf TxXghl j Kr v/ bWRSj VF2X7hLi hG aNQJAgx+pFXaehh5] TdFckUVDz LU
138kt L6m6VhcdRh9enogCOLkvr 4DMAo/ 1j 48f | gPI urt YX+kKuxWRLO88y 7wsU4np
aw k+6c8Uy7q4Ndr huwMELf BeRy 1Lxs AaMVK2MBONTI ri CgbnJf ENAWLOI r +i qB
wb5hzXLgXJl xz1Whf s5ZRIL3ChQLh9sI ei hf Ff NWhoLl FOg2pMhEMyLV+M:cbXx7xQ
ZFC g nWQEKedzt 9] M-V+Ngl 1nQCdZf nf gmnR2AvnCW.yeql DAHT1wWWOmy W LKFSt o
Snj V2pEFXxt Y& t q12sD68wW2VzBzn1Sy GSwTvaOhFnl1Knt RoVGXj Ai 17V9i 3l r gCU
wr bi H8Q LdbX5wAab36i usocbo6We3zQ@QydOuwGFi hl TTk8VX3d7/ QAAAAAAAAA
AAAAAAAAAAAAAAAABQNT GBOK MEUCI QCut i FHcVBUVepcgbpk St Ow7ngMadeqAx4P
pVWOMIOAdK Al gXp&PLXn/ nqA6YMPVNNI i 7zQDA3ucqzgF7pkj M\+Cr Y=

————— END CVG- - - - -
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SEQUENCE {
# si gnedDat a
OBJECT_I DENTI FI ER { 1.2.840.113549.1.7.2 }
[0] {
SEQUENCE {
I NTEGER { 1 }
SET {
SEQUENCE {
# shab512
OBJECT_| DENTI FI ER { 2.16.840.1.101.3.4.2.3 }
}

}
SEQUENCE {
# data
OBJECT_I DENTI FIER { 1.2.840.113549.1.7.1 }
[0] {
OCTET_STRI NG { "i d- MLDSA65- ECDSA- P256- SHA512 si gned- da
ta exanple with signed attributes" }

}
SET {

SEQUENCE {
INTEGER { 1 }
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
# organi zat i onNane
OBJECT_I DENTIFIER { 2.5.4.10 }
UTF8String { "I ETF" }

}
}
SET {
SEQUENCE {
# organi zati onUni t Nanme
OBJECT IDENTIFIER { 2.5.4.11 }
UTF8String { "LAWPS" }
}
}
SET {
SEQUENCE {
# commonNane
OBJECT IDENTIFIER { 2.5.4.3 }
UTF8String { "id- MLDSA65- ECDSA- P256- SHA512" }
}

} }
I NTEGER { ‘ 5b43282ced27a7bf c2874f 667c3231026f 701f 70
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}
SEQUENCE {
# shab12
OBJECT_I DENTI FI ER { 2.16.840.1.101.3.4.2.3 }
}
[ 0]
SEQUENCE {
# content Type
OBJECT_I DENTI FI ER { 1.2.840.113549.1.9.3 }
SET {
# data
OBJECT_I DENTI FIER { 1.2.840.113549.1.7.1 }
}

}
SEQUENCE {
# signi ngTi ne
OBJECT I DENTIFIER { 1.2.840.113549.1.9.5 }
SET {
UTCTine { "260121203920Z" }
}

}
SEQUENCE {
# messageDi gest
OBJECT I DENTI FIER { 1.2.840.113549.1.9.4 }
SET {
OCTET_STRI NG { ‘88d87347f 688af e2f ebdf 4f 37a2e1115
€14074925ee9611f ch7a8e22d252530ae846d6e71345b2744b6d523d3d874ebe
154ba8a6a8al506b6d5hf 18993c85f 4d }

}
}

}
SEQUENCE {
OBJECT IDENTIFIER { 1.3.6.1.5.5.7.6.45 }

}

OCTET_STRING { ‘12441c14b2fd180879f baccd044403af 8c4f 26
34d98c483081f d04e645e234bb733c9d06333achf dc509c¢cf c2cc844126d4732d
2c359cdc93b0487e6¢ce56¢c8544d4abf 6385b0dcc331¢c50dd7593b798014189b4
2985f 79cf b25381390ad0f 004a475¢c8bd2ce058c04363ee5d5a91a31072db3ed
fc421ab92c63a0bb6697acc72eb9bea9e44ca99cd8517c0f ded8f 95b3249e002
63edd9cd30d9d631080294f 3aaade22b2e662e91de274d366f 8b5d4ed55d5dae
€c9653d9b2a5430b52c0e5673c43df 56209b081925687d0af 28a3e7c6b2de97ab
ebdde3557e5eb2e9acf c2779df 24f 5¢93ccc966add87d55f 36314f 06e9063322
33268c721d1f b3eba6c5ed48b60159ddf 279a48ed2862c3e8f 679ced6ef 0d5f 9
ac5f 317496d936¢c03¢3121917¢834a80887dd23blec6b3685f 4276f 457dcelbe
33edd8dle24cceeb4134f Obdd3e1c4341697chb8171ab0f c4e2031e78eb95chde
821a575a0b52240566e300932b9%e4f 5¢1b211368c5b5b702c705de9c2da976¢ce
lelf c27eccdc1478bf 554d983e97c5a45c7bda8bb68532569605264ad1f 71e04
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cf eb23000e3f 580ba416aeac2af c9dlc5c8d5ece2950e8453f a61053¢c08e093a
120cb3f 8dd4f 9f cae3b18f 3d6958b303bc886663d4f 2a6¢c606404256825ba966
lalc5635c12f aal4lf 5d21d3972baaef abld4f 3b7c9a027f 18cb54a0dd6a2089
ee66db786acac07e8f elbf 545¢130557380d94c13dalc8eec3chb1200891955f 8
blalal5a363bb946cae955d36715ab0665d44b79e46bb3956444606885e52013
580c43c0102963ea5e3f 59785939¢c0351e59f 1130bebf bf e17c935ae3af f 6315
92f 95bba9beec130ba0d7bc7bc4555de58647bd0b56922¢cc68002a3423ee8323
745d7bbdb9eb4e0a3008e5294a79428c9ad6¢f Qaach77af c3278ebd26170bf 56
2f f 52d3a11c098eb606692cd1el257f 0c1902f f 097b6215b5389d3df b7b02d74
2835a39163cf 84ec9f 815b27f aae71c6397b48371478d244c5deab6da74a8bf 5
c90b80f 4cf 8a362d1f 96524b403320db263783b8f 941178d4b5b9eebf 0368b4c
2c14b6912cebac2f 217495955f d5574bc48d946b1c1040e4441dbf 445¢c8e2681
5297ef abf 2aef b75b0563bac9896¢c34f 790e7e7f 8422176292628ef f 1b2b1be9f
8ceb8b7d3d6cdabecac79f 34d5522d7b1f 18ce591a84ald65daf 7a242c2c4186a
90db66f 5d480b3af 39336c288cd522c50b8d7f e03af c77447f 71208404090elb
49b5ea51db92dd7a275ebd9b2b79981963cb7b39427458109a801729a29967ab
4ac8304bf 37c3217a6ef 541b33f d0264b1c85f 1d47f 7574e756f 59a8b51f 92ec
cdd51227a2e18d28f 1bbb16f 387925aaaf 0735243e00292b3795943ea54805d8
30e5d382dcel1937eaa3339953b2e6ble46df 2c217d3bd955a2892f bf 6eedf f f 6
5adf 6165136a73c35bb31908a59e070eb91c95227a8f f 7f 80bc7db84be667952
c7678765d99a15¢c5¢cbd018d140d8d40cc25737765684c11583af 8333f 2f 4de04
436dd0f cdde5a5bab0b52e1b72967f de4e349163d2668ee7444c3c245ef 209d2
f c0da0477b55a74f 8156e25e0f 40d5f 2al1ad69949caed5eb795467bdb7927c4e
65c663b18e2d5467aacac7142ecd78ccf 1b638d9f 36a3a4b444573c23dec06f a
60587e8d0bf 8cd6f 766791a3860a7f 27balea795068541eee2330784e51a0152
308f 9a2c4614f 7e96f 5f 16e7f 57c642aa8f f 37192ea38aa2aaa9aa3bde45a708
5bf 3a3a67c9434c69475774a37d1elb2bla8f 4222eeee554f 99e2da0242bdb96
02f 6e904f c29f 6cba6f 11865babb45bb01f dc6ddf 6576403056e4cd9115a6¢bl
78baf c496b8eed4937a2402424a4c59f 8cd753052b8072ce947d3191f b164ef 6
411aa4cd38c91ce612de667b627237780209f ad1d320c9b59667434e€979d3183
04dbb59961e5d57dc6bebe09566662101c075b2b212f b81c5df b2879b43be73b
6d40d7bf 318f 372b760cecf 551¢c9eb24170884353588bbch62ef 053007429677
2a31170ed82dca829aa944c290ace9f 04ae3ea3c77e214022e07681d5039f 5al
bf f e5ea6785003519d91e65df 9f e9f 66¢c7f 9e4f c11c119d578de2f 215ec891d1
0d1d1a67213474a272540f 5ae7af 58¢c074184e92953043e9f 51b6896434194c6
58a50c2f ¢c21960d5172bcb8bf a59a99729a6a06ce737410e3c9cd7592325054¢e
21408463d178005ebb0553521145366d21ab3732ec02a8860e993e160b771ae4
7d1dd0d1b8cc66f b3aaea6b5ed5bf 2¢cf 142dd070e064224ef 47f d7d41b0e0676
25a63727al14f 162cf 3ca80e13f 35f bed8a9c7cad42d95e48ab9bf aba2ee31d9e8
6d53a1b235c7b6ab3889b9f a7474812e51ee05b1d541f 87ac11a5460f 190b3a4
4d5d64c70ab70734679762d4aee968775b0b56ed72f e654f f aOf eeO6af 86de54
d68f 8f 3aad3542beaba3f 8f ee265782c112albc7b90c365bc24de0das0f 7407
8c3450701ad2d047784907d0f 8b3d3cf €26961¢c3d2e67ab644353a96371b1996
72f aa8979e355f 7117279a5d400ec3533f b6f 8ac2abf 370dcl4ef df 613a31e7c
4e5d6735f 8158d556e0cel13f cbd98d3bf 825bb29a2af 1f a4deae37ela59e0f 456
17ee602562al6ec55cedb24bd6a6b02b8271ac3f 9f 149b326753105b7ae5c78b
a36daae7b4edba06d0092e6010264aa80daf 73210ab3e81d0f 1d47192f f d3b75
df f 55a58bc468d5b935989bd38e00de05d165bab79dd376719¢c94a37145f d7c2
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c7cf 5eb6ab059balc70eef 9db76674a90b6f d220e674f 465765057d70ae5eea?
51f 6d6477b3af 8bbc63ea49b880d4340b339034b5dc9b083¢c8e06f baf 4d1b012
6a51ed770f dca9167a77aeeb752d675f f 194b15d50b04155468f 24f 54bf f cObO
756f 18d18543¢c583534edf 977ed073d083f c72b5da674146f f d0430de23000f 9
8711e6¢f belb1882a6b8d9ac3cf bscb3f 22d7e6¢c68becba370f 8301ec6alf 0a8
1d490bf 6b2898af 6dc7f 05ae620bd9cbb66f 0357704f a54c79e6¢bf 6de5bd53b
94f ee4f 1e5f 9700a4d879d09506¢11f b102b846531bb91c779051cef 45286ba7
f ef 03312ac664c6af a6a55a602da322c9ed90c45eb4d92bel0b76ea82bf 02076
791e887alf 358b3f 30e66be24c2b95f f 0415692a806ed13bd097cc79f 449f 5f 8
d61f 1¢515¢c9753228e44031¢c6941e7a2c1317b70c890e7ea21b9dac9094f 374d
b058775780a02520bc1d7ae679f 3f 0b35506b74b9754d04210c5264994c60480
34530f 2d2c15bdac16e495b044deaf a753a7ca01213862adadf bd794e6b2e731
3e75c5f b975d5¢4328f 054d8cd173d824a545¢c1422a6b9297e1¢26230d9df ba9
2151d9035257af 3e6d5cd16652141c6ed325f 6¢58174f 13ebcac009d3a010f 72
5823af 025112866f c9e4c492d3d3c3ec9a3cf d82a616252271954c8bbla09bad
8cf cbhd68af 485067706c3684e629c2b9af cOdacaf 897a195c7e544edc43dc509
608ecd447b7chb28495e09e8b86b0165978d024abbb0f 5d8f e0a012b48ba5047b
320db566f d69ba9586d89c63925a287bcf 132174d0d4d2dbe5b35¢21a598377¢e
877a989e9cacd70f b4a5239a549f f cclab7ecb2dcl16echb88cc2f 91eac0e47761
4cb03db59a7e5a6a89f 4b4918533a45¢5950¢c2764594ddd1515508cac61di1f ca
a2f ce8cd76f 0eld31a7b29a9df d5b22ab8c4cf 6e0e6¢c74934a09552360b676d5
a3f 70f 6bc70c35bd0ab37729¢c16077eb9051al12f 59daf 456025a2bc54d16d1f e
e6364e74f c908c91b2d86a78b79dc5b442de690b4d6666c298bd3bb844883bbf
00a035dd54df 86deae7a3a8698bel10243a35179ea4f 1948c91a51ad9c9cc60df
2a98c0a46b3245ac128a96766aalf 33b089cd4c662c01da3e0e897ba58f 529a4
da73153d16474c30a6a0d09d7b3af 314ded4ad11c9d07030aa33bdf 4a4044916e
d4a9a84d537061b699015f bd9861c1lcc616319348ef bad85910e32f df 5¢f 6b31
0f 4b46eca7606179283da331f f 4d2ed47a57a527¢83ddc94d163501d2acd6f 88e
bd0Ode3f e52e3b9e9f c078db43dbd2e78b252890af e75e8280be8cde2a3386ae0
b85becf 0c716e74ef 8925033cf c4a19220416b2eb42a55f c6a52b5¢c8f ca601d4
aB80b97c49ee29e741e8f f 9f 1961caf 790ab8027¢c4152405f 47100b2aa2a3d8f 2
2546436f d09cf 3918da7ad41f 148214ea7e03917ael14077c76f 5f 3db464b7d3c
578219632abbf f 6d64528d51765f b84b8a13a268d409020c7ead455da7al87995
374572450c0f 32d4d49f 24b4beab6e9585¢c75187d7a7a2038b92f af 80cce28ff 5
8f 8f 1f 2203c8babb585f €90abb15912f 4f 3ccbbc2c5389e96b08e4f ba73c532e
eae0d76b86ec0c1357¢1791cb52f 1b0068c30ad8cf 0e35322h88281b42725f 10
del62f 48abf a2a8lclbeb6lcd72ea5c9971cf 55a77ece5947d2f 73a143587db08
7a285f 15f 3569e82e5174ab6a4c9c43202ef f 8c71bc7bc506450a33a39d64042
9e773b7d8ccf 95f 8daa5d674027597e77e09b602f 9c258bc9ea880f 81d3d7057
49af 5b22cal52b684a68d5da9105c6d6067edab5dacOf af 30d95cclce7d52c86
4b04ef 6b48459f 52a7b51a151978c08b5ed5f 62de5ae0094c2b6e21f c4232dd6
d7e7001a6f 7ea2bacalc6e8e96bdedf 3436¢c9dd2ec061628484d393c557dddef
f 400000000000000000000000000000000000000050¢13181d243045022100ae
b6214771606e55ea5ca9bab644ad3b0ee780c19d7aa031e0f a56a0cb8e01d9002
205e91bd3ch5e7f e7a80e9830f bcd9c88bbcd00c0dee72ace017ba648cc37e0a
b6 }
}

}
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}
}
}
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