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Abstract

Conposite M.- KEM defi nes conbi nati ons of M.- KEM wi t h RSA- OAEP, ECDH,
X25519, and X448. This docunent specifies the conventions for using
Conposite M-KEM al gorithnms with the Cryptographi c Message Synt ax
(CMB) using the KEMReci pientinfo structure defined in “Using Key
Encapsul ati on Mechani sm (KEM Al gorithms in the Cryptographi c Message
Syntax (CMB)” (RFC 9629).

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://| anps-
wg. gi thub.io/draft-conposite-kemdraft-ietf-|anps-pg-conposite-
kemhtm . Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-ietf-|anps-cns-conposite-keni.

Di scussion of this docunent takes place on the LAMPS Working G oup
mailing list (mailto:spams@etf.org), which is archived at
https://datatracker.ietf.org/wy/l anps/about/. Subscribe at
https://ww.ietf.org/ mailman/listinfol/spans/.

Source for this draft and an issue tracker can be found at
https://github. com | anps-wg/ draft-conposite-kem

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

1.

1.

I nt roducti on

[I-D.ietf-|anps-pg-conposite-ken] defines a collection of Key
Encapsul ati on Mechani sm (KEM algorithnms, referred to as Conposite
M.- KEM whi ch conbine M.- KEM [ FI PS203] with traditional algorithns
RSA- CAEP, ECDH, X25519, and X448. [RFC9629] defines the
KEMReci pi entInfo structure for the use of KEM algorithns for the
Crypt ographi c Message Syntax (CM5) [ RFC5652] envel oped-data content
type, the CM5 authenticated-data content type, and the CMS

aut henti cat ed- envel oped-data content type. This docunent acts as a
conpanion to [I-D.ietf-|anps-pg-conposite-keni by providing
conventions for using Conposite M.-KEM al gorithnms with the
KEMReci pi entInfo structure within the CMVS

1. ASN 1

CVB val ues are generated using ASN. 1 [ X680], using the Basic Encodi ng
Rul es (BER) and the Distinguished Encodi ng Rul es (DER) [ X690].

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here. These words may al so appear in this
docunent in | ower case as plain English words, absent their normative
meani ngs.

1.3. Conposite M-KEM

M-KEMis a lattice-based KEM usi ng Mbdul e Learning with Errors as
its underlying primtive. It was standardized with three paraneter
sets: M-KEM 512, M.-KEM 768, and M.- KEM 1024. Conposite M- KEM
pairs M-KEM 768 or M-KEM 1024 with RSA- OAEP, ECDH, X25519, or X448
at simlar security levels such that the shared secret key from each
conponent algorithmis conbined into a single shared secret key.

Al KEM al gorithns provide three functions: KeyGen(), Encapsul ate(),
and Decapsul ate().

The foll owing summari zes these three functions for Conposite M- KEM

KeyGen() -> (ek, dk): GCenerate the public encapsul ati on key (ek) and
a private decapsul ation key (dk). Section 3.1 of
[1-D.ietf-lanps-pg-conposite-ken] specifies the key generation
al gorithm for Conposite M.- KEM
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Encapsul ate(ek) -> (c, ss): Gven the recipient’s public key (ek),
produce both a ciphertext (c) to be passed to the recipient and a
shared secret (ss) for use by the originator. Section 3.2 of
[1-D.ietf-lanmps-pg-conposite-ken] specifies the encapsul ation
al gorithm for Conposite M.- KEM

Decapsul ate(dk, c) -> ss: Gven the private key (dk) and the
ci phertext (c), produce the shared secret (ss) for the recipient.
Section 3.3 of [I-D.ietf-|anps-pg-conposite-ken] specifies the
decapsul ati on al gorithm for Conposite M.-KEM

2. Use of Conposite M.-KEMin the CMS

Conposite M.--KEM al gorithns MAY be enpl oyed for one or nore
recipients in the CM5 envel oped-data content type [ RFC5652], the CMS
aut henti cat ed-data content type [ RFC5652], or the CMS aut henti cat ed-
envel oped-data content type [RFC5083]. In each case, the
KEMReci pi entI nfo [ RFC9629] type is used with the Conposite M.-KEM
algorithmto securely transfer the content-encryption key fromthe
originator to the recipient.

Processing a Conposite M.-KEM al gorithmw th KEMReci pientlnfo foll ows
the sane steps as Section 2 of [RFC9629]. To support the Conposite
M.- KEM al gorithm a CMS origi nator MJST inpl enment the Encapsul ate()
function and a CMS recipient MIST inpl emrent the Decapsul ate()
function.

2.1. Recipientlnfo Conventions
When a Conposite M.-KEM al gorithmis enployed for a recipient, the
Reci pientinfo alternative for that recipient MJST be
O her Reci pientlnfo using the KEMReci pientinfo structure as defined in
[ RFC9629] .
The fields of the KEMReci pientlnfo have the foll ow ng nmeani ngs:

versi on

The syntax version nunmber; it MJST be 0.
rid

Identifies the recipient’s certificate or public key.
kem

Identifies the KEMalgorithm it MJST contain one of the Conposite
M.-KEM O Ds in Section 3.

kentt
The ci phertext produced for this recipient.
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kdf
Identifies the key derivation algorithm Note that the Key
Derivation Function (KDF) used for CM5 Recipientlnfo process MAY
be different than the KDF used within the Conposite M.-KEM
algorithm | npl enentati ons MJUST support the HVAC- based Key
Derivation Function (HKDF) [RFC5869] with SHA-256 [FI PS180], using
t he id-al g- hkdf -wi t h-sha256 KDF object identifier (OD) [RFC8619].
As specified in [ RFC8619], the paranmeter field MJIST be absent when
this O D appears within the ASN.1 type Algorithm dentifier.
I mpl enent ati ons MAY support ot her KDFs as well.

kekLengt h
The size of the key-encryption key in octets.

ukm
Optional input to the KDF. The secure use of Conposite M.-KEM i n
CVB does not depend on the use of a ukmvalue, so this docunent
does not place any requirenents on this value. See Section 3 of
[ RFC9629] for nore information about the ukm paraneter.

wr ap:
Identifies a key-encryption algorithmused to encrypt the content-
encryption key. |Inplenentations MJST support the AES-W ap-256
[ RFC3394] key-encryption algorithmusing the id-aes256-wap key-
encryption algorithm O D [ RFC3565]. | npl enentati ons MAY support
ot her key-encryption algorithns as well.

Appendi x B contains an exanple of establishing a content-encryption
key using Conposite M.-KEM in the KEMReci pi entlnfo type.

2.2. Underlying Conponents

When Conposite M.-KEM i s enployed in the CMS, the underlying
conponents used within the KEMReci pientlnfo structure SHOULD be
consistent with a mninumdesired security level. Several security
| evel s have been identified [ SP. 800-57pt1r5].

I f underlying conmponents other than those specified in Section 2.1
are used, then the followi ng table gives the m nimumrequirenments on
the conponents used with Conposite M.-KEM in the KEMReci pi entlnfo
type in order to satisfy the KDF and key w appi ng al gorithm
requirenents from Section 7 of [RFC9629]. The conponents are chosen
based on the M.- KEM vari ant used within the Conposite M-KEM

al gorithm
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[ ool s e s oo s sl s s e 3
| Security | M.-KEM | KDF Preimage | Symmetric Key- |
| Strength | Variant | Strength | Encryption Strength |
R ettt s el el s el
| 192-bit | M-KEM 768 | 192-bit | 192-bit (*) |
R I I Feom e e e e e e e - - +
| 256-bit | M-KEM 1024 | 256-bit | 256-bit |
R i I I i I R i I T R +

Tabl e 1. Conposite M.- KEM KEMReci pi ent| nfo Conponent
Security Levels

(*) In the case of AES Key Wap, a 256-bit key is typically used
because AES-192 is not as conmonly depl oyed.

2.2.1. Use of the HKDF-Based Key Derivation Function

The HKDF function is a conposition of the HKDF-Extract and HKDF-
Expand functi ons.

HKDF(salt, KM info, L)
= HKDF- Expand( HKDF- Extract (salt, KM, info, L)

When used with KEMRecipientlnfo, the salt paranmeter is unused; that
is, it is the zero-length string "". The IKM info, and L paraneters
correspond to the same KDF inputs from Section 5 of [RFC9629]. The
info paraneter is independently generated by the originator and
recipient. Inplenentations MJUST confirmthat L is consistent with
the key size of the key-encryption algorithm

2.3. Certificate Conventions

[ RFC5280] specifies the profile for using X 509 certificates in
Internet applications. A recipient static public key is needed for
Conposite M.-KEM and the originator obtains that public key fromthe
recipient’s certificate. The conventions for carrying Conposite M-
KEM publ i c keys are specified in [I-D.ietf-|anps-pg-conposite-ken.

2.4. SMME Capabilities Attribute Conventions

Section 2.5.2 of [RFC8551] defines the SM MECapabilities attribute to
announce a partial list of algorithns that an S/M ME i npl enentati on
can support. Wen constructing a CVB signed-data content type

[ RFC5652], a conpliant inplenentation MAY include the

SM MECapabi lities attribute that announces support for one or nore of
the Conposite M.-KEM al gorithmidentifiers.
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The SM MECapability SEQUENCE representing the Conposite M.-KEM

al gorithm MJST i nclude one of the Conposite M.-KEM O Ds in the
capabilityl D field. When one of the Conposite M-KEM O Ds appears in
the capabilitylD field, the paraneters MJST NOT be present.

3. Identifiers

Al identifiers used to indicate Conposite M-KEMwi thin the CM5 are
defined in [I-D.ietf-|anmps-pg-conposite-ken, [RFC8619], and
[ RFC3565]; they are reproduced here for conveni ence:

-- Conposite M.-KEM O Ds

i d- MLKEM768- RSA2048- SHA3- 256 OBJECT | DENTI FI ER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechani sns(5)
pki x(7) alg(6) 55}

i d- MLKEM768- RSA3072- SHA3- 256 OBJECT | DENTI FIER :: = {
iso(l) org(3) dod(6) internet(l) security(5) mechanisns(5)
pki x(7) alg(6) 56 }

i d- MLKEM768- RSA4096- SHA3- 256 OBJECT | DENTI FIER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechanisns(5)
pki x(7) alg(6) 57 }

i d- MLKEM768- X25519- SHA3- 256 OBJECT | DENTI FI ER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechani sns(5)
pki x(7) alg(6) 58 }

i d- MLKEM768- ECDH- P256- SHA3- 256 OBJECT | DENTI FIER :: = {
iso(l) org(3) dod(6) internet(l) security(5) mechani sns(5)
pki x(7) alg(6) 59 }

i d- MLKEM768- ECDH- P384- SHA3- 256 OBJECT | DENTIFIER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechanisns(5)
pki x(7) alg(6) 60 }

i d- MLKEM768- ECDH- br ai npool P256r 1- SHA3- 256 OBJECT | DENTI FI ER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechani sns(5)
pkix(7) alg(6) 61 }

i d- MLKEML024- RSA3072- SHA3- 256 OBJECT | DENTIFIER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechanisns(5)
pki x(7) alg(6) 62 }

i d- MLKEMLO24- ECDH- P384- SHA3- 256 OBJECT | DENTI FI ER :: = {

iso(l) org(3) dod(6) internet(1l) security(5) mechanisns(5)
pki x(7) alg(6) 63 }
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4.

i d- MLKEMLO24- ECDH- br ai npool P384r 1- SHA3- 256 OBJECT | DENTI FI ER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechani sns(5)
pki x(7) alg(6) 64 }

i d- MLKEML024- X448- SHA3- 256 OBJECT | DENTI FIER :: = {
iso(l) org(3) dod(6) internet(l) security(5) mechanisns(5)
pki x(7) alg(6) 65 }

i d- MLKEML024- ECDH P521- SHA3- 256 OBJECT | DENTIFIER :: = {
iso(l) org(3) dod(6) internet(1l) security(5) mechanisns(5)
pki x(7) alg(6) 66 }

-- KEMReci pi ent | nfo. kdf O Ds

i d- al g- hkdf -wi t h-sha256 OBJECT I DENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smnme(16) alg(3) 28 }

-- KEMReci pi entl nfo.wap O Ds

aes OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16) us(840)
organi zation(1) gov(101) csor(3) nistAlgorithns(4) 1}

i d-aes256-wrap OBJECT IDENTIFIER ::= { aes 45 }
Security Considerations

The Security Considerations sections of
[1-D.ietf-lanps-pg-conposite-ken] and [ RFC9629] apply to this
specification as well.

I mpl enent ati ons MJST protect the Conposite M-KEM private key, the
key-encryption key, the content-encryption key, message-

aut henti cation key, and the content-authenticated-encryption key. O
these keys, all but the private key are epheneral and MJST be w ped
after use. Disclosure of the Conposite M-KEM private key could
result in the conprom se of all nessages protected with that key.

Di scl osure of the key-encryption key, the content-encryption key, or
the content-aut henticated-encryption key could result in the
conprom se of the associated encrypted content. Disclosure of the
key-encryption key, the nessage-authentication key, or the content-
aut henti cat ed-encryption key could allow nodification of the

associ ated aut henticated content.

Addi tional considerations related to key managenent may be found in
[ SP. 800-57pt 1r 5] .
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The generation of private keys relies on random nunbers, as does the
encapsul ati on function of Composite M.-KEM The use of inadequate
pseudor andom nunber generators (PRNGs) to generate these val ues can
result inlittle or no security. |If the randomvalue is weakly
chosen, then an attacker may find it nuch easier to reproduce the
PRNG envi ronment that produced the keys or ciphertext, searching the
resulting small set of possibilities for a matching public key or

ci phertext value, rather than performng a nore conplex algorithnic
attack agai nst Conposite M- KEM

Conposite M.- KEM encapsul ati on and decapsul ati on only outputs a
shared secret and ciphertext. |nplenmentations MJST NOT use
intermedi ate values directly for any purpose.

I mpl enent ati ons SHOULD NOT reveal information about internediate

val ues or cal cul ations, whether by timng or other "side channel s";
ot herwi se an opponent nmay be able to determine information about the
keying data and/or the recipient’s private key. Although not al
intermedi ate i nformati on nmay be useful to an opponent, it is
preferable to conceal as nuch information as is practical, unless
anal ysis specifically indicates that the information would not be
useful to an opponent.

General |y, good cryptographic practice enploys a given Conposite M-
KEM key pair in only one scheme. This practice avoids the risk that
vul nerability in one scheme may conpromi se the security of the other
and may be essential to maintain provable security.

5. | ANA Consi derati ons

I ANA is requested to allocate a value fromthe "SM Security for PKIX
Modul e Identifier" registry for the included ASN. 1 nodul e.

* Decimal: | ANA Assigned - *Repl ace TBDMOD*

* Description: Conposite-KEM 2026 - id-nond-conposite-nl kem cns-2026

* References: This Docunent
| RFC EDI TOR Pl ease replace TBDConpositeMOD in the ASN. 1 nodul e
| with with nodul e nunber assigned to id-nod-conposite-mkem 2025
| in [I-Dietf-Ianps-pqg-conposite-keni.
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Appendi x A, ASN. 1 Modul e

Thi s appendi x i ncludes the ASN. 1 nodul e [ X680] for Conposite M-KEM
This nodul e i nmports objects from|[RFC5911], [RFC9629], [RFC8619],
[1-D.ietf-|anmps-pg-conposite-keni.

<CODE BEG NS>
Conposi t e- MLKEM CVS- 2026
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- conposite-m kem cns-2026( TBDMOD) }

DEFINITIONS | MPLICI T TAGS ::= BEG N
EXPORTS ALL;
| MPORTS
SM ME- CAPS
FROM Al gorithm nformati on-2009 -- [RFC5911]

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nformation-02(58) }

KEM ALGORI THM
FROM KEMAI gori t hm nf or mati on- 2023 -- [ RFC9629]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- kemAl gorit hm nf ormati on-2023(109) }
kda- hkdf - wi t h- sha256
FROM HKDF- O D- 2019 -- [ RFC8619]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sm nme(16) nodul es(0) id-nod-hkdf-oid-2019(68) }

kwa- aes256- w ap
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FROM CMSAesRsaesQaep- 2009 -- [ RFC5911]
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0)
i d- nod- cne-aes-02(38) }

kema- MLKEM768- RSA2048- SHA3- 256, kema- MLKEM768- RSA3072- SHA3- 256,
kema- MLKEM/ 68- RSA4096- SHA3- 256, kema- MLKEM/68- X25519- SHA3- 256,
kema- MLKEM/ 68- ECDH- P256- SHA3- 256, kema- MLKEM/68- ECDH- P384- SHA3- 256,
kema- MLKEM7 68- ECDH- br ai npool P256r 1- SHA3- 256,
kema- MLKEML024- RSA3072- SHA3- 256, kerma- MLKEML024- ECDH- P384- SHA3- 256,
kema- MLKEMLO24- ECDH- br ai npool P384r 1- SHA3- 256, kerma- MLKEML024- X448,
kema- MLKEML024- ECDH P521- SHA3- 256
FROM Conposi t e- MLKEM 2025
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- conposi te-m kem 2025( TBDConposi t eMOD) }

-- Updates for the SM ME- CAPS Set from RFC 5911

SM neCapsSet SM ME- CAPS :: =

{ kema- MLKEM768- RSA2048- SHA3- 256. &sni neCaps |
kema- MLKEM7 68- RSA3072- SHA3- 256. & m nmeCaps |
kema- MLKEM/ 68- RSA4096- SHA3- 256. & ni neCaps |
kema- MLKEM/68- X25519- SHA3- 256. &ni neCaps |
kema- MLKEM/ 68- ECDH- P256- SHA3- 256. &sni meCaps |
kema- MLKEM/ 68- ECDH- P384- SHA3- 256. &sni neCaps |
kema- MLKEM768- ECDH- br ai npool P256r 1- SHA3- 256. & mi meCaps |
kema- MLKEML024- RSA3072- SHA3- 256. & m neCaps |
kema- MLKEML024- ECDH- P384- SHA3- 256. &smi neCaps |
kema- MLKEML0O24- ECDH- br ai npool P384r 1- SHA3- 256. &sni neCaps |
kema- MLKEML024- X448. &mi neCaps |
kema- MLKEML024- ECDH- P521- SHA3- 256. &sni neCaps |
kda- hkdf - wi t h- sha256. & m nmeCaps |
kwa- aes256- w ap. &m neCaps,

}

END
<CODE ENDS>

Appendi x B. Conposite M.- KEM CM5 Aut henti cat ed- Envel oped- Dat a Exanpl e

Thi s exanpl e shows the establishnent of an AES-256 content-encryption
key usi ng:

* i d- MLKEM768- ECDH- P256- SHA3- 256;

* KEMReci pi entI nfo key derivation using HKDF wi th SHA-256; and
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*  KEMReci pi entl nfo key wap using AES-256- KEYWRAP.

In real-world use, the originator would encrypt the content-
encryption key in a manner that would allow decryption with their own
private key as well as the recipient’s private key. This is onitted
in an attenpt to sinplify the exanple.

B.1. Oiginator CVM5 Processing

Alice obtains Bob' s id-M.KEM/68- ECDH P256- SHA3- 256 public key:

M | E8j AKBggr BgEFBQc GOMOCBO Aj ssyhenr dzgTESMNKCr uyoBancRo6y8A5Aw
ubDSZ2 Avdy WCWh G6R2s POVl XCNgl q7BvHQTF6BCho+t T+Zml Snsy1YaSKuyf 8yw3
vxyr 1ScEr sYOr 2s1gf pr Fn YLUQNNoQd+YVi NTAedvTBeQGILgJCozEl FKi wHbvcu
ddc2gnVGINWOSS] F5QoE/ | cwgvpYpZosHRePTYhnB87hCdQJ| dwB6PZngxZqf yeh0
vXsB+KGmXLJaOgb2vt | +NmbnbecyUvOgHI t yxQ adhO8i HEI ubYzKdl CcDG P1lgE
| G MNsl C+TCGel 41 j 2SBQuyf LGow2j pd3xJIxyqj FZeeG gi df RAVRt UyqUbCGHsLH
I TFIz/ h9vge+S5N6vInHVFCTHE uOCSi z5pK/ Repj VWKZi WhYdz1k9u8GW4q3h8SH
MQKoSJq3Fx84Kl / ghUNx XB/ / 2w+a/ ekHuUzK8Qby W qn2RSHkG 91hApCM30t Wh
| OxoEgqnm ewo3xZA5MIUZEd| knmoN+d5f Lwvl UCHSOTW/r r CWAVt t g4 Hy SFVBU3V Gd
gGQPv2ZLd+Ngj zmRMAc3unCGh4KI XBspNK+l JgyUs57QaDW Vg/ yoXj hwsYQ Yntkb
Nul eTj pNDgf NxFSuzi VQWZQBVPNT 63t j cxy9uM xwbwTyqf AkyZVKdATLUdcMsJVF
8XEOr 6xt CQr NsmAZz ghK1kvOUQc! Tl ZEony NduXdFwe FwXI ng/ NSK6QUcj Ki 6i Qel

Grmi y2bKbUI gr | bhyUOzUlad/ vr F+dkBzr Pei 5BanHBLF5hYVoJcQthng3cVsR1Ke
XaduFdhOUXPNPM Tr Cl Lz/ FMIf cbzbe2xdSXHqCsdl BKxGagT3pOH uTWLVWwheFr

DIKBDYBaZx VOMRgP16M7Q OTo8Aqe XTOQVEXAdCAX 7NRASE t ZbQDr j wj 1qC 5L
0TWIvUnNsVkaTeQPOLC6f / J5vI EQel uOvUuggkqnDdakKPwx35S0O xj wEw weXgi 1
3bdn68py4/ VWYPwWXHZaDhak Uur ZcNEU91nwkr dG03DmbyBI | rwwi G gMvhinBbSG

Myl 21 CPPE/ zBJAvVLYI f DP3npoEMBOI CZnbt 21 f AN7NLOMFeBOUongxcvsO0OkdxFG
1Gk0OhVEi s4LHcj e/ 1r BAX8i 21 ge6HOAqY5e9X20HH VFNzoMBMavo5t r YEksanbG
aJnmpADc X8wxj DPhqg+VBet hWo51 k0aLWL6qGY/ j AX6ROr peRobO SYNNDLFW 38M

cZJuHbBaj Be2gwQTdaduOel r 7f MuHd700B35vgH7qq0l gOg7LcB8r VgXBeHLsJp
AGS2XTY! KFRNi el 05NSRdk XNk 1 oHy FZWJ9dNUWbKDOCYt xx| j 3cKp4AFFHAz CTot

bFI f hoQQx| sZhbPOFCZK| t EQ+UVnj QN1yOE9QuynilN7Zj WO COkj eCsOYaooyooNpu6
TOWKuU3G VsgnKvgxk3cl zt UouTC2+BC0i YANMUXRbZI i gLGMsa6r Bul SqnbHpu8
R/ LBYOgl j pYLFDQJi uYRNvOO UYECBubd8f KY8swLGLNi / LoNwt b+HoJ8szpDsXh
Tl al QQMEsSdePvvOLCZ+0N55b1MaFJZi eRUCWPkbeJ GAGzb4W/ohn4j r ssl aNCey
eZxi XOnPS7EDyzLv2PL/ zhedCEbCAA==

————— END PUBLI C KEY- - - - -

Bob’ s i d- MLKEM/68- ECDH P256- SHA3- 256 public key has the follow ng key
identifier:

14F1DBFED21F6103676C752C97D0949537A96AB2

Alice generates a shared secret and ci phertext using Bob’'s id-
M_KEM7 68- ECDH P256- SHA3- 256 public key:
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Shared secret:
9bd51d44ba390f f 68176b763ceel13007f 112aac3c2ddbdde916e713762a389c
Ci phertext:

54b75c945f f 83194f bf 312214749b114bf 6838878b49403f 5235be774ae6719d
90531da9ab013a0f 8a81dbd6510592f 5f bcbe3blbcf 393793f 517e758bbdd104
67c1a72b14165233e386ea6b027e482824d33244cc7f 810bf 7d21cd28e007c84
19087698be0dd7934653f 35c8b0164c218dcbche28302a813e47a334c9565349
0cf 57602c798d63d393e9e6ebc219265aa6562632a618d4c3e4052b20c89f 2f O
4ea45554673d1be8911f 83ca4a20ce86b59cf 0a8c964e5b04707875d56011d48
9291abf 2370838dc608f e2e26e617d0ec2c2c643eb51caf 6716e64c2cc5al85¢c7
2770ec4185487589156bb47e414180c6¢cedeacd8dad07f f a9091441f daced553
c482bd0c41d5b77649f 0ed803d07d29682dc2c41d2047d18f ddab96529b9f 8a2
f 0ddd5e4b302f f f d8ccbec03d9917f f a6b8d249117146¢c58f d89al35a96eceb67
0c58a559628a68012d4c9a43e5f f f b427f 0df 30da745bb0ed4eb334716bb82175
10467b8b58e1be54b30c857522654cbb5787813cb1b2f b957a725f 51612187b5
8bb83353f 8e56aa6baf 89c94edd656d92bf 66913022f ce8f 85730617d8al66bbb
24515559915¢c¢c472435950bce8c25219f ef 507a6527a6a3920c2deada7732902
e2d2ae8c60bda518a65da66f 93581b7e37042a10464675ab326f 603bel4e5b55
25634adeb956512a84f db809af 2f 37d20a9f d23f 67eca7741b49d5b7d74f 947a
8b6dac68888b3e3802994¢c98ccch68c2a0e7927f 15e5e7bel1400983e22a4c9ef
2babdf 244525adde3b4d91e778e21e2bd32¢5221f 5433f 28390128eabf 3b181b
85c2clef d7f ae946399bb8f e21de2aed0a3e72cab34d305509547df 33a45d17d
013a3ac08f 0db69dbf f Obae5a4b9c15ee8bdc4e2525b49e6865aeb752051935f
8e2f b5daea912d118671102b8f b4675¢c3937b389a7¢c7068ch697b3798f f f €9d6
€64156493bb808d067a3eac418a7bf 5819e25a740c8349914e5008340¢381a07
d870b14b9be9939d306bc702d46a58216df 932d2bcb45a3f 181bd84f 4b9ba992
f 3a5f 12a5db615ae0598a9¢c432cf 5c0095187a849a93cal0d2d7deedb2dblced5
3c0d4ae5d2b37eb25e07992452e0188e2d72682f 46f 0167f Of 6a680243ef f 2c4
b5f cf 0235852f 99def a4d535a479176f a3a22587511581b3649f e410e302eclb
9061ch535c492ae57ac126ch49ead47del2a9097c5f 8a869d84d4aae903f Obcbf
53a60514cebe02f dc9a204a6be2a66567d589f chaca36565a3e02d10b16920ea
26b05c50be805d06ece3c9ee7db7eb207c33cld4ac92ca294f 1a0f 8f ac839f ea
0389f ae43384a2daa7a4clf 5e92d622f 8eb37ac0c55eb9df 8d9713de03alef 8b
2d9306¢8530f 607d898ba88adb6ad982becd3b05cac32b7df e767¢c826e5e8bdf
40120f 1a49e84cd11c4c09b07¢c27591a6032b372a7bd468b09ece07eebecabe9
4559f 14843dd9a97931e0c06d105aa2237e67a3c128d33ab61dc47986f daf b79
7e60cb44453b4df bef 7af df e02f 686¢720f d65d5381827be62f 3322achbc37213
0443d6690e3ae3b17f 263f 9345998ca26317f 757b86d0ad41531b114f 5d57f a8
2e5023e5176227d087f 765e1421cef 31be9c315866838017bb2aa58955bf 52ce
6e

Al ice encodes the CVBORI f or KEMX her | nf o:

3010300b060960864801650304012d020120
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Alice derives the key-encryption key fromthe shared secret and
CVBORI f or KEMO her I nf o usi ng HKDF wi t h SHA- 256
0555324e4703e672404e2272¢555438bd7d04f eac1321e05ebae6c0a2336d529
Alice randomy generates a 128-bit content-encryption key:
3424cef Ocbc2b67f 58351abd1e87b3507allc90adef 7elcdab8d20b0331b8105

Alice uses AES-256- KEYWRAP to encrypt the content-encryption key with
the key-encryption key:

5d13ae00d914a29158a8ef 32b23ae5f 27b8c293387e3be65f c3df c19b99d8f dc
552527f d42154b37

Alice encrypts the padded content using AES-256-GCM with the content-
encryption key and encodes the Aut hEnvel opedData (using
KEMReci pi ent I nfo) and Contentlnfo, and then sends the result to Bob

The Baseb64-encoded result is:
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----- BEG N CM5- - - - -

M | FcgYLKoZl hveNAQKQARegggVhM | FXQ BADGCBQ kggUEBgsghki GOwWOBCRAN
Az CCBPMCAQCAFBTX2P7SH2EDZ2x 1LJf Q JU3qWjy MAoGCCs GAQUFBWY7BI | EgVS3
XJIRf +DAU+/ MBI UdJsRS/ aDi Hi 0l AP11 1vndK5nGdk FMiIgas BOg+KgdvWJQASIf vL
47G885N5P1F+dYu90Qrnwacr FBZSM+OG6ns Cf kgoJ NMy Rvk/ gQv30hz Sj gB8hBkI

dpi +DdeTR PzXI sBZM Y3Ly+KDAqgT5HozTIVI NJDPV2AseY1j 05Pp5uv CGSZapl

Y YY1MPk BSs gy J8vBOpFVUZz 0b6J Ef g8pKI MG ZzwgM k5bBHB4ddVgEdSIKR
g/ 1 3CDj cYl /i 4nbhf Q7CwsZD5RyvZxbmlrCz FoYXHI3Ds QYVI d YkVa7R+QUGAXs 7e
rNj aOH 6kJFEHIr O1VPEgr OMAdVBdk nw7 YAOBOKWyt ws QdI Ef Rj 92r | | Kbn4ovDd
leSzAv/ 9] MrsAINRf / prj SSRFXRsWP2JoTWhbs5nDFi | WAKKaAEt TIpD5f / 7Qn8N
8wW2nRbs OTr MOcWi4 1 XUQRNUuLWOGHVLMWhXUi ZUy 7V4eBPLGy+5V6¢| 9RYSGH Yu4
MLPASWy M 4nJ Tt 11 bZK/ ZpEw vz o+FcwYX2KFnu7JFFVWZFcx HI DWCB6MI SGF 71
B6ZSenn51 M_er adzKQLi 0g6MYL21 GKZdpm+TWBt +NWQUEEZGdasyb2A74UsbVSYVj

St 65VI EqhP24Ca8vN9l Kn9l / Z+yndBt J1bf XT5R6i 22sal i LPj gCrly YzM owgDn
kn8V5ee+FACYPi Kkye8r q98kRSW 3j t Nked44h4r Oyx Sl f VDPyg5AS] qvzs YGAXC
we/ X+ul GOZu4/ i HeKuOKPnLKs0OwWWQ Uf f MGRAF9ATo6W 8Nt p2/ 8Lr | pLnBXui 9
XQISWOnmhl rr dSBRk1+0L7Xa6pEt EYZXECuPt GdcOTezi af HBoy2l 7N5j / / p1luZB
Vkk7uAj QZ6PgxBi nv1gz4l pODI NJkU5QCDQVIOBoH2HCx S5v pk50wa8c C1Gp Yl WB5
M K8t Fo/ GBBvYTOubqgZLzpf EqXbYVr gWrgcQyz1wAl Rh6hJqTygOt f e7bLbHOLTWN
SuXSs36yXgeZJFLgd 4t cmgvRvAW woqaAJD7/ LEt f zwl 1hS+Z3vpNU1pHkXb6O

JYdRFYGz 23/ KEOMC7BuQYct TXEKg5Xr BJst J6kf eEqkJf F+Khp2E1Kr pA/ C8b10m
BRTOvgL9yal Epr 4qZl Z9W)/ Lr KNI ZaPgLRCxaSDqgJr Bc UL6AXQbs48nuf bf r | Hwz
wdSsksopTxoPj 6yDn+oDi f r KMASI 2gekwf XpLW vj r N6ewiWeud+N xPeA6Dvi y2T
BshTD2B9i Yuoi tt q2YK+zTsFysM f f 52f | JuXovf QBI PGknoTNEC TAmwf CdZGrAy
s3KnvUalLCezgf ubspul FW FI (@2al 5MeDAbRBaoi N+Z6PBKNVBt h3EeYb9r 7eX5¢g
yORFQ03723r 9/ gL2hscg/ WKVOBgnvinizM r Lw3l TBEPVWAQ4647F/ Jj +TRZnVonivX
91ledbQr UFTGxFPXVF 6guUCPI F21 n0OI f 3ZeFCHO8x v pwx WEaDgBe 7KqW Vb9 Sz mdw
DQYLKoZI hvc NAQK QAXWCASAWCWYJ YI ZI AWUDBAEL BChdE64A2RSi kVi 07z Ky QuXy
edwpMif j vinX8Pf wZuZ2P3FUl J/ 1CFUs 3MDoGCSqGSI b3DQEHATAeBgl ghkgBZQVE
ASAWEQQVhr wH+8Pc SI mdk PPOAgEQgA0g+UBGH3sF+VsyV/ | ABBBf KnBj r yzwX+Hi

| 6KLp6sQ

----- END CVG- - - - -

This result decodes to:
0 1394: SEQUENCE {

4 11: OBJECT | DENTI FI ER
aut hEnvel opedData (1 2 840 113549 1 9 16 1 23)

17 1377: [0]

21 1373:  SEQUENCE {

25 1: | NTEGER 0

28 1288: SET {

32 1284: [ 4]

36 11 OBJECT IDENTIFIER 1 2 840 113549 1 9 16 13 3’
49 1267: SEQUENCE {

53 1: | NTEGER 0

56 20: [0]
: 14 F1 D8 FE D2 1F 61 03 67 6C 75 2C 97 DO 94 95
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: 37 A9 6A B2

78 10: SEQUENCE {

80 8: OBJECT IDENTIFIER 1 3 6 1 55 7 6 59
: }

90 1153: OCTET STRI NG

54 B7 5C 94 5F F8 31 94 FB F3 12 21 47 49 Bl 14
BF 68 38 87 8B 49 40 3F 52 35 BE 77 4A E6 71 9D
90 53 1D A9 AB 01 3A OF 8A 81 DB D6 51 05 92 F5
FB CB E3 B1 BC F3 93 79 3F 51 7E 75 8B BD D1 04
67 C1 A7 2B 14 16 52 33 E3 86 EA 6B 02 7E 48 28
24 D3 32 44 CC 7F 81 0B F7 D2 1C D2 8E 00 7C 84
19 08 76 98 BE OD D7 93 46 53 F3 5C 8B 01 64 C2
18 DC BC BE 28 30 2A 81 3E 47 A3 34 C9 56 53 49
OC F5 76 02 C7 98 D6 3D 39 3E 9E 6E BC 21 92 65
AA 65 62 63 2A 61 8D 4C 3E 40 52 B2 0C 89 F2 FO
4E A4 55 54 67 3D 1B E8 91 1F 83 CA 4A 20 CE 86
B5S 9C FO A8 C9 64 E5 BO 47 07 87 5D 56 01 1D 48
92 91 AB F2 37 08 38 DC 60 8F E2 E2 6E 61 7D OE
C2 C2 C6 43 E5 1C AF 67 16 E6 4C 2C C5 Al 85 C7
27 70 EC 41 85 48 75 89 15 6B B4 7E 41 41 80 C6
CE DE AC D8 DA DO 7F FA 90 91 44 1F DA CE D5 53
C4 82 BD 0C 41 D5 B7 76 49 FO ED 80 3D 07 D2 96
82 DC 2C 41 D2 04 7D 18 FD DA B9 65 29 B9 F8 A2
FO DD D5 E4 B3 02 FF FD 8C CB EC 03 D9 91 7F FA
6B 8D 24 91 17 14 6C 58 FD 89 Al 35 A9 6E CE 67
0C 58 A5 59 62 8A 68 01 2D 4C 9A 43 E5 FF FB 42
7F OD F3 0D A7 45 BB OE 4E B3 34 71 6B B8 21 75
10 46 7B 8B 58 E1 BE 54 B3 0C 85 75 22 65 4C BB
57 87 81 3C B1 B2 FB 95 7A 72 5F 51 61 21 87 B5
8B B8 33 53 F8 E5 6A A6 AF 89 C9 4E DD 65 6D 92
BF 66 91 30 22 FC E8 F8 57 30 61 7D 8A 16 6B BB
24 51 55 59 91 5C C4 72 43 59 50 BC E8 C2 52 19
FE F5 07 A6 52 7A 6A 39 20 C2 DE AD A7 73 29 02
E2 D2 AE 8C 60 BD A5 18 A6 5D A6 6F 93 58 1B 7E
37 04 2A 10 46 46 75 AB 32 6F 60 3B E1 4E 5B 55
25 63 4A DE B9 56 51 2A 84 FD B8 09 AF 2F 37 D2
OA 9F D2 3F 67 EC A7 74 1B 49 D5 B7 D7 4F 94 7A
8B 6D AC 68 88 8B 3E 38 02 99 4C 98 CC CB 68 C2
A0 E7 92 7F 15 E5 E7 BE 14 00 98 3E 22 A4 C9 EF
2B AB DF 24 45 25 AD DE 3B 4D 91 E7 78 E2 1E 2B
D3 2C 52 21 F5 43 3F 28 39 01 28 EA BF 3B 18 1B
85 C2 C1 EF D7 FA E9 46 39 9B B8 FE 21 DE 2A ED
OA 3E 72 CA B3 4D 30 55 09 54 7D F3 3A 45 D1 7D
01 3A 3A C0 8F OD B6 9D BF FO BA E5 A4 B9 Cl1 5E
E8 BD C4 E2 52 5B 49 E6 86 5A EB 75 20 51 93 5F
8E 2F BS DA EA 91 2D 11 86 71 10 2B 8F B4 67 5C
39 37 B3 89 A7 C7 06 8C B6 97 B3 79 8F FF E9 D6
E6 41 56 49 3B B8 08 DO 67 A3 EA C4 18 A7 BF 58
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19 E2 5A 74 0C 83 49 91 4E 50 08 34 0C 38 1A 07
D8 70 Bl 4B 9B E9 93 9D 30 6B C7 02 D4 6A 58 21
6D F9 32 D2 BC B4 5A 3F 18 1B D8 4F 4B 9B A9 92
F3 A5 F1 2A 5D B6 15 AE 05 98 A9 C4 32 CF 5C 00
95 18 7A 84 9A 93 CA 0D 2D 7D EE DB 2D B1 CE Db
3C OD 4A E5 D2 B3 7E B2 5E 07 99 24 52 EO 18 8E
2D 72 68 2F 46 FO 16 7F OF 6A 68 02 43 EF F2 (4
BS FC FO 23 58 52 F9 9D EF A4 D5 35 A4 79 17 6F
A3 A2 25 87 51 15 81 B3 64 9F E4 10 E3 02 EC 1B
90 61 CB 53 5C 49 2A E5 7A C1 26 CB 49 EA 47 DE
12 A9 09 7C 5F 8A 86 9D 84 D4 AA E9 03 FO BC 6F
53 A6 05 14 CE BE 02 FD C9 A2 04 A6 BE 2A 66 56
7D 58 9F CB AC A3 65 65 A3 EO 2D 10 Bl 69 20 EA
26 BO 5C 50 BE 80 5D 06 EC ES C9 EE 7D B7 EB 20
7C 33 C1 D4 AC 92 CA 29 4F 1A OF 8F AC 83 9F EA
03 89 FA E4 33 84 A2 DA A7 A C1 F5 E9 2D 62 2F
8E B3 7A C0 C5 5E B9 DF 8D 97 13 DE 03 A0 EF 8B
2D 93 06 C8 53 OF 60 7D 89 8B A8 8A DB 6A D9 82
BE CD 3B 05 CA C3 2B 7D FE 76 7C 82 6E 5E 8B DF
40 12 OF 1A 49 E8 4C D1 1C 4C 09 BO 7C 27 59 1A
60 32 B3 72 A7 BD 46 8B 09 EC EO 7E E6 EC A6 E9
45 59 F1 48 43 DD 9A 97 93 1E 0C 06 D1 05 AA 22
37 E6 7A 3C 12 8D 33 AB 61 DC 47 98 6F DA FB 79
7E 60 CB 44 45 3B 4D FB CF 7A FD FE 02 F6 86 C7
20 FD 65 D5 38 18 27 BE 62 F3 32 2A CB C3 72 13
04 43 D6 69 OE 3A E3 Bl 7F 26 3F 93 45 99 8C A2
63 17 F7 57 B8 6D OA D4 15 31 Bl 14 F5 D5 7F A8
2E 50 23 E5 17 62 27 DO 87 F7 65 E1 42 1C EF 31
BE 9C 31 58 66 83 80 17 BB 2A A5 89 55 BF 52 CE

: 6E
1247 13: SEQUENCE {
1249 11: OBJECT | DENTI FI ER
: hkdf Wt hSha256 (1 2 840 113549 1 9 16 3 28)
: }
1262 1: | NTEGER 32
1265 11: SEQUENCE ({
1267 9: OBJECT | DENTI FI ER
: aes256-wrap (2 16 840 1 101 3 4 1 45)
: }
1278 40: OCTET STRI NG
5D 13 AE 00 D9 14 A2 91 58 A8 EF 32 B2 3A E5 F2
7B 8C 29 33 87 E3 BE 65 FC 3D FC 19 B9 9D 8F DC
55 25 27 FD 42 15 4B 37
}
}
: }
1320 58: SEQUENCE {
1322 9: OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
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1333 30: SEQUENCE {
1335 o: OBJECT | DENTI FI ER
: aes256-GCM (2 16 840 1 101 3 4 1 46)
1346  17: SEQUENCE {
1348 12 OCTET STRING 86 BC 07 FB C3 DC 4A 59 9D 90 F3 E8
1362 1: | NTEGER 16
. } }
1365  13: [0] 20 F9 4F 06 1F 7B 05 F9 5B 32 57 FF Q0
: }
1380  16: OCTET STRI NG
5F 2A 60 63 AF 2C FO 5F E1 E2 97 A2 8B A7 AB 10
}
}
}

B.2. Recipient CM5 Processing
Bob’ s i d- MLKEM/68- ECDH P256- SHA3- 256 private key:

----- BEG N PRI VATE KEY-----

M GEAgEAMA0GCCs GAQUFBWY7BHO mi Tr gVVki RNnS3Emvix HUr h+EHef | RSSQaM G
7NAvf 0DDSVt 58hvzJz/ RUCOE4/ 8RECs/ DZVr 5gW02j Oyl dCl MDECAQEEI M ct Kyh
Cr Q/BNhBbpwS5Zk EOLrk| f 14 5NRt wj 30bB+0A0GCCqGSMA9AWEH

----- END PRI VATE KEY-----

Bob decapsul ates the ciphertext in the KEMReci pientinfo to get the
M_KEM/ 68- ECDH- P256- SHA3- 256 shared secret, encodes the

CVBORI f or KEMX her I nfo, derives the key-encryption key fromthe shared
secret and the DER-encoded CMSORI f or KEMX her| nfo using HKDF with SHA-
256, uses AES-256- KEYWRAP to decrypt the content-encryption key with
the key-encryption key, and decrypts the encrypted contents with the
content-encryption key, revealing the plaintext content:

(Artwork only avail abl e as TEST- VECTORS: see
https://ww.ietf.org/archive/id/draft-ietf-Ianps-cns-conposite-kem
00. htm)
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