Net wor k Wor ki ng G oup T. Okubo
I nternet-Draft Penguin Securities Pte. Ltd
I ntended status: Standards Track C. Bonnel
Expires: 22 Novenber 2026 Di gi Cert, Inc.

J. Gay

M Qunsworth

Ent r ust

J. Mandel

AKAYLA, Inc.

21 May 2026

A Mechanismfor X 509 Certificate Di scovery
draft-ietf-1anps-certdi scovery-03

Abst r act

Thi s docunent specifies a nmethod to discover a secondary X. 509
certificate associated with an X 509 certificate to enable efficient
multi-certificate handling in protocols. The objective is threefold:
to enhance cryptographic agility, inprove operational availability,
and accompdate multi-key/certificate usage. The proposed nethod
aine to maximze conpatibility with existing systens and is designed
to be legacy-friendly, making it suitable for environments with a mx
of | egacy and new i nmpl ementations. It includes nmechanisns to provide
i nformati on about the target certificate' s signature algorithm
public key algorithmand the | ocation of the secondary X 509
certificate, enpowering relying parties to nake inforned decisions on
whet her to fetch the Secondary Certificate.

The primary notivation for this nmethod is to address the limtations
of traditional certificate nmanagenent approaches, which often | ack
flexibility, scalability, and seaml ess update capabilities. By

| everagi ng this nechani sm subscribers can achi eve cryptographic
agility by facilitating the transition between different algorithns
or X.509 certificate types. Operational redundancy is enhanced by
enabling the use of backup certificates and mnininizing the inpact of
Primary Certificate expiration or CA infrastructure failures.

The approach ensures backward conpatibility with existing systens and
| everages established nmechani sns, such as the subjectl nfoAccess
extension, to enable seanl ess integration

About Thi s Docunent

This note is to be renoved before publishing as an RFC
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The latest revision of this draft can be found at https://| anps-
wg. gi thub.io/certificatedi scovery/draft-ietf-Ianps-
certdiscovery.htm . Status information for this docunent may be
found at https://datatracker.ietf.org/doc/draft-ietf-I|anps-
certdi scovery/.

Source for this draft and an issue tracker can be found at
https://github. com | anps-wg/ certificatedi scovery.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 Novenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The efficient discovery of X 509 certificates play a critical role in
nmodern cryptographic systems. Traditional certificate managenent
approaches often face challenges in ternms of flexibility,

scalability, and seam ess updates. To address these limtations,
this docunment proposes a novel approach to certificate discovery
utilizing the Subject Information Access extension within X 509
certificates.

The primary objective of this approach is to enable efficient multi-
certificate handling in protocols, offering several key benefits.
First, it enhances cryptographic agility by facilitating snooth
transitions between different algorithnms or X 509 certificate types.
This is particularly valuable in scenarios where subscribers need to
upgrade their cryptographic algorithns or adopt new certificate types
whi | e mai ntai ni ng backward conpatibility with existing systens.

Second, the proposed net hod i nproves operational availability by

i ntroduci ng redundancy in certificate usage. It enables the use of
secondary certificates that can serve as backups, ensuring seanl ess
continuity of services even in the event of Primary Certificate
expiration or disruptions in the CA infrastructure.

kubo, et al. Expi res 22 Novenber 2026 [ Page 3]



I nternet-Draft TODO - Abbreviation May 2026

Finally, the approach accommodates multi-key/certificate usage,
allowing for a relying party to obtain certificates to perform
crypt ographi c operations that are not certified by a single
certificate.

The proposed nethod is designed to naximze conpatibility with

exi sting systens, including | egacy inplenentations. It |everages the
subj ect | nf oAccess extension, which is already established in X 509
certificates, and does not require nodifications to the referring
certificates. This ensures ease of adoption and avoids di sruptions
to current certificate managenent practices

The followi ng sections outline the details of the proposed approach,
including the structure of the SIA extension, the nodes of operation,
and the considerations for secure inplenentation and depl oynent.

By | everaging the capabilities of the SIA extension for certificate
di scovery, organizations can enhance cryptographic agility, inprove
operational availability, and accommpdate conpl ex nulti-key/
certificate scenarios, leading to nore secure and resilient
crypt ogr aphi ¢ systens.

1.1. Use Case 1: AlgorithmAgility

The first use case is inproving algorithmagility. For exanple, the
Primary Certificate uses a wi dely adopted cryptographic algorithm
whil e the Secondary Certificate uses the algorithmthat is new and
not widely adopted yet. The relying party will be presented with the
opportunity to try the new algorithns and certificate types. This
will be particularly useful when transitioning fromone algorithmto
another or to a new certificate/credential type.

In addition, the server may |l ook at the | ogs to determ ne how ready
the client side is to shift to conpletely rollover to the new
algorithm This allows the subscriber to gather the netrics
necessary to nmake an informed decision on the best timng to do an
algorithmrollover without relying on third parties or security
researchers. This is particularly useful for PKIs that have a w de
array of client software and requires careful consideration

1.2. Use Case 2: Operational Redundancy

The second use case is where the Primary and Secondary Certificate
adopts the sanme cryptographic algorithns but for instance, uses
certificates issued by two different CAs or two certificates that
have different validity periods. The Secondary Certificate may be
used as a backup certificate in case the Primary Certificate validity
is about to expire.
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A common issue is when the internediate CA certificate expires, and
the subscriber forgets to update the internediate CA configured on
the server. Simlar to when sone software collects the parent
certificate through authoritylnfoAccess CA |Issuer access nethod when
the internmediate certificate is absent, the peer certificate can be
obt ai ned.

Due to increased adoption of the ACME protocol, the burden of

mai ntaining the availability of a service is shifted to the CA

i ssuance infrastructure and the availability woul d be dependent on
the CA infrastructure. To increase the operational redundancy, this
mechani sm can be used to point to another set of certificates that
are independent fromthe Primary Certificate to mninize the chance
of a failed transaction.

1.3. Use Case 3: Dual Use

The third use case is where one certificate is used by the naned

subj ect for a particular cryptographic operation and a relying party
wi shes to obtain the public key of the named subject for a different
cryptographi c operation. For exanple, the recipient of an emnai
message which was signed using a key that is certified by a single
use signing SIMME certificate may wish to send an encrypted enail to

the sender. In this case, the recipient will need the sender’s
public key used for encryption. A pointer to the named subject’s
encryption certificate will pernmit the recipient to send an encrypted
reply.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. 1. Definitions

For conci seness, this section defines several terns that are
frequently used throughout this specification.

Primary Certificate: The X 509 certificate that has the

subj ect | nf oAccess extension with the certDi scovery accessMet hod
pointing to a Secondary Certificate.
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Secondary Certificate: The X 509 certificate that is referenced by
the Primary Certificate in the subjectlnfoAccess extension

certDi scovery accessMethod. This certificate may al so have a
reference to the Primary Certificate in the subjectlnfoAccess

ext ensi on.

3. Certificate Discovery Access Mt hod

Thi s docunent specifies the new certDi scovery access nethod for X 509
Subj ect Informati on Access (SIA) extension defined in [ RFC5280].

The syntax of subject information access extension syntax is repeated
here for conveni ence:

Subj ect I nf oAccessSyntax ::=
SEQUENCE SI ZE (1..MAX) OF AccessDescription

AccessDescription ::= SEQUENCE {
accessMet hod OBJECT | DENTI FI ER,
accesslLocati on Gener al Nanme }

Thi s docunent defines a new access nethod id-ad-certDi scovery which
is an OBJECT | DENTI FIER that indicates the accessMethod is for
certificate discovery.

i d-ad-certDi scovery OBJECT IDENTIFIER ::= { id-ad TBD }

The 'accesslLocation’ is a General Nane ot herNane type as defined in
[ RFC5280]. Recall that the otherNane type is defined as Anot her Name:

Anot her Name :: = SEQUENCE {
type-id OBJECT | DENTI FI ER,
val ue [0] EXPLICIT ANY DEFI NED BY type-id }

Thi s docunent defines the Rel atedCertificateDescriptor type and its
corresponding identifier as follows:

-- Oher Name O D Arc --
i d-on OBJECT IDENTIFIER ::= { id-pkix 8}

-- Certificate D scovery Access Descriptor --
id-on-relatedCertificateDescriptor OBJECT IDENTIFIER ::= { id-on TBD }

on-Rel atedCertificateDescriptor OTHER NAME :: = {
Rel at edCertificat eDescriptor |DENTIFIED BY id-on-rel atedCertificateDescriptor
}
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When the accessMethod has a val ue of id-ad-certDiscovery, then the
accesslLocati on MJST contain an ot her Nane whose type-id is id-on-
rel atedCertificateDescriptor and the value is

Rel at edCertifi cat eDescri ptor.

Rel at edCertificateDescriptor is defined as foll ows:

Rel at edCertificateDescriptor ::= SEQUENCE ({
met hod Cert Di scover yMet hod,
intent Discoverylntentld OPTI ONAL,
signatureAlgorithm[0] IMPLICIT Algorithmdentifier OPTI ONAL,
publicKeyAlgorithm[1] IMPLICIT Al gorithmdentifier OPTI ONAL
}

Rel at edCertificateDescriptor is conposed of 4 conponents which are
defined bel ow.

3.1. CertD scoveryMethod
Cert Di scoveryMet hod is defined by the foll ow ng:
Cert Di scoveryMet hod ::= CHO CE {
byUri [0] IMPLICIT CertLocation

byl nclusion Certificate,
byLocal Pol i cy NULL

}
Cert Di scoveryMethod is the only required field of
Rel atedCertificateDescriptor. It describes how the related

certificate can be retrieved.

There are three nethods:

1. The byUri nethod provides a | ocation where the rel ated
certificate can be retrieved. The syntax of CertlLocation is
descri bed bel ow.

2. The byl nclusion nethod encodes the DER encodi ng of the rel ated
certificate directly.

3. The bylLocal Policy nethod signals that the related certificate is
available in a repository that is usable by the application
consuming the certificate.

3.2. Certlocation

CertLocation is defined by the foll ow ng:
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CertLocation ::= | A5String
The certificate is referenced by an 1A5String that contains the URI
of the Secondary Certificate. The DER encodi ng of the Secondary
Certificate MUST be available at the specified | ocation

3.3. Discoverylntentld
Di scoverylntentld provides optional information to describe the
intent of including the discovery information for the rel ated
certificate.
Currently, the following intent identifiers are defined:

-~ Intent OBJECT | DENTI FI ER
id-rcd-agility OBJECT I DENTIFIER :: =

{id-rcd 1}
i d-rcd-redundancy OBJECT | DENTIFIER :: =
{id-rcd 2}
i d-rcd-dual OBJECT IDENTIFIER :: =
{id-rcd 3}
i d-rcd-priv-key-stnt OBJECT |IDENTIFIER :: =
{id-rcd 4}
id-rcd-self OBJECT IDENTIFIER :: =
{id-rcd 5}

3.3.1. AgorithmAgility

This intent indicates the referenced certificate’s intent is to
provide algorithmagility; i.e. the two certificates will use
different cryptographic algorithns for the sanme key operations. The
two certificates SHOULD be equi val ent except for cryptographic
algorithm i.e. the key usages SHOULD nmatch

3.3.2. Redundancy

This intent indicates the referenced certificate's intent is to
provi de operational redundancy; i.e. the Secondary Certificate could
be issued by a different CA or has a different validity period which
can be used as a backup if the Primary set of certificates is about
to expire.
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3.3.3. Dual Usage

This intent indicates the referenced certificate' s intent is for dua
usage; i.e. the related certificates belong to the sane entity and
one provides a signing-type key while the other provides an
encryption-type key. The two certificates MJST descri be the same
entity and therefore SHOULD have matchi ng Subject DN and SAN val ues.

3.3.4. Statenent of Possession of a Private Key

This intent indicates that the Primary Certificate did not not do a
full proof-of-possession at enrollment tine, but instead it provided
a statenment of possession as per
[I-Dietf-lanps-private-key-stnt-attr] signed by the Secondary
Certificate.

The reason for carrying a RelatedCertificateDescriptor of this type
is to track that the Primary Certificate had a trust dependency on
the Secondary Certificate at the tinme of issuance and that presumably
the two private keys are co-located on the sane key storage.
Therefore if one certificate is revoked, they SHOULD both be revoked.

3.3.5. Self reference

This intent indicates the Uniform Resource lIdentifier where this
certificate is located. Applications which retrieve this certificate
can then conpare the retrieved certificate with this value to ensure
that the correct certificate was retrieved.

This intent can be used to bind the subjects of Prinmary and Secondary
Certificates. The Primary Certificate contains a self-reference to
its location, as well as a reference to the Secondary Certificate.
The Secondary Certificate contains a self-reference to its |ocation,
and a reference to the Primary Certificate. Provided that policy
requi res subject equival ence when this nmechanismis used, then the
consumi ng application can treat both certificates as certifying the
sane entity.

3.4. Signature Algorithmand Public Key Al gorithmfields

The signatureAlgorithmis used to indicate the signature algorithm
used in the Secondary Certificate and is an optional field. The
publ i cKeyAl gorithmindicates the public key algorithmused in the
Secondary Certificate and is an optional field.

When the validation of the Primary Certificate fails, the software

that understands the SIA extension and the certDi scovery access
met hod uses the information to determni ne whether to fetch the
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5.

5

Secondary Certificate. The software will | ook at the

si gnat ur eAl gorithm and publicKeyAl gorithmto determ ne whether the
Secondary Certificate has the signature algorithmand certificate
public key algorithmit can process. |If the software understands the
signature algorithmand certificate public key algorithm the
software fetches the certificate fromthe URl specified in the

rel atedCertificatelLocation and attenpts another validation

O herwi se, the validation sinply fails.

Security Considerations

Retrieval of the Secondary Certificate is not sufficient to consider
the Secondary Certificate trustworthy. The certification path
validation algorithmas defined in section 6 of [RFC5280] MJST be
performed for the Secondary Certificate.

The use of the self-reference intent can be used to provide a subject
bi ndi ng between the Prinmary and Secondary Certificates. However, the
procedure for validating subject equival ence MIST be defined by
policy. As a result, validation of subject equivalence is out of
scope of this docunent.

The Secondary Certificate nmay al so have the certDi scovery access
method. |In order to avoid cyclic loops or infinite chaining, the
val i dator shoul d be mindful of how many fetching attenpts it allows
in one validation

The sane security considerations for cal ssuers access net hod outlined
in [ RFC5280] applies to the certDiscovery access nethod. |In order to
avoid recursive certificate validations which involve online
revocation checking, untrusted transport protocols (such as plaintext
HTTP) are comonly used for serving certificate files. Wile the use
of such protocols avoids issues with recursive certification path

val i dations and associ ated online revocation checking, it also
enabl es an attacker to tanper with data and perform substitution
attacks. Cients fetching certificates using the nechani sm specified
in this document MJST treat downl oaded certificate data as untrusted
and performrequisite checks to ensure that the downl oaded data is
not mali cious.

| ANA Consi der ati ons
1. Mbdule ldentifier

I ANA is requested to add the following entry in the "SM Security for
PKI X Modul e Identifier" registry, defined by [ RFC7299]:
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[ el el el o
| Decimal | Description | References |
B e ety ey e
| TBD1 | id-mod-CertDiscovery | [this-RFC |
L I I I I I +

Table 1
5.2. Access Descriptor

I ANA is requested to add the following entry in the "SM Security for
PKI X Access Descriptor" registry, defined by [ RFC7299]:

B e e el s 1)
| Decimal | Description | References |
B ety e ety ey
| TBD2 | id-ad-certDiscovery | [this-RFC] |
R Feom e e e e e e e - - I +

Table 2
5.3. Oher Nane Form

I ANA is requested to add the following entry in the "SM Security for
PKI X Access Descriptor" registry, defined by [ RFC7299]:

[S oo fomey oo oo [ by o}
| Decimal | Description | References |
[ e oo s e e e e s
| TBD3 | id-on-relatedCertificateDescriptor | [this-RFC] |
S o m m e e e e e e e e ee oo T +

Table 3
5.4. Certificate Discovery Intent ldentifiers

To allocate id-rcd, this docunent introduces a new PKIX O D arc for
certificate discovery intent identifiers:

I ANA is requested to add the following entry to "SM Security for
PKI X" registry, defined by [RFC 7299]:
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| Decimal | Description | References |
[} gty e —_—————(————————————————————————(———— Ll —p———(———r
| TBD4 | Certificate Discovery Intent Identifier | [this-RFC |
S TRy . S I +

Table 4

I ANA is requested to create the "Certificate Discovery Intent
Identifiers" registry with the following initial values:

[ oo oo oo ey oo e
| Decimal | Description | References |
[ e e oo sl sl 1)
| 1 | id-rcd-agility | [this-RFC |
+---- - - - R I i +
| 2 | id-rcd-redundanc | [this-RFC |
R I i I I I +
| 3 | id-rcd-dual | [this-RFC |
I R i R +
| 3 | id-rcd-priv-key-stnt | [this-RFC |
+---- - - - R I i +
| 5 | id-rcd-self | [this-RFC |
R I i I I I +

Table 5

Updates to this table are to be nmade according to the Specification
Required policy as defined in [ RFC8126].
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Acknowl edgnent s
TODO acknowl edge.
Appendi x A ASN. 1 Modul e

The following ASN. 1 nodul e provi des the conplete definition of the
Certificate Di scovery access descriptor.

CertDi scovery { iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) id-npd(0) id-nod-CertDiscovery(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS ALL --
| MPORTS
OTHER- NAME, Al gorithm dentifier, Certificate
FROM PKI X11 npl i ci t - 2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkixl-inplicit-02(59) }
i d-pkix, id-ad
FROM PKI X1Expl i cit-2009

{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkixl-explicit-02(51) }

i d-ad-certDi scovery OBJECT IDENTIFIER ::= { id-ad TBD2 }
-- Oher Name O D Arc --
i d-on OBJECT IDENTIFIER ::= { id-pkix 8 }

-- Certificate D scovery Access Descriptor --

id-on-relatedCertificateDescriptor OBJECT IDENTIFIER ::= { id-on TBD3 }
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on-Rel atedCertificateDescriptor OTHER NAME :: = {

Rel at edCertifi cat eDescri pt or
}

id-rcd OBJECT IDENTIFIER ::= { iso(1)
curity(b)

mechani sms(5) pki x(7)

-- Intent OBJECT | DENTI FI ERs

Di scoverylntentld ::

id-rcd-agility Disoverylntentld ::

i dentified-organi zation(3) dod(6)

id-rcd(TBD4) }

= OBJECT | DENTI FI ER

= {id-rcd 1}

i d-rcd-redundency Disoverylntentld ::= {id-rcd 2}
id-rcd-dual Disoverylntentld ::= {id-rcd 3}
id-rcd-priv-key-stnt Disoverylntentld ::= {id-rcd 4}
id-rcd-self Disoverylntentld ::= {id-rcd 5}

Rel at edCertificateDescriptor ::= SEQUENCE {

met hod Cert Di scover yMet hod,

intent Discoverylntentld OPTI ONAL,
si gnat ur eAl gorithm [ 0]
publ i cKeyAl gorithm [ 1]

}

Cert Di scoveryMet hod ::= CHO CE {
byUri [0] IMPLICIT CertLocation,
byl ncl usi on Certificate,
byLocal Pol i cy NULL

}

CertLocation ::= I A5String

END
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