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Abst r act

Crypt ographi ¢ domai n validation procedures |everage authenticated
conmuni cation channels to ensure resilience against attacks by both
on-path and off-path network adversaries which attenpt to tanmper with
communi cati ons between the Certification Authority (CA) and the
network resources related to the donmain contained in the certificate.
Domai n owners can | everage "security" Property Tags specified in CAA
records (defined in [ RFC8659]) with the critical flag set, to ensure
that CAs perform cryptographically-constrained domai n validation
during their issuance procedure, hence defendi ng agai nst gl obal man-
in-the-m ddl e adversaries. This docunent defines the syntax of the
CAA security Property as well as acceptable neans for

crypt ogr aphi cal | y-constrai ned domai n validati on procedures.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://birgel ee.github.io/draft-caa-security-tag/-ietf-|anps-caa-
security.htm. Status information for this docunent nay be found at
https://datatracker.ietf.org/doc/draft-ietf-I|anps-caa-security/.

Di scussion of this docunent takes place on the Limted Additiona
Mechani sns for PKI X and SM ME Working Group mailing |ist
(mailto:spasm@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/spasn . Subscribe at
https://ww.ietf.org/ mailman/listinfo/spasn

Source for this draft and an issue tracker can be found at
https://github. com birgel ee/draft-caa-security-tag.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 Decenber 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

A CAA security Property Tag is conpliant with [RFC8659] and puts
restrictions on the circunstances under which a CAis allowed to sign
a certificate for a given domain. A security Property Tag on a
domain inplies that validation for this domain nust be done in a
manner that defends agai nst network adversaries even if an adversary
is capable of intercepting and/or nodifying conmuni cation between the
CA and the network resources related to the donmain being vali dat ed.

I ssuance of a certificate to a domain with a security Property Tag
MUST foll ow one of the specified Cryptographically-constrai ned Donai n
Validation (CDV) nethods outlined in this document or future
extensions. CDV nethods MJST rely on protocols (like DNSSEC or DoH
DoT) that offer security properties even in the presence of man-in-
the-m ddl e adversaries that can intercept any communi cati on occurring
over the public Internet.

Not all CDV nmethods are thenselves conpliant with the CA/ Browser
Forumi s Baseline Requirenents for the |ssuance and Managenent of
Publicly-Trusted TLS Server Certificates. Hence, any CDV nethod that
does not neet the CA/Browser Forum Baseline Requirenments for TLS
server certificate issuance nust be used in conjunction with such a
conpliant domain validation nethod.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

2.1. Cryptographic Domain Validation
The goal of cryptographically-constrained domain validation is to

ensure that donmmin validation is based on conmuni cati on channel s t hat
are authenticated through cryptographi c operations.
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2.1.1. Threat Nbdel

Crypt ographi ¢ domai n validation defends agai nst a network adversary
that can block, intercept, nodify, and forge arbitrary network
packets sent between a CA and the domain’s network resources, but
cannot forge cryptographic objects, such as signatures and encrypted
data. Cryptographic domain validation is based on DNS and t hus
assunes that a domain owner can securely mange their DNS records,
i.e., comunication between the domain owner and their DNS
infrastructure is protected agai nst network adversaries. Simlarly,
conmuni cati on between the entity generating the private key and
requesting the certificate, e.g., the domain owner, and the
webserver(s) where the private key and certificate are installed, is
assuned to be protected agai nst network adversaries. Furthernore, it
assunes that all CAs are benign and correctly follow all necessary
val i dation procedures as described in the rel evant standardi zation
docunent s.

Crypt ographi ¢ domai n validation can be used on domains that are
contained in both domain validation certificates (where only the
domain nane in a certificate is validated) and extended or

organi zation validated certificates (where information |ike

organi zation identity as well as domain nane is validated).

Crypt ographi ¢ domain validation only hardens the security of the

val i dati on of domai n names, not broader identities (e.g.,

organi zati on names). The use of cryptographically-constrained domain
validation in an OV or EV certificate only inproves the validation of
the domain nane(s) contained in the certificate (in the conmon nane
or subject-alternate nanes fields) and does not inpact the validation
of other forns of identity contained in the certificate. Use of
crypt ographi cal | y-constrai ned domain validation in a DV certificate
does not inply validation of any identity beyond the domai n name(s)
in the certificate.

The defense invol ves the domain owner specifying a policy indicating
their desire for cryptographically-constrained domain validation via
DNS CAA records and securely comruni cating these records to all CAs.
Hence, a core aspect of cryptographically-constrained domain
validation is 1) ensuring secure policy |ookups, and 2) preventing
downgrade attacks that convince a CAto issue a certificate using
non- cr ypt ogr aphi cal | y-constrai ned donai n validation
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2.1.2. Secure Policy Lookup

The authenticity of the retrieved security CAA record SHOULD be
protected to prevent an active network adversary fromnodifying its
content. Authenticity can either be ensured by signing the security
CAA record or by retrieving the security CAA record via an

aut henti cated channel. Any security CAA record not protected by such
a signature or authenticated channel may not benefit fromthe
security properties outlined in this document. The term

"aut henticated DNS | ookup" refers a DNS | ookup that is authenticated
using either a signed record or an authenticated channel

2.1.2.1. Signed Record

A security CAA record SHOULD be protected with a valid DNSSEC
signature chain going back to the | CANN DNSSEC root, to prove the
authenticity of the record and its content.

2.1.2.2. Authenticated Channe

If it is not possible to have a DNSSEC si gnature chain back to the

I CANN root, security CAA records SHOULD alternately be hosted on an
authoritative DNS resol ver that supports recursive-to-authoritative
aut henti cated channels. Authenticated channels between recursive and
aut horitative nanmeservers coul d be depl oyed as described in [ RFC9539]
and | everage DoT, DoQ or DoH as protocols providing an authenticated
channel . Since secure policy |ookup considers a nmore stringent
threat nodel than the passive network adversary in [RFC9539], the
depl oynent MUST al so i npl enent defenses agai nst active adversaries

hi ghli ghted in Appendi x B of [RFC9539]. One option to inplenent
these defenses is by creating DNSSEC- protected SVCB DNS records at
the authoritative nameserver. These SVCB records provide a signaling
mechani sm for authoritative naneservers offering authenticated
channel. Furthernore, the authenticity of the TLS certificate public
key used to establish the channel MJST be protected, e.g., by

speci fying the public key hash as an SVCB parameter. This step is
crucial to achieve our desired security properties, since it
elimnates the circul ar dependency of requiring an authentic TLS
certificate to secure the issuance of new TLS certificate.

2.1.3. Downgrade Prevention
To ensure that the CAA security Property is i mediately and
incremental ly depl oyable without requiring all publicly-trusted CAs

to understand the property, the CAA record containing the property
MUST set the critical flag.
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Serving security CAA records over authenticated DNS channels or using
aut henticated DNS records (i.e., DNSSEC) is critical to the

ef fecti veness of the records because a security CAA record not
protected by authenticated DNS may be suppressed by an adversary that
can nani pul ate DNS responses. This could potentially allow the
adversary to downgrade validation to use a | owsecurity nethod and
underm ne the security properties of the security Property Tag.

If DNSSEC i s used to authenticate the CAA record, a CA MIST only
accept the non-existence of a security CAArecord if its non-
exi stence is proven by NSEC record as described in [ RFC7129].

I f authenticated channels are used to authenticate the CAA record,
CAs MUST al so require recursive-to-authoritative DoT or DoH

communi cation (and not permt standard unencrypted DNS connecti ons)
for any DNS responses that do not have a valid DNSSEC signature chain
to a trusted root. This prevents downgrade attacks where an
adversary attenpts to interfere with the establishnent of a DoT or
DoH encrypted channel and cause a fallback to unencrypted DNS over
UDP or TCP

3. CAA security Property
The CAA security Property Tag MJST be "security" and the flags field
of a CAA record containing the security Property MJST have the
critical bit set. In this document, we refer to a CAA record with
these characteristics as a *security CAA record*

3.1. Syntax

The CAA security Property Value has the foll owi ng sub-syntax
(specified in ABNF as per [RFC5234]).

security-value = *WSP [attribute-list] *WsP

attribute-list = (attribute *WsP ";" *WBP attribute-list) / attribute
attribute = attribute-nanme *WSP "=" *WBP attri bute-val ue

attribute-nanme = (ALPHA/ DIAT) *( *("-") (ALPHA/ DIAT))
attribute-value = *(val ue-char / WSP) val ue-char *(val ue-char / WSP)
val ue-char = %21-3A / %3C-7E

Hence, the security Property Value can either be enpty or entirely

whi t espace, or contain a |list of senicolon-separated attribute name-
val ue pairs.
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Simlar to [RFC8659], attribute names are specified in letter-digit-
hyphen Label (LDH Label) formwhile attribute values can contain
whi t espace and any printable character except senmicolon. Note that
attribute values MIUST contain at |east one printable (non-whitespace)
character.

Al attributes specified in an attribute-list MJUST be unique. An
attribute-1ist MJST NOT have two attributes with the sane nane
specified even if they contain different attribute val ues.

3.2. Well-known Attributes
The attribute-list MAY contain the followi ng attributes.

The attribute values of the attributes specified in this docunent
have the follow ng sub-syntax (specified in ABNF as per [RFC5234]).

wel | -known-attribute-val ue = *WSP comma- sep-1ist *W5P

comma-sep-list = (list-item*WsP ", " *WSP comma-sep-list) / list-item
list-item= 1*itemchar
itemchar = %21-2B / %2D-3A / 9%3C- 7E

1. *nethods:* If specified, this attribute MJUST have a non-enpty
comma- separated list of cryptographically-constrained donmain
val idation nethods that can be used to validate that particul ar
domain. A CA MJST use one of the methods specified in the
met hods attribute value to perform cryptographically-constrained
domai n validation. |If there is no nethod specified that the CA
is capabl e of conplying with, the CA MJST deny i ssuance.

2. *options:* If specified, this attribute MJUST have a non-enpty
comma-separated list of options. A CA SHOULD try to honor any
option specified in this list. |If a CA does not understand an
option or does not have that option inplenmented the, CA MAY
proceed with issuance.

3. *options-critical:* If specified, this attribute MJST have a non-
enpty comma-separated |ist of options. To proceed with issuance,
a CA MJST understand and inplenent all options specified in the
options-critical attribute val ue.

The attribute-list MAY contain additional attributes and a CA NAY

proceed with issuance even if it does not understand these additiona
attributes. Subsequent RFCs MAY standardi ze additional attributes
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3.2.1. Perm ssible Mthods

The following attributes MAY be specified in the methods attribute
val ue. Each nethod specifies particular aspects of certificate

i ssuance that MJUST be satisfied for a certificate to be issued using
that nethod. While some nethods entail the use of CA/ Browser Forum
conmpliant domain control validation nmethods, others do not entail CA
Browser Forum conpliant domain control validation and rmust be used in
conjunction with a CA/Browser Forum conpliant domain contro
validation nethod to pernmt certificate issuance.

1. *secure-dns-record-change:* This nethod involves an applicant
showi ng control of a DNSSEC protected DNS record or a record that
was retrieved via a DoH or DoT tunnel to the rel evant
aut horitative nameservers used in the DNS resolution. This can
be done via 1) the validation nethod "DNS Change" specified in
the CA/ Browser Forunis Baseline Requirenents for the |Issuance and
Managenent of Publicly-Trusted TLS Server Certificates
(Section 3.2.2.4.7) or 2) the "dns-01" method of the ACME RFC
[ RFC8555]. For this nethod to be satisfied, the FQDN where the
DNS change i s denonstrated MJST be protected by DNSSEC or | ookups
to the relevant authoritative nanmeservers MJST be conducted over
aut henti cated channels (e.g., DoH DoT).
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2. *http-validation-over-tls:* This nmethod involves the conpletion
of an HTTP domai n validation chall enge over an HTTPS sessi on
using TCP port 443 where the server authenticates with an
existing publicly-trusted valid certificate covering the domain
in question. The certificate cannot be sel f-signed or expired.
This method MAY be directly satisfied while a CAis performng
t he "Agreed- Upon Change to Website v2" domain control validation
met hod specified in the the CA Browser Forunis Baseline
Requi renments for the Issuance and Managenent of Publicly-Trusted
TLS Server Certificates (Section 3.2.2.4.18). The ACME "http-01"
chal | enge specified in [ RFC8555] does not permt the use of HTTPS
or port 443 when a CA is contacting the domain in question. A CA
MAY still satisfy the *http-validation-over-tls* method even if
it does not initiate connections to port 443 for HITP chal | enges
so long as either 1) the connection initiated to port 80 serves a
redirect to the same domain nane over HTTPS at port 443 and the
connection to the domain at port 443 servers a valid, trusted
certificate or 2) in addition to contacting the domain over port
80 the CA also contacts the domain over port 443 using HTTPS and
the connection is established with a valid, trusted certificate
and the same chal |l enge value is observed. Operators of security-
critical domains MAY choose not to pernit this nethod since,
unl i ke other cryptographically-constrained domai n validation
nmet hods specified in this document, its security relies on the
non-exi stence of malicious certificates for a domain at tinme of
the creation of the security Property Tag in the domain’s policy.
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3.  *known-account-specifier:* For a CAto issue a certificate using
this method 1) there MUST exist a unique identifier for a CA
subscri ber account that is comunicated with the CA out-of - band,
over authenticated DNS | ookups, or in another manner that is
robust agai nst nan-in-the-m ddl e adversaries, and 2) the CA may
only issue a certificate to an applicant that has authenticated
itself to the CA as having access to that specified subscriber
account. A CA does not have perm ssion to issue under this
met hod unl ess both of these criteria are net. Once these
criteria have been net, the CA MJST additionally performa
validation nethod that is conpliant with the Baseline
Requirenents for the Issuance and Managenent of Publicly-Trusted
TLS Server Certificates. Acceptable methods of conmunicating
this account identifier include (but are not limted to): 1) the
CAA ACME account URI extension, defined in [ RFC3657], if
retrieved via an authenticated DNS | ookup 2) a DNS TXT record at
an under score-prefi xed subdomai n of the domai n bei ng vali dat ed,
if retrieved via an authenticated DNS | ookup. The syntax of
presented in draft-sheth-identifiers-dns-00
(https://datatracker.ietf.org/doc/draft-sheth-identifiers-dns/)
MAY be used for this DNS record (e.g., "_accounturi-
persi st. exanpl e. cont') .

4. *private-key-control:* This nethod involves an applicant show ng
control of a private key that corresponds to a public key placed
in a DNS record associated with the domain being validated. The
private key nust be used to sign a nmessage containing: a unique
identifier for the CA the domamin nane(s) in the certificate, a
ti mestanp, and a hash of the public key in the certificate. This
message nmay be hashed and then have the signature generated over
the hash of this message. Obtaining such a signed nmessage froma
certificate applicant authorizes the CA specified in the nessage
to sign a certificate for those domain nanmes with the specified
public key within 24h of the timestanp provided in the nessage.
The CA MJST retrieve the public key or a hash of the public key
corresponding to the private key used for signing the nessage via
an aut henticated DNS | ookup. After private key control is
est abli shed, the CA MJUST additionally performa validation nethod
that is conpliant with the Baseline Requirements for the |Issuance
and Managenent of Publicly-Trusted TLS Server Certificates. The
syntax of presented in draft-sheth-identifiers-dns-00
(https://datatracker.ietf.org/doc/draft-sheth-identifiers-dns/)
MAY be used to communi cate the hash of a donain owner’s public
key (e.g., a DNS TXT record placed at "_pki-key-
persi st. exanpl e. cont') .
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In the event that *no nmethods attribute is specified in the
attribute-list,* all methods specified in this docunent are
acceptable as well as cryptographically-constrai ned domain validation
met hods defined in future RFCs. Future RFCs MAY specify additiona
met hods for cryptographically-constrai ned domain validation so |ong
as they satisfy the properties of cryptographically-constrained
domai n validation (i.e., robustness against global nan-in-the-niddle
adversari es).

3.2.2. Permssible Options

The foll owing options MAY be used in the options or options-critica
attribute val ues

1. *authenticated-policy-retrieval:* This option signifies to a CA
that it MJUST retrieve a domain’s CAA security Property and any

associ ated dommi n-owner identity (e.g., identifiers used for
known- account - speci fi er and private-key-control) using
aut henti cated DNS | ookups or other authenticated channels. If a

CA finds this option in the options-critical attribute and the
CAA security Property was not retrieved using authenticated DNS
| ookups, the CA MJUST NOT issue a certificate for that domain.

Addi tionally, a CA MAY choose to honor its own non-standardized
options that do not need to be supported by other CAs or the | ETF.
These options MJST be prefixed with "ca-<ca_nanme>-" where ca_hanme is
the nane of the CAthat initially devel oped the option

3.3. Co-existence with other CAA Properties

The behavi or of a CA when encountering a CAA RRset that contains
mul tiple CAA Properties, including a security Property, depends on
the CAA Property Tags.

3.3.1. CAA security Property

To minimnize conplexity and avoid the risk of unexpected behavior, a
domai n’s entire cryptographically-constrai ned donain validation
policy SHOULD be encoded into a single CAA security Property. If a
CAA RRset contains multiple security Properties, a CA MJUST bl ock
issuance if the certificate request does not conply with all of the
security Tags. This ensures that if a new security Property Tag is
specified, its security properties cannot be subverted by a stale
security Property Tag.
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3.3.2. CAA issue and issuewild Property

If a domain specifies both security Properties and a set of issue and
i ssuewi | d Properties, the CA MJST adhere to all security Properties,
as described above, and the CA MJUST adhere to the set of issue and

i ssuewi | d Properties as described in [ RFC8659].

3.3.3. CAA iodef Property

The usage of the iodef Property is anal ogous to [ RFC8659], i.e., it
provides a CA the nmeans of reporting certificate issue requests or
cases of certificate issue for domains for which the Property appears
in the Rel evant RRset, when those requests or issuances violate the
security policy of the Issuer or the FQDN holder. The iodef Property
can be used to informa domai n owner about a bl ocked issuance due to
an overly restrictive security Property.

4. Security Considerations

Many of the security considerations regarding security CAA records
are inherited fromthose of CAA records. Security CAA records do not
increase the attack surface of fraudulent validations. Even in the
presence of a security CAA record, standard domain control validation
must be satisfied. Security CAA records reduce the attack surface of
fraudul ent validations by limting which validation nethods may be
used and thus elimnating the risk posed by | ess-secure validation
met hods. Particularly, domains wthout a security CAA record are
often highly vul nerable to man-in-the-niddl e adversaries that can

i ntercept communications froma CAto the victims domain. The
security Property significantly reduces this attack surface.

A DoS attack enabl ed by security CAA records is to target a domain

al ready using a security CAA record and interfere with all of the
permtted validation nethods with the idea that the presence of the
security CAA will prevent the domain fromfalling back on alternative
validation nethods. This attack vector is nmitigated by the diversity
of different methods avail able to domain owners for validating domain
ownershi p using security CAA records. A donain owner may use an
alternate method to satisfy the security CAA record. 1In the event
that a dommin owner truly cannot satisfy any cryptographically-
constrai ned domain validation nethod, the domain owner can stil
mtigate this attack by renmoving the security CAA record, obtaining a
certificate, and then reinstating the security CAA record once the
attack is over. As with all CAA records, CAs should not cache stale
CAA record | ookups that block issuance and shoul d i nstead recheck the
CAA record set when a new i ssuance request is received.

Birge-Lee, et al. Expi res 22 Decenber 2025 [ Page 12]



I nternet-Draft CAA Security Tag June 2025

The CAA Security tag also permits CAs to retrieve DNS records via
aut henti cated channel s between recursive and authoritative DNS
servers to provide authentication on domains that are not DNSSEC
signed. Even when these channels are appropriately authenticated
(e.g., using the nethods discussed in Section 2.1.2.2), retrieving
DNS records over authenticated channels does not provide the sane
properties as DNSSEC. Specifically, DNSSEC provi des authenticated
DNS responses whereas DNS over authenticated channels only provides
aut henticated transport of DNS responses. Thus, while providing
protection agai nst network adversaries, DNS over authenticated
channel s does not provide protection against conproni sed
authoritative DNS servers. For exanple, if DNSSEC private keys are
stored separately fromthe authoritative server, even a conproni sed
authoritative server cannot forge authentic DNSSEC records. DNS over
aut henti cated channel s al so does not provide the sane attestation
properties as DNSSEC. Finally, DNS over authenticated channels
SHOULD NOT rely on web PKI authentication to avoid a circular
dependency.

5. | ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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