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Abst ract

When an end entity includes attestation Evidence in a Certificate
Si gni ng Request (CSR), it may be necessary to denonstrate the
freshness of the provided Evidence. Current attestation technol ogy
commonl y achi eves this using nonces.

Thi s docunent outlines the process through which nonces are supplied
to the end entity by an RA CA for inclusion in Evidence, |everaging

the Certificate Managenment Protocol (CMP) and Enrol |l ment over Secure
Transport (EST)
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1. I nt roducti on

The managenent of certificates, enconpassing issuance, CA certificate
provi sioning, renewal, and revocation, has been streamined through
st andardi zed protocols.

The Certificate Managenent Protocol (CWP) [I-D.ietf-|anps-rfc4210bi s]
defines nmessages for X 509v3 certificate creation and managenent.

CWP facilitates interactions between end entities and PKI nmanagenent
entities, such as Registration Authorities (RAs) and Certification
Authorities (CAs). For Certificate Signing Requests (CSRs), CWP
primarily utilizes the Certificate Request Message Fornmat (CRWF)

[ RFC4211] but al so supports PKCS#10 [ RFC2986] .

Enrol | ment over Secure Transport (EST) ([RFC7030], [RFCB295]) is
anot her certificate managenent protocol that provides a subset of
CW' s features, primarily using PKCS#10 for CSRs.

When an end entity requests a certificate froma Certification
Authority (CA), it may need to assert credible clains about the
protections of the corresponding private key, such as the use of a
hardware security nodule or the protective capabilities provided by
the hardware, as well as clains about the platformitself.
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To include these clainms as Evidence in renpte attestation, the renote
attestation extension [I-D.ietf-|anps-csr-attestati on] has been
defined. It specifies how Evidence produced by an Attester is
encoded for inclusion in CRMF or PKCS#10, along with any necessary
certificates for its validation.

For a Verifier or Relying Party to ensure the freshness of the

Evi dence, knowi ng the exact tinme of its production is crucial
Current attestation technol ogies, |ike [TPM20] and [ RFC9783], often
enpl oy nonces to ensure the freshness of Evidence. Further details
on ensuring Evidence freshness can be found in Section 10 of

[ RFC9334] .

Section 4 of [I-D.ietf-lanps-csr-attestation] provides exanpl es where
a CSR contains one or nore Evidence statements. For each Evi dence
statenent the end entity may wish to request a separate nonce.

Since an end entity requires one or nore nonces fromone or nore
Verifier via the RAVCA an additional roundtrip is necessary.
However, a CSR is a one-shot nessage. Therefore, CMP and EST enabl e
the end entity to request information fromthe RA/ CA before
submitting a certification request conveniently.

Once a nonce is obtained, the end entity invokes the APl on an
Attester, providing the nonce as an input paranmeter. The Attester
then returns an Evi dence, which is enbedded into a CSR and
potentially together with further Evidence statenents, submitted back
to the RAVCAin a certification request nessage.

Figure 1 illustrates this interaction

* One or nore nonces are requested in step (0) and obtained in step
(1) using the extension to CVP/ EST defined in this docunent.

* The CSR extension [I-D.ietf-]lanps-csr-attestation] conveys one or
nmore Evidence statenents to the RV CA in step (2).

* One ore nore Verifier process the received Evidence and return the
Attestation Result(s) to the Relying Party. The CA uses the
Attestation Result(s) with the Appraisal Policy and other
information to create the requested certificate. The certificate
is returned to the End Entity in step (3).
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Figure 1: Architecture with Background Check Model.

The functionality described in this docunent is divided into two
sections:

* Section 3 describes how to convey the nonce using CWVP.
* Section 4 describes the equivalent functionality for EST.

2. Term nol ogy and Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
The ternms Attester, Relying Party, Verifier and Evi dence are defined

in [RFC9334]. The ternms end entity, certification authority (CA),
and registration authority (RA) are defined in [ RFC5280].
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We use the terns Certificate Signing Request (CSR) and certification
request interchangeably.

3. Conveying a Nonce in CWP

Section 5.3.19 of [I-D.ietf-lanps-rfc4210bis] defines the general
request message (genn) and general response (genp). The NonceRequest
payl oad of the genm nessage, sent by the end entity to request a
nonce, optionally includes details on the required | ength of the
nonce fromthe Attester. The NonceResponse payl oad of the genp
message, sent by the CA/RA in response to the request, contains the
nonce itself.

GenMsg: {id-it TBD1}, NonceRequest Val ue

GenRep: {id-it TBD2}, NonceResponseValue | < absent >

i d-it-nonceRequest OBJECT IDENTIFIER ::={ id-it TBDl }
NonceRequest Val ue ::= SEQUENCE SI ZE (1..MAX) OF NonceRequest
NonceRequest ::= SEQUENCE ({

| en | NTEGER OPTI ONAL,

-- indicates the required |l ength of the requested nonce

type EVI DENCE- STATEMENT. & d({ Evi denceSt at enent Set}) OPTI ONAL,
-- indicates which Evidence type to request a nonce for

hi nt UTF8String OPTI ONAL

-- indicates which Verifier to request a nonce from

}
i d-it-nonceResponse OBJECT IDENTIFIER ::= { id-it TBD2 }
NonceResponseVal ue ::= SEQUENCE S| ZE (1..MAX) OF NonceResponse
NonceResponse ::= SEQUENCE {
nonce OCTET STRI NG
-- contains the nonce of length |en
-- provided by the Verifier indicated with hint
expiry | NTEGER OPTI ONAL,
-- indicates how long in seconds the Verifier considers
-- the nonce valid
type EVI DENCE- STATEMENT. & d({ Evi denceSt at enent Set}) OPTI ONAL,
-- indicates which Evidence type to request a nonce for
hi nt UTF8String OPTI ONAL
-- indicates which Verifier to request a nonce from
}

The end entity may request one or nore nonces for different Verifier.
The EVI DENCE- STATEMENT type is defined in
[I-Dietf-lanps-csr-attestation]. They allow the Attester to specify
to the Relying Party which Verifier should be contacted to obtain a
nonce. |f a NonceRequest structure does not contain type or hint,
the RA/CA should respond with a nonce it MAY generated by itself.
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The use of the general request/response nessage exchange introduces
an additional roundtrip for transmtting nonce(s) fromthe CARA to
the end entity (and subsequently to the Attester within the end
entity).

The end entity MJST construct a id-it-nonceRequest nessage to pronpt
the RA/CA to send a nonce(s) in response. The nessage nay contain
one or nore NonceRequest structures, at a maxi num one per Evi dence
statenment the end entity wishes to provide in a CSR If a
NonceRequest structure does neither contain a type nor a hint, the
RA/ CA MAY generate a nonce itself and provide it in the respective
NonceResponse structure. |f an RA/JCAis not able to provide a
requested nonce, it MJST provide an enpty OCTET STRING in the
respective NonceResponse structure

NonceRequest, NonceResponse, and Evi denceStat enent structures can
contain a type field and a hint field. In terns of type and hint
content, the order in which the NonceRequest structures were sent in
the request nmessage MJUST match the order of the NonceResponse
structures in the response nessage and the EvicenceStatenents in the
CSR later. This is inmportant so that the RA/CA can send the Evidence
statenent to the Verifier who generated the nonce used by the
Attester who generated it.

When receiving nonces fromthe RAVCA in a id-it-nonceResponse
message, the end entity MJST use themto request Evidence Statements
fromthe respective Attester optionally indicated by type and hint.
If a nonce is provides in a NonceResponse structure without

i ndicating any type or hint, it can be used for all Evidence
statenments requiring a nonce.

An Evi dence statement generated using a nonce provided with an expiry
value will be accepted by the Verifyer as valid until the respective
expiry tine elapsed. It is expected that the respective nessages are
delivered in a tinely nanner.

The interaction is illustrated in Figure 2
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End Entity RA/ CA

-->>--- id-it-NonceRequest --->>--
Verify request
Generate nonce(s)*
Create response
--<<--- id-it-NonceResponse ---<<--
(nonce(s), expiry)

Generate key pair
Generate Evi dence(s)*
Generate certification
request message
-->>--- certification request --->>--
+Evi dence(s) includi ng nonce)
Verify request
Verify Evidence(s)*
Check for replay*
I ssue certificate
Create response
--<<--- certification response ---<<--
Handl e response
Store certificate

*: These steps require interactions with the Attester
(on the EE side) and with the Verifier (on the RA/ CA side).

Figure 2: CMP Exchange with Nonce and Evi dence.
If HITP is used to transfer the NonceRequest and NonceResponse

messages, the OPTI ONAL <operation> path segrment defined in
Section 3.6 of [I-D.ietf-lanps-rfc4210bis] MAY be used

e Fecmemmeiiiaaaaas R +
| Operation | Operation path | Details |
| Get Attestation | getnonce | {{CwP}} |
| Freshness Nonce | | |
o e e e e e e oo oo oo o e e e e oo o e e e e oo +

If CoAP is used for transferring NonceRequest and NonceResponse
messages, the OPTI ONAL <operation> path segnent defined in
Section 2.1 of [RFC9482] MAY be used.
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T dememmememeeaaaas S RIS +
| Operation | Operation path | Details |
[} g —————————————_ Ll ———————————_ Ll —p—_———(——————
| Get Attestation | nonce | {{CwWP}} |
| Freshness Nonce | | |
T R RIS +

4. Conveying a Nonce in EST
The EST client requests one or nore nonces for its Attester fromthe
EST server. This function typically follows the request for CA
certificates and precedes other EST operations.

The EST server MJST support the path-prefix of "/.well-known/" as

defined in [RFC5785] and the registered nane of "est". Therefore, a
valid EST server URl path begins with "https://ww.exanple.conl.well -
known/ est". Each EST operation is indicated by a path-suffix that

specifies the intended operation

The foll owi ng operation is defined by this specification

o e e e e e e oo oo oo o e e e e oo o e e e e oo +
| Operation | Operation path | Details |
| Retrieval of a nonce | /nonce | {{EST}} |
o e e e e e a oo o e e e e oo - o e e e e oo oo +

The operation path is appended to the path-prefix to formthe UR
used with HTTP GET or POST to performthe desired EST operation. An
exanple of a valid URI absolute path for the "/nonce" operation is
"/.well -known/ est/nonce".

4.1. Request Methods

An EST client uses either a CET or a POST nethod, dependi ng on
whet her additional paraneters need to be conveyed:

* A GET request MJST be used when the EST client does not want to
convey extra paraneters.

* A POST request MJST be used when paraneters, such as nonce | ength

or a hint about the verification service, are included in the
request .
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| Message type

| (per operation)
4= —=——=—=—=—=—=—=—=—=—=
| Nonce Request

I I

| |

+ +

| NNA (for GET) or |

| application/json (for POST) |

| Nonce Response | |
. .

4= —=——=—=—=—=—=—=—=—=—=

4.2. Exanpl e Requests

To retrieve one nonce wi thout providing |l ength, type, or hint using a
GET request:

CET /.wel |l -known/ est/ nonce HTTP/ 1.1

To retrieve one or nore nonces while specifying the length, type,
and/ or hint using a POST request:

POST /. wel | - known/ est/ nonce HTTP/ 1.1
Cont ent - Type: application/json

"len": 8,
"type": "<O D>",
"hint": "https://exanpl e.cont

b
_—

< ToDo: Fix the json structure regardi ng the sequence of |en, type,
and hint and howthe O D for type shall be encoded. >

The payl oad in a POST request MJST be of content-type "application/
json" and MUST contain an array of JSON objects [RFC7159] contai ni ng
"len", "type", and "hint" menbers The optional menber "len"
indicating the length of the requested nonce value in bytes. The
optional "type" (containing an EvicenceStatenent O D as defined in
[I-Dietf-lanmps-csr-attestation]) and "hint" menbers (containing an
FQDN based on the definition in the EvidenceH nt structure as defined
in[l-Dietf-lanps-csr-attestation]) indicate the Verifyer to use.
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4.3. Server Response

If successful, the EST server MJST respond with an HTTP 200 status
code and a content-type of "application/json", containing an array of
JSON obj ects [RFC7159] with the "nonce" nenber. The "expiry" menber
is optional and indicates the validity period of the nonce. The
optional "type" and "hint" menbers are copied fromthe request.

The EST server MAY request HITP-based client authentication, as
explained in Section 3.2.3 of [RFC7030].

Bel ow i s an exanpl e response:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"nonce": "Ml zNDU2Nzg5MDEy Mz QLNj c4OTAXM MONTY3ODKWMTT =",
"expiry": "2031-10-12T07: 20: 50. 522"
"type": "<O D>,
"hint": "https://exanpl e. cont

]

< ToDo: Fix the json structure regardi ng the sequence of |en, type,
and hint and how the O D for type shall be encoded. >

Qpen | ssue: Should a specific content type be registered for use with
EST over CoAP, where the nonce and expiry fields are encoded in a
CBOR structure?

5. Nonce Processing Cuidelines

When the RA/CA is requested to provide a nonce to an end entity, it
interacts with the Verifier. According to the |ETF RATS architecture
[ RFC9334], the Verifier is responsible for validating Evidence about
an Attester and generating Attestation Results for use by a Relying
Party. The Verifier also acts as the source of the nonce to prevent
replay attacks.

The nonce val ue MJUST contain a random byte sequence whereby the

| ength depends on the used renpte attestation technol ogy as specific
nonce length may be required by the end entity. This specification
assunes that the RA/ CA possesses know edge, either out-of-band or
through the len field in the NonceRequest, regarding the required
nonce length for the attestation technol ogy. Nonces of incorrect
length will cause the renote attestation protocol to fail
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For instance, the PSA attestation token [RFC9783] supports nonce
I engths of 32, 48, and 64 bytes. Oher attestation technol ogies
enpl oy nonces of simlar |engths.

If a specific length was requested, the RA/CA nust provide a nonce of
that size. The end entity MJST use the received nonce if the renpte
attestation supports the requested length. |f necessary, the end
entity MAY adjust the length of the nonce by truncating or padding it
accordi ngly.

Wil e this specification does not address the semantics of the
attestation APl or the underlying software/ hardware architecture, the
APl returns Evidence fromthe Attester in a format specific to the
attestation technol ogy used and specified by the type and hint. The
returned Evidence is encapsulated within the CSR, as defined in
[I-D.ietf-lanps-csr-attestation]. The software generating the CSR
treats the Evidence as an opaque bl ob and does not interpret its
format. It’s crucial to note that the nonce is included in the

Evi dence, either inplicitly or explicitly, and MJUST NOT be conveyed
in CSR structures outside of the Evidence payl oad.

The processing of CSRs containing Evidence is detailed in
[I-Dietf-lanps-csr-attestation]. Inportantly, certificates issued
based on this process do not contain the nonce, as specified in
[I-D.ietf-lanps-csr-attestation].

6. | ANA Consi der ations

Thi s docunent adds new entries to the "CVMP Wl | -Known URI Path
Segnments" registry defined in [ RFC8615].

oo o - Tt o e e e e oo - +
| Path Segnent | Description | Reference |
[ gt —————— e ———————————————————————— Ll —_————————————
| getnonce | Get Attestation Freshness | {{cnp}} |
| | Nonce over HTTP | |
. Fom e meemeeeeeeeccieeaaaaaa oo mmeeemeeaaaas +
| nonce | Get Attestation Freshness | {{cnp}} |
| | Nonce over CoAP | |
S o e e e e e e e oo o e e e e oo +

[ Open Issue: Register path segnents for EST]
I ANA is also requested to register the following ASN.1 [ X. 680] nodul e

ODin the "SM Security for PKIX Mdule Identifier" registry
(1.3.6.1.5.5.7.0). This ODis defined in Appendix A
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9

9

[ el el el o
| Decimal | Description | References

B e ety ey e
| TBDMOD | id-nod-att-fresh-req | This-RFC |
L I I I I I +

Table 1
Security Considerations

This specification details the process of obtaining a nonce via CW
and EST, assuming that the nonce does not require confidentiality
protection while maintaining the security properties of the renote
attestation protocol. [RFCO9334] defines the | ETF renote attestation
architecture and extensively discusses nonce-based freshness.

Section 8.4 of [RFC9711] specifies requirenents for the randomess
and privacy of nonce generation when used with the Entity Attestation
Token (EAT). These requirenents, which are al so adopted by
attestation technologies |ike the PSA attestation token [ RFC9783],
provi de general utility:

* The nonce MJST have at |east 64 bits of entropy.

* To prevent disclosure of privacy-sensitive information, it should
be derived using a salt froma genui nely random nunber gener at or
or another reliable source of randommess.

Each attestation technol ogy specification offers gui dance on replay
protection using nonces and other techniques. Specific
recommendati ons are deferred to these individual specifications in
this docunent.

Regardi ng the use of Evidence in a CSR, the security considerations
outlined in [I-D.ietf-lanps-csr-attestation] are pertinent to this
speci fication.
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Appendi x A, ASN. 1 Modul e

The foll owi ng nodul e adheres to ASN. 1 specifications [X 680] and
[ X. 690] .

<CCODE BEG NS>

att-fres-req
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d-nod-att-fresh-req (TBDMOD) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

EXPORTS ALL,;

I MPORTS

id-it, InfoTypeAndVal ue{}
FROM PKI XCMP- 2023
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- cnp2023- 02( TBD- PKI XCVP- 23)
-- RFC Editor: The value for id-nod-cnp2023-02 nust be set as soon
-- as it is assigned by I-D.ietf-lanps-rfc4210bis

EVI DENCE- STATEMENT, Evi dencesSt at enent Set
FROM CSR- ATTESTATI ON- 2023
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-npd(0) id-nod-pkix-attest-01(TBD CSR- ATTESTATI ON-2023)

-- RFC Editor: The value for id-nod-pkix-attest-01 nust be set as soon
-- as it is assigned by I-D.ietf-lanps-csr-attestation

3

-- NonceRequest and NonceResponse nessages

id-it-nonceRequest OBJECT IDENTIFIER ::= { id-it TBD1 }
NonceRequest Val ue ::= SEQUENCE SI ZE (1..MAX) OF NonceRequest
NonceRequest ::= SEQUENCE ({

I en | NTEGER OPTI ONAL

-- indicates the required I ength of the requested nonce

type EVI DENCE- STATEMENT. & d({ Evi denceSt at ement Set}) OPTI ONAL
-- indicates which Evidence type to request a nonce for

hi nt UTF8St ri ng OPTI ONAL

-- indicates which Verifier to request a nonce from

}
id-it-nonceResponse OBJECT IDENTIFIER ::= { id-it TBD2 }
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NonceResponseVal ue ::= SEQUENCE S| ZE (1..MAX) OF NonceResponse
NonceResponse ::= SEQUENCE {
nonce COCTET STRI NG
-- contains the nonce of length |en
-- provided by the Verifier indicated with hint
expi ry | NTEGER OPTI ONAL
-- indicates how long in seconds the Verifier considers
-- the nonce valid
type EVI DENCE- STATEMENT. & d({ Evi denceSt at ement Set}) OPTI ONAL
-- indicates which Evidence type to request a nonce for
hi nt UTF8String OPTI ONAL
-- indicates which Verifier to request a nonce from

}
END
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