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Abst ract

Thi s docunent specifies howto performrenpte attestati on as part of
the lightweight authenticated Diffie-Hell man key exchange protocol
EDHOC (Ephemeral Diffie-Hell man Over COSE), based on the Renote

ATt estation procedureS (RATS) architecture.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://I| ake-
wg.github.io/ra/draft-ietf-lake-ra.html. Status information for this
docunent nay be found at https://datatracker.ietf.org/doc/draft-ietf-
| ake-ral.

Di scussion of this docunent takes place on the Lightweight
Aut henti cat ed Key Exchange Working Group nailing |ist
(mailto:l ake@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/lake/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/lake/.

Source for this draft and an issue tracker can be found at
https://github. com | ake-wg/ra.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Renote attestation is a security process which verifies and confirns
the integrity and trustworthiness of a renote target (e.g., device,
system group of devices) in the network. This process hel ps
establish a level of trust in the renbte system before all owi ng the
device to e.g. join the network or get access to sone sensitive

i nformati on and resources. The use cases that require renote
attestation include secure boot and firmwvare nmanagenent, cl oud
computing, network access control, etc.

The | ETF working group Renote ATtestation procedureS (RATS) has
defined an architecture [ RFC9334] for rennte attestation. The three
main roles in the RATS architecture are the Attester, the Verifier
and the Relying Party. The Attester generates evidence (a set of
clains) concerning its identity and integrity, which nust be

apprai sed by the Verifier for its validity. Then, the Verifier
produces the attestation result, which is consequently used by the
Relying Party for the purposes of reliably applying application-
specific actions.

One type of interaction nodel defined in the RATS architecture is
cal l ed the background-check nodel. It resenbles the procedure of how
enpl oyers perform background checks to deternine the prospective
enpl oyee’ s trustworthiness, by contacting the respective organi zation
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that issues a report. |In this case, the enployer acts as the Relying
Party, the enployee acts as the Attester and the organi zation acts as
the Verifier. The Attester conveys evidence directly to the Relying
Party and the Relying Party forwards the evidence to the Verifier for
appraisal. Once the attestation result is conputed by the Verifier,
it is sent back to the Relying Party to deci de what action to take
based on the attestation result. Another nodel is called passport
model , where the Attester conmunicates directly with the Verifier.
The Attester presents the evidence to the Verifier and gets an
attestation result fromthe Verifier. Then the Attester conveys the
attestation result to the Relying Party. This specification enploys
both the RATS background-check nodel and the passport nodel.

Thi s docunent specifies the protocol between the Attester and the
Relying Party. The details of the protocol between the Relying Party
and the Verifier in the background-check nodel, and the protocol
between the Attester and the Verifier in the passport nobdel are out
of the scope. This conmunication may be secured through protocols
such as EDHOC, TLS or other security protocols that support the
secure transnission to and fromthe Verifier.

One way of conveying attestation evidence or the attestation result
is the Entity Attestation Token (EAT) [RFC9711]. It provides an
attested clainms set which can be used to determne a | evel of
trustworthiness. This specification relies on the EAT as the fornmat
for attestation evidence and the attestation result.

Epheneral Diffie-Hellnan over COSE (EDHOC) [RFC9528] is a |ightweight
aut henti cated key exchange protocol for highly constrai ned networks.
In EDHOC, the two parties involved in the key exchange are referred
to as the Initiator (1) and the Responder (R). EDHOC supports the
transport of external authorization data, through the dedi cated EAD
fields. This specification delivers EAT through EDHOC.

Specifically, EAT is transported as an EAD item This specification
al so defines new EAD itens needed to performrenote attesation over
EDHOC in Section 5.3 and Section 5. 4.

For the generation of evidence, the Attester incorporates an interna
attestation service, including a specific trusted el enent known as
the "root of trust". Root of trust serves as the starting point for
establishing and validating the trustworthi ness appraisals of other
conmponents on the system The neasurenents signed by the attestation
service are referred to as the Evidence. The signing is requested
through an attestation API. How the conponents are separated between
the secure and non-secure worlds on a target is out of scope of this
speci fication.
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2.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The reader is assumed to be familiar with the ternms and concepts
defined in EDHOC [ RFC9528] and RATS architecture [ RFC9334].

Overvi ew

EDHOC provi des the benefit of mninml message overhead and reduced
round trips for |ightweight authentication between an Initiator and a
Responder. However, authentication ensures only identity-Ievel
security, and additional integrity assurance may be required through
renote attestation. This specification describes howto perform
renote attestation over the EDHOC protocol, follow ng the RATS
architecture. More inportantly, by integrating renote attestation
with EDHOC, attestation can be run in parallel wth authentication,

i mproving the efficiency and nmmintaining |ightweight properties.

Renote attestation protocol elenents are carried within EDHOC s
External Authorization Data (EAD) fields. EDHOC [ RFC9528] supports
one or nmore EAD itenms in each EAD field.

The Attester can act as either the EDHOC Initiator or the EDHOC
Responder, depending on the attesting target. |In the background-
check nodel, the Attester (EDHOC Initiator/loT device) exchanges

evi dence with the Relying Party (EDHOC Responder/ Network service)
during the EDHOC session. In the passport nodel, the Attester (EDHOC
Responder/ Net work servie) exhcnages the attestation result with the
Relying Party (EDHOC Initiator/loT device) during the EDHOC sessi on.
Section Section 5 defines three i ndependent dinensions for performng
renote attestation over EDHOCC:

1. Target (see Section 5.1, Section 5.2) defining the entity that
undergoes the attestation process (loT device or network
service).

2. Mdel (see Section 5.3, Section 5.4) defining the attestation
nmodel in use based on the RATS architecture (background-check
model or passport mnodel).

3. Message Flow (see Section 5.5, Section 5.6) defining the EDHOC
message flow in use (forward nessage flow or reverse nessage

f1ow).
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Thi s docunent specifies the cases that are suited for constrained |oT
environments. See this document [I-D.ietf-iotops-7228bis] as a
reference for classification of 10T devices.

The renote attestation operation defined in this docunent preserves
the properties of EDHOC

1. The EDHOC protocol is not nodified, the renote attestation
el ements are carried within EDHOC EAD fi el ds.

2. The attestation protocol is in parallel but does not interfere
with the authentication flow

3. The privacy and security properties of EDHOC are not changed.
4. Assunptions

I n the background-check nodel, the Verifier is assunmed to support
verification of at |east one evidence format provided by the
Attester. The Verifier is assumed to be provisioned with the
Attester’s attestation public key and the reference val ues required
for evidence validation prior to the attestation procedure. It is
assuned that the Relying Party al so has know edge about the Attester,
so it can narrow down the evidence type selection and send to the
Attester only one format of the evidence type.

In the passport nodel, the credential identity of the Verifier is
assuned to be stored at the Attester and the Relying Party, which
means the Verifier is trusted by the Attester and the Relying Party
to obtain the attestation result. |If tinestanps are used to ensure
freshness in the passport nodel, synchronized tine between the
Attester and Relying Party is assuned. For detailed tine

consi derations, refer to Appendi x A of [RFC9334].

5. Renote Attestation in EDHOC

This section specifies three i ndependent dinmensions that characterize
the renpte attestation process over EDHOC.

1. Target: Defines the entity that undergoes the attestation
process.

2. Model: Defines the attestation nodels based on RATS architecture.
Thi s specification supports both the RATS background-check nodel
(see Section 5.3) and the passport nodel (see Section 5.4). The
correspondi ng EAD itens for background-check nodel and the
passport nodel are independent of each other
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3. EDHOC nessage flow. The EDHOC protocol defines two possible
message flows, nanely the EDHOC forward nessage flow and the
EDHOC reverse nmessage flow (see Appendi x A 2.2 of [RFC9528]). In
this specification, both flows can be used to performrenote
attestation.

5.1. Target: |oT Device Attestation (10T)
The 10T device acts as the Attester.

5.2. Target: Network Service Attestation (Net)
The network service acts as the Attester.

This attestation pattern applies when constrained devices need to
establish trust with a network gateway. For exanple, before
transmtting sensitive data to a network gateway, a constrained
device requires attestation of the network gateway.

5.3. Mbodel: Background-check Mdel (BG

In the background-check nodel, the Attester sends the evidence to the
Relying Party. The Relying Party transfers the evidence to the
Verifier and gets back the attestation result fromthe Verifier.

An EDHOC session is established between the Attester and the Relying
Party. A negotiation of the evidence type is required before the
Attester sends the evidence. Al three parties nust agree on a

sel ected evi dence type.

The Attester first sends a |list of the proposed evidence types to the
Relying Party. The list is formatted as an Attestation proposal in
an EDHOC EAD item The Relying Party relays the list to the Verifier
and receives at |east one supported evidence type fromthe Verifier
inreturn. |If the Relying Party receives nore than one evidence
type, a single evidence type should be selected by the Relying Party
based on its know edge of the Attester. The Relying Party then sends
it back within the Attestation request to the Attester.

A nonce, at least 8-bytes |long [ RFC9711]), guarantees the freshness
of the attestation session. The nonce is generated by the Verifier
and sent to the Relying Party. The Relying Party puts the nonce and
the selected evidence type together in a tuple to generate an
Attestation request.

Once the Attester receives the Attestation request, it can call its

attestation service to generate the evidence, with the nonce val ue as
one of the inputs.
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The ead_| abel for Attestation_proposal, Attestation_request and

Evi dence is the sane (TBDl1l) because these EAD itens appear in
distinct and fixed positions within the EDHOC nessage sequence.
Specifically, they are conveyed in EAD 1, EAD 2, and EAD 3 of EDHOC
messaage_1, EDHOC nmessage 2, and EDHOC nmessage_ 3, respectively. As
their positions identify each item separate |abels are not required.

5.3.1. Attestation_proposa

To propose a list of provided evidence types in background-check
nodel , the Attester transports the Proposed Evi denceType object. It
signals to the Relying Party the proposal to do renpte attestation,
as well as which types of the attestation clains the Attester
supports. The Proposed_Evi denceType is encoded in CBOR in the form
of a sequence.

The EAD itemfor an attestation proposal is:

* ead_l| abel = TBD1

* ead_val ue Attestation_proposal, which is a CBOR byte string:
Attestation_proposal = bstr .cbor Proposed_ Evi denceType
Proposed_Evi denceType = [ + content-format ]

content-format = uint

wher e

*  Proposed_Evi denceType is an array that contains all the supported
evi dence types by the Attester.

* There MJST be at | east one itemin the array.

* content-format is an indicator of the format type (e.g.,
application/eat+cwt with an appropriate eat_profil e paraneter
set), from [| ANA- CoAP- Cont ent - For mat s] .

The sign of ead | abel TBD1 MUST be negative to indicate that the EAD
itemis critical. |If the receiver (EDHOC Responder/Relying Party)
cannot recognize the critical EAD item or cannot process the
information in the critical EAD item then the receiver MJST abort
the EDHOC session, as defined in Section 3.8 of [RFC9528].
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5.3.2. Attestation_request

As a response to the attestation proposal, the Relying Party signals
to the Attester the supported and requested evidence type. In case
none of the evidence types is supported, the Relying Party rejects
the first message_1 with an error indicating support for another

evi dence type.

The EAD itemfor an attestation request is:

TBD1

* ead_| abel

* ead_val ue Attestation_request, which is a CBOR byte string:

Attestation_request = bstr .cbor Sel ected_Evi denceType
Sel ect ed_Evi denceType = (

content-format: uint,
nonce: bstr .size 8..64

)
wher e

* content-format is the selected evidence type by the Relying Party
and supported by the Verifier.

* nonce is generated by the Verifier and forwarded by the Relying
Party.

The sign of ead_| abel TBD1 MJST be negative to indicate that the EAD
itemis critical. |If the receiver (EDHOC Initiator/Attester) cannot
recogni ze the critical EAD item or cannot process the information in
the critical EAD item then the receiver MJST abort the EDHCC
session, as defined in Section 3.8 of [RFC9528].

5.3.3. Evidence
The Attester calls its local attestation service to generate and
return a serialized Entity Attestation Token (EAT) [RFC9711] as
Evi dence. The Evidence is sent in EAD 3 within EDHOC nessage_ 3.
The EAD itemi s:
* ead_| abel = TBD1

* ead value is a serialized EAT
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For renote attestation over EDHOC, The EAT MJUST be formatted as a
CBOR Wb Token (CW) containing attestation-oriented clains. The
complete set of attestation clains for the EAT is specified in

[ RFC9711] .

A mninmal clains set MAY be inplenented when the Attester operates
under constrai ned nessage size requirenents and/or linmited
comput ati onal resources.

{

/ eat - nonce/ 10: bstr .size 8

[ uei d/ 256: bstr .size (7..33)

/ measur enent s/ 273: measurenent s-type

}

The neasurenents claimMAY be formatted according to [ RFC9393]. Wen

CoSW D [ RFC9393] is used, the claim MJST be an evidence CoSWD rat her
than a payload CoSWD. Formats other than CoSWD are pernmitted and
MUST be identified by CoAP Content Format.

measur enent s-type = [+ neasurenents-format]

measur enents-format = |
content-format: uint,
content: bytes

]
5.4. Model: Passport Mdel (PP)

In the passport nodel, the Attester sends the evidence to the
Verifier. After the Attester receives the attestation result from
the Verifier, the Attester sends the attestation result to the

Rel ying Party.

An EDHOC session is established between the Attester (EDHCC
Responder) and the Relying Party (EDHOC Initiator). The Attester and
the Relying Party shoul d decide fromwhich Verifier the Attester
obtains the attestation result and transfers it to the Relying Party.
The Attester first sends a list of the Verifier identities that it
can get the attestation result. The Relying Party sel ects one
trusted Verifier identity and sends it back as a Result request.
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Regardi ng the freshness in passport nodel, the Attester could either
establish a real-time connection with the selected Verifier, or use a
pre-stored attestation result fromthe selected Verifier. |If the
attestation result is not obtained via a real-tinme connection, it
MUST include a tinme stanp and/or expiry tine to indicate its
validity. Tine synchronization is out of scope of this

speci fication.

Once the Attester obtains the attestation result fromthe sel ected
Verifier, it sends the attestation result to the Relying Party.

The ead | abel for Result proposal, Result _request and Result is the
same (TBD2) because these EAD itens appear in distinct and fixed
positions within the EDHOC nmessage sequence. Specifically, they are
conveyed in EAD 2, EAD 3, and EAD 4 of EDHOC nessaage_2, EDHCC
message_3, and EDHOC nessage_4, respectively. As their positions
identify each item separate |abels are not required.

5.4.1. Result_proposa
An attestation result proposal contains the identification of the
credentials of the Verifiers to indicate Verifiers’ indentities. The
identification of credentials relies on COSE header paraneters
[ | ANA- COSE- Header - Par aneters], with a header |abel and credentia
val ue.
The EAD itemfor the attestation result proposal is:
* ead_| abel = TBD2
* ead_value = Result_proposal, which is a CBOR byte string:

Resul t _proposal = bstr .cbor Proposed Verifierldentity
Proposed Verifierldentity = [ + Verifierldentity ]

Verifierldentity = {
| abel => val ues

}

wher e

* Proposed Verifierldentity is defined as a list of one or nore
Verifierldentity el ements

* Each Verifierldentity within the list is a map defined in
[ I ANA- COSE- Header - Par anet ers] that:

- label =int / tstr
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- values = any

5.4.2. Result_request
As a response to the attestation result proposal, the Relying Party
signals to the Attester the trusted Verifier. |In case none of the
Verifiers can be trusted by the Relying Party, the session is
aborted. Relying Party generates a nonce to ensure the freshness of
the attestation result fromthe Verifier
The EAD itemfor an attestation result request is:

TBD2

* ead_| abel
* ead_value = Result_request, which is a CBOR byte string:
Result _request = bstr .cbor Request structure

Request _structure = {
sel ected_verifier: Verfierldentity,
? nonce: bstr .size 8..64

}

5.4.3. Result

The attestation result is generated and signed by the Verifier as a
serialized EAT [RFC9711]. The Relying Party can deci de what action
to take with regards to the Attester based on the information
elements in attetation result.

The EAD itemis:
* ead_| abel = TBD2
* ead value is a serialized EAT

5.4.4. trigger_pp
The EAD itemtrigger_pp is used when the sender (EDHOC Initiator/
Relying Party) triggers the receiver (EDHOC Responder/Attester) to
start a renpte attestation in the passport nodel. The receiver MJST
reply with an EAD item correspondign to the passport nodel, either a
result proposal in Section 5.4.1 or a result in Section 5.4.3. The
ead_val ue MJUST not be present, as the ead_| abel serves as the
trigger.

The EAD itemi s:
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TBD3

* ead_| abel

* ead_val ue nul |

5.5. EDHOC forward Message Fl ow (Fwd)

In forward message flow, EDHOC may run with the Initiator as a CoAP/
HTTP client. Renpte attestation over EDHOC starts with a POST
requests to the Uri-Path: "/.well-known/| ake-ra".

5.6. EDHOC reverse Message Fl ow (Rev)

In the reverse nmessage flow, the CoAP/HTTP client is the Responder
and the server is the Initiator. A new EDHOC session begins with an
enpty POST request to the server’s resource for EDHOC.

6. Instantiation of Renpte Attestati on Protocol

We use the format (Target, Model, Message Flow) to denote
instantiations. For exanple, (10T, BG Fwd) represents |oT device
attestation using the background-check nodel with forward EDHOC
message fl ow.

There are 8 possible instantiations conbining |oT/Net, BG PP, and
Fwd/ Rev configurations. Considering practical feasibility, 10T
device attestation in the passport nodel and Network Service
attestation in the background nodel are |ess viable. These
instantiations require 10T devices to maintain multiple network
connecti ons and perform conpl ex conputations, which exceed the
capabilities of typical |ow power, resource-constrained |oT devices.

In this docurment, only the nmpost relevant instantiations for
constrained 10T environments are specified.

6.1. (loT, BG Fwd): |oT Device Attestation

A common use case for (1oT, BG Fwd) is to attest an 10T device to a
network server. For exanple, a sinple illustratice case is doing
renote attestation to verify that the |atest version of firnmnare is
running on the 10T device before the network server allows it to join
the network (see Appendi x C).

An overvi ew of doing |oT device attestation in background-check nodel
and EDHOC forward message flow is established in Figure 1. EDHCC
Initiator plays the role of the RATS Attester (A). EDHOC Responder
pl ays the role of the RATS Relying Party (RP). The Attester and the
Rel ying Party communi cate by transporting nessages within EDHOC s
External Authorization Data (EAD) fields. An external entity, out of
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scope of this specification, plays the role of the RATS Verifier (V).
The EAD itens specific to the background-check nodel are defined in
Section 5. 3.

The Attester starts the attestation by sending an Attestation
proposal in EDHOC nmessage_1. The Relying Party generates EAD 2 with
the received evidence type and nonce fromthe Verifier, and sends it
to the Attester. The Attester sends the Evidence to the Relying
Party in EAD 3. The Verifier evaluates the Evidence and sends the
Attestation result to the Relying Party.

o e e oo + o e e oo +
| | oT device | | Network service |
o e e e e oo - + o e e e e oo - +
| EDHOC Initiator | | EDHOC Responder |
o e e e e oo + o e e e e oo + TS +
| Attester | | Relying Party | | Verifier |
T T + T T + +o-m o - +----+

Evi denceType(s), Nonce

| Evi dence

EDHOC sessi on

Figure 1: Overview of |0oT device attestation in background-check
model and EDHOC forward nmessage flow. EDHOC is used between A
and RP.
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6.2. (Net, PP, Fwd): Network Service Attestation

One use case for (Net, PP, Fwd) is when a network server needs to
attest itself to aclient (e.g., an 10T device). For exanple, the
client needs to send sone sensitive data to the network server, which
requires the network server to be attested first. In (Net, PP, Fwd),
the network server acts as an Attester and the client acts as a

Rel ying Party.

An overview of the nessage flowis illustrated in Figure 2. EDHOC
Initiator plays the role of the RATS Relying Party. EDHOC Responder
plays the role of the RATS Attester. An external entity, out of
scope of this specification, plays the role of the RATS Verifier

The EAD itens specific to the passport nodel are defined in

Section 5. 4.

The Relying Party asks the Attester to do a renpte attestation by
sending a trigger_pp (see Section 5.4.4) in EDHOC nessage_1. The
Attester replies to the Relying Party with a Result proposal in
EAD 2. Then the Relying Party selects a trusted Verifier identity
and sends it as a Result request. How the Attester negotiates with
the selected Verifier to get the attestation result is out of scope
of this specification. A fourth EDHOC nessage is required to send
the Result fromthe Attester to the Relying Party.
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dememmememeeaaaas + dememmememeeaaaas +
| | oT device | | Network service

o e e e oo + o e e e oo +

| EDHOC Initiator | | EDHOC Responder |

+ + S R +
| Relying Party | | Attester | | Verifier
Fommmma - Fommmma - + Fommmaa - Fommmaa - + Hommm- oot

EAD 3 = Result request |

e >| Evi dence + Nonce
e
| <--- == aee a-e ae -t
| Resul t
EAD 4 = Result |

EDHOC sessi on

Figure 2: Overview of network service attestation in passport
nmodel and EDHOC forward nessage flow. EDHOC is used between RP
and A. The dashed line illustrates a | ogical connection that
does not need to occur in real tine.

7. Mutual Attestation in EDHOC

Mitual attestation over EDHOC conbi nes the cases where one of the
EDHOC parties uses the |oT device attestation and the other uses the
Net work service attestation. Performng nutual attestation to a

si ngl e EDHOC nessage fl ow acheives a |ightweight use with reduced
message overhead. Note that the nessage flow for the two parties in
mut ual attestation needs to be the sane.

In this specification, we list the nost relevant nutual attestation
exanpl e for constrained |oT environnents.
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7.1. (loT, BG Fwd) - (Net, PP, Fwd)

In this example, the nutual attestation is performed in EDHOC forward
message flow, by one |0oT device attestation in background-check nodel
and another network service attestation in passport nodel. The
process is illustrated in Figure 3. How the Network service connects
with the Verifier_1 and potential Verifier_2 is out of scope in this
speci fication.

The first renpote attestation is initiated by the 10T device (A1) in
background-check nodel. |In parallel, the 10T device (A 1) requests
the network service (A 2) to performa renote attestation in passport
model . EAD 2 carries the EAD itens Attestation request and Result
proposal. EAD 3 carries the EAD itens Evidence and Result request.
EAD 4 carries the EAD item Result for the passport nodel

Song & Sel ander Expires 23 April 2026 [ Page 17]



Internet-Draft RA- EDHOC Cct ober 2025

dememmememeeaaaas + dememmememeeaaaas +

| | oT device | | Network service

o e e e oo + o e e e oo +

| EDHOC Initiator | | EDHOC Responder

+ + S +
S +

| A 1/RP_2 | | RP_1/A 2 | | Verifier_1 |
| Verifier_2 |

Fomm oo Fomm oo + Fomm oo Fomm oo + R +--m - - +
+o-m - - +----- +

| EAD 1 = Attestation proposal, | |

| trigger_PP | |

| | Attestation proposal |

| | Evi denceType(s), Nonce |
| EAD 2 = Attestation request, | |

| Resul t proposal | |

| EAD 3 = Evidence, | |

| Resul t request | |

| | Evi dence |

| o >| (Reques

| | Attestation result |



| EDHOC sessi on
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8.

8.

Figure 3: Overview of rmutual attestation of (10T, BG Fwd) -
(Net, PP, FPwmd). EDHOC is used between A and RP. The dashed line
illustrates a | ogical connection that does not need to occur in
real tine.

Verifier

The Verifier maintains an explicit trust relationship with the
Attester, whereby the Verifier is provisioned with the Attester’s
attestation public key prior to the renote attestation process. This
explicit relationship nay be established through various neans, such
as manufacturer provisioning, trusted certification authorities, or
direct configuration. Reference values used for compari son agai nst
recei ved evi dence should al so be provided to the Verifier before the
attesation. The evaluation policy enmployed by the Verifer varies
according to specific use cases and should be determ ned prior to the
attestation; such policy definition is out of scope in this

speci fication.

The Verifier maintains an inplicit trust relationship with the

Rel ying Party, established through mechani sms such as web PKI with
trusted Certificate Authority (CA) certificates, enabling the Relying
Party to trust the attestation result that is generated by the
Verifier.

1. Processing in the Background-check Mde

The Verifier is connected with the Relying Party and is responsible
for evaluating evidence forwarded by the Relying Party. After the
Relying Party receives EDHOC message_1 fromthe Attester, it extracts
and transnmits the Attestation proposal to the Verifier. The Verifier
must support at |east one evidence type for evaluation, otherwise it
returns an enpty list. Al ongside the selected evidence type, the
Verifier generates a random nonce and sends both elenents to the

Rel ying Party.

When the Relying Party obtains EDHOC nessage_ 3, it forwards the
evidence to the Verifier for evaluation

The evi dence eval uati on process should include the verification of
the signature, nonce validation, and neasurenent val ue comnparison
An exanpl e eval uation procedure for evidence formatted as an Entity
Attestation Token (EAT) within a COSE_Signl structure is as follows:

1. Decode the COSE_Signl structure and extract constituent
conponents: Headers, Payl oad, Signature.

2. Verify the signature using the Attester’s attestation public key.
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3. Verify that the nonce exists in the Verifier’s local nonce list.
If the nonce is found, validation passes and the nonce is renoved
fromthe list to prevent replay attacks.

4. Conpare the received evidence neasurenment val ues agai nst the
reference value. The attestation result is returned to the
Relying Party, with result generation conformng to the
attestation token format defined in [ RFC9711].

8.2. Processing in the Passport Mdel

Wien the Attester utilizes a cached attestation result previously
generated by the Verifier, real-time re-evaluation by the Verifier is
not required. |If the Attester receives result_request fromthe
Relying Party and performs real-tine attestation with the Verifier,
the Verifier then generates the attestation result formatted as an
Entity Attestation Token (EAT). The token uses the "Software
Measurement Results (measres)" claimas defined in [RFC9711], and

i ncorporates the nonce generated by the Relying Party as an input

par amet er .

9. Security Considerations

This specification is performed over EDHOC [ RFC9528] by using EDHOC s
EAD fields. The privacy considerations of EADs in EDHOC apply to
this specification.

EAD 1 is not resistant to either active attackers or passive
attackers, because neither the Initiator nor the Responder has been
aut henti cat ed.

Al though EAD 2 is encrypted, the Initiator has not been
aut henti cated, rendering EAD 2 vul nerabl e against the active
attackers.

The ead itenms in EAD 1 and EAD 2 MAY be very specific and potentially
reveal sensitive information about the device. The |eaking of the
data in EAD 1 and/or EAD 2 MAY risk to be used by the attackers for
mal i ci ous purposes. Data in EAD 3 and EAD 4 are protected between
the Initiator and the Responder in EDHOC.

Mitual attestation carries a lower risk for EAD itenms when the
Responder is the Attester. For the nutual attestation at the EDHOC
Responder, only the Attestation_proposal/Result_proposal in EAD 2 is
not protected to active attackers. Both the Attestation_request/
Result _request in EAD 3 and the Evidence/Result in EAD 4 are

pr ot ect ed.
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10.

10.

11.

11.

I ANA Consi derations
1. EDHOC External Authorization Data Registry

I ANA is requested to register the following entry in the "EDHCC
External Authorization Data" registry under the group nanme "Epheneral
Diffie-Hell man Over Cose (EDHOC)".

* The ead_| abel = TBD1l corresponds to the ead_val ue
Attestation_proposal in Section 5.3.1, Attestation_request in
Section 5.3.2 and Evidence in Section 5.3.3.

* The ead_l abel = TBD2 corresponds to the ead_val ue Result_proposal
in Section 5.4.1, Result_request in Section 5.4.2 and the Result
in Section 5.4.3.

* The ead_|l abel = TBD3 corresponds to the EAT itemtrigger_pp as
specified in Section 5.4.4.

o m e e e - B S, o m e e e e e e e aao o o e e e e m e i oo +
| Narme | Label | Description | Reference |
[ e —— —————— L ——————————————————— Ll —p—_——————————
| TBD | TBD1 | BG nodel | |
| | | related information | Section 5.2.1.1 |
R S o o e e e oo +
| TBD | TBD2 | PP nodel | |
| | | related information | Section 5.2.2.1 |
M E e o e e oo oo oo +
| TBD | TBD3 | trigger to start | |
| | | attestation in PP | Section 5.2.2.1 |
R S o o e e e oo +

Figure 4: EAD | abel s.
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Appendi x A.  Exanple: Renote Attestation Flow

| Attestation
| Service

Song & Sel ande

nitiator | e T
—————————————— + | EDHCC Responder |
| Attester | A R T e
| | | Relying Party | | Verifier |
------- Fomm o L LT e L.

| |
| EDHOC nessage_1 |
| {. ..} I
| EAD _1( |
I types(a, b, c) I
I I
I
I
I

types(a, b, c)

I

I

| S >

I I

I I

| | Body: {

| | nonce,

| EDHOC nessage_2 | types(a, b)

[ {. ..} |}

| EAD 2( I +
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| | nonce, |
| A |
| |  Aut h_CRED( Si g/ MAC) |
| I +
I Body: { I

| nonce, |

I type(a) I

|} I

I +

| Body:{

| Evi dence

|}

Fom e e e oo - >

{...}
Evi dence( EAT)

I

I

I

I

I

I I
I I
I I
I I
| EDHOC nessage_ 3 |
| |
| Aut h_CRED(si g/ MAC) |
I

I

I

I

I

I

I

I

I

I

| Fem e e e e e >

I I

I I

I I

| | Body: {

I I EAT}

| | . >
I I | Body: {

| | | att-result: AR{}
I I |}

I I [ <---mmmmmeei oo +
I I +- - -

| | | | verify AR{}
I I | <--°

I I I

I I I

I I I

I I I

Figure 5: Exanple of renote attestation.

Appendi x B. Renote attestation in parallel with enroll nent
aut hori zation

Thi s section discusses the possibility of doing renpte attestation in
parallel with the enroll ment authorization procedure defined in
[I-D.ietf-lake-authz]. 1In this case, the nessage count is nuch

decr eased.

The detail ed procedure is TBD.
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Appendi x C. Exanple: Firmnare Version

The goal in this exanple is to verify that the firmwvare running on
the device is the latest version, and is neither tanpered or

conprom sed. A device acts as the Attester, currently in an
untrusted state. The Attester needs to generate the evidence to
attest itself. A gateway that can communicate with the Attester and
can control its access to the network acts as the Relying Party. The
gateway will finally decide whether the device can join the network
or not depending on the attestation result. The attestation result
is produced by the Verifier, which is a web server that can be seen
as the manufacturer of the device. Therefore it can appraise the
evidence that is sent by the Attester. The renpte attestation
session starts with the Attester sending EAD 1 in EDHOC nessage 1.

An exanpl e of the EAD 1 in EDHOC nessage_1 coul d be:

[ 60, 61, 258]

If the Verifier and the Relying Party can support at |east one

evi dence type that is proposed by the Attester, the Relying Party
will include in the EAD 2 field the sane evidence type, alongside a
nonce for nessage freshness.

(258, h'a29f 62a4c6cdaaeb’)

The Evidence in EAD 3 field is an Entity Attestati on Token (EAT)

[ RFC9711], with the neasurenents claimformatted i n CoSW D[ RFC9393].
The conponents of the Evidence should at | east be:

Song & Sel ander Expires 23 April 2026 [ Page 25]



Internet-Draft RA- EDHOC Cct ober 2025

{
/ eat - nonce/ 10: h’ a29f 62a4c6cdaaeb’
[ uei d/ 256: ' aaabbcc’,
/ measur enent s/ 273: |
/ CoAP Content - Format | D/ [ 258,
/evidence in CoSW D/
0: "taglD [tag-id/
12: 0 /tag-version/
1: "DotBot firmare" / sof t war e- nane/
2: { /lentity/
31: "Attester" /entity-nane/
33: 1 /role, nmust be "tag-creator"
which is 1/
b
3 { / evi dence/
17: | [filel
{
24: "partitionO-nrf52840dk. bin", /fs-na
e/
7 [ / hash
of filel
1, lalg S
HA- 256/

h’' 06294f 6806b9c685eea795048579cf d02a0
c025bc8b5abca42al9ealec23e8l1a

] / hash
val ue/

The informati on above serves as the payl oad of the COSE object. The
conmpl ete resulting COSE object is:
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18([
[ *protected header*/
h' a10127" ,

[ *unpr ot ect ed header*/

{1

[ *payl oad*/

h' A30A48A29F62A4C6CDAAES19010047616161626263631901118182190102A50045746
16749440000016F446F74426F74206669726D7761726502A2181F684174746573746572
18210103A11181A218187819706172746974696F6E302D6E72663532383430646B2E626
96E078201582006294F6806B9C685EEA795048579CFD02A0C025BC8B5ABCA42A19EAOEC
23E81A’

[ *si gnat ur e*/
h’ d4100901f 4c3e51312¢3110c6ddc8dcf 7f 68d8f 5d3791¢c19133f 2f 0ac158c1f 5eebed
af e9d7c3d6eb3d2d197f 82e733d375f dda9f b258b304961df ¢38558950d’

1)

whi ch has the foll owi ng basel6 encodi ng:

D28443A10127A05890A30A48A29F62A4C6CDAAES1901004761616162626363190111818
2190102A5004574616749440C00016F446F74426F74206669726D7761726502A2181F68
417474657374657218210103A11181A218187819706172746974696F6E302D6E7266353
2383430646B2E62696E078201582006294F6806B9C685EEA795048579CFD02A0C025BC8
BSABCA42A19EAOEC23E81A5840D4100901F4C3E51312C3110C6DDC8DCF7F68D8F5D3791
C19133F2F0AC158C1F5EEGEDAFESD7 C3D6EB3D2D197F82E733D375FDDA9FB258B304961
DFC38558950D

The Relying Party (co-located with the gateway) then treats the

Evi dence as opaque and sends it to the Verifier. Once the Verifier
sends back the Attestation Result, the Relying Party can be assured
on the version of the firmmvare that the device is running.

Appendi x D. Post-handshake Attestation over OSCORE

Beyond the intra-handshake attestation defined in this docunment,
renote attestation after an EDHOC session can be performed via post-
handshake attestati on over (bject Security for Constrai ned RESTf ul
Envi ronnents (OSCORE) [ RFC8613]. OSCORE provi des application-|ayer
protection for the Constrained Application Protocol (CoAP) using CBOR
oj ect Signing and Encryption (COSE). As specified in [ RFC9668],
EDHOC can run over CoAP to establish a Security Context for OSCORE

Post - handshake attestati on decoupl es attestation process fromthe

initial handshake, enabling continuous attestation throughout the
session lifetine and guaranteeing the runtine integrity.
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D.1. Mapping Attestation to OSCORE

This section outlines how renpte attestation is performed in the
backgr ound- check nodel over OSCORE.

EDI TOR NOTE: put a figure
D.1.1. Flight 1
The CoAP client (Attester) initiates attestation with a CoAP request:
* The request nethod is POST.
* The Wi-path is set to ".well-known/attest".

* The payload is the Attestation_proposal CBOR sequence, where
Attestation_proposal is constructed as defined in Section 5.3.1.

D.1.2. Flight 2
The CoAP server (Relying Party) receives the request and processes it
as described in Section 5.3 then prepares Attestation_request as
defined in Section 5.3.2. The CoAP server naps the nessage to a CoAP
response:

* The response code is 2.04 Changed.

* The payload is the Attestation _request CBOR sequence, as defined
in Section 5.3.2.

D.1.3. Flight 3
The CoAP client (Attester) receives the response and processes it as
described in Section 5.3 then generates the evidence. The CoAP
client maps the nessage to a CoAP request:
* The request nmethod is POST.

* The WUri-path is set to ".well-known/attest".

* The payl oad is the Evidence CBOR sequence, as defined in
Section 5. 3. 3.
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D.2. Differences between |ntra-handshake and Post-handshake Attestation

I ntra-handshake attestati on enbeds evi dence exchange into the

aut henti cati on handshake, cryptographically tying identity to device
state and bl ocki ng unaut henti cated and untrusted devices from

conpl eting the handshake. Post-handshake attestation separates
attestation fromthe authentication handshake, providing nodularity
that allows attestation nechanisns to be integrated i ndependently of
the handshake protocol. This section conpares the two different
types of renpte attestation nmethods in terns of performance and
security properties.

D.2.1. Performance properties

I ntra-handshake attestation provides round-trip efficiency as
attestation occurs within the handshake, requiring no additiona
round trips. The intra-handshake attestation defined in this
docunent does not nodify the EDHOC protocol itself, though other

i nt ra-handshake designs may require changes. Post-handshake has

hi gher nmodul arity which the attestation is integrated i ndependently
but it requires additional round trips.

D.2.2. Security properties

Renote attestation provides security properties including evidence
integrity, freshness guarantees, and replay protection. Besides,

i ntra-handshake attestation is cryptographically bound to the

aut henti cation process, and the trust is established before the
session begins. Post-handshake attestation gurantees the runtine
integrity which can obtain dynam c nesurenents during device
execution, and can be repeatedly performed throughout the session
whi ch has the continuous assurance.
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