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1. Introduction

Epheneral Diffie-Hellnan Over COSE (EDHOC) [RFC9528] is a |ightweight
aut henti cated key exchange protocol, especially intended for use in
constrai ned scenari os.

During the devel opnent of EDHOC, a nunber of side topics were raised
and di scussed, as energing fromreviews of the protocol |atest design
and frominplenentation activities. These topics were identified as
strongly pertaining to the inplenentation of EDHOC rather than to the
protocol in itself. Hence, they are not discussed in [ RFC9528],
which rightly focuses on specifying the actual protocol

At the same tinme, inplenmenters of an application using the EDHOC
protocol or of an "EDHOC |ibrary" enabling its use cannot sinply

i gnore such topics and will have to take theminto account throughout
their inplenentati on work.

In order to prevent multiple, independent re-discoveries and
assessnents of those topics, as well as to facilitate and gui de

i npl ementation activities, this docunent collects such topics and

di scusses themthrough considerations about the inplenentation of
EDHOC. At a high-level, the topics in question are sumari zed bel ow

* Handling of compl eted EDHOC sessi ons when they become invalid and
of application keys derived froman EDHOC sessi on when those
becone invalid. This topic is discussed in Section 2

* Enforcenment of different trust policies, with respect to |earning
new aut hentication credentials during an execution of EDHOC. This
topic is discussed in Section 3.

* Branched-of f side processing of inconm ng EDHOC nessages, with

particular reference to: i) fetching and validation of
aut hentication credentials; and ii) processing of Externa
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Aut hori zation Data (EAD) itenms, which in turn might play a role in
the fetching and validation of authentication credentials. This
topic is discussed in Section 4.

* FEffectively using EDHOC over the Constrained Application Protoco
(CoAP) [ RFC7252] in conbination with Bl ock-wi se transfers for CoAP
[ RFC7959], possibly together with the optinized EDHOC executi on
wor kf |l ow defined in [RFCO668]. This topic is discussed in
Section 5.

Ter mi nol ogy

The reader is expected to be fanmiliar with terns and concepts rel ated
to the EDHOC protocol [RFC9528], (CoAP) [RFC7252], and Bl ock-w se
transfers for CoAP [ RFC7959].

Handl i ng of Invalid EDHOC Sessi ons and Application Keys

This section considers the nost comon situation where, given a
certain peer, only the application at that peer has visibility and
control of both:

* The EDHOC sessions at that peer; and

* The application keys for that application at that peer, including
the know edge of whether they have been derived from an EDHOC
session, i.e., by means of the EDHOC Exporter interface after the
successful conpletion of an execution of EDHOC (see Section 4.2 of
[ RFC9528]).

Bui I di ng on the above, the follow ng expands on three rel evant cases
concerni ng the handling of EDHOC sessions and application keys, in
the event that any of those becones invalid.

To provide nore concrete guidance, the follow ng considers the case
where "applications keys" stands for the keying nmaterial and
paraneters that conpose a Security Context for the security protoco
hj ect Security for Constrai ned RESTful Environments (OSCORE)

[ RFC8613], i.e., when specifically those application keys are derived
froman EDHOC session (see Appendi x A 1 of [RFC9528]).

Nevert hel ess, the sanme considerations are applicable if EDHOC i s used
to derive other application keys, e.g., when used to key different
security protocols than OSCORE or to provide the application with
secure values that are bound to an EDHOC sessi on.
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2.1. EDHOC Sessions Becone |nvalid

The application at a peer P may have | earned that a conpl eted EDHOC
session S has to be invalidated. Wwen Sis marked as invalid, the
application at P purges S and del etes each set of application keys
(e.g., the OSCORE Security Context) that was generated fromS.

Then, the application runs a new execution of the EDHOC protocol wth
the other peer. Upon successfully conpleting the EDHOC execution,
the two peers derive and install a new set of application keys from
this | atest EDHOC sessi on.

The flowchart in Figure 1 shows the handling of an EDHOC session that
has becone invali d.

Invalid Del ete the EDHOC sessi on Rer un Derive and
EDHOC ---> and the application keys ---> EDHOC ---> install new
sessi on derived fromit application keys

Figure 1: Handling of an EDHOC Sessi on that Has Becone |nvalid.

An EDHOC sessi on may have becone invalid, for exanple, because an

aut hentication credential CRED X has expired, or because the peer P
has | earned froma trusted source that CRED X has been revoked. This
effectively invalidates CRED X, and therefore also invalidates any
EDHOC sessi on where CRED X was used as authentication credentia
associated with either peer in the session (i.e., Pitself or the

other peer). In such a case, the application at P has to
additionally del ete CRED X and any stored, corresponding credenti al
identifier.

2.2. Application Keys Becone Invalid

The application at a peer P may have | earned that a set of
application keys is not safe to use anynore. Wen such a set is
specifically an OSCORE Security Context, the application may have
| earned that fromthe OSCORE |ibrary used or froman OSCORE | ayer
that takes part in the comunication stack

A current set SET of application keys shared with anot her peer can
becone unsafe to use, for exanple, due to the follow ng reasons:

* SET has reached a pre-determ ned expiration tinme;

* SET has been established to use for an anount of tinme that is now
el apsed, according to enforced application policies; or

Til oca Expi res 3 Septenber 2026 [ Page 5]



I ntern

Whe

1.

Ti |l oca

et-Draft I mpl enent ati on Consi derations for EDHOC March 2026

Sonme el ements of SET have been used enough tinmes to approach
cryptographic limts that should not be passed, e.g., according to
the properties of the security algorithnms specifically used. Wth
particular reference to an OSCORE Security Context, such limts
are discussed in [I-D.ietf-core-oscore-key-limts].

n this happens, the application at the peer P proceeds as foll ows:

If the follow ng conditions both hold, then the application noves
to Step 2. Oherwise, it noves to Step 3.

* Let us define S as the EDHOC session from which the peer P has
derived SET or the eldest SET's ancestor set of application
keys. Then, since the conpletion of S with the other peer,
the application at P has received fromthe other peer and
successfully verified at | east one nessage protected with any
set of application keys derived fromS. That is, P has
persisted S (see Section 5.4.2 of [RFC9528]).

* The peer P supports a key update protocol, as an alternative
to perform ng a new execution of EDHOC with the ot her peer
When SET is an OSCORE Security Context, the key update
protocol supported by the peer P can be KUDOS
[I-D.ietf-core-oscore-key-update].

The application at P runs the key update protocol nentioned at
Step 1 with the other peer, in order to update SET. When SET is
an OSCORE Security Context, the application at P can run the key
updat e protocol KUDOS with the other peer

If the key update protocol terminates successfully, the updated
application keys are installed and no further actions are taken
O herwi se, the application at P noves to Step 3.

The application at the peer P perforns the foll owi ng actions:
* It del etes SET.

* |t deletes the EDHOC session fromwhich SET was generated, or
fromwhich the el dest SET's ancestor set of application keys
was generated before any key update occurred (e.g., by neans
of the EDHOC KeyUpdate interface defined in Appendi x H of
[ RFC9528] or other key update mnethods).

* It runs a new execution of the EDHOC protocol with the other
peer. Upon successfully conpleting the EDHOC execution, the
two peers derive and install a new set of application keys
fromthis | atest EDHOC sessi on.

Expi res 3 Septenber 2026 [ Page 6]



I nternet-Draft I mpl enent ati on Consi derations for EDHOC March 2026

The flowchart in Figure 2 shows the handling of a set of application
keys that has beconme invalid. |In particular, it assumes such a set
to be an OSCORE Security Context and the key update protocol to be
KUDGS.

Invalid application keys

%
NO

Are the ----> Delete the application ----> Rerun

application keys keys and the EDHOC sessi on EDHOC

persi sted?

N
I I
| YES |
I
I
I

" I

\Y;
v
Derive and install

I's KUDCOS NO new application keys

supported? ------------------ +

I
| YES

I
I
I
I
I
I
I
I
I
v I
I
Run KUDOS |
I
I
I
I
I
I

v
Has KUDOS NO
succeeded? ---------------ooooaoooo- +
I
| YES
v

Install the updated
application keys

Figure 2: Handling of a Set of Application Keys that Has Becone
I nval i d.
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2.3. Application Keys or Bound Access Rights Becone Invalid

The foll owi ng considers two peers that use the ACE framework for
aut henti cation and authorization in constrai ned environments

[ RFC9200] and specifically the EDHOC and OSCORE profil e of ACE
defined in [I-D.ietf-ace-edhoc-oscore-profile].

When doing so, one of the two peers acts as ACE resource server (RS)
hosting protected resources. The other peer acts as ACE client and

requests an access token froman ACE authorization server (AS) that

isin atrust relationship with the RS. The access token specifies

access rights for accessing protected resources at the RS as well as
the public authentication credential of the client, namely

AUTH _CRED C

After that, C uploads the access token to the RS, by nmeans of an EAD
itemincluded in an EDHOC nmessage during the EDHOC execution (see
below). Alternatively, the AS can upload the access token to the RS
on behalf of the client, as per the alternative Short Distribution
Chain (SDC) workflow defined in [I-D.ietf-ace-workfl ow and-parans].

Consi stent with the EDHOC and OSCORE profile of ACE, the two peers
run EDHOC in order to specifically derive an OSCORE Security Context
as their shared set of application keys (see Appendi x A 1 of

[ RFC9528]). At the RS, the access token is bound to the successfully
compl et ed EDHOC session and to the establi shed OSCORE Security

Cont ext .

After that, the peer acting as ACE client can access the protected
resources hosted at the other peer acting as RS, according to the
access rights specified in the access token. The comunications
between the two peers are protected by nmeans of the established
OSCORE Security Context.

Later on, the application at one of the two peers P nay have | earned
that the established OSCORE Security Context CTX is not safe to use
anynore, e.g., fromthe OSCORE library used or froman OSCORE | ayer
that takes part in the comunication stack. The reasons that make
CTX not safe to use anynore are the sane ones discussed in

Section 2.2 when considering a set of application keys in general,
pl us the event that the access token bound to CTX becones invalid
(e.g., it has expired or it has been revoked).

When this happens, the application at the peer P proceeds as foll ows.

1. If the following conditions both hold, then the application noves
to Step 2. Oherwise, it noves to Step 3:
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* The access token is still believed to be valid. That is, it
has not expired yet and the peer P is not aware that it has
been revoked.

* Let us define S as the EDHOC session fromwhich the peer P has
derived CTX or the eldest CTX s ancestor OSCORE Security
Context. Then, since the conpletion of S with the other peer,
the application at P has received fromthe other peer and
successfully verified at | east one nessage protected with any
set of application keys derived fromS. That is, P has
persisted S (see Section 5.4.2 of [RFC9528]).

If the peer P supports the key update protocol KUDCS
[I-D.ietf-core-oscore-key-update], then P runs KUDOS with the
other peer, in order to update CTX. If the execution of KUDOS
term nates successfully, the updated OSCORE Security Context is
installed and no further actions are taken

If the execution of KUDOS does not terminate successfully or if
the peer P does not support KUDOS al together, then the
application at P noves to Step 3.

The application at the peer P perforns the foll owi ng actions.

* |f the access token is not believed to be valid anynore, the
peer P deletes all the EDHOC sessions associated with the
access token as well as the OSCORE Security Context derived
fromeach of those sessions.

Note that, when specifically considering the EDHOC and OSCORE
profile of ACE, an access token is associated with at npst one
EDHOC session (see Section 4.2 of
[1-D.ietf-ace-edhoc-oscore-profile]).

If the peer P acted as ACE client, then P obtains fromthe ACE
AS a new access token, which is uploaded to the other peer
acting as ACE RS

Finally, the application at P noves to Step 4.

* |f the access token is valid while the OSCORE Security Context
CTX is not, then the peer P deletes CTX

After that, the peer P deletes the EDHOC session from which
CTX was generated, or fromwhich the eldest CIX s ancestor
OSCORE Security Context was generated before any key update
occurred (e.g., by neans of KUDCS or ot her key update

met hods) .
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Finally, the application at P noves to Step 4.

4. The peer P runs a new execution of the EDHOC protocol with the
ot her peer. Upon successfully conpleting the EDHOC executi on,
the two peers derive and install a new OSCORE Security Context
fromthis | atest EDHOC sessi on.

At the RS, the access token is bound to this | atest EDHOC sessi on
and the newy established OSCORE Security Context.

The flowchart in Figure 3 shows the handling of an access token or of
a set of application keys that have becone invalid, when using the
EDHOC and OSCORE profile of the ACE franeworKk.

I nvalid access token
speci fyi ng AUTH CRED C
or invalid application keys

%
NO

I's the ----> Delete the associated --> pbtain and --> Rerun ---+
access token EDHOC sessi ons and upl oad a EDHOC
still believed the application keys new access
to be valid? derived fromthose t oken N

I

I

I

| YES

v

The application keys
are not valid anynore

%
Are the NO
application keys ----- > Del ete the application keys and ------ +
persi sted? t he associ ated EDHOC sessi on

| N N

| YES | I

v I I

I I

I s KUDCS NO | |
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supported? --------------------- +

|
| YES
\Y

Run KUDOS

\

Has KUDOS NO
succeeded? ------------ oo oii oo +

I
| YES
\

Install the updated
application keys

\Y

Derive and install
new application keys

Figure 3: Handling of an Access Token or of a Set of Application

Keys that Have Becone |nvalid.

3. Trust Policies for Learning New Aut hentication Credentials

A peer P relies on authentication credentials associated with other
peers, in order to authenticate those peers when runni ng EDHOC with

t hem

There are different ways for P to acquire an authentication
credential CRED associated with another peer. For exanple,
be supplied to P out-of-band by a trusted provider

CRED can

Al ternatively, CRED can be specified by the other peer during the

EDHOC execution with P. This can rely on EDHOC nessage_2 or

message_3, whose respective ID CRED R and ID CRED | field can specify
CRED by value, or instead a URI or other external reference where

CRED can be retrieved from (see Section 3.5.3 of [RFC9528]).
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Al so during the EDHOC execution, an External Authorization Data (EAD)
field mght include an EAD itemthat specifies CRED by val ue or
reference. This is the case, e.g., for the EAD itens defined by the
EDHOC and OSCORE profile of the ACE franework
[1-D.ietf-ace-edhoc-oscore-profile]. |In particular, they can be used
for transporting (a reference to) an access token, which in turn
specifies by value or by reference the public authentication
credential associated with the EDHOC peer acting as ACE client.

When obtaining a new credential CRED, the peer P has to validate it
before storing it. The validation steps to perform depend on the
specific type of CRED (e.g., a public key certificate

[ RFC5280][I-D.ietf-cose-chor-encoded-cert]) and can rely on (the
aut hentication credential associated with) a trusted third party
acting as a trust anchor.

Upon retrieving a new CRED through the processing of a recei ved EDHOC
message and followi ng the successful validation of CRED, the peer P
stores CRED only if it assesses CRED to al so be (provisionally)
trusted, while it rmust not store CRED ot herw se.

An exception applies for the two unaut henticated operations described
in Appendi x D.5 of [RFC9528], where a trust relationship with an
unknown or not-yet-trusted endpoint is established later. In such a
case, CRED is verified out-of-band at a |ater stage, or an EDHOC
session key is bound to an identity out-of-band at a | ater stage.

When processing a received EDHOC nessage Mthat specifies an

aut hentication credential CRED, the peer P can enforce one of the
trust policies LEARNING and NO LEARN NG specified in Section 3.1 and
Section 3.2, in order to determ ne whether to trust CRED

Irrespective of the adopted trust policy, P actually uses CRED only
if it is determined to be fine to use in the context of the ongoing
EDHOC session, al so depending on the specific identity of the other
peer (see Sections 3.5 and D.2 of [RFC9528]). If this is not the
case, P aborts the EDHOC session with the other peer.

If P stores CRED, then P will consider CRED as valid and trusted
until:

* CRED possibly becones invalid, e.g., because it expires or because
P gains knowl edge that it has been revoked; or

* CRED becones non-trusted, e.g., because P originally assessed CRED

to be provisionally trusted, and later on failed to obtain an
expected final confirmation of trust.

Til oca Expi res 3 Septenber 2026 [ Page 12]



I nternet-Draft I mpl enent ati on Consi derations for EDHOC March 2026

P nust delete CRED fromits local storage if CRED becones invalid or
non-trusted.

When storing CRED, the peer P should generate the authentication
credential identifier(s) corresponding to CRED and store them as
associated with CRED. For exanple, if CRED is a public key
certificate, an identifier of CRED can be the hash of the
certificate. |In general, P should generate and associate with CRED
one corresponding identifier for each type of authentication
credential identifier that P supports and that is conpatible with
CRED.

In future executions of EDHOC with the other peer associated with
CRED, this allows such other peer to specify CRED by reference, e.g.,
by indicating its credential identifier as ID CRED RRID CRED | in the
EDHOC nessage_2 or nessage_3 addressed to the peer P. In turn, this
allows Pto retrieve CRED fromits |ocal storage.

3.1. Trust Policy LEARNI NG

When enforcing the LEARNI NG policy, the peer P trusts CRED even if P
is not already storing CRED at nmessage reception tine.

That is, upon receiving M the peer P perforns the foll owi ng steps.

1. Pretrieves CRED, as specified by reference or by value in the
IDCRED I /1D CRED R field of Mor in the value of an EAD item of
M

2. P checks whether CRED is already being stored and if it is still
valid and trusted. In such a case, P trusts CRED and can
continue the EDHOC execution. Oherw se, P noves to Step 3.

3. P attenpts to validate CRED. |f the validation process is not
successful, P aborts the EDHOC session with the other peer.
O herwi se, P trusts and stores CRED, and can continue the EDHOC
execution.

3.2. Trust Policy NO LEARNI NG
When enforcing the NO LEARNI NG policy, the peer P trusts CRED only if
Pis already storing CRED at nessage reception tinme, unless in cases
where situation-specific exceptions apply and are deliberately
enforced (see bel ow).

That is, upon receiving M the peer P continues the execution of
EDHOC only if both the follow ng conditions hold:
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* P currently stores CRED, as specified by reference or by value in
the IDCRED I/ID CRED R field of Mor in the value of an EAD item
of M and

* CREDis still valid (i.e., P believes CRED to not be expired or
revoked) and trusted.

Exceptions may apply and be actually enforced in cases where, during
an EDHOC execution, P obtains additional information that allows it
to trust and successfully validate CRED, even though CRED is not

al ready stored upon receiving M

Such exceptions typically rely on a trusted party that vouches for
CRED, e.g., in the cases discussed in Section 3.3. Fromthe point of
view of the peer P, the trusted party m ght have been involved in the
background, so that the vouching information about CRED i s conveyed
wi thin an EDHOC nessage received during the EDHOC session (e.g.,
transported by an EAD item). Alternatively, P might directly
interact with the trusted party for retrieving the vouching

i nformati on about CRED, e.g., after having received M and before
conti nui ng the EDHOC executi on.

If the peer P admits such an exception and actually enforces it on an
aut hentication credential CRED, then P effectively handl es CRED
according to the trust policy "LEARNING' specified in Section 3.1.
When doing so, P still attenpts to validate CRED, and it aborts the
EDHOC session if the validation process is not successful.

3.3. Enforcenent of Trust Policies in Specific Scenarios

The foll owi ng subsections di scuss how an EDHOC peer enforces the
trust policies LEARNI NG and NO LEARNING i n specific scenari os.

3.3.1. In the EDHOC and OSCORE Profil e of ACE

As discussed in Section 2.3, two EDHOC peers can be using the ACE
framewor k [ RFC9200] and specifically the EDHOC and OSCORE profil e of
ACE defined in [I-D.ietf-ace-edhoc-oscore-profile].

In this case, one of the two EDHOC peers, nanely PEER RS, acts as ACE
resource server (RS). Instead, the other EDHOC peer, nanely PEER C,
acts as ACE client and obtains froman ACE authorization server (AS)
an access token for accessing protected resources at PEER RS. The AS
and PEER RS are in a trust rel ationship.

Toget her with other information, the access token specifies (by val ue

or by reference) the public authentication credential AUTH CRED C
associated with PEER C that PEER C is going to use when runni ng EDHOC
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with PEER RS. Note that AUTH CRED C will be used as either CRED | or
CRED R in EDHOC, dependi ng on whether the two peers use the EDHOC
forward nessage flow (i.e., PEER Cis the EDHOC Initiator) or the
EDHOC reverse nessage flow (i.e., PEER Cis the EDHOC Responder),
respectively (see Appendi x A 2 of [RFC9528]).

When the AS issues the first access token that specifies AUTH CRED C
and is intended to be uploaded to PEER RS, it is expected that the
access token specifies AUTH CRED C by value and that PEER RS is not
currently storing AUTH CRED C, but instead will obtain it and learn
it upon receiving the access token.

Al t hough the AS can upload the access token to PEER RS on behal f of
PEER C as per the alternative SDC workfl ow defined in
[1-D.ietf-ace-workfl ow and-parans], the access token is typically
upl oaded to PEER RS by PEER C through a dedi cated EAD item when
runni ng EDHOC with PEER RS. Consequently, PEER RS has to learn
AUTH CRED C as a new aut hentication credential during an EDHOC
session with PEER_C

At least for its EDHOC resource used for exchangi ng the EDHOC
messages of the EDHOC session in question, this requires PEER RS to:

* Enforce the trust policy "LEARNING'; or

* |If enforcing the trust policy "NO LEARNI NG', additionally enforce
an overriding excepti on when an i ncom ng EDHOC nessage i ncl udes an
EAD item conveying (a reference to) a valid access token issued by
a trusted AS.

That is, through a successful verification of the access token,
PEER RS is able to trust AUTH CRED C (if found valid), even though
it did not already store AUTH CRED C upon receiving the EDHOC
message with the EAD item

2. In the Lightweight Authorization using EDHOC (ELA) Procedure

Editor’s note: the text in this section reflects an upcom ng update
in draft-ietf-|ake-authz, which is expected to appear in version -07
of that docunent.

When the execution of EDHOC enbeds the ELA procedure defined in
[I-D.ietf-1ake-authz], the EDHOC peer U receives an EDHOC nmessage_2
(message_3) where ID CRED R (I D CRED |I) specifies by value the

aut hentication credential CRED associated with the other peer V.
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Furt hernmore, an EDHOC nessage sent to U includes an EAD item which
specifies a voucher issued by a trusted enroll ment server W The
voucher is an assertion to U that Whas authorized V and has endorsed
CRED.

The specific EDHOC message that includes the EAD item conveying the
voucher depends on whether U and V use the EDHOC forward nessage fl ow
(i.e., Uis the EDHOC Initiator) or the EDHOC reverse nessage fl ow
(i.e., Uis the EDHOC Responder). In particular:

* \When using the EDHOC forward nessage flow, the EAD itemis
i ncluded i n EDHOC nmessage_4, thereby endorsing CRED that was
specified by ID CRED R in the previous EDHOC nessage_2.

Since it is indeed expected that U does not already store CRED
upon receiving EDHOC nessage 2, U can at best provisionally trust
CRED (if found valid) when retrieving it from EDHOC nessage_2.

* When using the EDHOC reverse nmessage flow, the EAD itemis
i ncluded i n EDHOC nmessage_3, thereby endorsing CRED that is
specified by ID CRED | in the sane EDHOC message.

In either case, through a successful verification of the voucher, U
is able to ultimitely trust CRED (if found valid), even though U did
not already store CRED upon receiving the EDHOC nessage specifying
CRED.

Therefore, if U enforces the trust policy "NO LEARNING', it can
additionally enforce an overridi ng exception as bel ow

* \When using the EDHOC forward nessage flow, the exception is
enforced when processi ng an EDHOC nessage_2, and it is raised by
the intention of using the ELA procedure. That is, Uintends to
proceed with sending a consi stent EDHOC nessage_3 that indicates
the wish to obtain a voucher issued by W

At that point in time, the authentication credential CRED is only
provisionally trusted (if found valid), with the expectation to
recei ve an EDHOC nessage_4 in the sanme EDHOC session, conveying a
val id voucher issued by Wand thus confirm ng that CRED can be
ultimately trusted.

* \When using the EDHOC reverse nessage flow, the exception is
enforced when processing an EDHOC nessage_3, and it is raised by
the EDHOC nmessage_3 including an EAD itemthat conveys a valid
voucher issued by W thus confirmng that CRED can be ultinmately
trust ed.
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4.

Si de Processing of |nconmi ng EDHOC Messages

Thi s section describes an approach that EDHOC peers can use upon
recei ving EDHOC nessages, in order to fetch/validate authentication
credentials and to process External Authorization Data (EAD) itens.

As per Section 9.1 of [RFC9528], the EDHOC protocol provides a
transport mechani smfor conveying EAD itens, but specifications
defining those itens have to set the ground for "agreeing on the
surroundi ng context and the neaning of the infornation passed to and
fromthe application".

The approach described in this section ains to help inplenenters

navi gate the surroundi ng context nentioned above, irrespective of the
specific EAD items conveyed in the EDHOC messages. |In particular,
the descri bed approach takes into account the follow ng points:

* The fetching and validation of the authentication credenti al
associ ated with the other peer relies on ID CRED | in EDHCC
message_2, or on ID CRED R in EDHOC nessage_3, or on the value of
an EAD item \Wen this occurs upon receiving EDHOC nessage_2 or
message_3, the decryption of the EDHOC nessage has to be conpleted
first.

Val idating the authentication credential or assessing whether it
is trusted mght depend on using the value of an EAD item which
inturn has to be validated first.

* |t is possible that some EAD itens can be processed only after
havi ng successfully verified the EDHOC nessage, i.e., after a
successful verification of the Signature_or_MAC field in EDHOC
nmessage_2 or message_3.

For instance, an EAD itemwithin the EAD 3 field of EDHOC
message_3 night contain a Certificate Signing Request (CSR)

[ RFC2986]. Hence, such an EAD item can be processed only once the
reci pi ent peer has attained proof that the other peer possesses
its own private key.

In order to conveniently handle such processing, the application can
prepare in advance a "side-processor object" (SPO), which takes care
of the operations above during the EDHOC execution

In particular, the application provides EDHOC with the SPO before
starting an EDHOC execution, during which EDHOC will tenporarily
transfer control to the SPO at the right point in tinme, in order to
performthe required side-processing of an inconi ng EDHOC nessage.
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Furthernore, the application has to instruct the SPO about:

*

How to prepare any EAD item such that: it has to be included in an
out goi ng EDHOC nmessage; and it is independent of the processing of
other EAD itens included in incom ng EDHOC nessages. This

i ncludes, for instance, the preparation of padding EAD itens (see
Section 3.8.1 of [RFC9528]).

The list of EAD itens that are expected to be present in specific,
i ncom ng EDHOC nessages during the EDHOC session. This takes into
account, for instance, external security applications that will be
integrated in the EDHOC session (e.g., see [I-D.ietf-|ake-authz]).

Thr oughout the EDHOC session, the SPO keeps such a list of
expected EAD itenms up-to-date. This takes into account, for

i nstance, external security applications that have been run
integrated in the EDHOC session, the current status of the
session, as well as the EDHOC nessages that have been exchanged
during the session and the outconme of their processing.

At the right point in tinme during the processing of an incom ng EDHOC
message M at the peer P, EDHOC i nvokes the SPO and provides it with
the follow ng input:

*

When Mis EDHOC nessage_2 or nessage_3, an indication of whether
this invocation is happening before or after the nessage
verification (i.e., before or after having verified the
Signature_or_ MAC field).

The full set of information related to the current EDHOC sessi on.
This especially includes the sel ected cipher suite and the
epheneral Diffie-Hellman public keys G X and G.Y that the two
peers have exchanged in the EDHOC sessi on.

The authentication credentials that the peer P stores as
associ ated with ot her peers.

Al the decrypted information elements retrieved fromM
The EAD items included in M

- Note that EDHOC mi ght do sone prelinminary work on M before
i nvoking the SPO, in order to provide the SPOonly with
actually relevant EAD itens. This requires the application to
additionally provide EDHOC with the ead | abels of the EAD itens
that the peer P recognizes (see Section 3.8 of [RFC9528]).
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Wth such information avail abl e, EDHOC can early abort the
current session in case Mincludes any EAD item which is both
critical and not recogni zed by the peer P.

If no such EAD itens are found, EDHOC can renobve any paddi ng
EAD item (see Section 3.8.1 of [RFC9528]), as well as any EAD
itemwhich is neither critical nor recognized (since the SPOis
going to ignore it anyway). This results in EDHOC providi ng
the SPOonly with EAD itenms that will be recogni zed and that
require actual processing.

- Note that, after having processed the EAD itens, the SPO ni ght
actually need to store themthroughout the whol e EDHOC
execution, e.g., in order to refer to them al so when processing
| at er EDHOC nessages in the current EDHOC sessi on.

The SPO perforns the follow ng tasks on an incom ng EDHOC nessage M

*

Ti |l oca

The SPO checks whet her M does not include an EAD item whose
presence was expected, based on the related |ist maintained

t hroughout the EDHOC session. |If such an EAD itemis absent, the
SPO can cone to an early determ nation about whether and how to
proceed with the processing of M

In particular, if an EAD itemis absent although its presence was
strictly required, then the SPO can early abort the EDHOC sessi on,
thereby avoiding potentially costly operations (e.g., the
retrieval and validation of the authentication credential
associated with the other peer).

The SPO fetches and/or validates the authentication credenti al

CRED associated with the other peer, based on a dedicated EAD item
of Mor on the ID CRED field of M (for EDHOC nessage_ 2 or
message_3).

The SPO processes the EAD itenms conveyed in the EAD field of M

The SPO stores the results of the perforned operations and nakes
such results available to the application.

When the SPO has conpleted its side processing and transfers
control back to EDHOC, the SPO provides EDHOC with the produced
EAD itens to include in the EAD field of the next outgoi ng EDHOC
message. The production of such EAD itens can be triggered, e.g.,

by:

- The consunption of EAD itens included in M
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- The execution of instructions that the SPO has received from
the application, concerning EAD itens to produce irrespective
of other EAD itens included in M

In the following, Section 4.1 to Section 4.3 describe nore in detai
the actions perfornmed by the SPO on the different incom ng EDHOC
messages. Then, Section 4.4 describes further special handling of
i ncom ng EDHOC nessages, as to consistency checks concerning

aut hentication credentials in particular situations.

After conpleting the EDHOC execution, control is transferred back to
the application. |In particular, the application is provided with the
overal | outconme of the EDHOC execution (i.e., successful conpletion
or failure), together with possible specific results produced by the
SPO t hroughout the EDHOC execution (e.g., due to the processing of
EAD itens).

After that, the application might need to performfollow up actions,
dependi ng on the outcone of the EDHOC execution. For exanple, the
SPO m ght have prelimnarily filled application-level data

structures, as a result of processing EAD itens. In case of
successful EDHOC execution, the application mght need to finalize
such data structures. Instead, in case of unsuccessful EDHOC

execution, the application mght need to clean-up or anend such data
structures, or even roll back what the SPO did, unless the SPO

al ready perforned such actions before control was transferred back to
the application.

4.1. EDHCC nessage_1

During the processing of an incom ng EDHOC nessage_1, EDHOC invokes
the SPO only once, after the Responder peer has successfully decoded
the message and accepted the sel ected ci pher suite.

If the EAD 1 field is present, the SPO processes the EAD itens
i ncl uded t herein.

Once all such EAD items have been processed, the SPO transfers
control back to EDHOC. When doing so, the SPO al so provi des EDHOC
with any produced EAD itens to include in the EAD field of the next
out goi ng EDHOC nessage

Then, EDHOC resumes its execution and advances its protocol state.
Future extensions of EDHOC or external security applications
integrated into EDHOC mi ght require a processing of EDHOC nessage 1

that is nore advanced than the currently expected one. In
particul ar, an EAD item conveyed in EDHOC nmessage_1 ni ght specify the
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aut hentication credential CRED associated with the Initiator (by

val ue or by reference), as wapped in a cryptographically protected
"envel ope”. In such a case, the processing of an incom ng EDHOC
message_1 shares simlarities with that of an incom ng EDHOC
message_2 or nmessage_3 (see Section 4.3), as it is further el aborated
in Appendi x A

4.2. EDHCC nessage_4

During the processing of an i ncom ng EDHOC nessage_4, EDHOC i nvokes
the SPO only once, after the Initiator peer has successfully
decrypted the nessage.

If the EAD 4 field is present, the SPO processes the EAD itens
i ncluded therein.

Once all such EAD itens have been processed, the SPO transfers
control back to EDHOC, which resunmes its execution and advances its
protocol state.

4.3. EDHOC nmessage_2 and nessage_3

The following refers to "nessage X' as an inconi ng EDHOC nessage_2 or
message_3, and to "nessage verification" as the verification of
Signature_or_MAC X in nessage_X

During the processing of a message_X, EDHOC i nvokes the SPO two
tines:

* Right after message X has been decrypted and before its
verification starts. Following this invocation, the SPO perforns
the actions described in Section 4. 3. 1.

* Right after nessage_ X has been successfully verified. Follow ng
this invocation, the SPO perfornms the actions described in
Section 4. 3. 2.

The flowcharts in Section 4.3.3 show the high-level interaction
bet ween the core EDHOC processing and the SPO as well as the
different steps taken for processing an incom ng nessage_ X
4.3.1. Pre-Verification Side Processing
The pre-verification side processing occurs in tw sequential phases,

nanely PHASE 1 (see Section 4.3.1.1) and PHASE 2 (see
Section 4.3.1.2).
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4.3.1.1. PHASE 1

During PHASE 1, the SPO at the recipient peer P determ nes CRED,

i.e., the authentication credential associated with the other peer to
be used in the ongoi ng EDHOC session. |In particular, the SPO first
checks whether expected EAD itens are absent in nessage X (see
Section 4), and then perforns the follow ng steps.

1. The SPO determ nes CRED based on ID CRED X or on an EAD item
i ncluded i n nessage_ X

Those may specify CRED by value or by reference, including a URI
or other external reference where CRED can be retrieved from

If CRED is already installed, the SPO noves to Step 2.
O herwi se, the SPO noves to Step 3.

2. The SPO determines if the stored CRED is currently trusted and
valid, e.g., by verifying that CRED has not expired and has not
been revoked.

Perform ng such a validation mght require the SPOto first
process an EAD itemincluded in nessage X. For exanple, it can
be an EAD itemin EDHOC nessage 2 that confirnms or revokes the
validity of CRED R specified by ID CRED R, as the result of an
OCSP process [ RFC6960] .

In case CRED is deternmned to be valid, the SPO noves to Step 9.
O herwi se, the SPO noves to Step 11.

3. The SPO attenpts to retrieve CRED via | D CRED X or an EAD item
considered at Step 1. Then, the SPO noves to Step 4.

4. If the retrieval of CRED has succeeded, the SPO noves to Step 5.
O herwi se, the SPO noves to Step 11.

5. If the enforced trust policy for new authentication credentials
is "NO LEARNI NG' and P does not admit any exceptions that are
acceptable to enforce for nmessage_X (see Section 3.2), the SPO
moves to Step 11. Oherw se, the SPO noves to Step 6.

6. If this step has been reached, the peer P is not already storing
the retrieved CRED and, at the sane time, it enforces either the
trust policy "LEARNING' or the trust policy "NO LEARNI NG' while
al so enforcing an exception acceptable for nessage X (see
Section 3.2).
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Consi stently, the SPO determines if CRED is currently valid,
e.g., by verifying that CRED has not expired and has not been
revoked.

Validating CRED m ght require the SPOto first process an EAD
itemincluded in nessage X. For exanple, it can be an OCSP
response [ RFC6960] for validating CRED_R as a public key
certificate transported by value or reference in I D CRED R

After successfully validating CRED, the peer P can typically
consider CRED as ultimately trusted as well. However, there can
be cases where P requires to obtain additional infornmation

bef ore doing so

If such additional information can be retrieved from message_X
(e.g., froman EAD itemincluded therein), then P uses it to
assess if CRED is trusted. Oherwise, if such additiona
information is expected |ater on during the EDHOC session, it
can be acceptable for P to consider CRED as provisionally
trust ed.

Section 3.3.2 discusses the ELA procedure defined in
[I-D.ietf-lake-authz], as a case in point where additiona
information required by the peer P to trust CRED could not be
included in the sanme nmessage that specifies CRED.

Editor’s note: the previous paragraph reflects an upcom ng
update in draft-ietf-lake-authz, which is expected to appear in
version -07 of that document.

After conpleting the validation and trust assessnent of CRED
the SPO noves to Step 7

I f CRED has been determined valid and (provisionally) trusted,
the SPO noves to Step 8. O herwi se, the SPO noves to Step 11.

The SPO stores CRED as a valid and (provisionally) trusted
aut hentication credential associated with the other peer,
together with correspondi ng aut hentication credenti al
identifiers (see Section 3). Then, the SPO noves to Step 9.

The SPO checks if CRED is fine to use in the context of the
ongoi ng EDHOC session, al so depending on the specific identity
of the other peer (see Sections 3.5 and D.2 of [RFC9528]).

If this is the case, the SPO noves to Step 10. Oherw se, the
SPO noves to Step 11.
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10. P uses CRED as authentication credential associated with the
ot her peer in the ongoi ng EDHOC sessi on.

Then, PHASE 1 ends and the pre-verification side processing
nmoves to the next PHASE 2 (see Section 4.3.1.2).

11. The SPO has not found a valid and (provisionally) trusted
aut hentication credential associated with the other peer that
can be used in the ongoi ng EDHOC session. Therefore, the EDHOC
session with the other peer is aborted.

4.3.1.2. PHASE 2

Duri ng PHASE 2, the SPO processes any EAD itemincluded in nmessage_X
such that both the follow ng conditions hold:

* The EAD item has _not_ al ready been processed during PHASE 1.

* The EAD item can be processed before performing the verification
of nmessage_X

Once all such EAD itens have been processed, the SPO transfers
control back to EDHOC, which either aborts the ongoi ng EDHOC sessi on
or continues the processing of nmessage X with its correspondi ng
message verification.

4.3.2. Post-Verification Side Processing

During the post-verification side processing, the SPO processes any
EAD itemincluded in nessage X such that the processing of that EAD
itemhad to wait for conpleting the successful message verification

The | ate processing of such EAD itens is typically due to the fact
that a pre-requirenent has to be fulfilled first.

For exanple, the recipient peer P has to have first verified that the
ot her peer does possess the private key corresponding to the public
key specified by CRED, i.e., the authentication credential associated
with the other peer that was determ ned during the pre-verification
side processing (see Section 4.3.1). This requirenent is fulfilled
after a successful verification of nessage X

Once all such EAD itenms have been processed, the SPO transfers
control back to EDHOC. When doing so, the SPO al so provi des EDHOC
with any produced EAD itenms to include in the EAD field of the next
out goi ng EDHOC nessage.

Then, EDHOC resumes its execution and advances its protocol state.
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4.3.3. Flowcharts

The flowchart in Figure 4 shows the high-level interaction between
the core EDHOC processing and the SPO, with particular reference to
an i ncom ng EDHOC nessage_2 or nessage_3.

I ncom ng
EDHOC message_ X
(X =2 or 3
I
I
+----- I e +
| | Cor e EDHOC processing |
Y,
} S + S + S + }
| | Decode |--->] Retrieve the | | Advance the | |
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[ R + . + . + |
I I n I
| | | |
I v I I
| S S + S S S + |
I | Decrypt I | Verify || I
| | Cl PHERTEXT_X | | Signhature_or MAC X | | |
| o e e e e o - + o e e e e e i e o + | |
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I I I I I I
L [----------- [----------- [--------- R +
I I I I
| | | | o
Divert | Get | Divert | Get | @ EAD itens
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| | | | o
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AR [----------- [----------- [--------- (R +
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| v | v | |
| o m e e e e oo - + o e e e e e e e aoao - + |
| | a) Check whether expected | | Processing of | |
| | EAD i tens are absent | | post-verification EAD itens | |
| | b) Retrieval and | R 0----- + |
| | val idation of CRED X; | | |
| | c) Trust assessnent 0-------- Shared state ------- 0 |
| | of CRED X; |
| | I
[ | I

I
d) Processing of |
I

pre-verification I nstructions about
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T

| EAD itens | EAD itens to

| | uncondi tional |y

| - (b) and (d) might have | : produce for the

| to occur in parallel | : next EDHOC message

| - (c) depends on the | : :
I I

trust policy used

o m e +
Si de- Processor Obj ect (SPO
_____________________________________________________________________ +
Figure 4: High-Level Interaction Between the Core EDHOC
Processing and the Side-Processor Object (SPO, for EDHOC
message_2 and nessage_3.
The flowchart in Figure 5 shows the different steps taken for
processing an i ncom ng EDHOC nessage 2 and nessage_3.
I ncom ng
EDHOC message_X
(X =2 or 3
I
I
v
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I I
v I
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| protocol state | |
TIPS + |
I I
I I
v I
oo + |
| Decrypt nessage_X | |
o e e e e oo + ---+
I
I
Control transferred to
the si de-processor object
I
--------- I e R
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| - + | | exception | |
I I I I I I
| | | | v |
I I I I AR + |
| | | | | 6. Assess if | |
| | | | | CREDis valid | |
| | | | | and trusted | ]
I I I I L + |
| | | | | |
I | YES I | NO I I
I I I I v I
I I I L R + |
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| 7. I's CRED valid and
| (provisionally) trusted?

I I I I
I I I I
| | | |
I I I I
I I I | YES I
I v I v I
[ R + | e~ +
| | 10. Continue by | | | 8. Store CRED as valid and | |
| | considering this | +----- | (provisionally) trusted. | |
| | CRED as the | | | |
| | authentication | | Pair CRED with consistent | |
| | credenti al | | credential identifiers, for | |
| | associated with | | each supported type of | |
| | the other peer | | credential identifier. | |
[ T + oo o e e e e e e e e e oo oo o + |
I I I
Fommm e - I e e +

I

I
R I e I +
| | Pre-verification side processing (PHASE 2) |

%
L A + |
| | Process the EAD itens that have not been processed yet | |
| | and that can be processed before nmessage verification | |
|+ -------------------------------------------------------- + |
| | |
Fommme - I e e +

Control transferred back
to the core EDHOC processing

%
o e e e e oo oo +
| Verify message_X | (Core EDHOC processing)
o e e e oo +

I

I

%

Control transferred to
the si de-processor object
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| Make all the results of the EAD processing
| available to build the next EDHOC nessage |

Control transferred back
to the core EDHOC processing

| Advance the | (Core EDHOC processing)
| protocol state

Figure 5: Processing Steps for EDHOC nessage_2 and nessage_3.

4. 4. Consistency Checks of Authentication Credentials fromI|D CRED and
EAD | tens

Typi cal ly, an EDHOC peer specifies its associ ated authentication
credential (by value or by reference) only in the ID CRED field of
EDHOC nessage 2 (if acting as Responder) or EDHOC nessage 3 (if
acting as lnitiator).

In addition to that, there may be cases where an EDHOC peer provides
the authentication credential also in an EAD item In particular,
such an EAD item can specify a cryptographically protected "envel ope”
(by value or by reference), which in turn specifies the

aut hentication credential (by value or by reference).

Til oca Expi res 3 Septenber 2026 [ Page 29]



I nternet-Draft I mpl enent ati on Consi derations for EDHOC March 2026

A case in point is the EDHOC and OSCORE profile of the ACE framework
[1-D.ietf-ace-edhoc-oscore-profile], where the envel ope in question
is an access token issued to the ACE client. In such a case, the ACE
client can rely on an EAD item specifying the access token by val ue,
or instead on a different EAD item specifying a session identifier as
a reference to such access token. In either case, the access token
specifies the authentication credential (by value or by reference)
associated with the client.

Duri ng an EDHOC sessi on, an EDHOC peer P1 might therefore receive the
aut hentication credential CRED associated with the other EDHOC peer
P2 as specified by two itens:

* |ITEMA: the ID CRED field specifying CRED. If P2 acts as
Initiator (Responder), then ITEMA is the ID CRED | (1D CRED R
field.

* | TEMB: the envel ope specified in an EAD item wi thin an EDHOC
message sent by P2.

As part of the process where Pl validates CRED during the EDHOC
session, P1 nust check that both ITEM A and | TEM B specify the sane
aut hentication credential, and it nust abort the EDHOC session if
such a consi stency check fails.

The consi stency check is successful only if one of the foll ow ng
conditions holds, and it fails otherw se:

* |f both ITEMA and | TEM B specify an authentication credential by
val ue, then both ITEM A and | TEM B speci fy the sane val ue.

* |f one anpbng | TEM A and | TEM B specifies an authentication
credential by value VALUE while the other one specifies an
aut hentication credential by reference REF, then REF is a valid
reference for VALUE

* |f ITEM A specifies an authentication credential by reference
REF_A and | TEM B specifies an authentication credential by
reference REF_B, then REF_A or REF B allows to retrieving the
val ue VALUE of an authentication credential froma local or renote
storage, such that both REF_A and REF B are a valid reference for
VAL UE.
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5.

1.

The peer Pl perforns the consistency check above as soon as it has
both ITEM A and | TEM B available. [If Pl acts as Responder, that is

the case when processing the incom ng EDHOC nmessage_3. |If Pl acts as
Initiator, that is the case when processing the i ncom ng EDHOC
nmessage_2 or message 4, i.e., whichever of the two nessages includes

ITEMB in an EAD itemof its EAD field.
Usi ng EDHOC over CoAP with Bl ock-W se

Appendi x A 2 of [RFC9528] specifies how to transfer EDHOC over CoAP
[ RFC7252]. In such a case, EDHOC nessages (possibly prepended by an
EDHOC connection identifier) are transported in the payl oad of CoAP
requests and responses, according to the EDHOC forward nmessage fl ow
or the EDHCOC reverse nmessage flow. Furthernore, Appendix A 1 of

[ RFC9528] specifies how to derive an OSCORE Security Context

[ RFC8613] from an EDHOC sessi on.

Bui |l ding on that, [RFC9668] further details the use of EDHOC with
CoAP and OSCORE. In particular, it specifies an optim zation
approach for the EDHOC forward nmessage flow that conbi nes the EDHOC
execution with the first subsequent OSCORE transaction. This is

achi eved by nmeans of an "EDHOC + OSCORE request”, i.e., a single CoAP
request nessage that conveys both EDHOC nessage_ 3 of the ongoing
EDHOC session and the OSCORE-protected application data, where the
latter is protected with the OSCORE Security Context derived from
that EDHOC sessi on.

Thi s section provides guidelines and recommendati ons for CoAP

endpoi nts supporting Bl ock-wi se transfers for CoAP [ RFC7959] and
specifically for CoAP clients supporting the EDHOC + OSCORE request
defined in [RFC9668]. The use of Bl ock-w se transfers can be
desirable, e.g., for EDHOC nessages that include a large ID CRED | or
ID CRED R or that include a |l arge EAD field.

The foll owi ng especially considers a CoAP endpoint that nay perform
only "inner" Block-wi se, but not "outer" Bl ock-w se operations (see
Section 4.1.3.4 of [RFC8613]). That is, the considered CoAP endpoi nt
does not (further) split an OSCORE-protected nmessage |like an
intermediary (e.g., a proxy) mght do. This is the typical case for
CoAP endpoi nts using OSCORE (see Section 4.1.3.4 of [RFC8613]).

Not ati on

The rest of this section refers to the follow ng notation:
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5.

Ti |l oca

2.

S| ZE_BODY: the size in bytes of the data to be transnmitted with
CoAP. \Wen Bl ock-wi se is used, such data is referred to as the
"body" to be fragnented into bl ocks, each of which to be
transmtted i n one CoAP nessage.

Wth the exception pertaining to EDHOC nessage_3 described in the
foll owi ng paragraph, the considered body can in general be an
EDHOC message, possibly prepended by an EDHOC connecti on
identifier encoded as per Section 3.3 of [RFC9528].

When specifically using the EDHOC + OSCORE request, the considered
body is the application data to be protected with OSCORE, (whose
first block is) to be sent together with EDHOC nessage_3 as part
of the EDHOC + OSCORE request.

SI ZE EDHOC M3: the size in bytes of EDHOC nmessage 3, if this is
sent as part of the EDHOC + OSCORE request. O herw se, the size
in bytes of EDHOC message 3, plus, if included, the size in bytes
of a prepended EDHOC connection identifier encoded as per

Section 3.3 of [RFC9528].

SI ZE MIU: the maxi mnum anount of transmittable bytes before having
to use Block-wise. This is, for exanple, 64 KiB as maxi num

dat agram si ze when using UDP, or 1280 bytes as the maxi mum size
for an | Pv6 MIU.

SIZE OH: the size in bytes of the overall overhead due to all the
conmmuni cation | ayers underlying the application. This takes into
account al so the overhead introduced by the OSCORE processing.

LIMT = (SIZE_MIU - SIZE OH): the practical nmaxi num size in bytes
to be considered by the application before using Bl ock-wi se.

SI ZE BLOCK: the size in bytes of inner blocks.
ceil(): the ceiling function.

Pre-requirements for the EDHOC + OSCORE Request

Bef ore sendi ng an EDHOC + OSCORE request, a CoAP client has to
performthe followi ng checks. Note that, while the CoAP client is
able to fragnent the plain application data before any OSCORE
processing, it cannot fragment the EDHOC + OSCORE request or the
EDHOC message_3 added therein.

If inner Block-wise is not used, hence SIZE BODY <= LIMT, the
CoAP client nust verify whether all the follow ng conditions hold:
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- CONDL: SIZE EDHOC MB <= LIMT
- COND2: (SIZE_BODY + SIZE_EDHOC MB) <= LIMT

* |f inner Block-w se is used, the CoAP client nust verify whether
all the follow ng conditions hold:

- COND3: SIZE EDHOC MB <= LIMT
- COND4: (SIZE BLOCK + S| ZE_EDHOC MB) <= LIMT

In either case, if not all the corresponding conditions hold, the
CoAP client should not send the EDHOC + OSCORE request. Instead, the
CoAP client can continue by switching to the purely sequenti al,

ori gi nal EDHOC wor kfl ow (see Appendix A 2.1 of [RFC9528]). That is,
the CoAP client first sends EDHOC nessage_ 3 prepended by the EDHOC
Connection ldentifier CR encoded as per Section 3.3 of [RFC9528] and
then sends t he OSCORE-protected CoAP request once the EDHOC executi on
is conpl eted.

5.3. Effectively Using Bl ock-Wse

In order to avoid further fragnentation at |ower |ayers when sending
an EDHOC + OSCORE request, the CoAP client has to use inner Bl ock-
wise if _any_ of the follow ng conditions holds:

*  COND5: SIZE_BODY > LIMT
*  CONDB: (S| ZE BODY + SIZE EDHOC MB) > LIMT

In particular, consistently with Section 5.2, the SIZE BLOCK used has
to be such that the follow ng condition also hol ds:

*  COND7: (SIZE BLOCK + S| ZE_EDHOC MB) <= LIMT

Note that the CoAP client might still use Block-w se due to reasons
different from exceeding the size indicated by LIMT.

The foll owi ng shows the nunber of round trips for conpleting both the
EDHOC execution and the first OSCORE-protected exchange, under the
assunption that the exchange of EDHOC nessage 1 and EDHOC nessage 2
does not result in using Bl ock-w se.

If both_the conditions COND5 and COND6 hold, the use of Bl ock-w se

results in the foll owi ng nunber of round trips experienced by the
CoAP client.
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* |f the original EDHOC execution workflow is used (see
Appendi x A 2.1 of [RFC9528]), the nunber of round trips RT_ORIGis
equal to 1 + ceil (SIZE_EDHOC M3 / Sl ZE_BLOCK) + ceil (SI ZE_BCODY /
S| ZE_BLOCK) .

* |If the optim zed EDHOC executi on workflow is used (see Section 3
of [RFC9668]), the number of round trips RT_COMB is equal to 1 +
cei |l (SI ZE_BODY / S| ZE BLOCK) .

It follows that RT_ COMB < RT_ ORIG i.e., the optim zed EDHOC
execution workfl ow al ways yields a | ower nunber of round trips.

I nstead, the conveni ence of using the optinized EDHOC executi on
wor kf | ow becones questionable if _both_the follow ng conditions
hol d:

*  CONDB: SIZE BODY <= LIMT
* COND9: (S|ZE_BODY + S| ZE EDHOC MB) > LIMT

That is, since SIZE BODY <= LIMT, using Bl ock-wi se woul d not be
requi red when using the original EDHOC execution workflow, provided
that SIZE EDHOC M3 <= LIMT still holds.

At the same tinme, using the conmbined workflowis in itself what
actually triggers the use of Block-w se, since (SIZE BODY +
S| ZE_EDHOC MB) > LIMT.

Therefore, the following round trips are experienced by the CoAP
client.

* The original EDHOC execution workflow run w thout using Bl ock-w se
results in a nunber of round trips RT_ORI G equal to 3.

* The optim zed EDHOC execution workfl ow run using Bl ock-wi se
results in a nunber of round trips RT_COMB equal to 1 +
cei |l (SI ZE_BODY / S| ZE_BLOCK) .

It follows that RT_COMB >= RT_ ORIG i.e., the optin zed EDHOC
execution workflow mght still be not worse than the original EDHCC
execution workflowin terns of round trips. This is the case only if
the SIZE BLOCK used is such that ceil (SIZE BODY / SIZE BLOCK) is
equal to 2, i.e., the plain application data is fragmented into only
2 inner blocks, and thus the EDHOC + OSCORE request is followed by
only one nore request nessage transporting the |last block of the
body.
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However, even in such a case, there would be no advantage in ternms or
round trips conpared to the original workflow, while still requiring
the CoAP client and the CoAP server to performthe processing due to
usi ng the EDHOC + OSCORE request and Bl ock-wi se transferring.

Therefore, if both the conditions COND8 and COND9 hol d, the CoAP
client should not send the EDHOC + OSCORE request. |Instead, the CoAP
client should continue by switching to the original EDHOC executi on
wor kfl ow. That is, the CoAP client first sends EDHOC message_3
prepended by the EDHOC Connection ldentifier C R encoded as per
Section 3.3 of [RFC9528] and then sends the OSCORE-protected CoAP
request once the EDHOC execution is conpl et ed.

6. Operational Considerations

There are no new operations or nmanageability requirenents introduced
by this docunent.

Expl anation: this docunment provides considerations for inplenenters
of the EDHOC protocol, w thout updating the protocol or introducing
ext ensi ons t hereof.

7. Security Considerations

Thi s docunment provides considerations for inplenmentations of the
EDHOC protocol. The security considerations conpiled in Section 9 of
[ RFC9528] and in Section 7 of [RFC9668] apply. The conpliance
requirenents for inplenentations that are listed in Section 8 of

[ RFC9528] al so apply.

It is foreseeable that the EDHOC protocol will be extended (e.g., in
terns of new ci pher suites, new nethods, and new types of

aut hentication credentials) and that external security applications
will be integrated into EDHOC by enbeddi ng the transport of their
data in EDHOC EAD itens. For inplenentations that support such

ext ensi ons and external applications, the related security

consi derations and conpliance requirenments also apply.

7.1. Assessing the Correctness of I|nplenentations
Tool s relying on fuzz testing such as EDHOC- Fuzzer [EDHOC- Fuzzer] can
hel p assess the correctness of inplenentations of the EDHOC protoco
and of external security applications integrated into EDHCC.

Such tools help finding and amendi ng i npl ementation errors especially
related to the foll owi ng points:
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* Non-conformance with the protocol specification (e.g., unintended
deviations in performng the protocol steps), which can be a
potential source of security vulnerabilities in addition to
performance defi ci enci es.

* Presence of inappropriate states and state transitions in the
nmodel i ng of the EDHOC execution, e.g., states that are inpossible
to reach and traverse or that are not part of the protocol
specification (which is a particul ar case of non-conformance).

These states and transitions should be amended or renpved, in
order to reduce the menory footprint and code conplexity and to
sinplify the inplenentation, thus reducing the risks of bugs and
rel ated security vulnerabilities.

8. | ANA Consi derations

Thi s document has no actions for | ANA
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Appendi x A.  Foreseen Advanced Processing of Incom ng EDHOC nessage 1

As mentioned in Section 4.1, future devel opments in EDHOC and in

rel ated external security applications mght rely on an EAD itemin
EDHOC message_1 that specifies the authentication credential CRED
associated with the Initiator (by value or by reference), as w apped
in a cryptographically protected "envel ope".
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In order to handle such a case, the processing of an inconing EDHOC
message_1 as described in Section 4.1 is extended with additional
steps performed by the SPO

Such an extended side processing shares sinmlarities with that of an
i ncom ng EDHOC nessage 2 or nessage 3 (see Section 4.3). In
particular, simlarly to what is conpiled in Section 4.3.1.1 and
Section 4.3.1.2, the SPO first checks whet her expected EAD itens are
absent in message_X (see Section 4), and then perforns the foll ow ng
st eps.

* (0) The SPO checks the presence of an EAD itemthat specifies the
aut hentication credential CRED associated with the Initiator (by
val ue or by reference).

If no such EAD itemis found, the SPO noves to Step 12.
O herwi se, the SPO noves to Step 1.

* (1) The SPO determi nes CRED based on an EAD itemretrieved at Step
0.

The EAD item can specify CRED by value or by reference, including
a URI or other external reference where CRED can be retrieved
from

If CRED is already installed, the SPO noves to Step 2. O herw se,
the SPO noves to Step 3.

* (2) The SPO determnes if the stored CRED is currently trusted and
valid, e.g., by verifying that CRED has not expired and has not
been revoked.

Perform ng such a validation mght require the SPOto first
process an EAD itemincluded in nessage_1.

In case CRED is deternined to be valid, the SPO noves to Step 9.
O herw se, the SPO noves to Step 11.

* (3) The SPO attenpts to retrieve CRED via an EAD item consi dered
at Step 1. Then, the SPO noves to Step 4.

* (4) If the retrieval of CRED has succeeded, the SPO nobves to Step
5. Oherw se, the SPO noves to Step 11.

* (5) If the enforced trust policy for new authentication
credentials is "NO LEARNING' and P does not adnit any exceptions
that are acceptable to enforce for nessage 1 (see Section 3.2),
the SPO noves to Step 11. Oherwi se, the SPO noves to Step 6.
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* (6) If this step has been reached, the peer P is not already
storing the retrieved CRED and, at the same time, it enforces
either the trust policy "LEARNING' or the trust policy "NO
LEARNI NG' whil e al so enforcing an exception acceptable for
message_1 (see Section 3.2).

Consi stently, the SPO determines if CRED is currently valid, e.g.,
by verifying that CRED has not expired and has not been revoked.

Validating CRED m ght require the SPOto first process an EAD item
i ncluded in nessage_1.

After successfully validating CRED, the peer P can typically

consider CRED as ultimately trusted as well. However, there can
be cases where P requires to obtain additional information before
doi ng so.

If such additional information can be retrieved from nessage_1
(e.g., froman EAD itemincluded therein), then P uses it to
assess if CRED is trusted. Oherwise, if such additional
information is expected |later on during the EDHOC session, it can
be acceptable for P to consider CRED as provisionally trusted.

After conpleting the validation and trust assessnment of CRED, the
SPO noves to Step 7.

* (7) If CRED has been determ ned valid and (provisionally) trusted,
the SPO noves to Step 8. O herwi se, the SPO noves to Step 11.

* (8) The SPO stores CRED as a valid and (provisionally) trusted
aut henti cation credential associated with the other peer, together
wi th correspondi ng authentication credential identifiers (see
Section 3). Then, the SPO noves to Step 9.

* (9) The SPO checks if CRED is fine to use in the context of the
ongoi ng EDHOC sessi on, al so depending on the specific identity of
the other peer (see Sections 3.5 and D.2 of [RFC9528]).

If this is the case, the SPO noves to Step 10. Oherw se, the SPO
noves to Step 11.

* (10) P uses CRED as authentication credential associated with the

ot her peer in the ongoing EDHOC session. Then, the SPO noves to
Step 12.
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* (11) The SPO has not found a valid and (provisionally) trusted
aut hentication credential associated with the other peer that can
be used in the ongoi ng EDHOC session. Therefore, the EDHOC
session with the other peer is aborted.

* (12) The SPO processes any EAD itemincluded in message_1 that has
not al ready been processed.

Once all such EAD itenms have been processed, the SPO transfers
control back to EDHOC. When doing so, the SPO al so provi des EDHOC
with any produced EAD itens to include in the EAD field of the
next out goi ng EDHOC nessage.

The flowchart in Figure 6 shows the different steps taken for the
advanced processing of an incom ng EDHOC nessage_1 defined above.

I ncom ng
EDHOC nmessage 1

%
o e e o s + ---+
| Decode nessage 1 | |
. + |
I I
| +--- (Core EDHOC Processing)
v I
o e e o s +

I
| Accepted selected | |
| cipher suite | |
o e e e e oo oo + -+

Control transferred to
the side-processor object

| Si de processing

| Check whet her expected |
EAD itens are absent |

Til oca Expi res 3 Septenber 2026 [ Page 41]



I nternet-Draft I mpl enent ati on Consi derations for EDHOC March 2026

| 0. Does an EAD |
| item specify CRED? |

I I
I I
| |
I I
I R + |
|| I
| | NO | YES |
| v I
| | Fom e + Fom - + Fom - + |
| | 1. Does an EAD | NO | 3. Retrieve | | 4. Is the | |
| | itempoint to |----> CRED via | ----- >| retrieval | |
| ] | an al ready | | an EAD item | | of CRED | |
| | stored CRED? | R + | successful ? | |
| | Fom e + Fom - + |
|| | | | |
(. I | NO | YES |
|| I AR + I I
|| I I I I
| | YES | I I
| v v v I
| B + NO +----------- +  YES +--------mmaa oo + |
| | | 2. Is this CRED |----> 11. Abort |<------ | 5. Is the trust | |
| | | still valid and | | the EDHCOC | | policy used | |
| | | trusted? | | session | | "NO LEARNING', | |
| I + | | | without any | |
| I I I | acceptable ||
| | | | | exceptions? | |
| | | | oo + |
|| | YES I I I I
| v | | Here the trust | NO |
| I + NO | | policy used is | |
| | | 9. Is this CRED |---->| | "LEARNI NG', or | |
| | | good to use in | R + "NO LEARNI NG' | |
| | | the context of | A together with | |
| | | this EDHOC | <----+ | an overriding | |
| | | session? | | | exception | |
| ] e o | | |
| I I I v I
|| | | | to-o-omooo oo +
| | | | | 6. Assess if | |
| | | | | CREDis valid | |
| ] | | | | and trusted |
| I I I Hoooiieoe e +
| I I I I I
|| | YES | | NO | |
(. I I I v I
|| I I I
[ I I I

| 7. I's CRED valid and
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| (provisionally) trusted? |

associated with
the ot her peer

each supported type of
credential identifier.

I I

| | R +

| |

I I | YES

% | %
. + | e +
| 10. Continue by | | | 8. Store CRED as valid and |
| considering this | +----- | (provisionally) trusted. |
| CRED as the | |
| authentication | Pair CRED with consi stent |
| credential | |
I I I
I I I

|
I
| credential identifiers, for
I
I

| |
| Make all the results of the EAD processing available to |
| build the next EDHOC nessage. |

Control transferred back
to the core EDHOC processing

| Advance the | (Core EDHOC processing)
| protocol state |

Figure 6: Processing Steps for EDHOC nmessage_ 1.
Appendi x B. Document Updates

This section is to be renmoved before publishing as an RFC

Til oca Expi res 3 Septenber 2026 [ Page 43]



I nternet-Draft I mpl enent ati on Consi derations for EDHOC March 2026

B. 1.

*

B. 4.

Ti |l oca

Version -05 to -06
Ceneralized trust assessnment of authentication credentials.

Revi sed di scussion on the ELA procedure, based on upcom ng updates
expected in version -07 of draft-ietf-Iake-authz.

Added si de- processi ng check about the absence of expected EAD
items in incom ng EDHOC nessages.

Added " Operational Considerations" section

Editorial fixes and inprovenents.

Version -04 to -05

M nor clarifications.

Editorial fixes and inprovenents.

Version -03 to -04

Clarified and re-positioned exceptions to NO LEARN NG poli cy.
Added security considerations.

Appendi x on foreseen advanced processing of incom ng EDHOC
nmessage_1.

Clarifications and editorial inprovenents.

Version -02 to -03

Consi stent use of "trust policy" instead of "trust nodel"

More nodul ar presentation of trust policies and their enforcenent.

Alignment with use of EDHOC in the EDHOC and OSCORE profil e of
ACE.

Note on foll owup actions for the application after EDHOC
conpl eti on.

Renoved npot section on special handling when using the EDHOC and
OSCORE profile of ACE

Consi stency checks of authentication credentials fromI|D CRED and
EAD it ens.
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B. 5.

B. 6.

Ack

Aut

Ti |l

ernet-Draft I mpl enent ati on Consi derations for EDHOC March 2026

* Updated reference.

* (Carifications and editorial inprovements.

Version -01 to -02

* | nproved content on the EDHOC and OSCORE profile of ACE

* Admit situation-specific exceptions to the "NO LEARNI NG' policy.

* Using the EDHOC and OSCORE profile of ACE with the "NO LEARNI NG'
pol i cy.

* Revi sed guidelines on using EDHOC wi th CoAP and Bl ock-wi se.
* Editorial inprovenents.
Version -00 to -01

* Added considerations on trust policies when using the EDHOC and
OSCORE profile of the ACE framework.

* Pl acehol der section on special processing when using the EDHOC and
OSCORE profile of the ACE framework.

* Added considerations on using EDHOC with CoAP and Bl ock-w se.
* Editorial inprovenents.
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