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Abst ract

Thi s docunment applies the extensibility mechani sm GREASE ( Generate
Random Ext ensi ons And Sustain Extensibility), which was pioneered for
TLS, to the EDHOC ecosystem It reserves a set of non-critical EAD

| abel s and unusabl e ci pher suites that may be included in nessages to
ensure peers correctly handl e unknown val ues.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Lightweight
Aut hent i cat ed Key Exchange Wrking Goup nailing |ist
(lake@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/l ake/.

Source for this draft and an issue tracker can be found at
https://github. com | ake-wg/ grease.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction .
1.1. Variability in other extenS|on p0|nts
2. The GREASE EAD |l abels . . . .
2.1. Use of GREASE EADs by nessage senders
2.1.1. Pattern for limted fingerprinting
2.2. Use of GREASE EADs by nessage reC|p|ents
GREASE ci pher suites . . .
Processi ng of GREASE related fallures
Privacy consi derations e
Security Considerations
I ANA consi derations
7.1. EDHCC EADs . . .
7.2. EDHOC ci pher SU|tes
8. References .
8.1. Normative References
8.2. Informative References . e
Appendi x A, Using extension points beyond successful EDHOC
runs . . e e e
Appendi x B. Change Iog .
Acknowl edgenent s .
Aut hor’ s Addr ess

Noohkw
OO UIUIUIUTARNDWWN

0 0o~

1. I nt roduction

Thi s docunent applies the extensibility nechani sm GREASE (Cenerate
Random Ext ensi ons And Sustain Extensibility), which was pioneered for
TLS in [RFC8701], to the EDHOC [ RFC9528] ecosystem

The introduction of [RFC8701] and Section 3.3 of [RFC9170] provide
conpr ehensi ve notivation for addi ng such extensions;

[1-D.edm protocol -greasi ng-02] provides additional background that
i nfluenced this docunent.
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The extension points of the EDHOC protocol ([RFC9528]) are cipher
sui tes, methods, EADs (External Authorization Data itenms) and COSE
headers. This document utilizes the cipher suite and EAD extension
poi nt s.

Unlike in TLS GREASE [ RFC8701], EDHOC is operating on tight bandw dth
and nessage size budget, with sone nessages just barely fitting
within rel evant networks’ fragmentation limts. Thus, nore than with
TLS GREASE, it is up to inplenmentations to decide whether in their
particul ar use case they can afford to send addti onal data.

1.1. Variability in other extension points

If the selected nmethod is unsupported by the peer, EDHOC does not
concl ude successfully. VWhile values could be reserved for these for
use as GREASE, these failed attenpts would not be verified between
the EDHOC partici pants without maintaining state between attenpted
EDHOC sessions. Such an addition is considered inpractical for
constrai ned devices, and thus out of scope for this docunent.

Recommendati ons for GREASE Section 4 of

[1-D. edm protocol -greasi ng-02] al so include varyi ng other aspects of
the protocol, such as varying sequences of elenents. EDHOC has
little known variability, and intentionally linmts choice at tines
(for exanple, Section 3.3.2 of [RFC9528] allows only the nuneric
identifier formwhere that is possible). Were variation is allowed,
e.g. in padding or in the ordering of EAD options, applications are
encouraged to exercise it.

The extension point of COSE headers (identifying other | D CRED x
types) is beyond the scope of this docunment, and might be addressed
orthogonal ly in the COSE header registry.

2. The GREASE EAD | abel s
This docunment registers the foll owing EAD | abel s as GREASE EADs:
160, 41120, 43690, 44975

These EADs are available in all EDHOC nessages. The EADs are used in
their positive (non-critical) form

It is expected that future docunents register additional values with
the sane semanti cs.
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Use of GREASE EADs by nessage senders

A sender of an EDHOC nessage MAY send a GREASE EAD using the non-
critical (positive) format any tinme, with any or no EAD val ue (that
is, with or without a byte string of any usable length), in any
message

Senders SHOULD consider the properties of the network their messages
are sent over, and refrain from addi ng GREASE when its use woul d be
detrinental to the network (for exanple, they might use it |ess

frequently when the added size causes fragnentation of the nessage).

On networks where the data added by the grease EADs does not
significantly inpact the network, senders SHOULD irregularly send
arbitrary (possibly randonm) GREASE EADs with their messages to ensure
that errors resulting fromthe use of GREASE are detect ed.

The GREASE EADs MAY be used as an alternative form of padding

1. Pattern for limted fingerprinting

A method of applying GREASE is suggested as foll ows:

* For every nessage, use GREASE with a random probability of 1 in
64.

*  Pick a random GREASE | abel out of the uniformdistribution of
avai |l abl e options.

* Pick a randomlength fromthe uniformy distributed interval 9 to
40 (inclusive).

* Add the sel ected GREASE | abel with a value of the selected |ength,
filled with random bytes.

Use of GREASE EADs by nessage recipients

A party receiving a GREASE EAD MJUST NOT alter its behavior in any way
that woul d all ow random GREASE EADs to alter the security context
that gets established.

It MAY alter its behavior in other ways; in particular, it SHOULD
randomy insert GREASE EADs in | ater nessages of an exchange in which
unprocessed EADs (i ncludi ng GREASE EADs) were present.

I npl enent ati ons SHOULD NOT attenpt to recogni ze GREASE EADs, and
apply the default processing rules.
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3.

GREASE ci pher suites
Thi s docunent registers the foll ow ng ci pher suites:
160, 41120, -41121, 43690

It is expected that future docunents register additional values with
the sane semanti cs.

An initiator may insert a GREASE ci pher suite at any positioninits
sequence of preferred cipher suites.

A responder MJST NOT support any of these cipher suites, and MJST
treat themlike any other cipher suite it does not support.

Thus, these cipher suites never occur as the sel ected cipher suite.
An initiator whose choice of a GREASE cipher suite is accepted needs
to discontinue the protocol

Processi ng of GREASE rel ated failures

It is RECOVWENDED that any counters or statistics about successfu
and fail ed connections distinguish between connections in which
GREASE was applied and those in which it was not applied. Any
operat or feedback channel, be it imediately to the user or through
networ k moni toring, SHOULD warn the operator if there are errors that
were determined to originate fromthe use of GREASE or that are
significantly likely to originate fromthere. This provides a
feedback path as described in Section 4.4 of [RFC9170].

Whet her | oggi ng of GREASE rel ated failed connection details is
appropri ate depends on the privacy policies of the application

Privacy consi derations

The way in which GREASE is applied can contribute to identifying

whi ch inpl enentati on of EDHOC i s being used. |nplenmenters of EDHOC
are encouraged to use the algorithmdescribed in Section 2.1.1, both
to reduce the likelihood of their inplenentation to be identified
through the use of GREASE and to increase the anonymty set of other
users of the sane al gorithm

Security Considerations

The use of the GREASE option has no inpact on security in a correct
EDHOC i npl enent at i on.
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7. | ANA consi derations
7.1. EDHOC EADs

I ANA is requested to register four new entries into the EDHOC
Ext ernal Authorization Data Registry established in [ RFC9528]:

160, 41120, 43690, 44975

Al'l share the nanme "GREASE", the description "Arbitrary data to
ensure extensibility", and this docunent as a reference.

7.2. EDHOC ci pher suites

I ANA is requested to register four new values into the EDHOC Ci pher
Suites Registry established in [ RFC9528]:

160, 41120, -41121, 43690

Al'l share the nane "GREASE', the array NNA the description
"Uni npl eent abl e ci pher suite to ensure extensibility", and this
docunent as a reference.
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Appendi x A.  Using extension points beyond successful EDHOC runs

Sone ways of using the extension points, in particular the critica
(negative) use of the GREASE EAD | abel s and pl aci ng a GREASE ci pher
suite in the selected position do not result in the successfu
continuation of the EDHOC sessi on.

They can be useful during testing (e.g. to verify that a peer does

i ndeed i npl enent the correct behavior of not silently tolerating
critical EAD itenms it can not process), particulary when they allow a
testing systemto provoke an error response fromthe inplenentation
under test. However, this docunment is concerned with test performnmed
during successful operation, therefore that application is out of
scope.

Appendi x B. Change | og
Since draft-ietf-|ake-edhoc-grease-00: Resolve all open issues.
* Question on "is this better than paddi ng" renoved. (There are
currently inplementations of EDHOC that can’t use all EAD val ues
but can do paddi ng).

* Question of COSE header extension deferred to COSE nai nt enance.

* Use of CREASE values in critical formis out of scope, but

appendi x illustrates that it can nake sense to do, and enphasi zes
that indeed those options do cause errors when used with negative
si gn.

Si nce draft-anmsuess-| ake- edhoc- grease-01
*  Docunment was adopted in LAKE

* |nstead of discouragi ng GREASE around fragnentation linmits
whol esal e, suggest reduced frequency.

* Editorial fix to fingerprinting section

Si nce draft-ansuess-| ake- edhoc- grease- 00:
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* Expanded introduction section to just point to the abstract any
nor e.
Si nce draft-ansuess-core-edhoc-grease-01
* Update references to RFC9528

* Change target Wsto LAKE, renanming to draft-ansuess-| ake-edhoc-
grease

* Process RFC9170
- Add a section on failure processing
- Reference where appropriate
* Process draft-edm protocol -greasi ng-02
- Variability outside of extension points
- Be firner against recogni zi ng GREASE val ues

- Point out that future options may be registered (instead of the
suggested al gorithmic registrations)

Si nce -00:

* Fixed a mi x-up between positivity and criticality of options.

* Adjusted nunbers accordingly to once nore fit in the Oxa. pattern
(actually they' re using Ox.a, but that doesn’'t work the same way
with CBOR).

* Text inprovenents around recipient side processing.

Acknowl edgenent s

Marco Tiloca pointed out a critical error in the nunmeric

constructions. G an Selander provided input to reduce m stakable

text.
Aut hor’ s Addr ess
Christian Amsss

Austria
Email : christi an@nsuess. com

ANBSS Expi res 3 Septenber 2026 [ Page 8]



