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Abstract

Epheneral Diffie-Hellman Over COSE (EDHOC) is a |ightweight

aut henti cated key exchange protocol intended for use in constrained
scenarios. This docunent specifies Lightweight Authorization using
EDHOC (ELA). The procedure allows authorizing enroll ment of new
devi ces using the extension point defined in EDHOC. ELA is
applicable to zero-touch onboardi ng of new devices to a constrained
network | everaging trust anchors installed at nmanufacture tine.
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This note is to be renoved before publishing as an RFC
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for this docunent may be found at https://datatracker.ietf.org/doc/
draft-ietf-|ake-authz/.

Di scussion of this docunent takes place on the Lightweight
Aut henti cat ed Key Exchange Working Goup nailing |ist
(mailto:lake@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/lake/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/lake/.

Source for this draft and an issue tracker can be found at
https://github. com | ake-wg/ aut hz.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. Introduction

For constrained 10T depl oynents [ RFC7228] the overhead and processing
contributed by security protocols may be significant, which notivates
the specification of |ightweight protocols that are optimzing, in
particul ar, nessage overhead (see [I-D.ietf-lake-reqs]). This
docunent describes Lightweight Authorization using EDHOC (ELA), a
procedure for augnenting the |ightweight authenticated D ffie-Hell man
key exchange EDHOC [ RFC9528] with third party-assisted authorization

ELA invol ves a device, a domain authenticator, and an enrol | ment
server. The device and donmi n aut henti cator perform nutual

aut henti cati on and authorization, assisted by the enrollnment server
that provides rel evant authorization information to the device (a
"voucher") and to the authenticator. The high-level nodel is simlar
to BRSKI [ RFC8995].

In this docunment, we consider the target interaction for which

aut hori zation is needed to be "enrollnent", for exanple joining a
network for the first time (e.g., [RFCO031]), but it can be applied
to authorize other target interactions.
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The enrol | ment server nmay represent the manufacturer of the device,
or some other party with information about the device fromwhich a
trust anchor has been pre-provisioned into the device. The (domain)
aut henticator nmay represent the service provider or sonme other party
controlling access to the network in which the device is enrolling.

ELA assunes that authentication between device and authenticator is
performed with EDHOC [ RFC9528], and defines the integration of a

| i ghtwei ght aut hori zation procedure using the External Authorization
Data (EAD) fields defined in EDHOC.

ELA enabl es a | ow nessage count by perform ng authorization and
enrollnent in parallel with authentication, instead of in sequence,

which is conmon for network access. It further reuses protoco
el ements from EDHOC, |eading to reduced nessage sizes on constrained
I'i nks.

This protocol is applicable to a wide variety of settings, and can be
mapped to different authorization architectures.

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

Readers are expected to have an understandi ng of CBOR [ RFC8949], CDDL
[ RFC8610], and EDHOC [ RFC9528]. Appendix C. 1 of [RFC9528] contains
sone basic info about CBOR

2. Protocol Qutline

The goal of ELAis to enable a (potentially constrained) device (U
to enroll into a donmain over a constrained |link. The device

aut henti cates and enforces authorization of the (non-constrained)
domai n authenticator (V) with the help of a voucher conveying

aut hori zation information. The voucher has a simlar role as in

[ RFC8366] but shoul d be considerably nore conpact. The domain

aut henticator, in turn, authenticates the device and authorizes its
enrol I nment into the donain.

The procedure is assisted by a (non-constrained) enroll ment server
(W located in a non-constrained network behind the domain
authenticator, e.g., on the Internet, providing information to the
devi ce (conveyed in the voucher) and to the domain authenticator as
part of the protocol
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The objective of this docunment is to specify such a protocol that is
I'i ghtwei ght over the constrained |ink, by reusing el ements of EDHOC
[ RFC9528] and by shifting nessage overhead to the non-constrained
side of the network. See illustration in Figure 1.

Note the cardinality of the involved parties. It is expected that
the domai n authenticator needs to handl e a | arge unspecified nunber
of devices, but for a given device type or manufacturer it is
expected that one or a few nodes host enroll ment servers.

Voucher
Info
R + | e + Voucher 4---------c----- +
I I I I | Request | I
| Device +------ 0---->| Donai n R >| Enrol | ment |
| | <---0------- + Authenticator |<---------- + Server |
I (Y Hoco oo >| (V) | Voucher | (W I
I I I I | Response | I
- + | . + . +
Voucher

Figure 1. Overview of the nessage flow. EDHOC is used on the
constrained |ink between U and V. Voucher Info and Voucher are
sent in EDHOC External Authorization Data (EAD). The link
between V and Wis not constrai ned.

3.  Assunptions
The protocol is based on the followi ng pre-existing relations between
the device (U, the dommin authenticator (V) and the enroll nent
server (W, see Figure 2

* U and Whave an explicit relation: Uis configured with a public
key of W see Section 3.1

* Vand Whave an inplicit relation, e.g., based on web PKI with
trusted CA certificates, see Section 3.2.

* U and V need not have any previous relation. This protoco
establishes a relation between U and V.

Each of the three parties can gain protected conmunication with the
ot her two during the protocol
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V may be able to access credentials over non-constrai ned networKks,
but Umay be linmted to constrai ned networks. |nplenentations

wi shing to | everage the zero-touch capabilities of this protocol are
expected to support transnission of credentials fromV to U by val ue
during the EDHOC exchange, which will inpact the nmessage size
dependi ng on the type of credential used.

Explicit relation (e.g., fromdevice manufacture)

IR e e > |

I I
R S + dom e + omme - omm - +
| ] | _ | | |
| Device | con- | Domai n | not con- | Enrol | ment |
| | strained | Authenticator | strained | Server |
| (Y | network | (V) | network | (W I
I I I I I I
R SR + omm - omme - + omm - omme - +

I I I

R T S I e > |

No previous relation Implicit relation

(e.g., web PKI based)
Figure 2: Overview of pre-existing relations.
3.1. Device (U

To authenticate to V, the device (U runs EDHOC in the role of
Initiator with authentication credential CRED U, for exanple, an

X. 509 certificate [ RFC5280] or a CBOR Wb Token (CWI, [RFC8392]).
CRED U may, for exanple, be carried by value in ID CRED | of EDHOCC
message_3 or be provisioned to V over a non-constrai ned network,

| everaging a credential identifier in ID CRED | (see bottom of
Figure 3).

U also needs to identify itself to W The device identifier used for
this is ID U The purpose of IDUis for Wto be able to determ ne
if the device with this identifier is authorized to enroll with V.
ID Unmy be a reference to CRED U, like ID CRED | in EDHCC (see
Section 3.5.2 of [RFC9528]), or a device identifier froma different
nane space, such as EU -64 identifiers.

Uis also provisioned with information about W

* A static public DH key of W(G W used to establish secure
comuni cation with the enroll nment server (see Section 4.4).
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3.

2

* Location information about the enroll nent server (LOC W that can
be used by Vto reach W This is typically a URI but nmay
alternatively be only the domain nane.

Donmai n Aut henticator (V)

To authenticate to U the domain authenticator (V) runs EDHOC in the
role of Responder with an authentication credential CRED V containing
a public key of V, see Section 4.5.2.1. This proves to U the
possession of the private key corresponding to the public key of
CRED V. CRED V typically needs to be transported to U in EDHCC
(using ID CRED R = CRED_V, see Section 3.5.2 of [RFC9528]) since
there is no previous relation between U and V.

V and Wneed to establish a secure (confidentiality and integrity
protected) connection for the Voucher Request/Response protocol
Furthernore, Wneeds to access the same credential CRED V that V uses
with U (to conpute the Voucher), and V needs to prove to Wthe
possession of the private key corresponding to the public key of
CRED V. It is RECOMVENDED that V authenticates to Wusing the same
credential CRED V as with U

Note that the choice of protocols nay affect which type of credentia
and net hods should be used by V. For exanmple, in case V and W sel ect
TLS for the secure channel and PoP, then CRED V is a X 509
certificate, and the EDHOC net hod used by V is signature-based. Some
of the possible conmbinations of protocols to secure the connection
between V and Ware listed in Table 1 bel ow
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| Secure channel | Proof-of-Possession | Type of | EDHCC et hod
| between V and W| fromV to W | CRED_V | used by V |
[ et ——————— e ——————————————————— Ll p—p—p—_—————————— Ll pp—p—p—_—(——————
| [DJTLS 1.3 with | Provided by [D TLS. |Restricted to |V MJST |
| nutual | | types that | aut henti cat e|
| authentication, | | are supported |using a |
| where Vis the | | by both | signature. |
| client and Wis | | [D] TLS and | |
| the server. | | EDHOC, e.g., | |
I I | X. 509 I I
| | | certificates. | |
oo mmeeemeeaaaas e meeeeemeaaeeaeas . S ISRy +
| [D]TLS 1.3, | Run an EDHCC | Any type | Any net hod

| where Vis the | session on top of | supported by |my be used.

| client and Wis | the TLS-protected | EDHOC, e.g., | |
| the server. | channel . | X. 509, C509, | |
| | | CWI, or CCs. | |
oo mmeeemeeaaaas e meeeeemeaaeeaeas . S ISRy +
| EDHOC and | Already provided by | Any type | Any net hod

| OSCORE, where V | EDHOC during the | supported by |may be used.

| is the | setup of the secure | EDHCC. | |
| initiator and W| channel. | | |
| is the I I I I
| responder. | | | |
o e e e e oo - Tt S Fomm e oo - +

Table 1. Exanples of how to secure the connection between V and W

Note al so that the secure connection between V and Wmay be | ong-
lived and reused for multiple voucher requests/responses.

O her details of proof-of-possession related to CRED V and transport
of CRED V are out of scope of this docunent.

3.3. Enrollnment Server (W

The enrol |l ment server (W is assuned to have the private DH key
corresponding to G W which is used to establish secure conmuni cati on
with the device (see Section 4.4). Wprovides to U the authorization
decision for enrollnent with Vin the formof a voucher (see

Section 4.4.2). Authorization policies are out of scope for this
docunent .

Aut henti cation credentials and comunication security with Vis
described in Section 3.2. To calculate the voucher, Wneeds access
to nessage 1 and CRED V as used in the EDHOC sessi on between U and V,
see Section 4.4.2.
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*  WMUST verify that CRED V is bound to the secure connection
bet ween Wand V

* WMJST verify that Vis in possession of the private key
corresponding to the public key of CRED V

W needs to be available during the execution of the protocol between
U and V.

4. The Protocol
4.1. Overview

The ELA protocol consist of three security sessions going on in
parall el :

1. The EDHOC session between device (U) and (donmi n) authenticator

(V)
2. Voucher Request/Response between authenticator (V) and enroll nent
server (W

3. An exchange of voucher-related information, including the voucher
itself, between device (U and enrollnent server (W, nediated by
the aut henticator (V).

Figure 3 provides an overview of the message flow detailed in this
section. An outline of EDHOC is given in Section 2 of [RFC9528].

\%

U W
I I
I I I
| | Est abl i sh secure channel |
| +<- - - - - - - - - - - - - - - - - - - - - -->|
I I
I I
I I
I I
I I
I I
I I
I I

| (e.g., TLS with server cert.)

I
| Pr oof - of - possession w.r.t. CRED V
e

| (e.g., EDHOC)

| EDHOC nessage_1 | |
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I
I
Voucher Request (VREQ }
(message_1, ?opaque_state) I

|

Voucher Response (VRES)

EDHOC nessage 2

(EAD_2 Voucher)

e >
I
| | _
| | Credenti al
| | Dat abase
I I I
| | I D CRED_|I from nessage_3 |
| +emm eee e - |
I I I
I | CRED_U |
| | <-- === - e - T
I I I
| | |

Figure 3: Overview of ELA: Wassisted authorization of Uand Vto

each other: EDHOC between U and V, and Voucher Request/Response

between V and W Before the protocol, V and Ware assuned to
have established a secure channel and perforned proof-of -
possession of relevant keys. Credential |ookup of CRED U may
i nvol ve Wor other credential database.

4.2. Reuse of EDHCC

The ELA protocol illustrated in Figure 3 reuses several conponents of

EDHOC:
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* G_X, the epheneral public Diffie-Hellman key of U is also used in
the protocol between U and W |In case U acts as Responder (see
Section 4.8), GY is used instead.

* SU TES | includes the cipher suite for EDHOC sel ected by U, and
al so defines the algorithns used between U and W (see Section 3.6
of [RFC9528]):

- EDHOC AEAD al gorithm wused to encrypt 1D U and to generate
voucher

- EDHOC hash al gorithm used for key derivation

- EDHOC key exchange al gorithm used to cal cul ate the shared
secret between U and W

* EAD 1, EAD 2 are the External Authorization Data nessage fiel ds of
message_1 and nessage 2, respectively, see Section 3.8 of

[ RFC9528]. In case U acts as Responder (see Section 4.8), EAD 2
and EAD 3 are used in nessage 2 and nessage_3, respectively. This
docunent specifies two new EAD itens, with ead_ | abel = TBD1 and

TBD2, see Section 7.1.

* |DCRED | and ID CRED R are used to identify the authentication
credentials CRED U and CRED V, respectively. As shown at the
bottom of Figure 3, V may use Wto obtain CRED U. By default,
CRED V is transported in ID CRED R in nessage_2, see
Section 4.5.2.1. In case Uis Responder, CRED V is transported in
ID CRED | in nessage_ 3.

The protocol also reuses the EDHOC Extract and EDHOC Expand key
derivation from EDHOC (see Section 4 of [RFC9528]).

* The internedi ate pseudo-random key PRK is derived using
EDHOC Extract():

- PRK = EDHOC Extract(salt, KM

0 where salt = Ox (the zero-length byte string)

0 |IKMis conputed as an ECDH cofactor Diffie-Hellman shared
secret fromthe public key of W G W and the private key
corresponding to G X (or v.v.), see Section 5.7.1.2 of
[ NI ST- 800- 56A] .

The output keying material OKMis derived from PRK using

EDHOC Expand(), which is defined in ternms of the EDHOC hash al gorithm
of the selected cipher suite SS, see Section 4.1.2 of [RFC9528]:
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*  OKM = EDHOC Expand(PRK, info, Iength)
wher e

info = (
info_l abel : int,
context : bstr,
I ength : uint,

)

4.3. Stateless Qperation of V

V may act statelessly with respect to U the state of the EDHOC
session started by U may be dropped at V until authorization fromW
is received. Once V has received EDHOC nmessage_1 from U and
extracted LOC Wfrom EAD 1, nessage_1 is forwarded unnodified to Win
the formof a Voucher Request (see Section 4.6.1). V encapsul ates
the internal state that it needs to later respond to U, and sends
that to Wtogether with EDHOC message_1. This state typically
contains addressing information of U (e.g., Us IP address and port
nunber), together with any other inplenentation-specific paraneter
needed by V to respond to U At this point, V can drop the EDHCC
session that was initiated by U

The encapsul ated state MJST be protected using a uniformy-

di stributed (pseudo-)random key, known only to itself and specific
for the current EDHOC session to prevent replay attacks of old
encapsul ated state.

How V serializes and encrypts its internal state is out of scope in
this specification. For exanple, V may use CBOR and COSE

Wsends to V the voucher together with the echoed nessage 1, as
received fromU, and V's internal state, see Section 4.6.2. This
allows Vto act as a sinple nessage relay until it has obtained the
aut horization fromWto enroll U  The reception of a successfu
Voucher Response at V fromWinplies the authorization for Vto
enroll U At this point, V can initialize a new EDHOC session with
U, based on the nessage and the state retrieved fromthe Voucher
Response from W

Noet that while stateless operation is supported in the default flow,
it is not supported in the reverse flow (see Section 4.8).
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4.4. Device <-> Enrollment Server (U <-> W

The protocol between U and Wis carried between U and V in nessage 1
and nessage 2 (Section 4.5), and between V and Win the Voucher
Request/ Response (Section 4.6). The data is protected between the
endpoi nts using secret keys derived froma Diffie-Hellman shared
secret (see Section 4.2) as further detailed in this section.

4.4.1. Voucher Info

The external authorization data EAD 1 contains an EAD itemwith
ead | abel = TBD1 and ead_val ue = Voucher _Info, which is a CBOR byte
string:

Voucher _Info = bstr .cborseq Voucher_Info_Seq

Voucher _Info _Seq = [ ; used as a CBOR sequence, not array
LOC W tstr,
ENC _U_|I NFO bstr

]
wher e

* LOC Wis a text string used by Vto locate W e.g., a URl or a
domai n nane.

* ENC UINFOis a byte string containing an encrypted identifier of
U and, optionally, opaque application data prepared by U It is
cal cul ated as foll ows:

ENC U INFO is encrypted using the EDHOC AEAD al gorithm of the

sel ected cipher suite SS specified in SU TE_ | of EDHOC message_1. It

consi sts of ’'ciphertext’ of COSE EncryptO (Section 5.2 of [RFCI9052])

conputed fromthe foll ow ng:

* The encryption key K 1 and nonce IV_1 are derived as specified
bel ow.

* ’'protected’ is a byte string of size O
* ’'plaintext’ and 'external aad’ as bel ow

plaintext = (
1D U bstr,
)
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external _aad = [ ; used as a CBOR sequence, not array

"ELA-voucher-info": tstr, ; fixed | abel
METHQOD: int,
SS: int,
Cl: bstr

]
wher e

* "ELA-voucher-info" is a string literal for the Voucher _Info
struct.

* IDUis an identifier of the device, see Section 3.1.
* METHOD is the authentication nethod of EDHOC nessage_ 1.

* SSis the selected cipher suite in SUTES | of EDHOC nessage 1,
see Section 4.5.

* C. is the connection identifier of EDHOC nessage_ 1.

The external _aad is wapped in an enc_structure as defined in
Section 5.3 of [RFC9052].

The derivation of K 1 = EDHOC Expand(PRK, info, |ength) uses the
following input to the info struct (see OKMin Section 4.2):

* info_label =0
* context = h'’ (the empty CBOR string)

* length is length of the key of the EDHOC AEAD al gorithmin bytes
(which is the length of K 1)

The derivation of 1V_1 = EDHOC Expand(PRK, info, |ength) uses the
following input to the info struct (see OKMin Section 4.2):

* info_ label =1
* context = h’’ (the enpty CBOR string)

* length is length of the nonce of the EDHOC AEAD al gorithmin bytes
(which is the length of 1V_1)

4.4.2. Voucher

The external authorization data EAD 2 contains an EAD itemwith
ead | abel = TBD2 and ead_val ue = Voucher.
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The voucher is an assertion to U that Whas authorized V. It is
encrypted using the EDHOC AEAD al gorithm of the sel ected cipher suite
SS specified in SUTE | of EDHOC nessage 1. It consists of the
"ciphertext’ field of a COSE Encrypt0 object, which is a byte string,
as defined bel ow

Voucher = bstr

Its correspondi ng pl ai ntext value consists of an opaque field that
can be used by Wto convey information to U, such as a voucher scope.
The authentication tag present in the ciphertext is also bound to
message_1 and the credential of V as described bel ow

* The encryption key K 2 and nonce |IV_2 are derived as specified
bel ow.

* ’'protected is a byte string of size 0

* 'plaintext’ and 'external aad’ as bel ow
pl ai ntext = (

?0PAQUE_I NFO  bstr
)

external _aad = (
H handshake: bstr,
CRED V- bstr,

)
wher e

* OPAQUE_INFO is an opaque field provided by the application. |If
present, it will contain application data that Wnmay want to
convey to U, e.g., a voucher scope. Note that OPAQUE INFO i s

opaque when viewed as an infornmation elenent in EDHOC. It is
opaque to V, while the application in Uand Wcan read its
contents.

* H handshake is the hash of EDHOC nessage_1, sent by V as part of
the voucher request, see Section 4.6.1

* CRED Vis the credential used by Vto authenticate to U and W see
Section 4.5.2.1 and Table 1.

The derivation of K 2 = EDHOC Expand(PRK, info, |ength) uses the
following input to the info struct (see Section 4.2):

* info_label = 2
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* context = h'’ (the enpty CBOR string)
* Jlength is length of the key of the EDHOC AEAD al gorithmin bytes

The derivation of 1V _2 = EDHOC Expand(PRK, info, |ength) uses the
following input to the info struct (see Section 4.2):

* info_label = 3

* context = h’’ (the enpty CBOR string)

* length is length of the nonce of the EDHOC AEAD al gorithmin bytes
4.5. Device <-> Authenticator (U <-> V)

This section describes the processing in U and V, which includes the
EDHOC protocol, see Figure 3. Nornmal EDHOC processing is omtted
her e.

4.5.1. IMessage 1
4.5.1.1. Processing in U

U conposes EDHOC nessage 1 using authentication nethod, identifiers,
etc. according to an agreed application profile, see Section 3.9 of

[ RFC9528]. The sel ected cipher suite, in this document denoted SS,
applies also to the interaction with Was detailed in Section 4.2, in
particular, with respect to the Diffie-Hellmn key agreenent

al gorithm used between U and W As part of the normal EDHOC
processing, U generates the epheneral public key G X that is reused
in the interaction with W see Section 4. 4.

The devi ce sends EDHOC message_1 with EAD item (-TBD1, Voucher I nfo)
included in EAD 1, where Voucher Info is specified in Section 4. 4.
The negative sign indicates that the EAD itemis critical, see
Section 3.8 of [RFC9528].

4.5.1.2. Processing in V

V receives EDHOC nessage_1 from U and processes it as specified in
Section 5.2.3 of [RFC9528], with the additional step of processing
the EAD itemin EAD 1. Since the EAD itemis critical, if V does not
recognize it or it contains information that V cannot process, then V
MJUST abort the EDHOC session, see Section 3.8 of [RFC9528].

O herwi se, the ead_| abel = TBD1 triggers the voucher request to Was
described in Section 4.6. The exchange between V and Wneeds to be
conpl eted successfully for the EDHOC sessi on to be conti nued.

Sel ander, et al. Expi res 8 January 2026 [ Page 16]



I nternet-Draft ELA July 2025

Note that the selected cipher suite SSis used both in the U<-> W
and U <-> Vinteractions, therefore V nust be ready to use the cipher
suite SS set by Uin nmessage_1. That is, ELA restricts the cipher
suite negotiation in order to provide a streanm ined authorization
flow fromthe perspective of U Since V has a pre-established
trusted channel with W it has the opportunity to | earn which cipher
sui tes shoul d be supported before any authorization attenpt begins to
take pl ace.

4.5.2. Message 2
4.5.2.1. Processing inV
V receives the voucher response from Was described in Section 4.6.

V sends EDHOC nessage 2 to Uwith the critical EAD item (-TBD2,
Voucher) included in EAD 2, i.e., ead_|label = TBD2 and ead val ue =
Voucher, as specified in Section 4.4.2.

The type of CRED V may depend on the sel ected mechani smfor the
establ i shment of a secure channel between V and W See Table 1.

In case the network between U and V is constrained, it is recomended
that CRED V be a CW C ains Set (CCS) [RFC8392]. The CCS contains
the public authentication key of V encoded as a COSE_Key in the 'cnf’
claim see Section 3.5.2 of [RFC9528]. |ID CRED R contains the CAl
Clains Set with 'kccs' as COSE header _map, see Section 10.6 of

[ RFC9528] .

4.5.2.2. Processing in U

U recei ves EDHOC nmessage_2 from V and processes it as specified in
Section 5.3.3 of [RFC9528], with the additional step of processing
the EAD itemin EAD 2.

If U does not recognize the EAD itemor the EAD item contains

i nformati on that U cannot process, then U MJST abort the EDHOC
session, see Section 3.8 of [RFC9528]. O herwi se, U MIJST verify the
Voucher using H nessage_1, CRED V, and the keys derived as in

Section 4.4.2. If the verification fails then U MUST abort the EDHOC
sessi on.

If OPAQUE INFO is present, it is made available to the application.

4.5.3. IMessage 3
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4.5.3.1. Processing in U
If all verifications are passed, then U sends EDHOC nessage_3.

EDHOC nessage_3 may be conbi ned with an OSCORE- protected application
request, see [I-D.ietf-core-oscore-edhoc].

4.5.3.2. Processing in V
V perforns the normal EDHOC verifications of nmessage 3. V may
retrieve CRED U froma Credential Database, after having | earned
ID CRED | from U.

4.6. Authenticator <-> Enrollnent Server (V <-> W
It is assuned that V and Whave set up a secure connection, W has
accessed the authentication credential CRED V to be used in the EDHOC
session between V and U, and that Whas verified that Vis in
possession of the private key corresponding to CRED V, see
Section 3.2 and Section 3.3. V and Wrun the Voucher Request/
Response protocol over the secure connection

4.6.1. Voucher Request

4.6.1.1. Processing inV

V sends the voucher request to W The Voucher Request SHALL be a
CBOR array as defined bel ow

Voucher Request = |

SS: int,

G U bstr,
Voucher _I nf o: bstr,
H handshake: bstr,

? opaque_state: bstr

]
wher e

* SSis the selected cipher suite used in the EDHOC sessi on between
U and V

* GUis the ephermeral public key (G X) of U

* Voucher_Info is as extracted fromthe EAD 1 field of message_1

Sel ander, et al. Expi res 8 January 2026 [ Page 18]



I nternet-Draft ELA July 2025

* H handshake is the hash of message_1. It is conputed using the
EDHOC hash al gorithm of the sel ected cipher suite SS specified in
SUI TE_| of EDHOC nessage_ 1.

* opaque_state is OPTIONAL and represents the serialized and
encrypted opaque state needed by V to statelessly respond to U
after the reception of Voucher_Response.

4.6.1.2. Processing in W

Wreceives and parses the voucher request received over the secure
connection with V. Wextracts from Voucher Request:

* SS - the selected cipher suite, which is the (last) integer of
SUl TES_|

* G.U- the epheneral public key of U

* ENC_U_INFO - the encryption of the device identifier ID_U,
contained in the Voucher_Info field of Voucher_ Request.

* H _handshake - the hash of nessage 1.

Wverifies and decrypts ENC U I NFO using the rel evant al gorithns of
the sel ected cipher suite SS (see Section 4.2), and obtains ID_U.

Wuses H handshake as a session identifier, and associates it to the
device identifier ID U Note that nessage 1 contains a unique
epheneral key, therefore H handshake is expected to be uni que.

If processing fails up until this point, the protocol SHALL be
aborted with an error code signaling a generic issue with the
request, see Section 5.4.1

Wuses ID U to |l ook up the associ ated authorization policies for U
and enforces them This is out of scope for the specification.

If IDUis knowmn by W but authorization fails, the protocol SHALL be
aborted with an error code signaling an access control issue, see
Section 4.7 and Section 5.4.1.

4.6.2. Voucher Response

4.6.2.1. Processing in W
Wretrieves CRED V associated with the secure connection with V, and

constructs the Voucher for the device with identifier 1D U (see
Section 4.4.2).
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W generates the voucher response and sends it to V over the secure
connection. The Voucher_Response SHALL be a CBOR array as defined
bel ow

Voucher Response = |
Voucher: bstr,
? opaque_state: bstr

wher e

*  The Voucher is defined in Section 4.4.2.

* opaque_state is the echoed byte string opaque_state from

Voucher _Request, if present.

W signals the successful generation of the voucher via a status code
in the REST interface, as defined in Section 5.4.1

4.6.2.2. Processing in V

V receives the voucher response from Wover the secure connection

If present, V decrypts and verifies opaque_state as received fromW
If that verification fails, then the EDHOC session with U is aborted.
If the voucher response is successfully received fromW then V
responds to U with EDHOC nessage_2 as described in Section 4.5.2.1

4.7. FError Handling

This section specifies a new EDHOC error code and how it is used in
ELA.

4.7.1. EDHOC Error "Access deni ed"”

Thi s section specifies the new EDHOC error "Access deni ed", see
Fi gure 4.

Fomm oo - oo o - o e e e e e e e e e e e e e e e e e e e e e e o +
| ERR_CODE | ERR INFO Type | Description |
[ et fumfemsfusumnl e sy oo e
| TBD3 | error_content | Access denied |
S o a o o m e e e e e e e e e e e e e e e e eeeo— o on +

Figure 4. EDHOC error code and error information for ‘Access denied’
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Error code TBD3 is used to indicate to the receiver that access
control has been applied and the sender has aborted the EDHOC
session. The ERR INFO field contains error_content which is a CBOR
Sequence consisting of an integer and an optional byte string.

error_content = (
REJECT _TYPE : int,
? REJECT_INFO : bstr,

)

The purpose of REJECT INFO is for the sender to provide verifiable
and actionable information to the receiver about the error, so that
an automated action may be taken to enabl e access.

S T o e e e e e e e e e e e e e e me oo +
| REJECT_TYPE | REJECT_INFO | Description |
[ el el e sy
| 0] - | No REJECT_I NFO |
I I IRy T T +
| 1| bstr | REJECT_INFO fromtrusted third party |
S T o e e e e e e e e e e e e e e me oo +

Figure 5: REJECT_TYPE and REJECT_INFO for ‘Access denied’
4.7.2. FError handling in W V, and U
ELA uses the EDHOC Error "Access denied"” in the follow ng way:

* Wgenerates error_content and transfers it to V via the secure
connection. |f REJECT_TYPE is 1, then REJECT INFO is encrypted
fromWto U using the EDHOC AEAD al gorithm Wsignals the error
via an appropriate status code in the REST interface, as defined
in Section 5.4.1.

* V receives error_content, prepares an EDHOC "Access deni ed" error,
and sends it to U

* Ureceives the error nessage and extracts the error_content. |If
REJECT _TYPE is 1, then U decrypts REJECT I NFO based on which it
may retry to gain access.

The encryption of REJECT_INFO foll ows a procedure anal ogous to the
one defined in Section 4.4.2, with the follow ng differences:

pl ai ntext = (
OPAQUE_I NFO bstr,
)
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external _aad = (
H handshake: bstr,
)

wher e

*  OPAQUE_INFO is an opaque field that contains actionable
i nformati on about the error. It may contain, for exanple, a list
of suggested Vs through which U should join instead.

* H _handshake is the hash of EDHOC nessage_ 1, cal culated fromthe
associ ated voucher request, see Section 4.6. 1.

Reverse flow with U as Responder

This section presents a protocol variant in which Uis the EDHOC
Responder. This may allow optim zations in certain constrained
networ k technol ogi es. For exanple, one use case is having V
broadcast message_1, to which U responds with a nmessage_2 whose EAD 2
field contains Voucher I nfo.

Note that this is different fromthe EDHOC reverse nessage flow
defined in Appendix A 2.2 of [RFC9528], since we nake no assunption
about whether U or Vis a CoAP server.

1. Uis the Initiator
For clarity, we first present the "default flow' with Uas Initiator,
as described in Section 4.1 and Section 4.5. Note that Voucher _Info

and Voucher are carried in EDHOC nmessage_1 and nessage_2,
respectively.
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+----- +----- + e +
| u | v
| Initiator | | Responder |
+- - - - - +- - - - - + +- - - - - +- - - - - +
I I
I I
| EDHOC nmessage_1 |
I
EAD 1 = (TBD1, Voucher _info)
| VREQ
s >

(SS, G X, Voucher_Info,
H nessage_1, ?opaque_state)

| (Voucher, ?opaque_state)

Figure 6: In ELA default flow, Uis the EDHOC Initi ator
In the ELA default flow, once nessage 2 processing is finalized
(including processing of EAD 2), U considers V authenticated through
W
4.8.2. U is the Responder

ELA al so works with U as the EDHOC Responder, a setup we refer to as
the "ELA reverse flow', as shown in Figure 7

We present this variant as a set of changes to the regul ar protoco
flow That is, here we only describe the differences in processing,
when conpared to the ELA default flow.

Here is a summary of the changes needed in the ELA reverse fl ow

* Voucher _Info and Voucher are transported in EDHOC nessage 2 and
message_3, respectively (instead of nessage 1 and nessage_2).

* The EAD 2 and EAD 3 fields carry EAD itens identified with | abels
TBD1 and TBD2, respectively.
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*  The VREQ / VRES protoco

Draft ELA

nmessage_3.
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t akes pl ace between nessage_2 and

* The Voucher Request carries G Y instead of G X, and the transcript

hash TH 2 instead of the hash H nmessage_ 1.

* Statel ess operation of V (see Section 4.3)

+--m - - +--m - - + R
I U I v

| I'nitiator | | Responder
+o-m o - +o-m o - + +o-m o - +

The foll owi ng detai

EAD 3 = (TBD2, Voucher)

Figure 7: ELA when U is the EDHOC Responder.

security sessions.

The way to interpret the subsections belowis as follows.

(Voucher,

(SS, G.Y, Voucher_Info,
?opaque_st at e)

is not supported

?0paque_state)

how t he processing changes in each of the three

The ELA

reverse flow described in this section uses nost of the ELA default

fl ow processing (Section 4.1 to Section 4.7),
detailed in Section 4.8.2.1, Section 4.8.2.2,
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4.8.2.1. Reverse U<->W
The protocol between U and Wis carried between U and V in nessage 2
and nessage_ 3, and between V and Win the Voucher Request/Response
(Section 4.6).
Voucher | nfo:
* The EAD 2 item has ead | abel = TBD1 and ead_val ue = Voucher I nfo.

Voucher :

* H_ handshake is the transcript hash TH 2, sent by V as part of the
voucher request, see Section 4.8.2.3.

4.8.2.2. Reverse U <->V
Message 1:
* 'V conposes nmessage_1 and sends it to U
* U processes nessage_1 and extracts SS.
Message 2:

* U conposes nessage_2 and generates GY, which is reused in the
interaction with W

* U sends nessage 2 with EAD item (-TBD1l, Voucher _Info) included in
EAD 2.

* V processes nmessage_2 and the EAD itemin EAD 2, extracting the
Voucher I nfo struct.

* V sends the voucher request to W
Message 3:
* 'V receives the voucher response fromW

* V sends nessage_3 with EAD item (-TBD2, Voucher) included in
EAD_3.

* Y processes nmessage_3 and the EAD itemin EAD 3.
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4.8.2.3. Reverse V <-> W
Processing in V:

* The Voucher Request fields are prepared as defined in
Section 4.6.1, with the foll ow ng changes:

- GUis set to GY, which is the epheneral public key of U as
extracted from nmessage_2.

- Voucher Info is as extracted fromthe EAD 2 field of nessage 2.

- H_ handshake is the transcript hash TH 2, conmputed by V as
specified in Section 5.3.2 of [RFC9528].

Processing in Whappens as specified in Section 4.6. 1.
4.8.3. Interoperability considerations

A Device (U MIST inplenment one of the ELA flows, and it MAY choose
to inpl enent both.

V MJUST support the regular flow and MAY support the reverse flow

Fromthe point of viewof W there is no difference whether U and V
run as EDHOC Initiator or Responder.

4.8.4. Security inplications

When using the reverse flow, U shares its identity before it can
learn (1) Vs identity and (2) whether or not the Voucher is valid.

In the reverse flow, Voucher_Info is confidentiality and integrity
protected, while Voucher is also authenticated. These properties are
i nherited from EDHOC nessage_2 and nessage_3. This is a higher |evel
of protection than with the regular flow

5. REST Interface at W

The interaction between V and Wis enabl ed t hrough a RESTf ul
interface exposed by W This RESTful interface MAY be inpl enented
usi ng either HTTP or CoAP. V SHOULD access the resources exposed by
Wt hrough the protocol indicated by the scheme in the LOC WURI.
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5.1. Schene "https"

In case the scheme indicates "https", V MIST performa TLS handshake
with Wand access the resources defined in Section 5.4 using HITP

If the authentication credential CRED V can be used in a TLS
handshake, e.g., an X 509 certificate of a signature public key, then
V SHOULD use it to authenticate to Was a client. |If the

aut henti cation credential CRED V cannot be used in a TLS handshake,
e.g., if the public key is a static Diffie-Hellman key, then V SHOULD
first performa TLS handshake with Wusing avail abl e conpati bl e keys.
V MJUST then perform an EDHOC sessi on over the TLS connection proving
to Wthe possession of the private key corresponding to CRED V.
Perform ng the EDHOC session is only necessary if V did not
authenticate with CRED V in the TLS handshake with W

The rel ationship between V and Wis long-lived. HITP/1.1 and hi gher

support persistent connections, and SHOULD be used in order to reduce
overhead if a flood of new devices need to be onboarded. Support for
TLS session resunptions tickets [ RFC8446], Section 2.2 is appropriate
for longer termassociations. Wile a policy for renewal of the TLS
connection should be applied, it is out of scope of this docunent.

5.2. Schene "coaps"

In case the schene indicates "coaps", V SHOULD perform a DILS
handshake with Wand access the resources defined in Section 5.4
usi ng CoAP. The normative requirements in Section 5.1 on performng
the DTLS handshake and EDHOC session remain the sane, except that TLS
is replaced with DILS. As in Section 5.1, it is RECOWENDED to al |l ow
reuse of the DTLS session.

5.3. Schene "coap"

In case the schene indicates "coap", V SHOULD perform an EDHOC
session with W as specified in Appendi x A of [RFC9528] and access
the resources defined in Section 5.4 using OSCORE and CoAP. The
aut hentication credential in this EDHOC session MJUST be CRED V. As
in Section 5.1, it is RECOMENDED to all ow reuse of the EDHOC

sessi on.

5.4. URs
The URIs defined below are valid for both HTTP and CoAP. W MJST
support the use of the path-prefix "/.well-known/", as defined in
[ RFC8615], and the registered name "l ake-authz". A valid URl in case
of HTTP thus begins with

*  "https://ww. exanpl e. com . wel | - known/ | ake- aut hz"
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In case of CoAP with DTLS

* "coaps://exanple.con.well-known/| ake-aut hz"
In case of EDHOC and OSCORE

* "coap://exanpl e.conl.well-known/| ake-aut hz"

Each operation specified in the following is indicated by a path-
suf fix.

5.4.1. Voucher Request (/voucherrequest)
To request a voucher, V MIST issue a request such that:
* Method is POST

* Payload is the serialization of the Voucher Request object, as
specified in Section 4.6.1

* Content-Format (Content-Type) is set to "application/lake-authz-
voucher r equest +cbor "

In case of successful processing at W WMJIST i ssue a response such
t hat :

* Status code is 200 OK if using HTTP, or 2.04 Changed if using CoAP

* Payload is the serialized Voucher Response object, as specified in
Section 4.6.2

* Content-Format (Content-Type) is set to "application/lake-authz-
voucher r esponse+cbor”

In case of error, two cases should be consi dered:

* U cannot be identified: this happens either if Wfails to process
the Voucher Request, or if it succeeds but 1D U is considered
unknown to W In this case, WMIST reply with 400 Bad Request if
using HTTP, or 4.00 if using CoAP.

* Uis identified but unauthorized: this happens if Wis able to
process the Voucher Request, and Wrecognizes ID U as a known
device, but the access policies forbid enrollnent. For exanple,
the policy could enforce enrollnment within a delimted tine
wi ndow, via a specific V, etc. In this case, WMIST reply with a
403 Forbi dden code if using HTTP, or 4.03 if using CoAP; the
payl oad is the serialized error_content object, with Content-
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Format (Content-Type) set to "application/lake-authz-
vouchererror+cbor”. The payl oad MAY be used by V to prepare an
EDHOC error "Access Denied", see Section 4.7.

5.4.2. Certificate Request (/certrequest)
V requests the public key certificate of U from Wthrough the
"/certrequest"” path-suffix. To request U s authentication
credential, V MJST issue a request such that:

*  ©Method is POST

* Payload is the serialization of the ID CRED | object, as received
i n EDHOC nessage_3.

* Content-Format (Content-Type) is set to "application/lake-authz-
certrequest +cbor"

In case of a successful | ookup of the authentication credential at W
W MUST issue a response such that:

* Status code is 200 OK if using HTTP, or 2.04 Changed if using CoAP
* Payload is the serialized CRED U

* Content-Format (Content-Type) is set to "application/lake-authz-
certresponse+cbor™

6. Security Considerations

Thi s specification builds on and reuses many of the security
constructions of EDHOC, e.g., shared secret calcul ation and key
derivation. The security considerations of EDHOC [ RFC9528] apply
with nodifications discussed here.

EDHOC provides identity protection of the Initiator, here the device.
The encryption of the device identifier ID Uin the first nessage
shoul d consi der potential information |eaking fromthe |ength of
ID U, either by making all identifiers having the sane I ength or the
use of a paddi ng schene.
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Al t hough Wl earns about the identity of U after receiving VREQ this
information nmust not be disclosed to V, until U has revealed its
identity to Vwith IDCRED I in nmessage_3. Wnmay be used for |ookup
of CRED U fromID CRED |, or this credential |ookup function may be
separate fromthe authorization function of W see Figure 3. The
trust nodel used here is that U decides to which Vit reveals its

identity. In an alternative trust nodel where U trusts Wto decide
to which Vit reveals Us identity, CRED U could be sent in Voucher
Response.

As noted in Section 9.2 of [RFC9528] an epheneral key nmay be used to
cal cul ate several ECDH shared secrets. |In this specification, the
epheneral key G X is also used to calculate G XW the shared secret
with the enroll ment server.

The private epheneral key is thus used in the device for cal cul ations
of key material relating to both the authenticator and the enroll nent
server. There are different options for where to inplenent these
calculations. One option is as an addition to EDHOC, i.e., to extend
the EDHOC APl in the device, so that EDHOC can inport the public key
of W(G W and the device identifier of U (ID U, and then produce
the encryption of ID U which is included in Voucher Info in EAD 1.

7. 1 ANA Consi derations
7.1. EDHOC External Authorization Data Registry
I ANA has registered the following entries in the "EDHOC Externa

Aut hori zation Data" registry under the group nane "Epheneral Diffie-
Hel | man Over COSE ( EDHCC) .

[ ool ool e s s s el 1}
| Label | Value Type | Description |
[ gl s fums ety ooy o}
| TBD1 | bstr | Voucher Info structure,

| | | prepared by the Device (U). |
I T ' +
| TBD2 | bstr | Voucher structure, prepared

| | | by the Enrollnent Server (W. |
AR, R o mm e e e e e e a— oo oo +

Table 2: Addition to the EDHOC EAD registry
The ead_| abel = TBD1 corresponds to the ead_val ue = Voucher _Info,

whi ch can be carried in either EAD 1 or EAD 2, dependi ng on whether U
acts as EDHOC Initiator or Responder, see Section 4.8.
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7

7

7

2

3.

3.

The ead_| abel = TBD2 corresponds to ead_val ue

= Voucher, and can be
carried in either EAD 2 or EAD 3, see Section 4.8.

Note for I ANA reviewers: the preferred value range is 0-23 (Standards
Action with Expert Review).
The Wl | -Known URI Registry

I ANA has registered the following entry in "The Well-Known URI
Regi stry", using the tenplate from[RFC8615]:

* URI suffix: |ake-authz

* Change controller: |IETF

* Specification docurment: [[this docunent]]

*  Status: permanent

* Related information: None

Vel | - Known Nane Under ".arpa" Nane Space

Thi s docunent allocates a well-known nanme under the .arpa name space
according to the rules given in [RFC3172] and [ RFC6761]. The nane
"| ake-aut hz. arpa" is requested. No subdomains are expected, and
addi tion of any such subdomai ns requires the publication of an | ETF
Standards Track RFC. No A, AAAA, or PTR record is requested.

1. Dommi n Nane Reservati on Consi derations

As required by [RFC6761], the follow ng considerations apply to the
reservation of "lake-authz.arpa"

1. Users: Are human users expected to recogni ze these nanes as
special and use themdifferently? |In what way?

No. This name is not intended for direct use or recognition by human
users.

1. Application Software: Are witers of application software
expected to nake their software recognize these nanes as speci al
and treat themdifferently? In what way? (For example, if a
human user enters such a name, should the application software
reject it with an error nessage?)
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Yes.

Applications that inplenment ELA and use CoAP may include "I ake-

authz.arpa" in the URI-Host option when the Device (U does not yet
know t he address or identity of the Authenticator (V), such as during
zero-touch enrol | ment.

1.

Nanme Resol ution APls and Libraries: Are witers of name
resolution APIs and libraries expected to make their software
recogni ze these nanes as special and treat themdifferently? |If
so, how?

Caching DNS Servers: Are devel opers of cachi ng donai n nane
servers expected to make their inplenmentations recognize these
nanes as special and treat themdifferently? |If so, how?

Authoritative DNS Servers: Are devel opers of authoritative domain
nane servers expected to nake their inplenentations recognize
these nanes as special and treat themdifferently? |If so, how?

DNS Server QOperators: Does this reserved Special -Use Donai n Name
have any potential inmpact on DNS server operators? |If they try
to configure their authoritative DNS server as authoritative for
this reserved nane, will conpliant nane server software reject it
as invalid? Do DNS server operators need to know about that and
under stand why? Even if the nane server software doesn’t prevent
them fromusing this reserved nane, are there other ways that it
may not work as expected, of which the DNS server operator shoul d
be aware?

DNS Regi stries/ Registrars: How shoul d DNS Regi stri es/ Regi strars
treat requests to register this reserved domain nane? Shoul d
such requests be deni ed? Should such requests be allowed, but
only to a specially designated entity? (For exanple, the nane
"www. exanpl e.org" is reserved for docunentation exanples and is
not available for registration; however, the nane is in fact
registered; and there is even a website at that nanme, which
states circularly that the name is reserved for use in
docunent ati on and cannot be registered!)

Any requests to register this donain nane shoul d be deni ed.
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7.4. Media Types Registry

| ANA has added the media types "application/| ake-authz-
voucherrequest +cbor" to the "Media Types" registry.

7.4.1. application/lake-authz-voucherrequest+chor Media Type
Regi stration

* Type nane: application
* Subtype nane: | ake-authz-voucherrequest +chor
* Required paraneters: N A
* (Optional paraneters: NA
* Encodi ng considerations: binary (CBOR)
* Security considerations: See Section 6 of this docunent.
* Interoperability considerations: NA
* Published specification: [[this docunent]] (this docunent)
* Application that use this nedia type: To be identified
* Fragnment identifier considerations: NA
* Additional information:
- Magic nunmber(s): NA
- File extension(s): NA
- Mcintosh file type code(s): NA

* Person & email address to contact for further information: |ETF
LAKE Working Group (lake@etf.orq)

* | ntended usage: COVMON
* Restrictions on usage: NA
* Author: LAKE WG

* Change Controller: |IETF
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7.5. CoAP Content-Formats Registry

| ANA has added the foll owi ng Content-Format nunber in the "CoAP
Content - Format s" registry under the registry group "Constrained
RESTf ul Environnents (CoRE) Paraneters".

[ s s sl el sl e
| Content Type | Content | ID | Reference |
| | Encoding | | |
B Sl ey ety e s ety
| application/lake-authz- | - | TBD3 | [[this |
| voucherrequest +cbor | | | document]] |
B T I I I N ] R +------ I +

Table 3: Addition to the CoAP Content-Formats registry

Note for | ANA reviewers: the preferred value range is 0-255 (Expert
Revi ew) .
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Appendi x A.  Optimzation Strategies

When ELA is used for zero-touch enrollment of |0oT devices, U nay have
little to no know edge about V's available inits vicinity. This my
lead to situations where Uretries several tinmes at different Vs
until it finds one that works. This section presents two
optimzation strategies for such cases. They were devel oped to
address scenarios where V's are radi o gateways to which U wants to
enroll, but may al so be applicable to other use cases.

A.1. U broadcasts nessage_ 1

This strategy consists in U broadcasti ng EDHOC nessage_1. Wen each

of the Vs in radio range of U receive nessage_1, one of the

fol |l owi ng can happen:

* V does not inplenent EDHOC, and drops the nessage

* 'V does not inmplenent ELA, and drops the nessage (even though the
EAD 1 option is critical, broadcast nessages should not have error
replies)

* V forwards nessage_1 to Was VREQ but Wdoes not authorize it,
and error handling is applied

* V forwards nessage 1 to Was VREQ Wauthorizes it, and the
protocol continues normally
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Uis expected to receive and process at nmpst one nessage_2 as
response, which contains the Voucher. 1In case U receives additional
message_2's, they MJST be silently dropped.

This strategy may increase the nunber of nessages that need to be
processed by V and W in exchange for reducing resource usage in U

Security concerns related to this strategy, including potential reuse
of G X and doubl e processing of nessage_2, are discussed in
Section 6.

A.2. V advertises support for ELA

In this strategy, V shares some information (V_INFO wth a potential
U that can help it decide whether to try to enroll with that V.

The exact contents of the V_INFO structure, as well as the mechani sm
used to transport it, will depend on the underlying comunication
technol ogy and al so on application needs. For exanple, V_INFO nmay
state that:

* Vinplenents ELA -- sinmilarly to how EAPOL [| EEE802. 1X] franes
state support for | EEE 802. 1X

* Vis part of a certain domain -- sinmlarly to how Eduroam
[ RFC7593] is used in the SSID field of | EEE 802.11 packets

V_INFO can be sent over a network beacon (see Appendi x A 2.1), which
may require technol ogy specific profiling, e.g., the | EEE 802. 15.4
enhanced beacon may be extended according to [ RFC8137].
Alternatively, V_INFO can be sent as part of an EAD field, as shown
i n Appendi x A. 2. 2.

As a guideline for inplenenters, we define the following field that
can be included in a V_INFO structure:

DOVAI N_I D: bstr

The DOVAIN ID field identifies the domain to which V belongs to, for
exanpl e an URL or UUI D.

Bel ow are three exanpl es of how the advertisenent strategy nmay be
applied according to different application needs. The exanples

i nclude sending V_INFO in network beacons, as part of EAD 1 in
reverse message flow, or as part of a periodic CoAP nulticast packet.
The advant ages, costs, and security inpacts of each approach are al so
di scussed.
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A.2.1. V_INFO in network beacons

Thi s approach allows carrying V_INFO in beacons sent over the network
| ayer, as shown in Figure 8. It requires that the network | ayer

of fers a nechanismto configure its beacon packets. Depending on the
network type, a solicitation packet may al so be needed, as is the
case of non-beaconed | EEE 802. 15.4 and BLE wi th GATT.

R, Fomm oo + R, Fomm oo +
| Init | dient | | Resp | Server
Fomm o - T + o a o +
I U I I v I
o a o + o a o +
I
- - S I I |

| (?EAD_1 = Voucher _I nfo)

( ... protocol continues normally ... )
Figure 8: Advertising ELA using V_INFO in network-|ayer beacons.

This strategy can be used, for exanple, in | EEE 802.15.4, where an
Enhanced Beacon [| EEE802. 15.4] can be used to transmit V_INFO
Specifically, a newinformation elenment for carrying V_INFO can be
defined according to [ RFC8137].

Thi s approach has the advantage of requiring mniml changes to the
default protocol as presented in Section 4.1, i.e., no reverse flow
It requires, however, some profiling of the | ower |ayer beacons.

A.2.2. V_INFOin EAD 1

The ELA reverse flow (see Section 4.8) allows inplenenting
advertising where U first sends a trigger packet, in the format of a
CoAP request that is broadcasted to the newmtork. Wen a suitable V
receives the solicitation, if it inplenents ELA, it should respond
with an EDHOC nmessage_1 whose EAD 1 has | abel TBD1 and val ue V_I NFO
(see Section Appendi x A).
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e e - + e e - +
| Resp | dient | | Init | Server |
R, Fomm oo + o e +
I U I I v I
B TR + B TR +
I I
e >|

(?EAD_1 = V_I NFO) |

( ... reverse flow continues normally ... )

Figure 9: Advertising ELA using V_.INFO in EAD 1, eploying the
EDHOC reverse flow with U as responder.

Note that V will only reply if it supports ELA. V_INFO can be
structured to contain only an optional domain identifier:

V_INFO = (

?DOVAI N | D: bstr,
)
Thi s approach enables a sinple filtering mechanism where only Vs
that support ELA will reply. It also encrypts Voucher Info (as part
of EAD 2), whereas it is sent in the clear in the original flow. In

addition, it may not require layer-two profiling (in case the network
allows transporting data before authorization). Finally, note that
the reverse flow with U as Responder protects the identity of V
(instead of Us as in the forward fl ow).

A.2.3. V.INFOin a CoAP Milticast Packet

In this approach, V periodically multicasts a CoAP packet contai ning
V_INFO, see Figure 10. Upon receiving one or nmore CoAP nessages and
processing V_INFO, U can decide whether or not to initiate the ELA
protocol with a given V. Next, the application can either keep U
acting as a server, and thus enploy the EDHOC reverse flow, or

i mpl ement a CoAP client and use the forward fl ow.
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Fommmaa - S T + Fommmaa - S T +
| Init | dilSer | | Resp | dilSer |
Fomm oo S R + o e e e e oo oo +
I U I I v I
+ +

I
|
| CoAP mul ticast (contains V_INFO
I
I

|
EDHOC nessage_1 |
|
| (?EAD_1 = Voucher _I nf o) |

|

( ... protocol continues nornmally ... )
Fi gure 10: Advertising ELA using the network |ayer.

The V_INFO structure is sent as part of the CoAP payload. It is
encoded as a CBOR sequence:

V_INFO = (
?DOVAI N | D bstr,
)

One advantage of this approach is that, since Uis the initiator, its
identity is protected in the context of the EDHOC handshake. On the
other hand, the periodic nmulticast nay have resource usage inmpacts in
t he network.

Appendi x B. Use with Constrained Join Protocol (CoJP)
This section outlines how ELA is used for network enrol |l ment and
paraneter provisioning. An |EEE 802.15.4 network is used as an

exanpl e of how a new device (U) can be enrolled into the domain
managed by the domain authenticator (V).
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U Y, w
I I I
| | |
T T I S R R |
| Optional network solicitation | |
IR + |
| Net wor k di scovery | |
I I I
o e e e e e e e e e e e e e a - oo >| |
| EDHOC nessage_1 | |
| s >|
| | Voucher Request (VREQ |
| ISR +
| | Voucher Response (VRES) |
IR + |
| EDHOC nessage_2 | |
I I I
I I I
e >| |
| EDHOC message_3 + CoJP request | |
| | |
e m mm e e e e e e e e e mo oo | |
I

| CoJP response |

Figure 11: Use of draft-ietf-lake-authz with CoJP.
B.1. Network Discovery

When a device first boots, it needs to discover the network it
attenpts to join. The network di scovery procedure is defined by the
i nk-1ayer technology in use. |In case of Time-slotted Channe
Hoppi ng (TSCH) networks, a node of [I|EEE802.15.4], the device scans
the radi o channel s for Enhanced Beacon (EB) franes, a procedure known
as passive scan. EBs carry the information about the network, and
particularly the network identifier. Based on the EB, the network
identifier, the information pre-configured into the device, the
devi ce makes the decision on whether it should join the network
advertised by the received EB frame. This process is described in
Section 4.1 of [RFC9031]. |In case of other, non-TSCH nodes of |EEE
802.15.4, it is possible to use the active scan procedure and send
solicitation frames. These solicitation frames trigger the nearest
networ k coordinator to respond by emitting a beacon frame. The
networ k coordi nator emtting beacons may be nultiple |ink-1ayer hops
away fromthe domain authenticator (V), in which case it plays the
role of a Join Proxy (see [RFC9031]). The Join Proxy does not
participate in the protocol and acts as a transparent router between
the device and the domain authenticator. For sinplicity, Figure 11
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illustrates the case when the device and the domain authenticator are
a single hop away and can comunicate directly.

B.2. The Enroll nent Protocol wth Paraneter Provisioning
B.2.1. Flight 1

Once the device has discovered the network it wants to join, it
constructs EDHOC nessage_ 1, as described in Section 4.5. The device
SHALL map the nessage to a CoAP request:

* The request nmethod is POST
* The type is Confirmable (CON).
* The Proxy-Schene option is set to "coap"

* The Uri-Host option is set to "lake-authz.arpa". This is an
anycast type of identifier of the domain authenticator (V) that is
resolved to its I Pv6 address by the Join Proxy.

* By neans of Uri-Path options, the Ui-Path is set to ".well-known/
edhoc".

* The payload is the (true, EDHOC nmessage_1) CBOR sequence, where
EDHOC message_1 is constructed as defined in Section 4.5.

B.2.2. Flight 2

The domai n authenticator receives nessage_1 and processes it as
described in Section 4.5. The message triggers the exchange with the
enrol I ment server, as described in Section 4.6. |f the exchange
between V and Wconpl etes successfully, the domain authenticator
prepares EDHOC nessage 2, as described in Section 4.5. The

aut henticator SHALL map the nmessage to a CoAP response:

* The response code is 2.04 Changed.

* The payload is the EDHOC nmessage_2, as defined in Section 4.5.
B.2.3. Flight 3

The devi ce recei ves EDHOC nessage_2 and processes it as described in

Section 4.5. Upon successful processing of nessage 2, the device

prepares flight 3, which is an OSCORE-protected CoJP request

contai ning an EDHOC nessage_3, as described in

[I-D.ietf-core-oscore-edhoc]. EDHOC nessage 3 is prepared as
described in Section 4.5. The OSCORE-protected payload is the CoJP
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Joi n Request object specified in Section 8.4.1 of [ RFC9031]. OSCORE
protection | everages the OSCORE Security Context derived fromthe
EDHOC session, as specified in Appendi x A of [RFC9528]. To that end,
[I-D.ietf-core-oscore-edhoc] specifies that the Sender ID of the
client (device) nust be set to the connection identifier selected by
the domain authenticator, C R OSCORE includes the Sender ID as the
kid in the OSCORE option. The network identifier in the CoJP Join
Request object is set to the network identifier obtained fromthe
networ k di scovery phase. In case of |EEE 802.15.4 networks, this is
the PAN I D.

The device SHALL nap the nessage to a CoAP request:

* The request method is POST.

* The type is Confirnmable (CON).

* The Proxy-Schene option is set to "coap"

* The Uri-Host option is set to "l ake-authz. arpa"

* The Uri-Path option is set to ".well-known/edhoc"

*  The EDHOC option [I-D.ietf-core-oscore-edhoc] is set and is enpty.

* The payload is prepared as described in Section 3.2 of
[I-D.ietf-core-oscore-edhoc], with EDHOC nmessage_3 and the CoJP
Joi n Request object as the OSCORE-protected payl oad.

Note that the OSCORE Sender |Ds are derived fromthe connection

identifiers of the EDHOC session. This is in contrast with [ RFC9031]

where I D Context of the OSCORE Security Context is set to the device

identifier (pledge identifier). Since the device identity is

exchanged during the EDHOC session, and the certificate of the device

is communi cated to the authenticator as part of the Voucher Response

message, there is no need to transport the device identity in OSCORE

messages. The authenticator playing the role of the [ RFC9031] JRC

obtains the device identity fromthe execution of the authorization

pr ot ocol

B.2.4. Flight 4

Flight 4 is the OSCORE response carrying CoJP response nessage. The
message i s processed as specified in Section 8.4.2 of [RFCI9031].
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Appendi x C. Exanpl e of opaque_state

As per Section 4.3, V may act statelessly and transmt a opaque_state
to Wduring the VREQ call. The exanpl e bel ow contains an | Pv4
address, a port nunber, and a tinestanp, serialized as CBOR

83 # array(3)

84 # array(4)
18 CO # unsi gned(192)
18 A8 # unsi gned(168)
00 # unsi gned(0)
05 # unsi gned(5)

19 5A18 # unsi gned(23064)

1A 6867EEE4 # unsi gned(1751641828)

The above plaintext state can be encrypted using COSE. Speficially,
it is useful that the plaintext is not only encrypted but al so
aut henticated. That can be achi eved usi ng COSE_Encrypt0 using an
AEAD al gorithm
Appendi x D. Exanpl es of protocol execution
This section presents high | evel exanples of the protocol execution
Not e: the exanpl es bel ow i ncl ude sanpl es of access policies used by
W These are provided for the sake of conpl eteness only, since the
aut hori zati on nechani smused by Wis out of scope in this docunent.
D.1. M ni mal

This is a sinple exanple that denonstrates a successful execution of
ELA.

Prem ses
* device ul has ID U= key id = 14

* the access policy in Wspecifies, via alist of ID U, that device

ul can enroll via any domain authenticator, i.e., the list
contains IDU=14. 1In this case, the policy only specifies a
restriction in terns of U effectively allowi ng enrollnent via any
V.

Execut i on:

1. device ul discovers a gateway (vl) and tries to enrol
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2. gateway vl identifies the zero-touch join attenpt by checking
that the | abel of EAD 1 = TBD1, and prepares a Voucher Request
using the information contained in the value of EAD 1

3. upon receiving the request, Wobtains ID U = 14, authorizes the
access, and replies with Voucher Response

D.2. Wong gateway
In this exanple, a device ul tries to enroll a domain via gateway vli,
but Wdeni es the request because the pairing (ul, vl) is not
configured in its access policies.
This exanple also illustrates how the REJECT INFO field of the EDHOC
error Access Denied could be used, in this case to suggest that the
devi ce shoul d sel ect another gateway for the join procedure.
Prem ses:

* devices and gat eways communi cate via Bl uetooth Low Energy (BLE),
therefore their network identifiers are MAC addresses (EU -48)

* device ul has ID U= key id = 14
* there are 3 gateways in the radio range of ul:
- vl with MAC address = A2- Al-88-EE-97-75

- v2 with MAC address 28- 0F-70-84-51- E4

- v3 with MAC address 39- 63- C9- D0- 5C- 62

* the access policy in Wspecifies, via a mapping of shape (1D_U;
MACL, MAC2, ...) that device ul can only join via gateway v3,
i.e., the mapping is: (14; 39-63-C9-D0-5C 62)

* Wis able to nmap the PoP key of the gateways to their respective
MAC addr esses

Executi on:

1. device ul tries to join via gateway vl, which forwards the
request to W
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2. Wdetermnes that MAC address A2-Al1-88-EE-97-75 is not in the
access policy mapping, and replies with an error. The
error_content has REJECT_TYPE = 1, and the plaintext OPAQUE_I NFO
(used to conpute the encrypted REJECT INFO) specifies a list of
suggest ed gateways = [h’ 3963COD05C62']. The single elenent in
the list is the 6-byte MAC address of v3, serialized as a bstr.

3. gateway vl assenbles an EDHOC error "Access Denied" with
error_content, and sends it to ul

4. device ul processes the error, decrypts REJECT INFO and retries
the protocol via gateway v3
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