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Abst ract

The |ightwei ght authenticated key exchange protocol Epheneral D ffie-
Hel | man Over COSE (EDHOC) requires certain paraneters to be agreed
out-of-band, in order to ensure its successful conpletion. To this
end, application profiles specify the intended use of EDHOC to all ow
for the relevant processing and verifications to be made. | n order
to ensure the applicability of such parameters and i nformati on beyond
transport- or setup-specific scenarios, this docunment defines a
canoni cal, CBOR-based representation that can be used to descri be,
distribute, and store EDHOC application profiles. Furthernore, in
order to facilitate interoperability between EDHOC i npl enent ati ons
and support EDHOC extensibility for additional integrations, this
docunent defines a number of means to coordinate the use of EDHOC
application profiles. Finally, this docunment defines a set of well-
known EDHOC application profiles.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Lightweight
Aut hent i cat ed Key Exchange Working Goup mailing |ist
(lake@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/l ake/.

Source for this draft and an issue tracker can be found at
https://github. com | ake-wy/ app-profiles.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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I ntroduction

Epheneral Diffie-Hellnman Over COSE (EDHOC) [RFC9528] is a |ightweight
aut henti cated key exchange protocol, especially intended for use in
constrai ned scenarios. A main use case for EDHOC is the

establi shnent of a Security Context for Object Security for
Constrai ned RESTful Environnments (OSCORE) [ RFC8613].

In order to successfully run EDHOC, the two peers acting as Initiator
and Responder have to agree on certain paraneters. Some of those are
i n-band and comuni cated through the protocol execution, during which
a few of them may even be negotiated. However, other paraneters have
to be known out-of-band, before running the EDHOC pr ot ocol
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As discussed in Section 3.9 of [RFC9528], applications can use EDHOC
application profiles, which specify the intended usage of EDHOC to
all ow for the rel evant processing and verifications to be nade. In
particul ar, an EDHOC application profile may include both in-band and
out - of - band paraneters

In order to ensure the applicability of such paraneters and

i nformati on beyond transport- or setup-specific scenarios, this
docunent al so defines the EDHOC Application_Profile object, i.e., a
canoni cal, CBOR-based representation that can be used to descri be,
distribute, and store EDHOC application profiles as CBOR data itens
(see Section 2). The defined representation is transport- and setup-
i ndependent, and it avoids the need to reinvent an encoding for the
avail abl e options to run the EDHOC protocol or the selection logic to
apply on those.

The CBOR-based representation of an EDHOC application profile can be,
for exanple: retrieved as a result of a discovery process; or
retrieved/ provided during the retrieval/provisioning of an EDHOC
peer’s public authentication credential; or obtained during the
execution of a device on-boarding/registrati on workfl ow.

Furthernore, in order to facilitate interoperability between EDHOC

i npl ementations and to support EDHOC extensibility for additiona
integrations (e.g., external security applications, or handling of
aut hentication credentials), this docunent defines a number of means
to coordinate the use of EDHOC application profiles, that is:

*  The new | ANA registry "EDHOC Application Profil es" defined in
Section 11.8, where to register integer identifiers of EDHOC
application profiles to use as corresponding Profile IDs.

* The new parameter "ed-prof" defined in Section 3.1. This
paraneter is enployed to specify an EDHOC application profile
identified by its Profile ID and can be used as target attribute
inawb link [RFC8288] to an EDHCC resource, or as filter
criterion in a discovery request to di scover EDHOC resources.

For instance, the target attribute can be used in a CoRE |i nk-
format docunent [ RFC6690] descri bing EDHOC resources at a server,
when EDHOC is transferred over the Constrained Application

Prot ocol (CoAP) [RFC7252] (see Appendi x A 2 of [RFC9528] as well
as [ RFC9668]).
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* The new paraneter "app_prof" defined in Section 3.2 for the
EDHOC | nformati on object specified in
[1-D.ietf-ace-edhoc-oscore-profile]. This paraneter is enpl oyed
to specify a set of EDHOC application profiles, each identified by
its Profile ID

For instance, the paraneter can be used in the EDHOC and OSCORE
profile [I-D.ietf-ace-edhoc-oscore-profile] of the ACE framework
for authentication and authorization in constrained environments
(ACE) [RFC9200], in order to indicate the EDHOC application
profil es supported by an ACE resource server.

This paraneter is also used in the EDHOC Application_Profile

obj ect defined in this docunent, in order to encode the Profile ID
of the EDHOC application profile described by an instance of that
obj ect.

* Additional paraneters that provide information about an EDHOC
application profile. These paraneters correspond to el enents of
the EDHOC I nformation object and are to be used as target
attributes in a web link to an EDHOCC resource, or as filter
criteria in a discovery request to di scover EDHOC resources (see
Section 4).

* A new EDHOC External Authorization Data (EAD) item (see
Section 5.1) and a new error code for the EDHOC error nessage (see
Section 5.2). Wen running EDHOC, a peer can use those in order
to advertise the EDHOC application profiles that it supports to
the ot her peer.

* The use of SVCB Resource Records (RR) [ RFC9460] [ RFC9461] to
advertise the support for EDHOC and for EDHOC application profiles
of a given server (see Section 6)

Finally, this docunent defines a set of well-known EDHOC appli cation
profiles (see Section 7). These application profiles are neant to
reflect what is nost common and expected to be supported by EDHOC
peers, while they are not intended as "default" application profiles
or as a deviation fromwhat is mandatory to support for EDHOC peers
(see Section 8 of [RFC9528]). On the other hand, they provide

i npl ementers and users with a quick overview of the several avail able
options to run the EDHOC protocol and of their npbst expected

conbi nati ons.
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1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

The reader is expected to be famliar with ternms and concepts defined
in EDHOC [ RFC9528] and with the use of EDHOC with CoAP [ RFC7252] and
OSCORE [ RFC8613] defined in [ RFC9668] .

Conci se Binary Object Representation (CBOR) [ RFC8949] and Conci se
Data Definition Language (CDDL) [RFC8610] are used in this docunent.
CDDL predefined type nanes, especially bstr for CBOR byte strings and
tstr for CBOR text strings, are used extensively in this docunent.

CBOR data itenms are represented using the CBOR extended di agnostic
notation as defined in Section 8 of [RFC8949] and Appendi x G of

[ RFC8610] ("diagnostic notation"). Diagnostic notation comrents are
used to provide a textual representation of the parameters’ keys and
val ues.

In the CBOR diagnostic notation used in this docunent, constructs of
the forme” SOVE_NAME are replaced by the val ue assigned to SOVE_NAME
in the CDDL nodel shown in Figure 15 of Appendix A For exanple,
{e’'nmethods” : [0, 1, 2, 3], e’'cipher_suites’: 3} stands for {1 : [O,
1, 2, 3], 2: 3}.

Note to RFC Editor: Please delete the paragraph i medi ately precedi ng
this note. Also, in the CBOR diaghostic notation used in this
docunent, pl ease replace the constructs of the forme’ SOVE_NAVE wth
the val ue assigned to SOVE NAME in the CDDL nodel shown in Figure 15
of Appendix A Finally, please delete this note.

2. EDHOC Application_Profile
This section defines the EDHOC Application_Profile object, which can

be used as a canoni cal representati on of EDHOC application profiles
for their description, distribution, and storage.
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An EDHOC Application_Profile object is encoded as a CBOR nap

[ RFC8949]. Al elements that can be included in the

EDHOC Application_Profile object are elements that can be included in
t he CBOR-encoded EDHOC I nformation object specified in Section 3.4 of
[1-D.ietf-ace-edhoc-oscore-profile]. |In particular, they use the
sane CBOR abbreviations fromthe 'CBOR | abel’ columm of the | ANA
registry "EDHOC | nformation" defined in
[1-D.ietf-ace-edhoc-oscore-profile].

The CBOR nap encodi ng an EDHOC Application Profile object MJST

i nclude the el enent "app_prof" defined in Section 3.2 of this
docunent, as well as the elenments "nethods" and "cred_types" defined
in Section 3.4 of [I-D.ietf-ace-edhoc-oscore-profile].

The val ue of the elenment "app_prof"” is the unique identifier of the
EDHOC application profile described by the instance of the

EDHOC Application Profile object in question. The identifier is
taken fromthe "Profile ID colum of the "EDHOC Application
Profiles" registry defined in this docunent and encoded as a CBOR

i nt eger.

The CBOR nmap MJUST NOT include the follow ng el enents: "session_id",
"uri_path", "initiator", "responder", and "trust_anchors". Also, the
CBOR map MUST NOT include the el enent "exporter out |en" defined in
Section 5.1.2 of this document. A consumer MJST ignore those
elements if they are included in the EDHOC Application_Profile

obj ect .

The CBOR nap MAY i nclude ot her el enents.

Furthernore, consistent with Sections 8 and A 1 of [RFC9528] and with
Section 5.4 of [RFC8613], the follow ng applies:

* |f the elenent "cipher _suites" is not present in the CBOR nap,
this indicates that the EDHOC application profile uses the EDHOC
ci pher suites 2 and 3, and possibly other cipher suites.

* |f the elenent "id_cred_types" is not present in the CBOR map,
this indicates that the EDHOC application profile uses "kid" as
type of authentication credential identifiers for EDHOC, and
possi bly other types of authentication credential identifiers.

* The absence of any other elenents in the CBOR map MJST NOT result
in assum ng any val ue.

If an elenent is present in the CBOR map and the corresponding entry

in the | ANA registry "EDHOC I nfornmation" specifies "NP" (non-
prescriptive) in the 'Type’ colum and "True or False" in the ' CBOR
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type’ colum, then the follow ng applies. An EDHOC peer that adheres
to the EDHOC application profile in question is either required to
support or not required to support the property or feature of EDHOC
associated with the elenent in the CBOR map, if that el enent encodes
the CBOR sinple value true (0xf5) or false (0xf4), respectively. For
exanpl e, the presence of the parameter "conb _req" denotes whether
EDHOC peers adhering to the EDHOC application profile have to support
the EDHOC + OSCORE conbi ned request defined in [ RFC9668], or instead
do not have to but mght if they are willing to.

If an elenent present in the CBOR nap specifies an infornmation that
isintrinsically a set of one or nore co-existing alternatives, then
all the specified alternatives apply for the EDHOC application
profile in question. For exanple, the elenment "cipher_suites" with
value the CBOR array [0, 2] nmeans that, in order to adhere to the
EDHOC application profile in question, an EDHOC peer has to inpl enent
bot h the EDHOC ci pher suites 0 and 2, because either of them can be
used by another EDHOC peer al so adhering to the sanme EDHOC
application profile.

The CDDL grammar describing the EDHOC Application_Profile object is:

EDHOC Application Profile = {

1 =>int / array, ; et hods
6 =>int / array, ; cred_types
23 => int, ; app_pr of

*int [/ tstr => any

Figure 1. CDDL Definition of the EDHOC Application_ Profile object
3. ldentifying EDHOC Application Profiles by Profile ID
Thi s docunent introduces the concept of Profile IDs, i.e., integer
val ues that uniquely identify EDHOC application profiles, for which
an | ANA registry is defined in Section 11.8.

This section defines two paranmeters to convey such Profile IDs, i.e.

* The paraneter "ed-prof" for web |inking [ RFC8288] (see Section 3.1
of this docunent).

* The paraneter "app_prof" of the EDHOC | nformati on object specified

in [I-D.ietf-ace-edhoc-oscore-profile] (see Section 3.2 of this
docunent) .
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As defined in Section 2, Profile IDs are al so conveyed by the
paraneter "app_prof" in the EDHOC Application_Profile object, in
order to identify the EDHOC application profile described by a
gi ven instance of that object.

As defined later in this docunent, Profile |IDs can be used to
i dentify EDHOC application profiles also:

* Wthin certain EDHOC nessages sent during an EDHOC session by a
peer that supports such EDHOC application profiles (see
Section 5).

* \When using SVCB Resource Records (RR) [RFC9460] [ RFC9461] to
advertise the support for EDHOC and for EDHOC application profiles
of a given server (see Section 6).

3.1. In Wb Linking

Section 6 of [RFC9668] defines a number of target attributes that can
be used in a web link [RFC38288] with resource type "core.edhoc" (see
Section 10.10 of [RFC9528]). This is the case, e.g., when using a
CoRE | ink-format docunment [RFC6690] describing EDHOC resources at a
server, when EDHOC is transferred over CoAP [ RFC7252] as defined in
Appendi x A 2 of [RFC9528]. This allows a client to obtain rel evant

i nformati on about the EDHOC application profile(s) to be used with a
certain EDHOC resource.

In the sane spirit, this section defines the foll ow ng additional
paraneter, which can be optionally specified as a target attribute
with the sane nane in the link to the respective EDHOC resource, or
anong the filter criteria in a discovery request froma client.

* 'ed-prof’, specifying an EDHOC application profile supported by
the server. This parameter MJST specify a single value, which is
taken fromthe "Profile ID colunmm of the "EDHOC Application
Profiles" registry defined in Section 11.8 of this docunent. This
paraneter MAY occur nultiple times, with each occurrence
speci fying an EDHOC application profile.

When specifying the paraneter "ed-prof’ in a link to an EDHCC
resource, the target attribute rt="core.edhoc" MJIST be included.

If alink to an EDHOC resource includes occurrences of the target
attribute "ed-prof’, then the foll owi ng applies.
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* The link MJST NOT include other target attributes that provide
i nformati on about an EDHOC application profile (see, e.qg.,
Section 6 of [RFC9668] and Section 4 of this docunent), with the
exception of the target attribute 'ed-ead that MAY be incl uded.

The reci pient MJUST ignore other target attributes that provide
i nformati on about an EDHOC application profile, with the exception
of the target attribute ’ed-ead

* |f the link includes occurrences of the target attribute 'ed-ead’,
the link provides the follow ng information: when using the target
EDHOC resource as per the EDHOC application profile indicated by
any occurrence of the target attribute 'ed-prof’, the server
supports the External Authorization Data (EAD) itens that are
specified in the definition of that EDHOC application profile, as
well as the EAD itens indicated by the occurrences of the target
attribute ’ed-ead

The example in Figure 2 shows how a CoAP client discovers two EDHOC
resources at a CoAP server and obtains information about the
application profile corresponding to each of those resources. The
CoRE Link Format notation from Section 5 of [RFC6690] is used.

The exanpl e assunes the existence of an EDHOC application profile
identified by the integer Profile I D 500, which is supported by the
EDHOC resource at /edhoc-alt and whose definition includes the
support for the EAD items with EAD | abel 111 and 222.

Therefore, the link to the EDHOC resource at /edhoc-alt indicates
that, when using that EDHOC resource as per the EDHOC application
profile with Profile I D 500, the server supports the EAD itenms with
EAD | abel 111, 222, and 333.

REQ GET /.well-known/core

RES: 2. 05 Content
</ sensor s/t enp>; osc,
</ sensors/light>;if=sensor
</ .wel | -known/ edhoc>; rt =cor e. edhoc; ed- csui t e=0; ed- csui t e=2;
ed- met hod=0; ed-cred-t=0; ed-cred-t=1; ed-i dcred-t =4;
ed-i; ed-r; ed-conb-req,
</ edhoc-al t >; rt =cor e. edhoc; ed- pr of =500; ed- ead=333

Figure 2: The Web Link
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.2. In the EDHOC | nformati on Qoj ect

Section 3.4 of [I-D.ietf-ace-edhoc-oscore-profile] defines the
EDHOC I nformati on object and an initial set of its parameters. The
obj ect can be used to convey information that guides two peers about
executing the EDHOC protocol

Thi s docunent defines the new paraneter "app_prof" of the
EDHOC | nformati on object. The paraneter is of type non-prescriptive
(NP) and is sumarized in Table 1. The paranmeter is specified
further bel ow.

B ool s e ey sl oo sl g
| Nare | CBOR | CBOR | Registry | Description | Type

| | label | type | | | |
B S ety sty el ety sl el
| app_prof | 23 | int | EDHOC | Set of | NP |
| | | or | Application | supported EDHOC | |
| | | array | Profiles | application | |
| | | | registry | profiles |
F--- - - +------- +------- F-- - - - - - I e I T +------ +

Tabl e 1: EDHOC | nformati on Paraneter "app_prof"

* app_prof: This parameter specifies a set of supported EDHOC
application profiles, identified by their Profile ID. |If the set
i s composed of a single EDHOC application profile, its Profile ID
is encoded as an integer. QOherwi se, the set is encoded as an
array of integers, where each array el enent encodes one Profile
ID. In JSON, the "app_prof" value is an integer or an array of
integers. |In CBOR "app_prof" is an integer or an array of
integers, and it has | abel 23. The integer values are taken from
the "Profile ID colum of the "EDHOC Application Profiles"”
registry defined in Section 11.8 of this docunent.

The CDDL granmmar describing the paranmeter "app_prof" when included in
t he CBOR-encoded EDHOC | nformati on object is:

app_prof _paranmeter = (
? 23 =>int [/ [2* int] ; app_pr of
)

Figure 3: CDDL Definition of the Parameter "app_prof" when
I ncluded in the CBOR-encoded EDHOC | nformation Object.
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3.2. 1. Use in the EDHOC and OSCORE Profile of the ACE Franework

Section 3 of [I-D.ietf-ace-edhoc-oscore-profile] defines how the
EDHOC | nformati on object can be used within the workfl ow of the EDHOC
and OSCORE transport profile of the ACE franmework for authentication
and aut horization in constrained environments (ACE) [RFC9200].

In particular, the AS-to-C Access Token Response includes the
paraneter "edhoc_info", with value an EDHOC I nformation object. This
all ows the ACE authorization server (AS) to provide the ACE client

(O with information about how to run the EDHOC protocol with the ACE
resource server (RS) for which the access token is issued.

Simlarly, the access token includes the corresponding claim
"edhoc_i nfo", with value an EDHOC I nformation object. This allows
the AS to provide the ACE RS with information about howto run the
EDHOC protocol with the ACE client, according to the issued access
t oken.

In turn, the EDHOC | nformati on object can include the paraneter
"app_prof" defined in this docunment. This paraneter indicates a set
of EDHOC application profiles associated with the EDHOC resource to
use at the RS, which is either inplied or specified by the paraneter
"uri_path" within the same EDHOC | nfornmation object.

If the EDHOC I nfornmation object specified as the value of the
par aneter/cl ai m"edhoc_i nfo" includes the paraneter "app_prof", then
the follow ng applies.

* |n addition to the paranmeter "app_prof", the object MJST NOT
i nclude other parameters, with the exception of the follow ng
paraneters that MAY be incl uded:

- The paraneter "eads".

- Any parameter that is not allowed in the
EDHOC Application_Profile object defined in Section 2, unless
its inclusion in the EDHOC Informati on object is explicitly
forbi dden by the paraneter’s definition.

For exanple, the paraneter "session_id" is not allowed in the
EDHOC Application_Profile object (see Section 2) and thus can
be included in the EDHOC | nfornmati on object, where in fact it
has to be present (see Sections 3.3 and 3.3.1 of
[1-D.ietf-ace-edhoc-oscore-profile]).

C and RS MJUST ignore other paraneters that are not admitted if
they are present in the EDHOC | nformati on object.
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4.

The object m ght provide an information that corresponds to an
EDHOC | nformati on prescriptive paranmeter (see Section 3.4 of
[1-D.ietf-ace-edhoc-oscore-profile]), e.g., "message_4". The type
of a paraneter is indicated in the 'Type' columm of the
corresponding entry in the | ANA registry "EDHOC I nfornmation" (see
[1-D.ietf-ace-edhoc-oscore-profile]).

If the object specifies such an information nultiple times, then
each occurrence of that information MJST convey exactly the same
content. This MJST take into account prescriptive paraneters that
are included: i) as elenents of the EDHOC | nformati on object; or
ii) as elenents of an EDHOC Application Profile object (see
Section 2) encodi ng an EDHOC application profile, which is
identified by its Profile ID specified in the paraneter "app_prof
of the EDHOC | nformation object.

A consunmer MUST treat as nal fornmed an EDHOC | nformati on obj ect
that does not conply with the restriction above.

If the EDHOC I nformation object specified in the parameter
"edhoc_i nfo" of the AS-to-C Access Token Response includes the
paraneter "eads", then the follow ng applies.

When using the target EDHOC resource as per any EDHOC application
profile indicated by the parameter "app_prof", the ACE RS for

whi ch the access token is issued supports the EAD itens that are
specified in the definition of that EDHOC application profile, as
well as the EAD itens indicated by the paranmeter "eads"

If the EDHOC I nformation object specified in the claim
"edhoc_i nfo" of the access token includes the paraneter "eads",
then the foll owing applies.

When using the target EDHOC resource as per any EDHOC application
profile indicated by the paraneter "app_prof", the ACE client to
whi ch the access token is issued supports the EAD itens that are
specified in the definition of that EDHOC application profile, as
well as the EAD itens indicated by the parameter "eads"

Addi tional Paraneters for Wb Linking

Bui l ding on what is defined and prescribed in Section 6 of [RFC9668],
this section defines additional paranmeters for web |inking [ RFC8288],
whi ch can be used to obtain rel evant pieces of information fromthe
EDHOC application profile associated with an EDHOC resour ce.
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These parameters can be optionally specified as target attributes
with the sane nane in a link with resource type "core.edhoc" (see
Section 10.10 of [RFC9528]) targeting an EDHOC resource, or as filter
criteria in a discovery request froma client.

When specifying any of the paraneters defined belowin alink to an
EDHOC resource, the target attribute rt="core. edhoc" MJST be
i ncl uded.

* ’'ed-ta-edcred-uuid , specifying the identifier of a trust anchor
supported by the server for verifying authentication credentials
of other EDHOC peers, as a UU D [ RFC9562]. This paraneter MJST
specify a single value, which is the UUDin its string format
(see Section 4 of [RFC9562]). This paranmeter MAY occur multiple
times, with each occurrence specifying one trust anchor
identifier.

* ’'ed-ta-edcred-kid , specifying the identifier of a trust anchor
supported by the server for verifying authentication credentials
of ot her EDHOC peers, as a binary key identifier. This paraneter
MJST specify a single value, which is the base64url -encoded text
string of the binary representation of the key identifier. This
paraneter MAY occur nultiple times, with each occurrence
speci fying one trust anchor identifier

* 'ed-ta-edcred-c5t’, specifying the identifier of a trust anchor
supported by the server for verifying authentication credentials
of other EDHOC peers, as a hash of a C509 certificate
[1-D.ietf-cose-cbhor-encoded-cert]. This parameter MJST specify a
singl e value, which is the base64url -encoded text string of the
bi nary representation of the certificate hash encoded as a
COSE_CertHash [ RFC9360]. This paranmeter MAY occur multiple tines,
wi th each occurrence specifying one trust anchor identifier.

* ’'ed-ta-edcred-chu’, specifying the identifier of a trust anchor
supported by the server for verifying authentication credentials
of other EDHOC peers, as a URI [RFC3986] pointing to a C509
certificate [I-D.ietf-cose-cbor-encoded-cert]. This paraneter
MJST specify a single value, which is the URI pointing to the
certificate. This paraneter MAY occur nultiple tinmes, with each
occurrence specifying one trust anchor identifier
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"ed-ta-edcred-x5t’, specifying the identifier of a trust anchor
supported by the server for verifying authentication credentials
of ot her EDHOC peers, as a hash of an X 509 certificate [ RFC5280].
Thi s paraneter MJST specify a single value, which is the

base64url -encoded text string of the binary representation of the
certificate hash encoded as a COSE_Cert Hash [ RFC9360]. This
paraneter MAY occur nultiple times, with each occurrence

speci fying one trust anchor identifier.

"ed-ta-edcred-x5u’, specifying the identifier of a trust anchor
supported by the server for verifying authentication credentials
of other EDHOC peers, as a URlI [RFC3986] pointing to an X 509
certificate [ RFC5280]. This paraneter MJST specify a single

val ue, which is the URI pointing to the certificate. This
paraneter MAY occur nultiple times, with each occurrence

speci fying one trust anchor identifier

The exanmple in Figure 4 extends the earlier exanple in Figure 2, by
additionally showi ng the use of the target attributes 'ed-ta-edcred-
kid and ’ed-ta-edcred-x5t’. Conpared to the exanple in Figure 2,
the follow ng al so applies.

*

The link to the EDHOC resource at /.well-known/edhoc includes the
target attribute 'ed-ta-edcred-kid . The target attribute has
val ue "AKw', i.e., the base64url-encoded text string of 0x00ac.
The latter is the binary key identifier of a trust anchor
supported by the server when runni ng EDHOC t hrough that resource.

The link to the EDHOC resource at /edhoc-alt includes the target
attribute 'ed-ta-edcred-kid . The target attribute has val ue

" wH", i.e., the base64url-encoded text string of OxffOlff. The
latter is the binary key identifier of a trust anchor supported by
the server when runni ng EDHOC t hrough that resource.

The link to the EDHOC resource at /edhoc-alt includes the target
attribute 'ed-ta-edcred-x5t’. The target attribute has val ue

"gi 51 ef KKGLEMH5s", i.e., the baseb64url-encoded text string of
0x822e4879f 2a41b510c1f9b. The latter is the binary representation
of the COSE _CertHash [ RFC9360] corresponding to an X 509
certificate [ RFC5280] that the server supports as a trust anchor
when runni ng EDHOC t hrough that resource. |n CBOR diagnostic
notation, the considered COSE CertHash is as follows: [-15,

h' 79f 2a41b510c1f 9b’ ] .
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REQ GCET /.well-known/core

RES: 2. 05 Content

</ sensor s/t enp>; osc,

</ sensors/|light>;if=sensor,

</ .wel | -known/ edhoc>; rt =cor e. edhoc; ed- csui t e=0; ed- csui t e=2;
ed- met hod=0; ed-cred-t =0; ed-cred-t=1; ed-i dcred-t =4;
ed-i; ed-r;ed-comb-req; ed-ta-edcred- ki d=" AKw",

</ edhoc-al t >; rt =cor e. edhoc; ed- pr of =500; ed- ead=333;
ed-ta-edcred-kid="_wH "; ed-t a- edcr ed- x5t =" gi 5| ef KKGLEMH5s"

Fi gure 4: The Web Li nk.

5. Advertising Supported EDHOC Application Profiles during an EDHOC
Sessi on

The rest of this section defines nmeans that an EDHOC peer can use in
order to advertise the EDHOC application profiles that it supports to
anot her EDHOC peer, when running EDHOC with that other peer.

Such means are an EDHOC EAD item (see Section 5.1) and an error code
for the EDHOC error nessage (see Section 5.2).

5.1. In EDHOC Message 1 and Message 2

This section defines the EDHOC EAD item " Supported EDHOC application
profiles”, which is registered in Section 11.5 of this docunent.

The EAD item MAY be incl uded:

* In the EAD 1 field of EDHOC nessage_1, in order to specify EDHOC
application profiles supported by the Initiator.

* |Inthe EAD 2 field of EDHOC nessage 2, in order to specify EDHCC
application profiles supported by the Responder.

When the EAD itemis present, its ead_|abel TBD EAD LABEL MJST be
used only with negative sign, i.e., the use of the EAD itemis al ways
critical (see Section 3.8 of [RFC9528]).

The EAD item MJUST NOT occur nore than once in the EAD fields of EDHOC
message_1 or nmessage 2. The recipient peer MIST abort the EDHOC
session and MJUST reply with an EDHOC error nessage with error code
(ERR_CODE) 1, if the EAD itemoccurs multiple times in the EAD fields
of EDHOC nessage_ 1 or nessage_2.
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The EAD item MJUST NOT be included in the EAD fields of EDHOC
message_3 or message_4. In case the recipient peer supports the EAD
item the recipient peer MIST silently ignore the EAD itemif this is
included in the EAD fields of EDHOC message_ 3 or nessage_ 4.

The EAD item MJST specify an ead _value, as a CBOR byte string with
val ue the binary representati on of a CBOR sequence [RFC8742]. In
particul ar:

* \When the EAD itemis included in the EAD 1 field, the value of the
CBOR byte string is the binary representati on of the CBOR sequence
QUTER SEQ In turn, OUTER SEQ is conposed of the follow ng
el ement s:

- The CBOR data item advertise_flag, which MAY be present. |f
present, it MJST encode the CBOR sinple value true (0xf5) or
false (0xf4). The senmantics of this elenent is as follows.

o |If advertise flag is present and encodes the CBOR sinple
value true (0xf5), the Initiator is asking the Responder to
advertise the EDHOC application profiles that it supports,
within the EDHOC nessage sent in reply to EDHOC nmessage 1.

If such a nessage is EDHOC nessage_ 2, the Responder relies
on the EAD item "Supported EDHOC application profiles”
included in the EAD 2 field. |If such a nmessage is an EDHOC
error nessage with error code TBD ERROR CCDE (see

Section 5.2), the Responder relies on ERR | NFO

If the Responder sends either of those nessages in reply to
such an EDHOC nessage_1, the Responder MJST honor the w sh
of the Initiator and accordingly advertise the EDHOC
application profiles that it supports.

o |If advertise flag is present and encodes the CBOR sinple
value false (0xf4), the Initiator is suggesting the
Responder to not advertise the EDHOC application profiles
that it supports, within the EDHOC nmessage sent in reply to
EDHOC message_1. This is relevant when the Initiator
al ready knows what EDHOC application profiles are supported
by the Responder, e.g., based on previous interactions with
that Responder or on the outcone of a discovery process.

In spite of the suggestion fromthe Initiator, the Responder
MAY still advertise the EDHOC application profiles that it
supports, when replying to EDHOC nmessage_1 w th EDHOC
message_2 or with an EDHOC error nessage with error code
TBD ERROR CODE (see Section 5.2). For exanple, when sending
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EDHOC nessage_2, the Responder might wish to steer the rest
of the EDHOC session in a specific way, by including the EAD
item " Supported EDHOC application profiles" that specifies

i nformati on corresponding to EDHOC I nformation prescriptive
paraneters (see Section 3.4 of
[1-D.ietf-ace-edhoc-oscore-profile]).

-  The CBOR sequence APP_PROF_SEQ which MJST be present and is
speci fied further bel ow

* \Wen the EAD itemis included in the EAD 2 field, the value of the
CBOR byte string is the binary representati on of the CBOR sequence
APP_PROF_SEQ.

The CBOR sequence APP_PROF _SEQ i s composed of one or nore el enents,
whose order has no neaning. Each elenent of the CBOR sequence MUST
be either of the foll ow ng:

* A CBOR integer, specifying the Profile I D of an EDHOC application
profile. The integer value is taken fromthe 'Profile ID colum
of the "EDHOC Application Profiles" registry defined in
Section 11.8 of this docunent.

This el ement of the CBOR sequence indicates that the nessage
sender supports the EDHOC application profile identified by the
Profile 1D

* A CBOR array including at least two elenents. In particular

- The first elenment MJUST be a CBOR integer, specifying the
Profile I D of an EDHOC application profile. The integer value
is taken fromthe '"Profile ID colum of the "EDHOC Application
Profil es" registry.

- Each of the elenents following the first one MUST be a CBOR
unsi gned i nteger, specifying the ead | abel of an EAD item

This el emrent of the CBOR sequence indicates that the nessage
sender supports:

- The EDHOC application profile PROFILE identified by the Profile
IDin the first element of the array; and

- The EAD itens identified by the ead | abel in the el ements
following the first one, in addition to the EAD itens that are
specified in the definition of the EDHOC application profile
PROFI LE.
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* An EDHOC | nformation object encoded in CBOR, i.e., as a CBOR map
(see Section 3.4 of [I-D.ietf-ace-edhoc-oscore-profile]).

The EDHOC | nformati on object MJUST NOT include the el enent
"app_prof". Aso, it MJST NOT include el enents that are not

all owed within the EDHOC Application Profile object defined in
Section 2, with the exception of the follow ng elenments that MAY
be incl uded:

- "trust_anchors".
- "exporter_out len" (see Section 5.1.2).

This el emrent of the CBOR sequence indicates that the nessage
sender supports an EDHOC application profile consistent with the
pi eces of infornmation specified by the EDHOC | nfornmati on object.

When sendi ng EDHOC nessage_1, the Initiator might want to include the
EAD item " Supported EDHOC application profiles" and not advertise the
EDHOC application profiles that it supports, but instead just take
advant age of advertise_flag and ask the Responder to advertise what
is supported on its side. In order to do that, the Initiator can
conpose ead_val ue such that, follow ng advertise flag, the CBOR
sequence APP_PROF _SEQ only consists of a single EDHOC I nfornation

obj ect as an enpty CBOR nap.

The reci pi ent peer MJST abort the EDHOC session and MJST reply with
an EDHOC error nmessage with error code (ERR CODE) 1, if ead value is
mal formed or does not conformwith the format defined above.

It is possible that ead_val ue provides information corresponding to
EDHOC | nformati on prescriptive parameters (see Section 3.4 of
[I-D.ietf-ace-edhoc-oscore-profile]), e.g., "nmessage_4". The type of
such paraneters is indicated in the 'Type' colum of the
corresponding entry in the | ANA registry "EDHOC I nfornmation" (see
[1-D.ietf-ace-edhoc-oscore-profile]).

If the EAD item " Supported EDHOC application profiles"” is included in
EDHOC message_1 and/or nessage_2 during an EDHOC session, the peers
participating in that session MJUST NOT act in violation of what is

i ndi cated by prescriptive paraneters that are specified in those EAD
items. Upon receiving an EDHOC nessage and t hroughout the session, a
peer MJST check whether the other peer has violated such indications.
If any violation is found, the peer MJST abort the EDHOC sessi on and
MUST reply with an EDHOC error nessage with error code (ERR _CODE) 1.

When conposi ng ead_val ue, the sender peer MJST conply with the
content restrictions specified in Section 5.1. 1.
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The CDDL granmmar describing ead value for the EAD item " Supported
EDHOC application profiles" is shown in Figure 5.

ead value = ead 1 value / ead_2 val ue

ead_1 val ue byt es .chorseq OQUTER SEQ

ead_2 value = bytes .cborseq APP_PROF_SEQ

; This defines an array, the elenments of which

; are to be used in the CBOR Sequence OUTER SEQ
QUTER SEQ = [?advertise flag, APP_PRO-_SEQ
advertise_flag = bool

; This defines an array, the elenments of which

; are to be used in the CBOR Sequence APP_PROF _SEQ
APP_PROF_SEQ = [1* el enent]

element = profile_id / profile_id with eads / EDHOC | nformation
profile_id = int

profile id with eads = [profile_id, 1* uint]

; The full definition is provided in

; draft-ietf-ace-edhoc-oscore-profile

EDHOC | nformati on = map

Figure 5: CDDL Definition of ead_value for the EAD Item
"Supported EDHOC application profiles”

Exanmpl es of ead_val ue are shown in Section 5.1.3.
5.1.1. Content Restrictions

When the sender peer conposes ead_val ue of the EDHOC EAD item
"Supported EDHOC application profiles”, the follow ng applies.

It is possible that ead_val ue provides an infornmation correspondi ng
to an EDHOC | nformati on prescriptive paraneter (see Section 3.4 of
[1-D.ietf-ace-edhoc-oscore-profile]).

I f ead_val ue specifies such an information multiple times, then each
occurrence of that information MJST convey exactly the same content.
Wth reference to the CBOR sequence APP_PROF SEQ defined in

Section 5.1, the enforcement of these content restrictions MJST take
into account prescriptive paraneters that are included:
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* As elenents of an EDHOC | nformati on object specified within
APP_PROF_SEQ or

* As elenents of an EDHOC Application_Profil e object encoding an
EDHOC application profile, which is identified by its Profile ID
speci fied wi thin APP_PROF_SEQ

If the Responder has received the EAD itemin the EAD 1 field of
EDHOC message_1 and intends to include the EAD itemin the EAD 2
field of EDHOC nessage 2, then the Responder MJUST further take into
account the presence of such information in the received EAD item
when conposi ng ead_val ue.

A consunmer MUST treat as malformed an EDHOC | nformati on object that
does not conply with the restrictions above.

5.1.2. Agreeing on EDHOC Exporter Qutput Lengths

The main output of a successfully conpleted EDHOC session is the
shared secret session key PRK out (see Section 4.1.3 of [RFC9528]).

After having established PRK out, the two peers can use the

EDHOC Exporter interface defined in Section 4.2.1 of [RFC9528], e.g.,
to derive keying material for an application protocol. Anong its

i nputs, the EDHOC Exporter interface includes "exporter |label" as a
registered numeric identifier of the intended output and "length" as
the length in bytes of the intended output.

When using the EDHOC Exporter interface, it is crucial that the two
peers agree about the length in bytes of each intended output, in
order to ensure the correctness of their operations. To this end,
the two peers can rely on pre-defined default |engths, or agree out-
of -band on alternative |engths.

However, the two peers mght need or prefer to explicitly agree about
specific output lengths to use on a per-session basis. As described
bel ow, this can be achieved in-band, by using the EDHOC EAD item
"Supported EDHOC application profiles" defined in Section 5.1

Thi s docunent defines the new paraneter "exporter out |en" of the
EDHOC | nformati on obj ect (see Section 3.4 of
[1-D.ietf-ace-edhoc-oscore-profile]). The paraneter is of type
prescriptive (P) and is summarized in Table 2. The paraneter is
speci fied further bel ow
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B ooy sl ooy ool e L
| Nare | CBOR | CBOR | Registry | Description | Type|
| | label | type | | | |
[ et pue ey by o pojpuy o fu g &l po o po g pj——p—j—t—_—— _joj—j—
| exporter_out len |22 | array | EDHOC | Set of output |P |
| | | | Exporter | lengths to use | |
| | | | Labels | with the | |
| | | | | EDHOC Exporter | |
| | | | | interface | |
oo o - +- - - - - E N oo - - E p——

Tabl e 2: EDHOC | nformati on Paraneter "exporter out |en

exporter_out _len: This paraneter specifies a set of one or nore
pairs (X, Y), where

- The first elenment X specifies a value to use as first argunent
"exporter_|abel" when invoking the EDHOC Exporter interface
(see Section 4.2.1 of [RFC9528]).

The value of X is taken fromthe ’Label’” colum of the "EDHOC
Exporter Labels" registry within the "Epheneral D ffie-Hell man
Over COSE (EDHOC)" registry group [ EDHOC. Exporter. Label s]

- The second el enent Y specifies the value to use as third
argunent "l ength" when invoking the EDHOC Exporter interface
usi ng the value specified by X as first argunent
"exporter | abel" (see Section 4.2.1 of [RFC9528]).

The val ue specified by Y MIST be a valid value to use as

"l engt h" when using the value specified by X as
"exporter_label". For exanple, when X specifies 0 as the
"exporter_label” to derive an OSCORE Master Secret [RFC8613], Y
is required to be not less than the "length" default val ue
defined in Appendix A 1 of [RFC9528], i.e., the key length (in
bytes) of the application AEAD Al gorithm of the sel ected cipher
suite for the EDHOC sessi on.

The set is encoded as a non-enpty array, each element of which
MUST be an array of exactly two el enents, hence encodi ng one pair
(X, Y). That is, each inner array includes X encoded as an

unsi gned integer and Y encoded as an unsigned integer, in this
order.

Wthin the set of pairs (X, Y), the order of the inner arrays
encoding the pairs is not relevant. The set MJST NOT specify
multiple pairs that have the same unsigned integer value as their
first element X
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In JSON, the "exporter_out_len" value is a non-enpty array, each
el ement of which is an array including two unsigned integers. In
CBOR, "exporter_out_len" is a non-enpty array that has |abel 22,
each el ement of which is an array including two unsigned integers.

The CDDL granmmar describing the parameter "exporter_out | en" when
included in the CBOR-encoded EDHOC I nformation object is:

exporter_out_len = (
? 22 =>[1* [uint, uint]] ; app_pr of
)

Figure 6: CDDL Definition of the Parameter "exporter_out | en"
when I ncluded in the CBOR-encoded EDHOC I nfornmation Cbject.

Wthin ead val ue of the EAD item "Supported EDHOC appli cation
profiles", the paraneter "exporter out | en" can be included wthin
i nstances of the EDHOC I nfornation object that are specified within
the CBOR sequence APP_PROF_SEQ (see Section 5.1).

The reci pi ent peer MJST abort the EDHOC session and MJST reply with
an EDHOC error nmessage with error code (ERR CODE) 1, if any of the
fol |l owi ng occurs:

* The recipient peer does not recognize the value encoded by the
first element X of a pair (X, Y) as a valid "exporter_label"” to be
used when invoking the EDHOC Exporter interface.

* |Inapar (X Y), the value encoded by the second elenent Y is not
valid to be used as "length" when invoki ng the EDHOC Exporter
interface using the value encoded by the first element X as
"exporter_|abel ".

* For a pair (X, Y), the recipient peer is not going to be able to
i nvoke the EDHOC Exporter interface using the values encoded by X
and Y as the first argunment "exporter |abel" and the third
argunent "length", respectively.

If the Responder has received an EDHOC nessage 1 including the EAD
item " Supported EDHOC application profiles" and specifying the
paraneter "exporter _out _len", then the following applies if the
Responder includes the EAD item " Supported EDHOC appli cation
profiles" in EDHOC nmessage_2, with ead_val ue specifying the paraneter
"exporter_out _len". Wthin ead _value of the EAD itemincluded in
EDHOC message_2, the Responder MUST NOT specify any pair (X, Y) such
that the unsigned integer val ue encoded by X was encoded by the first
el ement of a pair within the EAD itemincluded in the received EDHOC
nessage_1.
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If the Initiator receives an EDHOC nessage_2 including the EAD item
"Supported EDHOC application profiles" and specifying the paramneter
"exporter_out _len", then the following applies if the Initiator

i ncluded the EAD item "Supported EDHOC application profiles" in EDHOC
message_1, with ead_val ue specifying the paraneter

"exporter_out len". The Initiator MJST abort the EDHOC sessi on and
MUST reply with an EDHOC error nessage with error code (ERR _CODE) 1,
if ead_value of the EAD itemincluded in EDHOC nmessage_2 specifies
any pair (X, Y) such that the unsigned integer value encoded by X was
encoded by the first elenment of a pair of the EAD itemincluded in
the sent EDHOC nessage_ 1.

Since the paranmeter "exporter_out _len" is of type prescriptive, the
restrictions conpiled in Section 5.1.1 apply. |In particular, the
"information" corresponding to the prescriptive paraneter
"exporter _out len" is the "length" Y to use when invoking the
EDHOC Exporter interface using the paired "exporter | abel" X

That is, if ead_value provides the | ength of the EDHOC Exporter
output for a given "exporter label"” multiple times, then each of such
occurrences MJST specify the same "length” value. Wthin this
constraint, it remains possible for ead value to specify nultiple

i nstances of the EDHOC | nfornation object wthin APP_PROF _SEQ and for
each of such instances to include the paraneter "exporter_out_Ilen",
whi ch can overall encode a value different fromthat of the same
paraneter in another instance of the EDHOC I nformati on object.

The reci pi ent peer MJST abort the EDHOC session and MJST reply with
an EDHOC error nmessage with error code (ERR CODE) 1, if the paraneter
"exporter_out len" is nalformed or does not conformw th the format
and constraints defined above.

In an EDHOC session during which the EAD item " Supported EDHOC
application profiles" has been included in EDHOC nessage_1 and/ or
message_2 as specifying the paraneter "exporter out _|len", the
follow ng applies.

* The Initiator (Responder) considers the successful verification of
EDHOC message_2 (nmessage_3) as a confirned agreenment with the
ot her peer about how to i nvoke the EDHOC Exporter interface, once
the session key PRK out for the present EDHOC session is
avai | abl e.

That is, for each pair (X, Y) specified by the exchanged EAD
items, the two peers MJST use the unsigned integer val ues encoded
by X and Y as the first argunent "exporter label" and the third
argunent "length", respectively.
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* |f a particular "exporter_|abel" value is not specified by the
exchanged EAD itens, then a possible invocation of the
EDHOC Exporter interface using that value as its first argunent
takes as value for its third argunent "length" a pre-defined
default value, or an alternative val ue agreed out - of - band.

When using the EDHOC and OSCORE transport profile of the ACE
framework [I1-D.ietf-ace-edhoc-oscore-profile], the paraneter
"exporter_out_|en" MJST NOT be included within the EDHOC | nformation
obj ect specified as the value of the parameter/clai m"edhoc info".

5.1.3. Exanples of ead_val ue

Figure 7 shows an exanple in CBOR di agnostic notation of ead_val ue
for the EDHOC EAD item "Supported EDHOC application profiles”, when
used in EDHOC nessage 1. Wth reference to the CDDL grammar in
Figure 5, the follow ng applies.

The CBOR data item advertise flag is present and encodes the CBOR
simpl e value true (0Oxf5), hence asking the Responder to advertise the
EDHOC application profiles that it supports, when replying to the
present EDHOC nessage_ 1.

The CBOR sequence APP_PROF _SEQ i ncludes the follow ng three el enents:

* An element profile_id, specifying the Profile ID of an EDHOC
application profile supported by the Initiator. Specifically,
that EDHOC application profile is the well-known application
profile M N MAL-CS-2 defined in Section 7. 1.

* An elenent profile_id, specifying the Profile ID of an EDHOC
application profile supported by the Initiator. Specifically,
that EDHOC application profile is the well-known application
profile M N MAL-CS-0 defined in Section 7. 2.

* An el ement EDHOC | nformation, which in turn includes the follow ng
par anet er s:

- "message_4", encoded as the CBOR sinple value true (0xf5),
hence indicating that EDHOC neessage 4 is expected in the
current EDHOC sessi on.

- "eads", encoded as a CBOR array. The array includes two

el ements encoded as unsigned integers, i.e., the EAD | abel s 500
and 333 of the corresponding EAD itens supported by the
Initiator.
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- "trust_anchors", encoded as a CBOR nmap. The nmap includes a
single element with value a CBOR array, which pertains to trust
anchors whose purpose is the verification of authentication
credentials of other EDHOC peers in an EDHOC sessi on.

In turn, the array includes two CBOR maps. Wthin the first
CBOR map, its entry’'s value is a CBOR byte string that encodes
0Ox00ac. Wthin the second CBOR nmap, its entry’'s value is a
CBOR byte string that encodes Oxff01ff. Both Ox00ac and
OxffO1ff are binary key identifiers of trust anchors supported
by the Initiator in the current EDHOC sessi on.

<<
true, [ advertise_flag /
e’ APP- PROF-M NI MAL-CS-2', / profile_id /
e’ APP- PROF-M NI MAL-CS-0', / profile_id /
{ /[ EDHOC I nformation /
e’ message_4' : true,
e’ eads’ : [500, 333],
e’ trust _anchors’ : {
e’ edhoc_cred’ : |
{ e kid ta type’ : h'00ac’ },
{ e kid ta type’ : h ffolff’ }
]
}
}

>>

Figure 7: Exanple of ead value for the EAD Item " Supported EDHOC
application profiles" in EDHOC nessage_1

Figure 8 shows an exanple in CBOR di agnostic notation of ead_val ue
for the EDHOC EAD item "Supported EDHOC application profiles”, when
used in EDHOC nessage 2. Wth reference to the CDDL gramar in
Figure 5, the follow ng applies.

The CBOR sequence APP_PROF_SEQ i ncludes the follow ng two el enents:

* An elenent profile_id, specifying the Profile ID of an EDHOC
application profile supported by the Responder. Specifically,
that EDHOC application profile is the well-known application
profile M N MAL-CS-2 defined in Section 7. 1.

* An el ement EDHOC I nformation, which in turn includes the follow ng
par anet ers:
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<<

>>

5. 2.

"conmb_req", encoded as the CBOR sinple value true (0xf5), hence
i ndi cating that the Responder supports the EDHOC + OSCORE
combi ned request defined in [ RFCI668].

"eads", encoded as a CBOR array. The array includes two

el ements encoded as unsigned integers, i.e., the EAD | abel s 500
and 999 of the corresponding EAD itens supported by the
Responder .

"trust_anchors", encoded as a CBOR nap. The nmap includes a
single elenment with value an inner CBOR nap, which pertains to
trust anchors whose purpose is the verification of

aut hentication credentials of other EDHOC peers in an EDHCC
sessi on.

Wthin the inner map, its entry’'s value is a CBOR byte string
that encodes 0x9lab, i.e., the binary key identifier of a trust
anchor supported by the Responder in the current EDHOC sessi on.

e’ APP-PROF-M NI MAL-CS-2', / profile_id /

{

}

/ EDHOC I nformation /

e’ conb_req : true,
e’ eads’ : [500, 999],
e’ trust_anchors’ : {

e’ edhoc_cred’ : { e kid_ ta type’ : h'9lab’ }
}

Figure 8: Exanple of ead value for the EAD Item " Supported EDHOC

application profiles" in EDHOC nmessage_2

In the EDHOC Error Message

This section defines the error code TBD ERROR CODE, which is
registered in Section 11.6 of this docunent.

Error code TBD ERROR CODE MUST only be used when replying to EDHOC
message_1. |If an EDHOC error nessage with error code TBD ERROR CODE
is received as reply to an EDHOC nessage different from EDHOC
message_1, then the recipient of the error nessage MJST ignore what
is specified in ERR_| NFO
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The Responder MUST NOT abort an EDHOC session exclusively due to the
wi sh of sending an error message with error code TBD ERROR CODE.

I nstead, the Responder can advertise the EDHOC application profiles
that it supports to the Initiator by neans of the EAD item " Supported
EDHOC application profiles" defined in Section 5.1, specifying it in
the EAD 2 field of the EDHOC nessage 2 to send in the EDHOC sessi on.

When replying to an EDHOC nessage_1 with an error nessage, the
Responder has to consider the reason for which it is aborting the
EDHOC sessi on and MUST NOT specify error code TBD ERROR CODE if a
different, nore appropriate error code can be specified instead. For
example, if the negotiation of the selected cipher suite fails (see
Section 6.3 of [RFC9528]), the error message MJST NOT specify error
code TBD ERROR _CODE, since the error nessage intended to be used in
that case specifies error code 2 (Wong sel ected ci pher suite) and
conveys SU TES_R as ERR_I NFO

When using error code TBD ERROR CODE, the error information specified
in ERR I NFO MUST be a CBOR byte string with value the binary
representation of the CBOR sequence APP_PROF_SEQ

In particular, APP_PROF_SEQ has the sane format and semantics
specified in Section 5.1, except for the followi ng difference: for
each el ement of the CBOR sequence that is an EDHOC_ I nformati on

obj ect, such an object MJST NOT include the el ement
"exporter_out_|len" defined in Section 5.1.2.

The recipient peer MIST silently ignore el enents of the CBOR sequence
APP_PROF_SEQ that are mal fornmed or do not conformw th the intended
format of APP_PROF_SEQ

5.2.1. Exanple of ERR_INFO

Figure 9 shows an exanple in CBOR diagnostic notation of ERR I NFO for

the EDHOC error nessage with Error Code TBD ERROR CODE. Wth

reference to the CDDL grammar in Figure 5, the follow ng applies.

The CBOR sequence APP_PROF_SEQ i ncludes the follow ng two el enents:

* An elenent profile_id, specifying the Profile ID of an EDHOC
application profile supported by the Responder. Specifically,
that EDHOC application profile is the well-known application
profile M N MAL-CS-0 defined in Section 7. 2.

* An el enent EDHOC | nformation, which in turn includes the foll ow ng
paranet ers:
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- "conb_req", encoded as the CBOR sinple value true (0xf5), hence
i ndi cating that the Responder supports the EDHOC + OSCORE
combi ned request defined in [ RFCI668].

- "eads", encoded as a CBOR array. The array includes two

el ements encoded as unsigned integers, i.e., the EAD | abel s 500
and 777 of the corresponding EAD itens supported by the
Responder .

- "trust_anchors", encoded as a CBOR map. The map includes a
single elenment with value an inner CBOR nap, which pertains to
trust anchors whose purpose is the verification of
aut hentication credentials of other EDHOC peers in an EDHCC
sessi on.

Wthin the inner map, its entry’'s value is a COSE Cert Hash
[ RFC9360] corresponding to an X. 509 certificate [RFC5280] that
the Responder supports as a trust anchor when runni ng EDHCC.

<<
e’ APP- PROF-M NI MAL-CS-0', / profile_id /
{ / EDHOC I nformation /
e’ conb_req : true,
e’ eads’ : [500, 777],
e’ trust _anchors’ : {
e’ edhoc_cred : {
e’ x5t_ta type' : [-15, h'79f2a41b510c1f9b’ ]
}
}
}
>>

Figure 9: Exanple of ERR INFO for the EDHOC Error Message with
Error Code TBD ERROR CCODE

6. Advertising Supported EDHOC Application Profiles using DNS SVCB
Resour ce Records

G ven a server, its support for EDHOC and for EDHOC application
profiles can be advertised using DNS SVCB Resource Records (RR)
[ RFCO460] [ RFC9461] .

To this end, this docunent specifies the SvcParanKeys "edhocpath" and

"edhoc- app-prof", which are defined below and are registered in
Section 11.7.
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* "edhocpat h" - The SvcParanKey "edhocpath" is single-valued and
specifies a list of one or nore absolute paths to EDHOC resources
at the server.

- The wire-format val ue of "edhocpath" is the binary
representation of the CBOR data item edhocpat h-val ue, which
MUST exactly fill the SvcParanVval ue.

In particul ar, edhocpath-val ue MJIST be a CBOR byte string

PATH BSTR or a CBOR array. |In the latter case, the array MJST
include at |east two el enents, each of which MJUST be a CBOR
byte string PATH BSTR The SVCB RR MJST be consi dered

mal formed if the SvcParanVal ue ends within edhocpath-val ue or

i f edhocpat h-val ue is nmal f or ned.

The val ue of each CBOR byte string PATH BSTR is the bhinary
representation of a CBOR sequence PATH SEQ conposed of zero or
more CBOR text strings. |In particular, each PATH SEQ specifies
the URI path of an EDHOC resource at the server, with each CBOR
text string within that PATH SEQ specifying a URI path segnent.

I f edhocpath-value is a CBOR array, it MJUST NOT include any two
el enents that specify the sanme URI path.

The CDDL grammar describing the CBOR data item edhocpat h-val ue
is shown in Figure 10

- The presentation format val ue of "edhocpath" SHALL be a comma-
separated list (see Appendix A 1 of [RFC9460]) of one or nore
absol ute paths to EDHOC resources at the server. The sane
considerations for the "," and "\" characters in paths for
zone-file inplementations as for the alpn-ids in an "al pn"

SvcParam apply (see Section 7.1.1 of [RFC9460]).

The i-th path in the presentation format value is the textua
representation of the path specified by the i-th CBOR sequence
PATH SEQ in the wire-format val ue (see above).

The textual representation of each path follows the semantics
of path-absolute shown in the ABNF definition in Figure 11
which is provided by the ABNF for path-absolute in Section 3.3
of [RFC3986]. In particular, given the path specified by a
CBOR sequence PATH SEQ segnment-nz is the value of the first
CBOR text string in PATH SEQ (if any), while each segment is
the value of a CBOR text string following the first one in
PATH_SEQ (i f any).
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*  "edhoc-app-prof" - The SvcParankKey "edhoc-app-prof" is single-
val ued and specifies a set of EDHOC application profiles that the
server supports.

- The wire-format val ue of "edhoc-app-prof" is the binary
representation of the CBOR data item edhoc-app- prof-val ue,
whi ch MUST exactly fill the SvcParanwVal ue.

In particul ar, edhoc-app-prof-value MIST be a CBOR byte string.
The val ue of the CBOR byte string is the binary representation
of the CBOR sequence SVCB EDHOC APP_PROF, which is conposed of
one or two elenents as specified below The SVCB RR MUST be
considered mal formed if the SvcParanVal ue ends wi thin edhoc-
app- prof-value or if edhoc-app-prof-value is nalforned.

o The first elenment advertise flag is OPTIONAL. |f present,
it MJUST encode the CBOR sinple value true (Oxf5). |If
advertise flag is present, a peer that runs EDHOC with t he
server is encouraged to advertise the EDHOC application
profiles that it supports, when sending to the server its
first EDHOC message in an EDHOC sessi on.

In order to do that, the peer can rely as appropriate on the
EDHOC EAD item "Supported EDHOC application profiles" (see
Section 5.1) when sending an EDHOC nessage_1 or nessage_2,
or on an EDHOC error message with error code TBD_ERROR CODE
(see Section 5.2).

If the peer supports the EDHOC EAD item " Supported EDHOC
application profiles" or the error code TBD ERROR _CODE, the
peer MJST use those as appropriate to honor the wi sh of the
server and accordingly advertise the EDHOC application
profiles that it supports.

0 The second el enent server _info is REQU RED, and it MJST be a
CBOR byte string APP_BSTR or a CBOR array. In the latter
case, the array MJST include at |least two el ements, each of
whi ch MUST be a CBOR byte string APP_BSTR

The val ue of each CBOR byte string APP_BSTR is the binary
representation of the CBOR sequence APP_PROF _SEQ In
particul ar, APP_PROF_SEQ has the sane fornmat and senantics
specified in Section 5.1, except for the follow ng
difference: for each el ement of the CBOR sequence that is an
EDHOC | nformati on obj ect, such an object MJST NOT i ncl ude
the el enment "exporter_out |en" defined in Section 5.1.2.
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The SVCB RR MUST be considered nmal forned if APP_PROF_SEQ is
mal f ormed or does not conformw th the i ntended format.

An SVCB RR night not be intended to advertise what EDHCOC
application profiles a server supports for a given EDHOC
resource that it hosts. |In such a case, server_info can be
composed such that the CBOR sequence APP_PROF_SEQ pertaining to
that resource only consists of a single EDHOC | nformation

obj ect as an enpty CBOR nap.

The CDDL grammar describing the CBOR data item edhoc- app- prof -
value is shown in Figure 12.

- The presentation format val ue of "edhoc-app-prof" SHALL be the
CBOR extended diagnostic notation (see Section 8 of [RFC8949]
and Appendi x G of [RFC8610]) of edhoc-app-prof-value in the
wi re-format val ue (see above). Wen produci ng the presentation
format val ue, care ought to be taken in representing Unicode
with the limted ASCII character subset (e.g., by neans of
Punycode [RFC3492]) and in renpvi ng unnecessary common bl ank
spaces within the CBOR extended diagnostic notation.

If the SvcParanKey "edhoc-app-prof" is not present in the SVCB RR
then the SvcParanKey "edhocpath", if present, still specifies the URI
pat hs of EDHOC resources at the server. However, no information is
provi ded about what EDHOC application profiles the server supports.

If the SvcParanKey "edhoc-app-prof" is present in the SVCB RR, then
the following applies to server_info therein.

* | f the SvcParanKey "edhocpath" is not present in the SVCB RR, then
server_info MJUST be a CBOR byte string.

The information specified by the SvcParanKey "edhoc-app-prof"
pertains to the EDHOC resource at the server with URl path
"/.well -known/ edhoc".

* |f the SvcParamKey "edhocpath" is present in the SVCB RR then the
foll owi ng appli es.

- |If the value of the SvcParanKey "edhocpath”" is a CBOR byte
string, then server_info MJST be a CBOR byte string.

The information specified by the SvcParankKey "edhoc-app-prof"

pertains to the EDHOC resource at the server with URl path
speci fied by the SvcParanKey "edhocpath".
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- |If the value of the SvcParanKey "edhocpath" is a CBOR array
including N el enents, then server_info MJST be a CBOR array
including N el enents.

The information specified by the i-th element of server_info
pertains to the EDHOC resource at the server with URI path
specified by the i-th elenent of the CBOR array within the
SvcPar anKey "edhocpath".

A consunmer MJST treat as nalformed an SVCB RR, in case the

SvcPar anKeys "edhocpath" and "edhoc-app-prof", if present, do not
comply with the format and restrictions defined above.

edhocpat h-val ue = PATH BSTR / [2* PATH BSTR]

PATH BSTR = bytes .cborseq PATH SEQ

; This defines an array, the elenments of which

; are to be used in the CBOR Sequence PATH_SEQ

PATH SEQ = [* pat h_segnent]

pat h_segnment = tstr

Fi gure 10: CDDL Definition of the Value of the SvcParanKey
"edhocpat h"

pat h- absol ut e "/" [ segnent-nz *( "/" segnent ) ]

segnent = *pchar
segment - nz = 1*pchar
pchar = unreserved / pct-encoded / sub-delins / ":" | "@
unreserved = ALPHA / DT /[ "“-" [ . [ "] "~"
pct - encoded = "% HEXD G HEXDI G
sub-del i ns S A A N G A
/ megen / n +II / n , n / m.,.n / n :II

’

Figure 11: ABNF Definition of path-absolute
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edhoc- app-prof-val ue = bytes .cborseq SVCB_EDHOC APP_PROF
; This defines an array, the elements of which

; are to be used in the CBOR Sequence SVCB EDHOC APP_PROF
SVCB_EDHOC APP_PROF = [?advertise flag, server_info]
advertise_flag = bool

server_info = APP_BSTR / [2* APP_BSTR]

; The full definition of APP_PROF _SEQ

; is provided in Section 5.1

APP_BSTR = bytes .cborseq APP_PROF_SEQ

Figure 12: CDDL Definition of the Value of the SvcParanKey
"edhoc- app- pr of "

6.1. Exanples of Wre-Format Val ues of the SvcParankKeys
Usi ng CBOR di agnhostic notation, this section provides exanpl es of
wi re-format val ues of the SvcParanKeys "edhocpath" and "edhoc-app-
prof", within an SVCB RR corresponding to a given server.

Fi gure 13 shows an exanple of the SvcParanKey "edhocpath", with
reference to the CDDL grammar in Figure 10.

In the exanple, two URI paths are specified, i.e., one for the EDHOC
resource at "/.well-known/edhoc" and one for the EDHCC resource at

"/ edhoc-alt".
[ / edhocpat h-val ue /
<< / PATH BSTR /
".well-known", [/ path_segment /
"edhoc” / path_segnent /
>>,
<< | PATH_BSTR /
"edhoc-alt" / path_segnment /
>>

Figure 13: Exanple of Wre-Format Val ue of the SvcParanKey
"edhocpath" within an SVCB RR

Fi gure 14 shows an exanpl e of the SvcParanKey "edhoc-app-prof"”, with

reference to the CDDL grammar in Figure 12. |In particular, the
foll owi ng appli es.
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The CBOR data item advertise flag is present and encodes the CBOR
simple value true (0Oxf5), hence indicating that a peer that runs
EDHOC with the server is encouraged to advertise the EDHOC
application profiles that it supports, when sending to the server its
first EDHOC nessage in an EDHOC sessi on.

The CBOR data itemserver_info is a CBOR array, which includes two
CBOR byte strings APP_BSTR In particular:

* The value of the first CBOR byte string is the binary
representation of a CBOR sequence APP_PROF _SEQ, which advertises
the EDHOC application profiles that the server supports when
runni ng EDHOC t hrough the resource with URl path "/.well-known/
edhoc".

* The value of the second CBOR byte string is the binary
representation of a CBOR sequence APP_PROF _SEQ, which advertises
the EDHOC application profiles that the server supports when
runni ng EDHOC t hrough the resource with URI path "/edhoc-alt".
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<< | edhoc- app- prof -val ue /
true, [ advertise_flag /
[ / server_info /
<< |/ APP_BSTR /
e’ APP- PROF-M NI MAL-CS-2', [/ profile_id /
e’ APP- PROF-M NI MAL-CS-0', / profile_id /
{ /[ EDHOC I nformation /
e’ nmessage_4' : true,
e’ eads’ : [500, 333],
e’ trust _anchors’ : {
e’ edhoc_cred’ :
{ e kid_ta_type’ : h’00ac’ },
{ e kid_ta_type : h ffolff’ }
]
}
}
>>,
<< | APP_BSTR /
e’ APP- PROF-M NI MAL-CS-2', / profile_id /
{ /[ EDHOC I nformation /
e’ conb_req : true,
e’ eads’ : [500, 999],
e’ trust_anchors’ : {
e’ edhoc_cred : { e kid ta type' : h'9lab’ }
}
}
>>
]
>>

Fi gure 14: Exanple of Wre-Format Val ue of the SvcParanKey
"edhoc-app-prof” within an SVCB RR

7. Well-known EDHOC Application Profiles

This section defines a set of well-known EDHOC application profiles
that are nmeant to reflect what is nbst common and expected to be
supported by EDHOC peers.

The wel | -known application profiles are not_to be intended as
"default" profiles to use, in case no other indication is provided to
EDHOC peers.

In particular, an EDHOC peer MJST NOT assune that, unless otherw se

i ndi cated, any of such profiles is used when running EDHOC t hrough a
wel | - known EDHOC resource, such as the resource at /.well-known/ edhoc
when EDHOC nessages are transported as payl oad of CoAP nessages (see
Appendi x A. 2 of [RFC9528]).
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Bui | di ng on the above, the well-known application profiles are _not_
intended to deviate fromwhat is nandatory to support for EDHOC
peers, which is defined by the conpliance requirenments in Section 8
of [ RFC9528].

The rest of this section defines the well-known application profiles,
each of which is represented by neans of an EDHOC Application_Profile
obj ect (see Section 2) using the CBOR extended diagnostic notation.

An entry for each well-known application profile is also registered
at the "EDHOC Application Profiles" registry defined in Section 11.8
of this docunent.

7.1. \Well-Known Application Profile M N MAL-CS-2

{
e’ met hods’ 3, /| EDHOC Met hod Type 3 /
e’ ci pher_suites’ 2, | EDHOC Cipher Suite 2/
e’ cred_types’ 1, / OM dains Set (CCS) /
e'id_cred_types’ 4, | kid /
e’ app_prof’ e’ APP- PROF- M NI MAL- CS- 2’
}

This application profile is aligned with the exanple trace of EDHOC
conpiled in Section 3 of [RFC9529].

7.2. \Vell-Known Application Profile M N MAL-CS-0

{
e’ met hods’ 3, | EDHOC Met hod Type 3 /
e’ ci pher_suites’ : 0, / EDHOC C pher Suite 0 /
e'cred_types’ : 1, /| CM Caims Set (CCS) /
e'id_cred_types : 4, [/ kid/
e’ app_prof’ e’ APP- PROF- M NI MAL- CS- O’
}
7.3. Well-Known Application Profile BASIC CS-2- X509
{
e’ methods’ : [0, 3], / EDHOC Method Types 0 and 3 /
e’ ci pher_suites’ : 2, / EDHOC Ci pher Suite 2 /
e’ cred _types' : [1, 2], /| CWM Cdains Set (CCS)
and X. 509 certificate /
e'id _cred_types’ : [4, 34], / kid and x5t /
e’ app_prof’ : e’ APP-PROF- BASI C- CS- 2- X509’
}
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This application profile is aligned with the exanple trace of EDHCC
compiled in Section 3 of [RFC9529].

7.4. \Well-Known Application Profile BASIC- CS-0- X509

{
e’ methods’ : [0, 3], / EDHOC Method Types 0 and 3 /
e’ ci pher_suites’ : 0, / EDHOC C pher Suite 0 /
e'cred_types’ : [1, 2], /| CWM Cainms Set (CCS)
and X. 509 certificate /
e'id cred types' : [4, 34], / kid and x5t /
e’ app_prof’ : e’ APP- PROF- BASI C- CS- 0- X509’
}

This application profile is aligned with the exanple trace of EDHOC
conpiled in Section 2 of [RFC9529].

7.5. Well-Known Application Profile BASIC CS-2-C509

{
e’ methods” : [0, 3], / EDHOC Method Types 0 and 3 /
e’ ci pher_suites’ : 2, / EDHOC Ci pher Suite 2 /
e’ cred_types’ : [1l, e c509 cert’'], / CAM Clains Set (CCS)
and C509 certificate /
e'id _cred_types : [4, e c5t'], / kid and c5t /
e’ app_prof’ : e’ APP- PROF- BASI C- CS- 2- C509’

7.6. \Well-Known Application Profile BASIC- CS-0-C509

e’ methods’ : [0, 3], / EDHOC Method Types 0 and 3 /
e’ ci pher_suites’ : 0, / EDHOC C pher Suite 0 /
e’ cred_types’ : [1l, e c509 cert’'], / CAM Clains Set (CCS)
and C509 certificate /
e'id cred types' : [4, e c5t'], / kid and c5t /
e’ app_prof’ : e’ APP- PROF- BASI C- CS- 0- C509’

7.7. \Well-Known Application Profile | NTERVEDI ATE- CS-2
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e’ methods’ : [0, 3], / EDHOC Method Types 0 and 3 /
e’ ci pher_suites’ : 2, / EDHOC C pher Suite 2 /
e’ cred_types’ : [1, 2, e c509 cert’'], / CM Cains Set (CCS),
X. 509 certificate,
and C509 certificate /
e'id _cred_types : [4, 14, 34, 33, e c5t’', e cbc’'], / kid, kccs,
x5t, x5chai n,
c5t, and c5c /
e’ app_prof’ : e’ APP-PROF- | NTERVEDI ATE- CS- 2
}

This application profile is aligned with the exanple trace of EDHCC
compiled in Section 3 of [RFC9529].

7.8. \Well-Known Application Profile | NTERVEDI ATE-CS-0

{
e’ methods’ : [0, 3], / EDHOC Method Types 0 and 3 /
e’ ci pher_suites’ : 0, / EDHOC C pher Suite 0 /
e’ cred_types’ : [1l, 2, e c509 cert’], / OM Cains Set (CCS),
X. 509 certificate,
and C509 certificate /
e'id cred types' : [4, 14, 34, 33, e c5t’', e cbc’'], / kid, kccs,
x5t, x5chai n,
c5t, and c5c /
e’ app_prof’ : e’ APP-PROF- | NTERVEDI ATE- CS- 0
}

This application profile is aligned with the exanple trace of EDHOCC
conpiled in Section 2 of [RFC9529].

7.9. \Well-Known Application Profil e EXTENSI VE
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e’ methods’ : [0, 1, 2, 3], / EDHOC Met hod Types

0, 1, 2, and 3/

EDHOC Ci pher Suites

0, 1, 2, and 3/

e’ c¢509 cert’], / OM dains Set (CCS),
CWI, X. 509 certificate,
and C509 certificate /

e'cb5t’, e cbc’'], / kid,

kccs,
x5t ,
x5chai n,
c5t, and
cs5c /

e’ ci pher_suites’ : [0, 1, 2, 3], [/

e’ cred_types' : [1, 0, 2,

e'id_cred_types : [4, 14, 13, 34, 33,

kcwt ,

e’ app_prof’ e’ APP- PROF- EXTENSI VE

}

This application profile is aligned with the exanple traces of EDHOC
conpiled in Sections 2 and 3 of [RFC9529].

Identifiers of Well-known EDHOC Application Profiles

Thi s docunent defines the following identifiers of well-known EDHOC
application profiles.

Note to RFC Editor: Please replace all occurrences of "[RFC XXXX]"
with the RFC nunber of this specification and delete this paragraph.

B ety ety Lty sl o
| Profile | Name | Description | Reference |
| ID I I I I
[ oo e e el e sl °}
| 0 | M N MAL-CS-2 | Method 3; Gipher | [ RFC- XXXX, |
| | | Suite 2; CCS; kid | Section |
I I I | 7.1] I
I I I I T eI e Fommm e - - - +
| 1 | M N MAL-CS-0 | Method 3; G pher | [ RFC- XXXX, |
| | | Suite 0; CCS; kid | Section |
| | | | 7.2] |
F--- - - - - Fom e e m - - - I I F--m - - - - - +
| 2 | BASIC-CS-2-X509 | Methods (0, 3): | [ RFG- XXXX, |
| | | G pher Suite 2; | Section |
| | | (CCS, X.509 | 7.3] |
| | | certificates); (kid, | |
| | | x5t) | |
F--- - - - - Fom e e m - - - I I F--m - - - - - +
| 3 | BASIC-CS-0-X509 | Methods (0, 3): | [ RFG- XXXX, |
| | | G pher Suite O; | Section |
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| | | (CCS, X 509 | 7.4] |
| | | certificates); (kid, | |
| | | x5t) | |
R o e e e e oo o e e e e e oo oo R +
| 4 | BASI C CS- 2- C509 | Methods (0, 3); | [RFCG XXXX, |
| | | Cipher Suite 2; | Section |
| | | (CCs, €509 | 7.5] |
| | | certificates); (kid, | |
| | | c5t) | |
R o e e e e oo o e e e e e oo oo R +
| 5 | BASI G CS-0- C509 | Methods (0, 3); | [RFCG XXXX, |
| | | Cipher Suite O; | Section |
| | | (CCs, €509 | 7.6] |
| | | certificates); (kid, | |
| | | c5t) | |
R o e e e e oo o e e e e e oo oo R +
| 6 | I NTERMEDI ATE-CS-2 | Methods (0, 3); | [RFCG XXXX, |
| | | G pher Suite 2; | Section |
[ [ | (CCS, X. 509/C509 | 7.7] |
| | | certificates); (kid, | |
| | | kccs, x5t, x5chain, | |
| | | c5t, cbc) | |
S TRy S TRy R S TR +
| 7 | | NTERMEDI ATE-CS-0 | Methods (0, 3); | [RFCG XXXX, |
| | | Ci pher Suite O; | Section |
| | | (CCs, X. 509/C509 | 7.8] |
| | | certificates); (kid, | |
| | | kccs, x5t, x5chain, | |
I I | c5t, c5c) I I
S TR RIS e - +
| 8 | EXTENSI VE | Methods (0, 1, 2, | [RFC XXXX, |
| | | 3); Cipher Suites | Section |
| | | (0, 1, 2, 3); (CCs, | 7.9] |
| | | OWr, X 509/C509 | |
| | | certificates); (kid, | |
| | | kcecs, kewt, x5t, | |
| | | x5chain, cb5t, cb5c) | |
B o e e e e oo oo o e e e e e e oo Fomm e oo - +
Tabl e 3: EDHOC Wél | - known Application Profiles
9. Operational Considerations
This section compiles the operational considerations that hold for
thi s docunent.
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9.1. Relation with Network Operations

The neans defined in this docunent are |argely about aiding peers in
runni ng the EDHOC protocol by achieving a common under st andi ng of
what they support, thereby facilitating interoperability between
EDHOC i npl ementations. Such coordination is expected to keep

aut henti cate key exchange through EDHOC a snooth process in itself
and with respect to network operation and managenent .

The use of these coordinating neans in itself is not expected to have
a notabl e i npact on performance and network operations, and it is
enbedded within other relevant network protocols and conmponents such
as: the discovery of resources through web-1inking [RFC8288] and CoRE
Li nk Format [ RFC6690] (see Section 3.1 and Section 4); the execution
of the EDHOC protocol itself (see Section 5); and the discovery of
server-related informati on via DNS SVCB RR [ RFC9460] [ RFC9461] (see
Section 6).

9.2. Source of Data for Network Operators

As further discussed in Section 10, information about what EDHOC
application profiles a peer supports could be advertised in plain,
dependi ng on the approach specifically used. 1In such a case, a
net wor k operator can passively observe the plain exchange of such
i nformation, thereby gaining (a partial) know edge of EDHOC
application profiles that are supported and used in the network.

From t he perspective of an individual network operator, this
know edge can be useful for (fine-)tuning the allocation of network
resour ces

Mul tiple, cooperating network operators could build an aggregated
know edge that indicates broad "trends" about EDHOC application
profiles and their use. This raises awareness of what appears to be
nost supported and preferred by EDHOC peers, which can influence
priority decisions about the devel opment and use of EDHOC

i mpl erentations, as well as the operations of infrastructures for
provi sioni ng and validating public authentication credential s.

As noted in Section 7, well-known EDHOC application profiles are not
meant to be default profiles to use, and they are not neant to
deviate fromthe EDHOC conpliance requirenents conpiled in Section 8
of [RFC9528]. Instead, they are nmeant to reflect what is nost comon
and expected to be supported by EDHOC peers. Hence, devel oping

aggr egat ed know edge on typical uses of EDHOC can hel p identifying
EDHOC application profiles that have becone de facto well-known,
thereby further accelerating their adoption
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9. 3.

10.

Loggi ng and Reporting

VWhen using the nmeans defined in this docunment, EDHOC peers are not
expected to keep any particular |log of such use, or to go beyond
expectations already in place as to the |oggi ng of EDHOC sessi ons.
However, when gai ni ng know edge about what EDHOC application profiles
are supported by a given EDHOC peer, it is encouraged to locally
preserve that know edge for a non-negligible anount of tine
determned by the application. Especially under the assunption that
what EDHOC peers support does not (often) change, this avoids the
need to repeatedly re-gain the sane know edge at least in the short
term

If an EDHOC session fails due to an apparent mismatch with gai ned
know edge about commonly supported EDHOC application profiles, a peer
can report such a failure to a network manager or infrastructure
operator. This can help identify peers whose behavi or deviates from
what is advertised in terns of EDHOC application profiles that they
al l egedly support. In turn, this can be used to detect nisbehaving
peers, outdated information about what peers support, or ongoing
tanmpering of such information if that is advertised in plain (see
Section 10).

It is out of the scope of this docunent what specific semantics and
data nodel are used for producing and processing such reports.

Speci fic semantics and data nodels can be defined by applications and
future specifications.

Security Considerations

The security considerations conpiled in Section 9 of [RFC9528] hold
for this docunent. The security considerations conpiled in Section 7
of [RFC9668] al so apply, when EDHOC is transported over CoAP

[ RFC7252] and specifically when using the EDHOC + OSCORE request
defined in Section 3 of [ RFC9668].

I nstances of the EDHOC Application_Profile objects (see Section 2)
ought to be accepted only if provided by an identifiable, trusted
party by using secure comunication. Wen this is not the case, an
EDHOC peer can be induced to: erroneously identify a given EDHOC
application profile with a wong Profile ID; erroneously believe a
gi ven EDHOC application profile to exist in the first place; devel op
a wong understanding of what a gi ven EDHOC application profile
consi sts of.
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D fferent security guarantees can be achi eved about the acquired

i nformati on on the EDHOC application profiles supported by a given
peer, depending on the specific approach used. The potenti al
consequences of acquiring such information in a non secured way are
di scussed later in this section

* Wth respect to using web linking (see Section 3.1 and Section 4),
the security considerations in Section 5 of [RFC3288] apply. When
specifically relying on CoRE Link Format [RFC6690], the security
considerations in Section 6 of [RFC6690] also apply.

Clearly, the discovery of EDHOC resources at a server is intended
to happen before running EDHOC with the server. At that point in
time, the peer attenpting to di scover EDHOC resources at the
server is unlikely to already have a secure communi cation
association with the server. Therefore, the discovery process is
likely to use unsecured comruni cation

Alternatively, EDHOC resources at a server can be di scovered by
securely interacting with separate di scovery services, e.g., by
usi ng the CoRE Resource Directory [RFCI9176].

* Wth respect to using the EDHOC EAD item " Supported EDHOC
application profiles" (see Section 5.1), the follow ng applies.

- \When the EAD itemis included in EDHOC nmessage_1, the
i nformati on conveyed therein is not protected. However,
changi ng EDHOC nessage_1 in transit (e.g., by adding, renoving,
or nmodifying the EAD iten) would result in the Initiator
aborting the EDHOC session, after receiving and failing to
verify EDHOC nessage_2.

- \When the EAD itemis included in EDHOC nessage_2, the
i nformati on conveyed therein is protected by EDHCC

* Wth respect to using an EDHOC error nessage with error code
TBD_ERROR_CODE, the information conveyed in ERR INFO is not
protected, just |ike when any other error code is used.

* Wth respect to using the SvcParanKeys "edhocpath" and "edhoc-app-
prof" within an SVCB RR (see Section 6), the security
consi derations from Section 12 of [RFC9460] and Section 8 of
[ RFCO461] apply.

It is encouraged that DNS is used with secure comunication

Known threats for unprotected DNS are described in [ RFC3833] and
[ RFC9076] .
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11.

11.

In case information about EDHOC application profiles supported by a
peer is distributed in an unprotected way (e.g., through unsecured
communi cation), a consumer should treat such information as a hint.

If the acquired infornmation has been tanpered with and does not

refl ect what a given peer supports and intends to advertise, this can
set wrong expectations about what is effectively possible to do when
running EDHOC with that peer. Although this can still result in
successfully running EDHOC with a configuration that is comonly
supported, such configuration would probably not have been sel ected,
had reliable information been acquired. |In the worst case, there

m ght be the erroneous belief that there is not sufficient shared
support with that peer

VWhat is discussed above does not have an inpact on the security of
the EDHOC protocol in itself. That is, even when the avail abl e

i nformati on about supported EDHOC application profiles is not
guaranteed to be reliable, the successful conpletion of an EDHOC
session still provides the security guarantees that are expected as
per the way the session was run (e.g., based on the sel ected cipher
suite and EDHOC mnet hod used).

| ANA Consi derations
Thi s docunent has the followi ng actions for | ANA

Note to RFC Editor: Please replace all occurrences of "[RFC XXXX]"
with the RFC nunber of this specification and delete this paragraph

1. Media Type Registrations

I ANA is asked to register the nmedia type "application/edhoc-app-
profil etcbor-seq”. This registration follows the procedures
specified in [ RFC6838].

Type name: application

Subt ype nanme: edhoc- app-profil e+cbor-seq

Required paraneters: N A

Optional paranmeters: NA

Encodi ng consi derations: Mist be encoded as a CBOR sequence [ RFC8742]
of CBOR maps [RFC8949]. Each element of each CBOR map is al so

defined as an el enent of the CBOR-encoded EDHOC I nformati on object
fromSection 3.4 of [I-D.ietf-ace-edhoc-oscore-profile].
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Security considerations: See Section 10 of [RFC XXXX] .
Interoperability considerations: NA
Publ i shed specification: [RFC XXXX]
Applications that use this nmedia type: Applications that need to
describe, distribute, and store a representati on of an EDHOC
application profile (see [ RFC-XXXX] and Section 3.9 of [RFC9528]).
Fragrment identifier considerations: NA
Addi tional information: N A
Person & email address to contact for further information: LAKE WG
mailing list (lake@etf.org) or |ETF Applications and Real -Tinme Area
(art@etf.org)
I nt ended usage: COVMON
Restrictions on usage: None
Aut hor/ Change controller: |ETF
Provi sional registration: No

11.2. CoAP Content-Formats Registry
I ANA is asked to add the following entry to the "CoAP Content -
Formats" registry within the "Constrai ned RESTful Environnents (CoRE)
Par armet ers" regi stry group.
Content Type: application/edhoc-app-profil e+cbor-seq
Content Coding: -
I D: TBD (range 0-255)
Ref erence: [ RFC XXXX]

11.3. Target Attributes Registry
I ANA is asked to register the following entries in the "Target
Attributes" registry within the "Constrai ned RESTful Environnments
(CoRE) Paraneters”, as per [RFC9423].

* Attribute Nane: ed-prof
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* Brief Description:

EDHOC Application Profiles

* Change Controller: IETF

* Reference: [ RFC- XXXX, Section 3.1]

* Attribute Nane:

* Brief Description:
verifying authentication credentials of other

uul D

ed-t a- edcr ed-uui d

* Change Controller: IETF

* Reference: [ RFC- XXXX, Section 4]

* Attribute Nane:

* Brief Description:
verifying authentication credentials of other

ed-ta-edcred-kid

bi nary key identifier

* Change Controller: IETF

* Reference: [RFC- XXXX, Section 4]

* Attribute Nane:

* PBrief Description:
verifying authentication credentials of other

ed-t a- edcr ed- c5t

hash of a C509 certificate

* Change Controller: IETF

* Reference: [RFC- XXXX, Section 4]

* Attribute Nane:
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ed-t a- edcr ed-cb5u
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A supported EDHOC application profile

EDHOC peers,

EDHOC peers,

EDHOC peers,

Identifier of a supported trust anchor for
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Identifier of a supported trust anchor for
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11. 4.

Brief Description: ldentifier of a supported trust anchor for
verifying authentication credentials of other EDHOC peers, as a
URI pointing to a C509 certificate

Change Controller: |ETF

Ref erence: [RFC XXXX, Section 4]

Attribute Nane: ed-ta-edcred-x5t

Brief Description: ldentifier of a supported trust anchor for
verifying authentication credentials of other EDHOC peers, as a
hash of an X 509 certificate

Change Controller: |ETF

Ref erence: [RFC XXXX, Section 4]

Attribute Name: ed-ta-edcred-x5u

Brief Description: ldentifier of a supported trust anchor for
verifying authentication credentials of other EDHOC peers, as a
URI pointing to an X. 509 certificate

Change Controller: |ETF

Ref erence: [RFC XXXX, Section 4]

EDHOC | nformati on Registry

I ANA is asked to register the following entries in the "EDHOC
Information" registry defined in [I-D.ietf-ace-edhoc-oscore-profile].

*

Nanme: exporter_out_len

CBOR | abel : 22 (suggest ed)

CBOR type: array

Regi stry: EDHOC Exporter Labels

Description: Set of output lengths to use with the EDHOC Exporter
interface
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*  Type: P

* Specification: [RFCG XXXX][RFC9528]

*  Nanme: app_pr of
*  CBOR | abel: 23 (suggested)
* CBOR type: int or array
* Registry: EDHOC Application Profiles registry
* Description: Set of supported EDHOC application profiles
*  Type: NP
* Specification: [RFCG XXXX] [ RFC9528]
11.5. EDHOC External Authorization Data Registry
IANA is asked to register the following entry in the "EDHOC Exter nal
Aut hori zation Data" registry within the "Epheneral D ffie-Hell man
Over COSE (EDHOC)" registry group defined in [ RFC9528].
* Name: Supported EDHOC application profiles
* Label: TBD EAD LABEL (range 0-23)
* Description: Set of supported EDHOC application profiles
* Reference: [RFC XXXX, Section 5.1]
11.6. EDHOC Error Codes Registry
| ANA is asked to register the following entry in the "EDHOC Error
Codes" registry within the "Epheneral Diffie-Hell man Over CCSE
(EDHOC) " registry group defined in [ RFC9528].
* ERR _CODE: TBD ERROR CODE (range -24 to 23)
*  ERR_I NFO Type: app_profiles
* Description: Supported EDHOC application profiles

* Change Controller: |IETF
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11.

11.

*  Reference: [RFC XXXX, Section 5.2]

7. DNS SVCB Service Paraneter Keys (SvcParanKeys)

I ANA is asked to add the following entries to the "DNS SVCB Service
Par anmet er Keys (SvcParanKeys)" registry within the "DNS Service

Bi ndings (SVCB)" registry group. The definition of these paraneters
can be found in Section 6.

* Nunber: 11 (suggested)

* Nanme: edhocpath

* Meani ng: EDHOC resource path

* Change Controller: |ETF

* Reference: [RFC- XXXX, Section 6]

*  Nunber: 12 (suggested)

* Nane: edhoc- app- pr of

* Meani ng: Supported EDHOC application profiles

* Change Controller: |ETF

* Reference: [RFC- XXXX, Section 6]

8. EDHOC Application Profiles Registry

IANA is requested to create a new "EDHOC Application Profil es"

registry within the "Epheneral Diffie-Hellman Over COSE ( EDHOC)"
registry group defined in [ RFC9528].

The registration policy is either "Private Use", "Standards Action
with Expert Review', or "Specification Required" per Section 4.6 of
[ RFC8126]. "Expert Review' guidelines are provided in Section 11.9.
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11.

Al'l assignments according to "Standards Action with Expert Review'
are made on a "Standards Action" basis per Section 4.9 of [RFC3126],
with Expert Review additionally required per Section 4.5 of

[ RFC8126]. The procedure for early I ANA allocation of Standards
Track code points defined in [ RFC7120] al so applies. Wen such a
procedure is used, I ANA will ask the designated expert(s) to approve
the early allocation before registration. |In addition, W5 chairs are
encouraged to consult the expert(s) early during the process outlined
in Section 3.1 of [RFC7120].

The colums of this registry are:

* Profile ID: This field contains the value used to identify the
EDHOC application profile. These values MJST be uni que. The
val ue can be a positive integer or a negative integer. Different
ranges of values use different registration policies [RFC8126].
I nteger values from-24 to 23 are designated as "Standards Action

Wth Expert Review'. Integer values from-65536 to -25 and from
24 to 65535 are designated as "Specification Required". Integer
val ues snaller than -65536 and greater than 65535 are marked as
"Private Use".

* Nane: This field contains the nane of the EDHOC application
profile.

* Description: This field contains a short description of the EDHOC
application profile.

* Reference: This field contains a pointer to the public
specification for the EDHOC application profile.

This registry has been initially populated with the values in
Tabl e 3.

9. Expert Review Instructions

"Standards Action with Expert Review' and "Specification Required"
are two of the registration policies defined for the | ANA registry
established in this docunent. This section gives some genera

gui delines for what the experts should be |ooking for, but they are
bei ng designated as experts for a reason so they should be given
substantial |atitude.

Expert reviewers should take into consideration the followi ng points:
* (Carity and correctness of registrations. Experts are expected to

check the clarity of purpose and use of the requested entries.
Experts need to nmake sure that the object of registration is
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clearly defined in the correspondi ng specification. Entries that
do not neet these objectives of clarity and conpl et eness must not
be registered.

* Point squatting should be discouraged. Reviewers are encouraged
to get sufficient information for registration requests to ensure
that the usage is not going to duplicate one that is already
registered and that the point is likely to be used in depl oynments.
The zones tagged as "Private Use" are intended for testing
pur poses and cl osed environnments. Code points in other ranges
shoul d not be assigned for testing.

* Specifications are required for the "Standards Action Wth Expert
Revi ew' range of point assignnent. Specifications should exi st
for "Specification Required" ranges, but early assignnent before a
specification is available is considered to be permssible. Wen
specifications are not provided, the description provided needs to
have sufficient information to identify what the point is being
used for.

* Experts should take into account the expected usage of fields when
approvi ng point assignnent. Docunments published via Standards
Action can al so register points outside the Standards Action
range. The length of the encoded val ue shoul d be wei ghed agai nst
how many code points of that length are left, the size of device
it wll be used on, and the nunber of code points left that encode
to that size.
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CDDL Model

This section is to be renmoved before publishing as an RFC

; EDHOC | nf ormati on

met hods =

1

ci pher_suites = 2

nmessage_4

comb_req

cred_types

=3
4
=6

id cred types =7

eads = 8

trust_anchors = 11

app_pr of

23

; EDHOC Application Profiles
APP- PROF-M NI MAL-CS-2 = 0
APP- PROF-M NI MAL-CS-0 = 1

APP- PROF- BASI C- CS- 2- X509
APP- PROF- BASI G- CS- 0- X509
APP- PROF- BASI C- CS- 2- C509
APP- PROF- BASI C- CS- 0- C509
APP- PROF- | NTERMEDI ATE- CS- 2
APP- PROF- | NTERMEDI ATE- CS-0

nminoabsbwiN

~N O

APP- PROF- EXTENSI VE = 8

;. COSE Header Paraneters

cbht = 22
cbc = 25

; EDHOC Trust Anchor Purposes

edhoc_cred

=0

; EDHOC Trust Anchor Types
kid ta type = 4
x5t _ta type = 34

; EDHOC Aut hentication Credential Types

c509 _cert

=3

Fi gure 15: CDDL nodel
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Appendi x B. Document Updates

This section is to be renmoved before publishing as an RFC

B. 1.

*

Version -03 to -04

Renoved paraneters that were renoved fromdraft-ietf-ace-edhoc-
oscore-profile.

Renaned "reply flag" to "advertise flag".
Defi ned use of "advertise flag" also in SVCB Resource Records.

Added gui del i nes on using the EAD item " Supported EDHOC
application profiles"” only to take advantage of advertise_fl ag.

Added gui del i nes on having per-resource enpty advertisenents in an
SVCB RR

Clarifications:

- Deviations fromprescriptive paranmeters are assessed throughout
t he whol e EDHOC sessi on.

CDDL definitions:

- Added CDDL definitions of the paranmeters "app_prof" and
"exporter_out | en" for the CBOR-encoded EDHOC I nfornation
obj ect.

- Fixed CDDL definition of ead _value of the EAD item " Supported
EDHOC application profiles".

Added new exanpl es:

- Response in CoRE link-format using the target attributes ’'ed-
ta-edcred-*'.

- ead_value for the EDHOC EAD item " Supported EDHOC appli cati on
profiles".

- Added exanples of wire-format val ues of the SvcParankKeys
"edhocpat h" and "edhoc-app- prof".

- ERR_INFO for the EDHOC error nmessage with Error Code
TBD_ERROR_CCDE.

Added " Operational Considerations" section.

Til oca & Hgl und Expi res 3 Septenber 2026 [ Page 57]



I nternet-Draft EDHOC Application Profiles March 2026

B. 2.

B. 3.

Added security considerations.
Editorial fixes and inprovenents.
Version -02 to -03

Renoved restrictions on the scope of the EDHOC Application_Profile
obj ect .

For bi dden vi ol ati ons of prescriptive indications in the EAD item
The EDHOC session fails if such a violation is detected.

Ext ended semantics of ead_val ue: optional bool ean flag when the
EAD itemis used in EDHOC nessage_1.

Defi ned paraneter "exporter_out _len", for in-band negotiation of
EDHOC Exporter output |engths through the EAD item " Supported
EDHOC application profiles".

Specified wire-format and presentation format for the
SvcPar anKeys.

Fi xed errors in CDDL notations.

Specified type of "app_prof" in the | ANA registration request.
Clarifications and editorial inprovenents.

Version -01 to -02

Revi sed order of sections.

Use of parameters aligned with correspondi ng updates in draft-
i etf-ace-edhoc-oscore-profile.

EAD item " Supported EDHOC application profiles":

- It can be used only in a critical way.

- I nproved senmantics of ead val ue.

- Content restrictions to avoid inconsistent information.

Use of the paraneter "app_prof" in draft-ietf-ace-edhoc-oscore-
profile:

- I nproved co-existence with other paraneters.
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- Content restrictions to avoid inconsistent information.
* Error handling:

- EAD item " Supported EDHOC application profiles" occurring
multiple times in EDHOC nessage 1 or nessage_ 2.

- EAD item " Supported EDHOC application profiles" in EDHOC
message_3 or nessage_4.

- Invalid ead_value in EAD item " Supported EDHOC appli cation
profiles".

- Invalid information in EDHOC error nessage with new error code.

* Fixed encoding of ERR INFO for the EDHOC error nessage with the
new error code.

* EDHOC_Application_Profile object
- darified scope.

- Cdarified nmeaning of bool ean paraneters that are non-
prescriptive.

- Forbid the presence of the element "trust_anchors".

* Advertisenent of Supported EDHOC Application Profiles using SVCB
Resour ce Records.

* Updated integer abbreviations for the EDHOC I nformation
par anet ers.

* Editorial inprovenents.
B.4. Version -00 to -01
* (Carified notivation in the abstract and introduction.

* NMbved definition of EDHOC Information paraneters to draft-ietf-
ace- edhoc-oscore-profile.

* Renamed ed-idep-t x as ed-epid-t.
* Content-Format abbreviated as "ct" (not "cf").

* CBOR abbreviation of "app_prof" changed to 23.
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* Added preanble on identifying application profiles by Profile ID.

* Defined target attributes "ed-ta-*" for specifying supported trust
anchors.

* Defined new EAD item and error code to advertise supported EDHOC
application profiles.

* Defined how to handl e non adm tted paraneters.
* Renanmed wel | - known EDHOC application profiles.
* Updated | ANA consi derati ons:

- Suggested range 0-255 for CoAP Content-Format |D.

- Requested registration for target attributes "ed-ta-*".

- Renoved requests for registration of renoved paraneters.
* Updated references.
* Editorial inprovenents.
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