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Abst ract

I ntroduces a SASL nechanismthat allows the application to stay
|l ogged in and re-login wthout user interaction, after conpleting a
ti me-consum ng SASL | ogi n nechani smthat involves the user

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-kitten-sasl-remenberne/.

Di scussion of this docunent takes place on the kitten Wrking G oup
mailing list (mailto:kitten@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/kitten/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/kitten/.

Source for this draft and an issue tracker can be found at
https://github. com benbucksch/ sasl - remenber rne.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 1 Septenber 2025.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

A client application mght at first log in to a server using Passkey
or multi-factor authentication. However, these nechanisns require
complicated user interaction. These are too costly to perform at
every login. They can realistically only be conpl eted once during
setup. To stay logged in, this SASL nechanismall ows the server to
create a client-specific token that the client application can then
use to log in to the sane account, wi thout further user interaction

The token is opaque to the client and the server can choose how to
inplement it. 1t may be a customrandom string that the server
stores, or an application-specific password generated for this client
together with the usernane, or a JW token, or a refresh token which
does not expire.
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Creation of the token

The client requests the token fromthe server using either 1.
application-specific commands, |ike | MVAP REMEMBERME, which are to be
defined in other standards. 2. the success response of another SASL
mechani sm

The client stores the token, instead of a password, in a client-
specific storage that is as secure as a password storage.

Logi n using the token

If the client needs to log in and has a token for this user and host,
uses the SASL REMEMBERME nechanismto |log in. REMEMBERME mechani sm
starts with the client sending the initial client response, which has
the following format defined usi ng ABNF:

t oken
1* OCTET

remenberme-client-stepl
t oken

If the server accepts the response as valid and allows login, it
responds with a SASL success response. The user is |ogged in.
(ALTERNATIVE EXPIRY: .... it responds with a SASL success response,
a new token, and the expiry tine of the new token. The user is

|l ogged in. To avoid race conditions in clients that open multiple
connections at the same time, the previously used token MJST be valid
for at least 30 nore seconds. Likewise, if the server returned a new
token, then it nust return the sanme new token in response to the sane
old token for the next 1 hour. Reason: If the client opens 5
connections at the sanme tinme, using the same token, but the server
were to respond with 5 different new tokens, and it were to all ow
only 1 of them then the client would not know which one to store,
due to race conditions in the network response.)

If the response is invalid, the server responds with a SASL error and
a hunman-readabl e error nessage for the end user
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server-final -message = server-error "," server-error-nessage
; Only returned on error. Qritted on success.

server-error = "e=" server-error-val ue

server-error-value = "invalid-encoding" /
"unknown-user" /
"inval i d-user name- encodi ng" /
; invalid usernanme encoding (invalid UTF-8 or
; SASLprep failed)
"other-error" /
server-error-val ue-ext
; Unrecogni zed errors should be treated as "other-error".
; In order to prevent information disclosure, the server
; may substitute the real reason with "other-error™.

server-error-val ue-ext = val ue
; Additional error reasons added by extensions
; to this docunent.

server-error-nessage = "nmE" server-error-nessage-val ue
server-error-nmessage-val ue = 1*COCTET

; Hurman readabl e error nessage in UTF-8
4. | MAP Exanmpl e
In I MAP, the exchange woul d be:

S: * OK ACME | MAP Server v1.23 is ready

C. 22 CAPABILITY

S: 22 CAPABILITY | MAP4revl | MAP4r ev2 AUTH=PASSKEY AUTH=REMEVBERNE
C. 23 AUTHENTI CATE REMEMBERME QUVDN) U3Nj U3N UlNwo=

S: 23 OK AUTHENTI CATE conpl et ed

In the above exanpl e the token is "AEC6576576557" which is
base64- encoded according to | MAP SASL profile

5. Requirenents on the token
1. The token MJST also allow the server to infer the authentication
identity (e.g. usernane or email address). The token al one nust
be sufficient to log in. This SASL nechani sm doesn’t support
separate authorization identities.

2. The token MUST NOT expire. (ALTERNATIVE EXPI RY: The token MJST
be valid for at |east 30 days.)
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6.

3. The server SHOULD be able to revoke the tokens, in case this
speci fic user account or device was conpromi sed. In this case,
the authentication MIUST fail and the SASL error nessage MJST
explain the situation to the user and give instructions howto
renedy the situation.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Security Considerations
Clients should treat the token |ike a password and store it securely.
TODO Security

I ANA Consi derations

I ANA is requested to add the following entries to the SASL Mechani sm
registry established by [ RFC4422]:

To: iana@ ana. org
Subj ect: Registration of a new SASL nechani sm REMEMBERVE

SASL mechani sm nane (or prefix for the famly): REMEMBERVE

Security considerations: Section YY of [RFCXXXX]

Publ i shed specification (optional, recommended): [RFCXXXX]

Person & emai|l address to contact for further information:
| ETF Kitten WG <kitten@etf. org>

I nt ended usage: COVMON

Owner/ Change controller: | ESG <i esg@etf.org>

Not e:
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