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Abst r act

Thi s document outlines best practices for handling user passwords and
ot her authenticator secrets in client-server systens maki ng use of
SASL.
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material or to cite themother than as "work in progress."

This Internet-Draft will expire on 26 October 2026
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1. I nt roduction

Fol | owi ng best practices when hashing and storing passwords for use
with SASL inpacts a great deal nore than just a user’s identity. It
al so affects usability, backwards conpatibility, and interoperability
by determ ni ng what authentication and authorization mechani snms can
be used.

1.1. Conventions and Term nol ogy
Various security-related ternms are to be understood in the sense
defined in [RFC4949]. Sone may al so be defined in
[ DO _10. 6028_NI ST. SP. 800-63-4] Appendi x B,
[ DO _10. 6028_NI ST. SP. 800-63B-4] Appendix D, and in [N ST_SP_800_132]
section 3. 1.

Thr oughout this docunment the term "password" is used to nean any
password, passphrase, PIN, or other nenorized secret.

O her common terns used throughout this docunent include:

Mechani sm pinning A security mechani smwhich allows SASL clients to
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3.

resi st downgrade attacks. Cients that inplenment mechani sm

pi nni ng renmenber the perceived strength of the SASL mechani sm used
in a previous successful authentication attenpt and thereafter
only authenticate using nechanisns of equal or higher perceived

st rengt h.

Pepper A secret added to a password hash like a salt. Unlike a
salt, peppers are secret and the sane pepper may be reused for
many hashed passwords.

Salt In this docunment salt is used as defined in [ RFC4949].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

SASL Mechani sns

For clients and servers that support password based authentication
usi ng SASL [RFC4422] it is RECOMWWENDED that the follow ng nechani sns
be i npl enent ed:

*  SCRAM SHA- 256 [ RFC7677]
*  SCRAM SHA- 256- PLUS [ RFC7677]

Systementities SHOULD NOT invent their own nmechani sns that have not
been standardi zed by the | ETF or another reputabl e standards body.
Simlarly, entities MJUST NOT inplenment any mechanismw th a usage
status of "OBSOLETE", or "LIMTED', or "MJST NOT be used" in the | ANA
SASL Mechani sms Registry [1 ANA sasl _nechani sns_sasl _mechani sns_1] .

For exanple, entities MJST NOT inpl enent DI GEST-MD5 (deprecated in

[ RFC6331]).

The SASL nechani sns di scussed in this docunent do not negotiate a
security layer. Because of this a strong security |layer such as TLS
[ RFC8446] MUST be negoti ated before SASL nmechani snms can be adverti sed
or negoti at ed.

Client Best Practices

Whi t ed Expires 26 COctober 2026 [ Page 3]



I nternet-Draft Passwor d Storage April 2026

3.1. Mechani sm Pi nni ng

Clients often maintain a list of preferred SASL mechani sns, generally
ordered by perceived strength to enable strong authentication. To
prevent downgrade attacks by a malicious actor that has successfully
executed an in-the-m ddl e attack on a connection, or conprom sed a
trusted server’'s configuration, clients SHOULD i npl ement "mnmechani sm
pinning". That is, after the first successful authentication with a
strong mechani sm clients SHOULD make a record of the authentication
and thereafter only advertise and use nechani sns of equal or higher
percei ved strength.

The foll owi ng nechani sns are ordered by their perceived strength from
strongest to weakest with mechani sms of equal strength on the sane
line. The remainder of this section is nmerely informative. In
particular this exanple does not inply that mechanisns in this |ist
shoul d or should not be inplenented.

1. EXTERNAL

2. SCRAM SHA- 256- PLUS
3. SCRAM SHA- 1- PLUS

4. SCRAM SHA- 256

5. SCRAM SHA- 1

6. PLAIN

The EXTERNAL mechani sm defined in [ RFC4422] appendix A is placed at
the top of the list. However, its perceived strength depends on the
under|ying authentication protocol. 1In this exanple, we assune that
TLS [ RFC8446] services are being used.

The channel binding ("-PLUS") variants of SCRAM [ RFC5802] are listed
above their non-channel binding cousins, but nay not always be
avai |l abl e dependi ng on the type of channel binding data available to
the SASL negoti ator.

Finally, the PLAIN nmechani sm sends the username and password in plain
text and therefore requires a strong security layer such as TLS for
the password to be protected in transit. However, if the server is
trusted to know the password PLAIN does allow for the use of a strong
key derivation function (KDF) for storing the authentication data at
rest and provides for password hash agility.
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3.

4.

4.

4.

2. Storage

Clients SHOULD al ways store authentication secrets in a trusted and
encrypted keystore such as the system keystore, or an encrypted store
created specifically for the clients use. They SHOULD NOT store

aut hentication secrets as plain text.

If clients know that they will only ever authenticate using a
mechani sm such as SCRAM [ RFC5802] where the original password is not
needed after the first authentication attenpt they SHOULD store the
SCRAM bits or the hashed and salted password instead of the origina
password. However, if backwards conpatibility with servers that only
support the PLAIN nechani sm or other mechani sms that require using
the original password is required, clients MAY choose to store the
ori gi nal password so long as an appropriate keystore is used.

Server Best Practices
1. Additional SASL Requiremnents

Servers MJST NOT support any mechani smthat would require

aut hentication secrets to be stored in such a way that they could be
recovered in plain text fromthe stored information. This includes
mechani snms that store authentication secrets using reversable
encryption, obsol ete hashi ng mechani sns such as MD5 or hashing
mechani sms that are cryptographically secure but designed for speed
such as SHA256.

2. Storage

Servers MJST NOT store passwords in plain text. Instead, servers
MJST al ways store passwords only after they have been salted and
hashed using a strong KDF. A distinct salt SHOULD be used for each
user, and, in the case of SCRAM for each SCRAM family supported
Salts and peppers SHOULD be generated using a cryptographically
secure random nunmber generator. The salt MAY be stored in the sane
datastore as the password. A pepper SHOULD be comnbined with the
password before hashing if possible with the given authentication
mechani sm  Peppers MAY be re-used for all passwords, and SHOULD have
a rotation nechanismin case of conpronise. The pepper MJST NOT be
stored in the sane datastore as the hashed passwords or salts and
SHOULD be stored in an appropriate secret store such as a keystore or
HSM Simlarly, peppers SHOULD NOT be combined with the salt because
the salt is not secret and may appear in the final hash output.

The followi ng restrictions MIUST be observed when generating salts and
peppers:
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B oo ooy oo
| Par aret er | Val ue

[ e e s
| Mninmm Salt Length | 16 bytes

I I I I I ] I +
| M nimm Pepper Length | 14 bytes
I T R R R +

Tabl e 1: Conmmon Par anet ers

It is conmon practice to prefix the randomy generated portion of a
salt with a hunman-readabl e statenent of purpose. The nininmmsalt

I ength requirement above applies only to the randomy generated
portion of the salt, not to the entire val ue.

4.3. Authentication and Rotation

When aut henticating using PLAIN or simlar mechani snms that involve
transmtting the original password to the server the password MJST be
hashed and conpared agai nst the salted and hashed password in the

dat abase using a constant time comparison

Each tinme a password is changed a new random salt MJST be created and
the iteration count and pepper (if applicable) MJST be updated to the
| at est val ue required by server policy.

If a pepper is used, consideration should be taken to ensure that it
can be easily rotated. For exanple, nultiple peppers could be
stored. New passwords and reset passwords woul d use the newest
pepper and a hash of the pepper using the same KDF that was used on
the password could then be stored in the database next to the salt so
that future logins can identify which pepper in the list was used.
This is just one exanple, pepper rotation schenmes are outside the
scope of this docunent.

5. KDF Recomendati ons

When properly configured, the follow ng conmmonly used KDFs create
sui tabl e password hash results for server side storage. The
recomendations in this section may change dependi ng on the hardware
bei ng used and the security level required for the application

Wth all KDFs proper tuning is required to ensure that it neets the
needs of the specific application or service. For persistent login
an iteration count or work factor that adds approximtely a quarter
of a second to login may be an acceptable tradeoff since |logins are
relatively rare. By contrast, verification tokens that are generated
many tines per second may need to use a nmuch | ower work factor. The
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recommendations in the following tables represent a minimumiteration
count and SHOULD be set as high as can be tolerated for the
application. For exanple, the iteration count required to verify a
user unlocking an encrypted harddrive during a cold boot of a
conputer nay take over a second without causing adverse del ays for
the user, while a user logging in to an instant messagi ng application
may begin to notice the delay if a full second were taken to log in.

The recomendations in this section are likely to change over tine as

CPUs and GPUs beconme nore powerful. These recommendati ons are neant
to be the current best practices at the tine of this docunents
publication, but additional tuning will likely be required to ensure

safety going forward
5.1. Argon2

Argon2 is the 2015 wi nner of the Password Hashi ng Conpetition and the
current OMSP recommendati on for secure password storage. Security
consi derations, test vectors, and paraneters for tuning argon2 can be
found in [RFC9106]. |Its use is RECOMVENDED for all new password
storage inpl ementations

B sy ey o
| Par anet er | Val ue |
| Degree of parallelism/(p) | 1 |
T o e e - +
| Mninmmnmenory size (m | 2 GB |
Fe e e ieecieiaiaeciciaaaaaaan . +
| M ninmmnunber of iterations (t) | 2 |
e T s . +
| Algorithmtype (y) | Argon2id (2) |
T o e e - +
| M ninmmoutput |ength | 32 |
N . +

Tabl e 2: Argon Paraneters
5.2. PBKDF2

PBKDF2 [ RFC8018] is used by the SCRAM [ RFC5802] fam |y of SASL
mechani sns.

For other password storage systems its use is RECOMVENDED only when
FI PS-140 [ NI ST_FIPS_140_3] conpliance is required.
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| Par aret er | Val ue |
[} g ———————————————— Ll —p—_—r
| Mnimumiteration count (c) | 600,000 |
e . +
| Hash | HMAC- SHA256 |
T T re e e +
| Qutput length (dkLen) | mn(hLen, 32) (where hLen is |
| | the length of the chosen hash)

oo e e e e e e e e oo - - T +

Tabl e 3: PBKDF2 Par aneters

When PBKDF2 is used with HVAC such as in the SCRAM [ RFC5802] fam ly
of SASL mechani snms the password is pre-hashed if it is |longer than
the bl ock size of the hash function (hLen, or 64 bytes for SHA-256).
Care should be taken to ensure that the inplenentation of PBKDF2 does
this before the iterations, otherw se | ong hashes nay becone
significantly nore expensive than expected, possibly resulting in a
Deni al - of - Servi ce (DOS)

5.3. Scrypt
The SCRYPT KDF is designed to be nenory-hard and sequential nenory-
hard to prevent agai nst custom hardware based attacks. |Its use is
RECOMVENDED only when Argon2 is not avail abl e.

Security considerations, test vectors, and further notes on tuning
scrypt may be found in [ RFC7914].

| Par aret er | Val ue |
[5 emesfems b esoe s esoe s esoe s ese s ess s ospssespsfespseses s es e s s e el s s esps e e e
| Mninmm CPU Menory cost paraneter (N) | 131072 (N=2717)
o Fom oo +
| Bl ocksize (r) | 8 (1024 bytes)

o m o e ee oo Fom e +
| Parallelization paraneter (p) | 1 |
o e m e e e e e e e e e e e e e e me e o e e e oo +
| M ninmmoutput |ength (dkLen) | 32 |
o m o oo Fom e +

Table 4: Scrypt Parameters
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5.4. Bcrypt

bcrypt [BCRYPT] is a Bl owfish-based hashing function. Though it is
not a KDF |ike the other options in this list, it has been comonly
used for password storage in the past. |Its use is NOI RECOVMENDED
for new password storage inplenmentations, but for |egacy systens the
foll owi ng parameters SHOULD be used

[} g ——————————(———— Ll ——(———————r
| Par anet er | Val ue |
[ el el
| M ninmum Reconmended Cost | 12 |
e T e Fom e meeeeeemeecieaaaas +
| Maxi mum Password Length | 50-72 bytes depending

| | on the inplenmentation |
o e m e e e e e oo o e e e e e e oo +

Table 5: Bcrypt Paraneters
6. Internationalization Considerations

The PRECI S (Preparation, Enforcenent, and Conparison of
Internationalized Strings) framework [ RFC8264] is used to enforce
internationalization rules on strings and to prevent comon
application security issues arrising fromallowi ng the full range of
Uni code codepoints in usernanes, passwords, and other identifiers.
The " OpaqueString" profile of [RFC8265], Section 4.2 SHOULD be
applied to passwords to ensure that codepoints in passwords are
treated carefully and consistently. This ensures that users using
mul ti pl e keyboards that enter different versions of the sane
character will still be able to log in. For exanple, sone keyboards
may output the full-w dth version of a character while other
keyboards output the half-wi dth version of the same character. The
"OpaqueString" profile addresses this, anbng other issues, and
ensures that conparison succeeds and the claimant is able to be

aut henti cat ed.

When enforcing a mninum password | ength the authentication server
SHOULD NOT count bytes as single Unicode scal ar val ues may conpri se
multiple bytes. Simlarly, a single enpji may be constructed from
many Uni code scal ar values, so it nmay not be appropriate to count
scal ar values or code points. |Instead, password | ength SHOULD be
cal cul ated by counting Grapheme Custers as defined in [ UAX29].
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7. Password Conpl exity Requirenents

The recomendati ons from Section 6 of this docunment SHOULD be applied
bef ore any other password conplexity requirenents are checked.
Entities SHOULD enforce a minimumlength of at |east 8 characters for
user passwords when MFA is always in use, and a mnimmlength of at

| east 15 characters for user passwords when MFAis not in use. |If
usi ng a mechani sm such as PLAI N where the server performs hashing on
the original password, a maxi num | ength between 64 and 128 characters
MAY be inposed to prevent denial of service (DoS) attacks. Entities
SHOULD NOT apply any ot her password restrictions.

In addition to these password conplexity requirements, servers SHOULD
mai ntain a password bl ocklist and reject attenpts by a claimnt to
use passwords on the blocklist during registration or password reset.
The contents of this blocklist are a matter of server policy. Sone
common recomendations include lists of combn passwords that are not
ot herw se prevented by length requirenents, and passwords present in
known breaches.

8. Security Considerations

Thi s docunent contains recommendations that are |likely to change over
time. It should be reviewed regularly to ensure that it renmins
accurate and up to date. Many of the recommendations in this
docunent were taken from [ OMSP. CS. passwor ds] ,

[ DO _10.6028_NI ST. SP. 800-63-4], [DA _10.6028_N ST. SP. 800-63B-4], and
[ NI ST_SP_800_132].

The "-PLUS" variants of SCRAM [ RFC5802] support channel binding to
their underlying security layer, but lack a nmechanismfor negotiating
what type of channel binding to use. |In [RFC5802] the tls-unique

[ RFC5929] channel binding nechanismis specified as the default, and
it is therefore likely to be used in nost applications that support
channel binding. However, in the absence of the TLS extended naster
secret fix [RFC7627] and the renegotiation indication TLS extension

[ RFC5746] the tls-unique and tls-server-endpoint channel binding data
can be forged by an attacker that can M TM the connection. Before
advertising a channel binding SASL nechanism entities MJST ensure
that both the TLS extended nmaster secret fix and the renegotiation

i ndi cation extension are in place and that the connection has not
been renegoti at ed.

For TLS 1.3 [RFCB446] the commonly used tls-uni que channel binding

mechanismis not defined. Instead, tls-external [RFC9266] SHOULD be
used as the default channel binding nechanismfor TLS 1.3 and above.
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Current best practices for password based authentication require
using multiple authenticating factors such as a TOTP [ RFC6238] or
HOTP [ RFC4226] token, biometric devices, or smart card posession.
Work is ongoing to nake nulti-factor authentication possible with
SASL, but until such a tine authentication with only a password
remai ns behind the state of the art.

9. | ANA Consi der ati ons
Thi s docunent has no actions for | ANA
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