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Abst r act

Thi s docunent defines the term nology and interaction patterns

i nvol ved in the depl oyment of Key Transparency in a general secure
group nessaging infrastructure, and specifies the security properties
that the protocol provides. It also gives nore general, non-
prescriptive guidance on how to securely apply Key Transparency to a
nunber of comon applications.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://ietf-wg-
keytrans. github.io/draft-arch/draft-ietf-keytrans-architecture. htm .
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-keytrans-architecture/.

Di scussi on of this docunent takes place on the Key Transparency
Working Goup mailing list (rmailto:keytrans@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/keytrans/.
Subscribe at https://ww. ietf.org/ mailman/listinfo/keytrans/.

Source for this draft and an issue tracker can be found at
https://github. comietf-wyg-keytrans/draft-arch

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

Author’'s Address . . . . . . . . . . . . . . . . . . . . . ... 24
I nt roduction

Bef ore any informati on can be exchanged in an end-to-end encrypted
system two things nust happen: First, participants in the system
must provide the service operator with any public keys they wish to
use to receive nessages. Second, the service operator must sonehow
distribute these public keys anbngst the participants that wish to
comruni cate with each other.

Typically this is done by having users upload their public keys to a
sinmple directory where other users can downl oad them as necessary, or
by providing public keys in-band with the communi cati on being
secured. If the service operator is sinply trusted to correctly
forward public keys between users, this neans that the underlying
encryption protocol can only protect users agai nst passive
eavesdroppi ng on their nessages.

However, nost messagi ng systens are designed such that all messages
are exchanged through the service operator’s servers, which nmakes it
extrenely easy for an operator to launch an active attack. That is,
the service operator can take public keys for which it knows the
correspondi ng private keys, and associate those public keys with a
user’s account without the user’s know edge to inpersonate or
eavesdrop on conversations with that user.

Key Transparency (KT) solves this problemby requiring the service
operator to store user public keys in a cryptographically protected
append-only log. Any nalicious entries added to such a log wll
generally be equally visible to both the affected user and the user’s
contacts. This allows users to detect whether they are being

i npersonated by view ng the public keys attached to their account.

If the service operator attenpts to conceal sone entries of the |og
from some users but not others, this creates a "forked view' which is
per manent and easily detectable.

The critical inprovenment of KT over related protocols |ike
Certificate Transparency [ RFC6962] is that KT includes an efficient
protocol to search the log for entries related to a specific
participant. This nmeans users don't need to download the entire | og,
whi ch may be substantial, to find all entries that are relevant to
them It also neans that KT can better preserve user privacy by only
showi ng entries of the log to participants that genuinely need to see
t hem
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2

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

*End-t o- End Encrypted Conmuni cati on Service:* A comunication
service that allows end-users to engage in text, voice, video, or
other forns of conmunication over the internet, and uses public
key cryptography to ensure that communications are only accessible
to their intended recipients.

*End- User Device:* The device at the final point in a digita
conmmuni cati on, which may either send or receive encrypted data in
an end-to-end encrypted communi cation service.

*End- User ldentity:* A unique and user-visible identity associated
with an account (and therefore one or nore end-user devices) in an
end-to-end encrypted communi cation service. In the case where an
end-user explicitly requests to comunicate with (or is inforned
they are conmunicating with) an end-user uniquely identified by
the nane "Alice", the end-user identity is the string "Alice"

*User / Account:* A single end-user of an end-to-end encrypted
communi cati on service, which may be represented by several end-
user identities and end-user devices. For exanple, a user may be
represented sinmultaneously by nultiple identities (email, phone
nunmber, usernane) and interact with the service on nultiple
devi ces (phone, |aptop).

*Service Qperator:* The primary organi zation that provides the
infrastructure for an end-to-end encrypted comunication service
and the software to participate in it

*Transparency Log:* A specialized service capable of securely
attesting to the information (such as public keys) associated with
a given end-user identity. A transparency log is usually run
either entirely or partially by the service operator, but could
al so be operated externally.
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3.

3.

Pr ot ocol Overvi ew

From a networki ng perspective, KT follows a client-server
architecture with a central _transparency log , acting as a server,
whi ch holds the authoritative copy of all information and exposes
endpoints that allow users to query or nodify stored data. Users
coordi nate with each other through the server by uploading their own
public keys and downl oadi ng the public keys of other users. Users
are expected to maintain relatively little state, limted only to
what is required to interact with the log and ensure that it is
behavi ng honestly.

From an application perspective, KT can be thought of as a versioned
key-val ue database. Users insert key-value pairs into the database
where, for exanple, the key is their username and the value is their
public key. Users can update a key by inserting a new version with
new data. They can also | ook up the nost recent version of a key or
any previous version. Fromthis point forward, the term*label* wll
be used to refer to | ookup keys in the key-val ue database that a
transparency | og represents to avoid confusion with cryptographic
public or private keys.

Users are considered to *own* a label if they are understood to
either initiate all changes to the |label’s value, or if they nust be
informed of all changes to the label’s value. The latter situation
may occur if, for example, KT is deployed in a way where the service
operat or nakes automated nodifications to stored data. The owning
user woul d then be informed, after the fact, of nodifications to
verify that they were | egal

KT does not require the use of a specific transport protocol. This
is intended to allow applications to |layer KT on top of whatever
transport protocol their application already uses. |In particular,

this allows applications to continue relying on their existing access
control system

Wth some snmall exceptions, applications may enforce arbitrary access
control rules on top of KT. This may include requiring a user to be
| ogged in to make KT requests, only allow ng a user to | ookup the

| abel s of another user if they're "friends", or applying a rate
limt. Applications SHOULD prevent users from nodi fying | abels they
do not own. The exact nmechanismfor rejecting requests, and possibly
expl aining the reason for rejection, is left to the application

1. User Operations

The operations that can be executed by a user are as foll ows:
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1. *Search:* Looks up the value of a specific |label in the nost
recent version of the log. Users may request either a specific
version of the |abel or the nost recent version available. |If
the | abel -version pair exists, the server returns the
correspondi ng val ue and an incl usion proof.

2. *Update:* Adds a new | abel -value pair to the log, for which the
server returns an inclusion proof. Note that this nmeans that new
val ues are added to the log imredi ately and no provisiona
i nclusion proof, such as an SCT as defined in Section 3 of
[ RFC6962], is provided.

3. *Monitor:* Wiile Search and Update are run by the user as
necessary, nonitoring is done in the background on a recurring
basis. It can both check that the log is continuing to behave
honestly (all previously returned |abels remain in the tree) and
that no changes have been nade to | abels owned by the user
wi t hout the user’s know edge.

These operations are executed over an application-provided transport
| ayer. The transport |ayer enforces access control by bl ocking
queries which are not all owed:

Alice Transpar ency Log

I I
(Valid / Accepted Requests)

Search(Alice) ------------mmmmmmmia oo - >
S L Sear chResponse(. . .)
Search(Bob) -------------"------“---------- >
S Sear chResponse(...)
S L Updat eResponse(. . .)

(Rejected / Bl ocked Requests)

Search(Fred) -----------ccceeamoo- > X
Updat e(Bob, ...) ----------mmmmmn-- > X

o
QD
frt
(¢)
—~
=
O
o
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
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Figure 1: Exanpl e request and response flow. Valid requests
receive a response while invalid requests are bl ocked by the
transport | ayer.
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3.2. Credentials

VWil e users are generally understood to interact directly with the
transparency | og, many end-to-end encrypted conmunication services
require the ability to provide credentials_to their users.
Credentials convey a binding between an end-user identity and public
keys or other information, and can be verified with mninml network
access.

In particular, credentials that can be verified with mninml network
access are often desired by applications that support anonynous
conmmuni cation. These applications provide end-to-end encryption with
a protocol like the Messaging Layer Security Protocol [RFC9420] (with
the encryption of handshake nmessages required) or Seal ed Sender

[ seal ed-sender]. When a user sends a nessage, these protocols have
the sender provide their own credential in an encrypted portion of

t he nessage.

Encrypting the sender’s credential allows the sender to submit
messages over an anonymous channel by specifying only the recipient’s
identity. The service operator can deliver the nessage to the

i ntended recipient, who can decrypt it and validate the credentia
inside to be assured of the sender’s identity. Note that the
reci pi ent does not need access to an anonynous channel to preserve
the sender’s anonymty.

At a high level, KT credentials are created by serializing one or
nore Search request-response pairs. These Search operations
correspond to the | ookups the recipient would do to authenticate the
rel ationship between the presented end-user identity and their public
keys. Recipients can verify the request-response pairs thensel ves

wi t hout contacting the transparency | og.

Any future nonitoring that may be required should be provided to
reci pients proactively by the sender. However, if this fails, the
recipient will need to performthe nonitoring thenself over an
anonynous channel
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Moni t or Response) ---->

Transparency Log Alice Anonymous G oup
I I
R Search(Alice) | |
| SearchResponse(...) ---------- >| Encrypt (Anon G oup, |
| | Sear chResponse | | |
| | Message | | |
| | Signature) ---------- >|
I I I
[ <----mmmemae - Moni tor (Alice) | |
| MonitorResponse(...) --------- >| Encrypt (Anon G oup, |
I I I
I I I

Figure 2: Exanpl e nessage flow in an anonynous depl oyment. Users
request their own | abel fromthe transparency | og and provide the
serialized response, functioning as a credential, in encrypted
nmessages to other users. Required nmonitoring is provided
proactively.

3.3. Detecting Forks

It is sonetinmes possible for a transparency log to present forked
views of data to different users. This neans that, from an

i ndi vi dual user’s perspective, a |og nmay appear to be operating
correctly in the sense that all of a user’s requests succeed and
proofs verify correctly. However, the transparency |og has presented
a viewto the user that’s not globally consistent with what it has
shown other users. As such, the log may be able to change a | abel’s
val ue without the | abel’s owner beconing aware.

The protocol is designed such that users always require subsequent
queries to prove consistency with previous queries. As such, users
al ways stay on a linearizable view of the log. |If a user is ever
presented with a forked view, they hold on to this forked view
forever and reject the output of any subsequent queries that are
inconsistent with it.

Thi s provides anmple opportunity for users to detect when a fork has
been presented but isn't in itself sufficient for detection. To
detect forks, users require either a *trusted third party*,
*anonynous comuni cation* with the transparency |og, or *peer-to-peer
communi cati on*.

Wth a trusted third party, such as a Third-Party Auditor or Manager
as described in Section 4.2 and Section 4.3, an outside organization
monitors the operation of the transparency log. This third party
verifies, anobng other things, that the transparency log is growing in
an append-only manner. |f verification is successful, the third
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party and produces a signature on the nost recent tree head. The
transparency |l og provides this signature to users in-line with their
query responses as proof that they are not being shown a fork. This
approach relies on an assunption that the third party is trusted not
to collude with the transparency log to sign a fork

Wth anonynmous conmmunication, a single user accesses the transparency
| og over an anonynous channel and checks that the transparency log is
presenting the sane tree head over the anonynobus channel as it does
over an authenticated channel. The security of this approach relies
on the fact that, if the transparency |og doesn't know which user is
maki ng the request, it will show the user the wong fork with high
probability. Repeating this check over tinme makes it overwhel ningly
likely that any fork presented to any user will be detected.

Wth peer-to-peer communication, tw users gossip with each other to
establish that they both have the sane view of the transparency | og.
This gossip is able to happen over any supported out-of-band channe
even if it is heavily bandw dth-constrai ned, such as scanning a QR
code. However, this approach is only secure if gossip can be

i mpl ement ed such that gossipping users are reasonably expected to
forma connected graph of all users. |If not, then the transparency
|l og can attenpt to partition users into subsets that do not gossip
and can present each subset of users with different forks.

Regar dl ess of approach, in the event that a fork is successfully
detected, the user is able to produce non-repudi able proof of |og
m sbehavi or whi ch can be publi shed.

>
o
o
W
o

Transparency Log

(OB check over anonynous channel)

Di sti ngui shedHead >
< 6c063bb

Sear ch( Bob) > X
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4.

Figure 3: Users receive tree heads while making authenticated
requests to a transparency log. Users ensure consistency of tree
heads by either conparing anmpongst thensel ves, or by contacting
the transparency | og over an anonynous channel. Requests that
require authentication do not need to be avail able over the
anonynous channel

Depl oyment Modes

In the interest of satisfying the wi dest range of use-cases possible,
three different nodes for deploying a transparency |og are supported.
Each nmode has slightly different requirenents and efficiency
consi derations for both the transparency | og and the end-user

*Third-Party Managenent* and *Third-Party Auditing* are two

depl oynent nodes that require the transparency |log to del egate part
of its operation to a third party. Users are able to run nore
efficiently as long as they can assune that the transparency |og and
the third party won't collude to trick theminto accepting malicious
results.

Wth both third-party nodes, all requests fromend-users are
initially routed to the transparency log and the | og coordinates with
the third party itself. End-users never contact the third party
directly, although they will need a signature public key fromthe
third party to verify its assertions.

Wth Third-Party Managenent, the third party perforns the majority of
the work of actually storing and operating the service, and the
transparency log only signs new entries as they're added. Wth
Third-Party Auditing, the transparency |log perfornms the majority of
the work of storing and operating the service, only obtaining
signatures froma third-party auditor at regular intervals asserting
that the tree has been constructed correctly.

*Contact Mnitoring*, on the other hand, supports a single-party

depl oynent with no third party. The cost of this is that, when a
user | ooks up a version of a |label that was inserted very recently,
the user may need to retain some additional state and nonitor the

| abel until it is included in a _distinguished |og entry_ (as defined
in [PROTQ). |If a user |ooks up nany | abel-version pairs that were
inserted very recently, nonitoring may becone rel atively expensive.

Additionally, applications that rely on a transparency |og depl oyed
in Contact Monitoring node MIST regularly attenpt to detect forks

t hrough anonynous communication with the transparency | og or peer-to-
peer conmmuni cation, as described in Section 3.3.
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4.

Applications that rely on a transparency | og deployed in either of
the third-party nodes SHOULD al |l ow users to enable a "Cont act

Moni toring Mode". This nmode, which affects only the individua
client’s behavior, would cause the client to behave as if its
transparency | og was deployed in Contact Monitoring node. As such
it would start retaining state about previously |ooked-up |abels and
regul arly engaging in out-of-band conmunication. Enabling this

hi gher-security node all ows users to doubl e-check that the third
party is not colluding with the transparency | og.

1. Contact Monitoring

Wth the Contact Monitoring depl oynent node, the nonitoring burden is

split between both the owner of a |abel and those that | ook up the

| abel. Stated as sinply as possible, the nonitoring obligations of

each party are:

1. On a reqgular basis, the | abel owner verifies that the nost recent
version of their label has not changed unexpectedly.

2. When a user that | ooked up a | abel sees that it was inserted very
recently, they check back |later to see that the | abel -version
pair they observed was not renpved before it could be detected by
the | abel owner.

This guarantees that if a malicious value for a | abel is added to the

log, then either it is detected by the | abel owner, or if it is

renoved/ obscured fromthe | og before the | abel owner can detect it,

then any users that observed it will detect its renoval.

ice Transparency Log Bob
I

Search(Bob) --------------------- >|

(1 day later)

SRR R Moni t or ( Bob)
Moni t or Response(...) ----------- >
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Figure 4: Contact Monitoring. Alice searches for Bob’'s | abel
One day later, Alice verifies the | abel-version pair she observed
remai ned in transparency | og. Another day |ater, Bob cones
online and nmonitors his own |abel. Note that Alice does not need
to wait on Bob to make his Monitor request before naking hers.

Importantly, Contact Monitoring inpacts how the server is able to
enforce access control on Mnitor queries. Wile Search and Update
queries can enforce access control on a "point in time" basis, where
a user is allowed to execute the query at one point in tinme but maybe
not the next, Mbnitor queries nust have "accretive" access control
This is because, if a user is allowed to execute a Search or Update
query for a label, the user may then need to issue at |east one

Moni tor query for the label some tinme in the future. These Monitor
queries nmust be permtted, regardl ess of whether or not the user is
still permitted to execute such Search or Update queries.

4.2. Third-Party Auditing

Wth the Third-Party Auditing depl oynment node, the transparency | og
obtains signatures froma third-party auditor attesting to the fact
that the tree has been constructed correctly. These signatures are
provided to users as part of the responses for their queries.

The third-party auditor is expected to run asynchronously,

downl oadi ng and authenticating a log’s contents in the background, so
as not to becone a bottleneck for the transparency log. As a result,
signatures fromthe auditor may | ag behind the view presented by the
transparency |l og. The maxi rum anount of time that the auditor nmay

| ag behind the transparency log without its signature being rejected
by users is set in the transparency log' s configuration

Many Users Transparency Log Audi t or
I I I
| Update(Alice, ...) -----------mmo---- >| |
| Update(Bob, ...) --------mmmmmimaa >| |
| Update(Carol, ...) --------mmommomn- >| |
| <===== Response{AuditorSig: 66bf, ...} | |
I I I
| | , |
| | [AuditorUpdate] ----------- >|
| I Audi t or TreeHead |
I I I

Figure 5: Third-Party Auditing. A recent signature fromthe
auditor is provided to users. The auditor is updated on changes
to the tree in the background.

MM I Lion Expires 22 April 2026 [ Page 12]



I nternet-Draft Key Transparency Architecture Cct ober 2025

Gven the long-lived nature of transparency |ogs and the potentially
short-lived nature of third-party auditing arrangenents, KT allows
third-party auditors to start auditing a log at any arbitrary point.
This allows a new third-party auditor to start up w thout ingesting
the transparency log's entire history. The point at which an auditor
started auditing is provided to users in the transparency log's
configuration. Wen verifying query responses, users verify that the
auditor started auditing at or before the point necessary for the
query to be secure.

4.3. Third-Party Managenent

Wth the Third-Party Managenent depl oyment node, a third party is
responsible for the majority of the work of storing and operating the
log. The transparency log serves mainly to enforce access control
and authenticate the addition of new entries to the log. Al user
queries are initially sent by users directly to the transparency | og,
and the transparency |log proxies themto the third-party manager if
they pass access control.

Alice Transparency Log Manager

I I
| Search(Alice) ------------- I >|
I e | <---------- Sear chResponse(...) |
I I I
| Update(Alice, ) -------- b e e >|
I T | <---------- Updat eResponse(...) |
I I I
| Search(Fred) ---------- > X | |
| Update(Bob, ...) ------ > X | |
I I I

Figure 6: Third-Party Managenent. Valid requests are proxied by the
transparency log to the nanager. Invalid requests are bl ocked.

The security of the Third-Party Managenent depl oynent node cones from
an assunption that the transparency |l og and the third-party manager
do not collude to behave maliciously. |If the third-party manager
behaves honestly, then any inproper nodifications to a |abel’s val ue
that were requested by the transparency log will be properly
publ i shed such that the | abel owner will detect them when nonitoring.
If the transparency | og behaves honestly, the third-party nmanager

will be unable to add any new unaut hori zed versions of a |abel such
that a user will accept them or rempve any authorized version of a

| abel without the | abel owner detecting it.
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The transparency | og MJST inpl ement sone nmechani smto detect when

forks are presented by the third-party manager. Additionally, the
transparency | og MJST inpl enent sone nechanismto prevent the same
version of a label from being submtted to the third-party nanager
multiple times with different associated val ues.

Conbi ni ng Logs

There are many cases where it nakes sense to operate nmultiple
cooperating transparency |log instances, for exanple:

* A service provider nmay wish to gradually migrate to a transparency
| og that uses different cryptographic keys, a different cipher
suite, or different depl oynment node.

* A service provider nay operate nmultiple logs to inprove their
ability to scale or provide higher availability.

* A federated systemmay allow each participant in the federation to
operate their own transparency log for their own users.

Client inplenentations should generally be prepared to interact with
mul ti pl e i ndependent transparency | ogs. Wen nultiple transparency
|l ogs are used as part of one application, all users MJST have a
consi stent policy for executing Search, Update, and Monitor queries
against the logs in a way that maintains the high-level security
guar ant ees of KT:

* |f all transparency |ogs behave honestly, then users observe a
globally consistent view of the data associated with each | abel

* |f any transparency |og behaves di shonestly such that the prior
guarantee is not net, this will be detected in a tinely nmanner by
background nonitoring or out-of-band comruni cation

G adual M gration

In the case of gradually migrating froman old transparency log to a
new one, this policy may | ook |ike:

1. Search queries should be executed against the old transparency
log first, and then against the new transparency log only if the
nmost recent version of a label in the old transparency log is a
speci al application-defined ’'tonbstone’ entry.

2. Update queries should only be executed against the new
transparency | og, adding a tonbstone entry to the old
transparency log if one hasn’'t been created already.
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5

3. Both transparency | ogs should be nonitored as they would be if
they were run individually. Once the migration has conpleted and
the ol d transparency | og has stopped accepting nodifications, the
ol d transparency | og MJST stay operational |ong enough for al
users to conplete their nonitoring of it (keeping in mnd that
sonme users may be offline for a significant anpbunt of tine).

Pl acing a tonbstone entry for each label in the old transparency | og
gives users a clear indication as to which transparency | og contains
the nost recent version of a label. Inportantly, it prevents users
fromincorrectly accepting a stale version of a label if the new
transparency | og i s unreachabl e.

2. Imrediate Mgration

In sone situations, the service provider may i nstead choose to stop
addi ng new entries to a transparency |log i medi ately and provide a
new transparency log that is pre-populated with the nbst recent
versions of all labels. 1In this case, the policy may | ook like:

1. Search queries must be executed against the new transparency | og.
2. Update queries nmust be executed agai nst the new transparency | og.

3. The final tree size and root hash of the old transparency log is
provided to users over a trustworthy channel. Label owners issue
final Mnitor queries to conplete nonitoring up to this point.
Label owners initiate nonitoring state for the new transparency
| og by processing an Update for the mgrated versions of their
| abel s and verifying that the migration was done correctly. From
then on, users will nmonitor only the new transparency | og.

The final tree size and root hash of the prior transparency |og need
to be distributed to users in a way that guarantees all users have a
globally consistent view. This can be done either by storing themin
a well-known | abel of the new transparency log or with the
application’s code distribution nechani sm

3. Federati on

In a federated application, many servers that are owned and operated
by different entities will cooperate to provide a single end-to-end
encrypted conmmuni cation service. Each entity in a federated system
provides its own infrastructure (in particular, a transparency |oQ)
to serve the users that rely on it. Gven this, there nust be a
consistent policy for directing KT requests to the correct
transparency log. Typically in such a system the end-user identity
directly specifies which entity requests should be directed to. For
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exanple, with an email end-user identity |like alice@xanple.com the
controlling entity is exanpl e.com

A controlling entity |ike exanple.com MAY act as an anonym zi ng proxy
for its users when they query transparency | ogs run by other entities
(in the manner of [RFC9458]), but SHOULD NOT attenpt to 'mirror’ or
combi ne other transparency logs with its own.

6. Pruning

As part of the core infrastructure of an end-to-end encrypted

conmmuni cati on service, transparency |logs are required to operate
seam essly for several years. This presents a problemfor genera
append-only | ogs, as even noderate usage can cause the log to growto
an unmanageabl e size. This issue is further conmpounded by the fact
that a substantial portion of the entries added to a | og may be fake,
havi ng been added solely for the purpose of obscuring short-term
update rates (as discussed in Section 7.1). Gven this, transparency
| ogs need to be able nmanage their footprint by pruning data which is
no | onger required by the conmunication service.

Broadl y speaking, a transparency |log’'s database will contain two
types of data:

1. Serialized user data (the values corresponding to labels in the
l og), and

2. Cryptographic data, such as pre-conputed portions of hash trees
or conmmi tnent openings.

The first type, serialized user data, can be pruned by renovi ng any
entries that the service operator’s access control policy would never
permt access to. For example, a service operator may only permt
clients to search for the nost recent version (or n versions) of a

| abel. Any entries that don’t neet this criteria can be del eted

wi t hout consideration to the rest of the protocol

The second type, cryptographic data, can also be pruned, but only

after considering which parts are no | onger required by the protocol
for producing proofs. For exanple, even though the | abel-val ue pair
inserted at a particular entry in the append-only | og nay have been

del eted, parts of the log entry may still be needed to produce proofs
for Search / Update / Monitor queries on other |abels. The exact
mechani sm for determning which data is safe to delete will depend on

the protocol and inplementation
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The distinction between user data and cryptographi c data provides a
val uabl e separation of concerns, given that the protocol docunent
does not provide a nechanismfor a service operator to convey its
access control policy to a transparency |log. That is: pruning user
data can be done entirely by application-defined code, while pruning
cryptographi c data can be done entirely by KT-specific code as a
subsequent operation.

7. Security Quarantees

A user that correctly verifies a proof fromthe transparency | og (and
does any required nonitoring afterwards) receives a guarantee that
the transparency | og operator executed the | abel-val ue | ookup
correctly, and in a way that’'s globally consistent with what it has
shown all other users. That is, when a user searches for a |abel,
they' re guaranteed that the result they receive represents the sane
result that any other user searching for the same |abel woul d ve
seen. Wen a user nodifies a |abel, they' re guaranteed that other
users will see the nodification the next tine they search for the

| abel .

If the transparency | og does not execute a | abel -val ue | ookup
correctly, then either:

1. The user will detect the error imrediately and reject the proof,
or

2. The user will permanently enter an invalid state

Dependi ng on the exact reason that the user enters an invalid state,
it will either be detected by background nonitoring or by the
mechani sms described in Section 3.3. Inportantly, this neans that
users nmust stay online for some bounded anpbunt of time after entering
an invalid state for it to be successfully detected.

Al ternatively, instead of executing a | ookup incorrectly, the
transparency log can attenpt to prevent a user from|learni ng about
more recent states of the log. This would allow the log to continue
executing queries correctly, but on outdated versions of data. To
prevent this, applications configure an upper bound on how stale a
query response can be without being rejected.

The exact caveats of the above guarantees depend naturally on the

security of underlying cryptographic primtives and al so the
depl oynent node that the transparency log relies on
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* Third-Party Managenent and Third-Party Auditing require an
assunption that the transparency |log and the third-party manager
or auditor do not collude to trick users into accepting malicious
results.

* Contact Mdnitoring requires an assunption that the user that owns
a label and all users that | ook up the | abel do the necessary
moni toring afterwards.

In short, assuming that the underlying cryptographic primtives used
are secure, any depl oynent-specific assunptions hold (such as non-

collusion), and that user devices don’t go permanently offline, then
mal i ci ous behavior by the transparency log is always detected within
a bounded anount of tine. The paraneters that determ ne the nmaximum
anmount of time before malicious behavior is detected are as foll ows:

* The configured nmaxi mum anount of tine by which a query response
can be stale.

* The configured Reasonabl e Mnitoring Wndow (described in
Section 7.1 of [PROTQ ), weighed against how frequently users
execut e background nonitoring in practice.

* For logs that use the Contact Mnitoring depl oynment node: how
frequently users engage in anonynous conmmuni cation with the
transparency | og, or peer-to-peer comunication wth other users.

* For logs that use the Third-Party Auditing depl oynent node: the
configured maxi mum acceptable |ag for an auditor

7.1. Privacy Cuarantees

For applications deploying KT, service operators expect to be able to
control when sensitive information is revealed. |In particular, a
service operator can often only reveal that a user is a nenber of
their service, and infornmation about that user’s account, to that
user’'s friends or contacts.

KT only allows users to | earn whether or not a | abel exists in the
transparency log if the user obtains a valid search proof for that
|label. Sinmlarly, KT only allows users to |earn about the value of a
| abel if the user obtains a valid search proof for the exact |abe

and version.
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When a user was previously allowed to | ookup or change a | abel’s

val ue but no longer is, KT prevents the user from | earning whether or
not the | abel’s val ue has changed since the user’s access was
revoked. This is true even in Contact Monitoring node, where users
are still permtted to performnonitoring after their access to
perform ot her queries has been revoked.

Applications determ ne the privacy of data in KT by relying on these
properties when they enforce access control policies on the queries

i ssued by users, as discussed in Section 3. For exanple if two users
aren’t friends, an application can bl ock these users from searching
for each other’s labels. This prevents both users from|l earning
about each other’s existence. |If the users were previously friends
but no | onger are, the application can prevent the users from
searching for each other’s |abels and | earning the contents of any
subsequent account updat es.

Service operators al so expect to be able to control sensitive

popul ation-1evel netrics about their users. These netrics include
the size of their user base, the frequency w th which new users join,
and the frequency with which existing users update their |abels.

KT allows a service operator to obscure the size of its user base by
batch inserting a | arge nunber of fake |abel-version pairs when a
transparency log is first initialized. Simlarly, KT also allows a
service operator to obscure the rate at which "real" changes are made
to the transparency | og by padding "real" changes with the insertion
of other fake | abel-version pairs such that it creates the outside
appearance of a constant baseline rate of insertions.

7.1.1. Leakage to Third-Party

In the event that a third-party auditor or manager is used, there’s
additional information | eaked to the third-party that’s not visible
to outsiders.

In the case of a third-party auditor, the auditor is able to learn
the total number of distinct changes to the log. It is also able to
|l earn the order and approximate timng with which each change was
made. However, auditors are not able to learn the plaintext of any
| abel s or values. This is because |abels are nasked with a VRF, and
val ues are only provided to auditors as conmmtnments. They are also
not able to distinguish between whether a change represents a | abe
being created for the first time or being updated, or whether a
change represents a "real" change from an end-user or a "fake"
paddi ng change.
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In the case of a third-party nmanager, the nmanager generally |earns
everything that the service operator would know. This includes the
total set of plaintext |abels and values and their nodification
history. It also includes traffic patterns, such as how often a
specific | abel is |ooked up

8. Privacy Law Consi derations

Consuner privacy |laws often provide a 'right to erasure’. This neans
that when a consuner requests that a service provider delete their
personal information, the service provider is legally obligated to do
so. This may seemto be inconpatible with the description of KT in
Section 1 as an 'append-only log’'. Once an entry is added to a
transparency log, it indeed can not be renoved.

The inportant caveat here is that user data is not directly stored in
the append-only log. Instead, the | og consists of privacy-preserving
cryptographic commitments. By |ogging conmitnents instead of

pl ai nt ext user data, users interacting with the log are unable to

i nfer anything about an entry’s contents until the service provider
explicitly provides the commtnent’s opening. A service provider
responding to an erasure request can del ete the comm tnent opening
and the associated data, effectively anonym zing the entry.

O her than the log, the second place where user information is stored
isinthe prefix tree_ . This is a cryptographic index provided to
users to enable themto efficiently query the | og, which contains

i nformation about which | abels exist and where. These |abels are
usual ly serialized end-user identifiers, although it varies by
application. To ninimze | eakage, all |abels are processed through a
Verifiable Random Function, or VRF [RFC9381].

A VRF determi nistically nmaps each | abel to the fixed-Iength
pseudorandom val ue. Only the service operator, who holds a private
key, can execute the VRF. Critically though, VRFs can provide proof
that an input-output pair is valid, which users verify with a public
key. When a user tries to search for or update a | abel, the service
operator first executes its VRF on the input |abel to obtain the
index that will actually be | ooked up or stored in the prefix tree.
The service operator then provides the VRF output, along with a proof
that the output is correct, inits response to the user
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The pseudorandom property of VRFs nmeans that even if a user
indirectly observes that a specific VRF output exists in the prefix
tree, they can’'t learn which user it identifies. The inability of
users to execute the VRF thensel ves al so prevents offline "password
cracki ng" approaches, where an attacker tries all possibilities in a
| ow entropy space (like the set of phone nunbers) to find the input
that produces a given out put.

A service provider responding to an erasure request can 'trim the
prefix tree, by no longer storing the full VRF output for any |abels
corresponding to an end-user’'s identifiers. Wth only a small anount
of the VRF output left in storage, even if the transparency log is

| ater conmprom sed, it would be unable to recover deleted identifiers
If the same |l abels were reinserted into the log at a later time, it
woul d appear as if they were being inserted for the first tine.

As an exanple, consider the information stored in a transparency |og
after inserting a label L with value V. The index inserted into the
prefix tree would roughly correspond to VRF(I abel L) = pseudorandom
bytes, and the value stored in the append-only | og would roughly
correspond to:

Conmi t (nonce: random bytes, body: version N of label L is V)

After receiving an erasure request, the transparency | og del etes the
| abel, value, and random comitnment nonce. It also trins the VRF
output to the m nimum si ze necessary. The commitnment schene
guarantees that, w thout the high-entropy random nonce, the renmining
conmitnent reveal s nothing about the |abel or val ue.

Assuming that the prefix tree is well-balanced (which is extremely
likely due to VRFs bei ng pseudorandon), the nunber of VRF output bits
retained is approximately equal to the | ogarithmof the total nunber
of labels stored. This neans that while the VRF s full output may be
256 bits, in alog with one nillion labels, only 20 output bits would
need to be retained. This would be insufficient for recovering even
a very lowentropy identifier |ike a phone nunber.

9. Inplenentation CGui dance

Fundanental |y, KT can be thought of as guaranteeing that all the
users of a service agree on the contents of a key-val ue dat abase
(noting that this docunent refers to these keys as "labels"). It
takes special care to turn the guarantee that all users agree on a
set of | abels and values into a guarantee that the nappi ng between
end-users and their public keys is authentic. Critically, to

aut henticate an end-user identity, it nust be both _unique_ and
_user-visible . However, what exactly constitutes a uni que and user-
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visible identifier varies greatly fromapplication to application

Consi der, for exanple, a comunication service where users are
uniquely identified by a fixed usernane, but KT has been depl oyed
usi ng each user’s internal UU D as their label. Wile the UU D m ght
be unique, it is not necessarily user-visible. Wen a user attenpts
to | ookup a contact by usernane, the service operator translates the
username into a user UUI D under the hood. [If this mapping (from
usernanme to UUID) is unauthenticated, the service operator could

mani pul ate it to eavesdrop on conversations by returning the UU D for
an account that it controls. Froma security perspective, this would
be equivalent to not using KT at all

However, that’'s not to say that the use of internal UUDs in KT is
never appropriate. Many applications don’'t have a concept of a fixed
explicit identifier, like a usernane, and instead rely on their U
(underpinned internally by a user’s ID) to indicate to users whether
a conversation is with a new person or someone they’ve previously
contacted. The fact that the U behaves this way makes the user’'s ID
a user-visible identifier even if a user may not be able to actually
see it witten out. An exanple of this kind of application would be
Sl ack.

A *primary end-user identity* is one that is unique, user-visible,
and unable to change. (O equivalently, if it changes, it appears in
the application U as a new conversation with a new user.) A primary
end-user identity should always be a label in KT, with the end-user’s
public keys and other account information as the associated val ue.

A *secondary end-user identity* is one that is unique, user-visible,
and able to change without being interpreted as a different account
due to its association with a primary end-user identity. These
identities are used solely for initial user discovery, during which
they're converted into a primary end-user identity (like a UU D)
that's used by the application to identify the end-user fromthen on
An example of this type of identity would be a phone nunber, since
users can often change the phone nunber they use with a service

wi t hout disrupting existing communications. A secondary end-user
identity should be a label in KT with the primary end-user identity
as the associated value, such that it can be used to authenticate the
user di scovery process.

Wiile likely hel pful to nost conmon applications, the distinction
bet ween handling primary and secondary end-user identities is not a
guaranteed rule. Applications nust be careful to ensure they fully
capture the semantics of identity in their application with the

| abel -val ue pairs they store in KT.
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10. | ANA Consi derations

Thi s docunment has no | ANA acti ons.
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